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Abstract
Multilingual IoT typically refers to the use of multiple lan-
guages to implement its web services, such as C, Python,
Lua, etc. While some user-accessible interfaces are visualized
through the frontend for interaction, a large number of inter-
faces remain hidden and are not exposed to the frontend in
multilingual IoT. Additionally, their parameters often exhibit
complex hierarchical structures. Effectively extracting inter-
face specifications from multilingual devices for vulnerability
discovery is an urgent problem that remains unresolved. In
this paper, we present PANGOLIN, a novel fuzzing solution de-
signed for multilingual IoT devices. First, we utilize LLMs to
analyze API dispatching mechanisms and identify interfaces.
Then, we introduce an LLM agent to perform cross-language
analysis and generate input parameter specifications. Lastly,
we utilize response-driven feedback to correct parameter spec-
ifications. This knowledge enables semantics-aware fuzzing
that can explore deeper code paths and discover more vul-
nerabilities. PANGOLIN successfully discovered 68 previously
unknown vulnerabilities, i.e., 2.96X more than SOTA tool
LABRADOR. Notably, 45 of these vulnerabilities were found
in hidden interfaces, whereas EAGLEYE was only able to
identify 4 such cases. As of the time of writing, all vulnerabil-
ities have been reported to vendors and acknowledged, with
31 vulnerability IDs assigned.

1 Introduction

Multilingual IoT firmware typically refers to the use of mul-
tiple languages, such as C, Python, Lua, etc., to implement
its web management services. Unlike traditional monolithic
binary backends, which struggle to accommodate the rapidly
evolving and increasingly diverse functionality demands of
modern IoT scenarios, multilingual backends greatly enhance
the scalability of IoT devices, simplify updates and main-
tenance, and enable a unified interface style that facilitates
interaction with various control terminals while promoting
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continuous development. Major companies such as Cisco [9],
Huawei [14], and Xiaomi [30] have already adopted this de-
sign paradigm to develop feature-rich IoT devices.

Detecting vulnerabilities in multilingual IoT firmware
is still a challenging task. Existing static analysis vulner-
ability discovery approaches (for example, SaTC [6], Lu-
aTaint [28], HermeScan [12], and MangoDFA [13]) targeting
IoT firmware are typically limited to a single language, bi-
nary or Lua, and cannot perform cross-language boundary
analysis. Moreover, static analysis methods typically require
extensive manual effort to verify the generated alerts. An-
other type of IoT firmware vulnerability discovery solution
is fuzzing. Since testing IoT devices often depends on spe-
cific peripherals or configurations, various fuzzing approaches
(e.g., Firm-AFL [36], Greenhouse [26], FirmFuzz [25], House-
Fuzz [29]) focus on rehosting firmware to improve fuzzing
efficiency, scalability, and vulnerability detection capabilities.
Other fuzzing solutions (e.g. SmartTVs [1], Snipuzz [11], IoT-
Fuzzer [5], ESRFuzzer [33], Labrador [20]) focus on guiding
fuzzers to explore more code paths effectively, which typi-
cally rely on network traffic as initial seeds and leverage logs,
code snippets, or response strings as feedback. However, for
multilingual IoT firmware, these solutions still face signifi-
cant limitations. Specifically, they fail to capture the full set of
backend interfaces and parameters from network traffic alone.
And, they struggle to handle the hierarchical parameter struc-
tures caused by deep parameter parsing and cross-language
function calls, as well as complex parameter constraints.

To more effectively discover vulnerabilities in multilingual
IoT firmware, we propose a novel fuzzing approach, named
PANGOLIN, which leverages LLMs (large language models)
to identify testing interfaces and parameters. We observe
that multiple interfaces in one multilingual IoT device often
share the same dispatch mechanism and LLMs could help
recognize the patterns. Besides, LLMs could understand the
high-dimensional semantics of code and significantly facil-
itate the generation of parameter specifications. Following
the above observations, PANGOLIN analyzes the backend dis-
patch mechanism to extract all available interfaces and their
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corresponding handler entry points, and leverages an LLM
agent to generate multidimensional input parameter speci-
fications, which are then used to guide the semantic-aware
fuzzing process.

An efficient fuzzer should thoroughly explore the interfaces
of IoT firmware as well as their parameters. To achieve this
goal for multilingual IoT firmware, we must address three
key challenges: C1: Construction of a Comprehensive En-
try Map. Each interface of an IoT firmware corresponds to a
specific entry URI, which is accessible only when it can be
parsed and dispatched to a backend handler. To thoroughly
explore the interfaces, we need a complete map between in-
terfaces and backend handlers. However, the diverse dispatch
mechanisms, multi-level routing strategies, and indirect func-
tion calls commonly found in multilingual IoT device back-
ends significantly complicate the parsing and modeling pro-
cesses required to construct a comprehensive entry map. C2:
Generation of Parameter Specifications via interprocedu-
ral analysis. For each interface to be tested, identifying its
parameters is also critical. However, the complete handler of
an interface typically involves the collaboration of multiple
functions, including multi-level hybrid calls between scripts
and binaries. Therefore, the parameters are parsed in a lay-
ered manner, resulting in a complex hierarchical structure,
which makes comprehensive analysis of parameters particu-
larly challenging. C3: Parameter Specifications Correction
and Application to Fuzzing. Issues such as inaccurate func-
tion call resolution and LLM hallucinations can often lead
to parameter specifications that do not align precisely with
the actual code semantics. Moreover, traditional fuzzing ap-
proaches guide mutations without considering code semantics,
making efficient vulnerability discovery difficult.

To address these key challenges, we propose our novel solu-
tions from three key perspectives. In the first phase, PANGOLIN
constructs a tree-based entry map by identifying the dispatch
mechanism and extracting entry URIs along with their cor-
responding handler points. In the second phase, PANGOLIN
adopts a novel data structure called the Multilingual Call
Graph (MCG) to identify hybrid calls. Pruned MCG helps
generate parameter specifications using an LLM agent. In the
third phase, PANGOLIN employs a response-driven feedback
mechanism to refine MCG and recover parameter specifi-
cations. It further adopts a specification-guided strategy to
optimize fuzzing actions, including node selection, mutation
operators, and energy allocation.

To demonstrate the effectiveness and performance of
PANGOLIN, we evaluated it on 12 multilingual IoT devices
from 8 major manufacturers. It discovered 2,856 backend
interfaces, including 1,793 hidden from the frontend. In to-
tal, 68 0-day vulnerabilities were found, involving command
injection (CI), cross-site scripting (XSS), information leak,
denial of service (DoS) and arbitrary file operations.

In summary, the paper makes the following contributions:

• We presented a LLM-driven approach able to extract
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Figure 1: An example abstract processing architecture in
multilingual IoT devices.

interfaces and parameter specifications of multilingual
IoT firmware, and a response-based feedback to correct
parameter specifications.

• We have implemented a prototype of PANGOLIN1, a novel
practical fuzzing method for physical devices that is ef-
fective at detecting vulnerabilities in complex multilin-
gual IoT devices.

• We evaluated PANGOLIN on 12 multilingual IoT devices
from 8 well-known vendors and successfully identified
68 0-day vulnerabilities. As of now, all vulnerabilities
have been confirmed by vendors, and 31 have been as-
signed IDs.

2 Background and Motivation

In this section, we provide an overview of the processing
architecture in multilingual IoT devices, briefly and effectively
illustrate the challenge in discovering vulnerabilities with
two examples in multilingual IoT devices, and discuss the
limitations of existing methods.

2.1 Multilingual IoT processing architecture
We conduct a detailed analysis of the processing architecture
of multilingual IoT devices. Although the specific implemen-
tations vary across vendors, they can be modeled and repre-
sented as shown in Figure 1. When a user submits control
request data to a multilingual IoT device through the manage-
ment WebUI interface (local web pages, mobile applications,
and cloud platforms), the backend will deal with the request
data once it receives the data. The backend of IoT devices
is designed to receive request packets from the frontend and
perform dispatching based on specific values found in the
URI or body fields of the request. The backend will match
the corresponding URI (we define the path field of the URI
together with the POST query field as the entry URI) for
dispatch, passing the parameters to the backend functions
for execution (we call the first function name in the backend
that processes the body field as handler point.). Handler
points in multilingual IoT devices contain script-based pro-
grams (e.g., programs implemented with Lua, Python and etc.)

1https://github.com/vul337/PANGOLIN.git
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.data:FAE20 off_FAE20 DCQ aSetAc   

.data:FAE60 DCQ aCrUser ; "cr_user"

.data:FAE68 DCQ sub_51A88  ……

.data:FAE20 off_FAE20 DCQ aSetAc   

.data:FAE60 DCQ aCrUser ; "cr_user"

.data:FAE68 DCQ sub_51A88  ……

.data:FBF20 off_FBF20 DCQ aReQuota

.data:FBF50 DCQ aLogin  ; "/rest/login"

.data:FBF58 DCQ sub_40C00  ……

.data:FBF20 off_FBF20 DCQ aReQuota

.data:FBF50 DCQ aLogin  ; "/rest/login"

.data:FBF58 DCQ sub_40C00  ……

sub_4B588(__int64 a1){

    char *hay;

    hay = sub_9244C(a1); 

    for ( i = 0; i <= 0x1E; ++i ) {

        if (!strcmp((&off_FBF20)[2*i], hay)){

            (&off_FBF20[2 * i + 1])(v10)

sub_40C00(__int64 **a1){ 

    v23 = sub_4628C(a1, "action");

    for ( i = 0; i <= 0xE; ++i ) {

        if (!strcmp((&off_FAE20)[2*i], v23){

           (&off_FAE20)[2 * i + 1])(v7);

sub_40C00(__int64 **a1){ 

    v23 = sub_4628C(a1, "action");

    for ( i = 0; i <= 0xE; ++i ) {

        if (!strcmp((&off_FAE20)[2*i], v23){

           (&off_FAE20)[2 * i + 1])(v7);

sub_51A88(__int64 **a1){

    void *ptr;

    sub_44F30(**al, &ptr)

    v11 = sub_5BB40(ptr, "password", s);

    v16 = sub_65FB0((__int64)v12, v22);

sub_51A88(__int64 **a1){

    void *ptr;

    sub_44F30(**al, &ptr)

    v11 = sub_5BB40(ptr, "password", s);

    v16 = sub_65FB0((__int64)v12, v22);

POST /rest/login?action=cr_user

{"user_name":"xxx", "nickname": 

"xxx","password":payload}

Indirect Call
        sub_65FB0

                sub_6FA64

                        sub_6F9C4

                                sub_B8F20

                                         system(a1);

        sub_65FB0

                sub_6FA64

                        sub_6F9C4

                                sub_B8F20

                                         system(a1);

sub_51A88sub_51A88 sub_40C00sub_40C00

sub_4B588sub_4B588sub_4B588

POST /rest/login?action=cr_user

{"user_name":"xxx", "nickname": 

"xxx","password":payload}

Indirect Call
        sub_65FB0

                sub_6FA64

                        sub_6F9C4

                                sub_B8F20

                                         system(a1);

sub_51A88 sub_40C00

sub_4B588

Figure 2: An example of an entry URI indirect call com-
bined with a parameter structure pointers.

and binary-based programs (e.g., httpd, glc, plugins.so and
etc.). Starting from these entry handler points, the backend ex-
ecutes script functions and binary functions with hybrid calls
between script and binary components, to parse and apply the
parameters of the request from the frontend.

2.2 Motivating Example
The WebUI frontend typically provides management inter-
faces for the device along with parameter constraints. When
hunting for vulnerabilities in IoT devices with fuzzing, re-
searchers usually start by pulling URIs and parameter formats
from the frontend of the device’s WebUI. These details are
then used to craft the test cases for fuzzing. However, during
our investigation, we found that due to the lack of seman-
tic understanding of the code, relying solely on information
obtained from the WebUI frontend cannot effectively sup-
port vulnerability discovery. Meanwhile, a large number of
interfaces are not explicitly defined or rendered in the We-
bUI frontend, which we refer to as hidden interfaces. These
hidden interfaces may have a severe impact on the device.

Since all web requests must be processed by the backend
programs, the backend programs must include all interfaces
and perform parameter parsing, sanitization, and execution
code segments. The intuitive idea is to extract hidden inter-
faces and their corresponding complete parameter specifica-
tions (including the overall parameter structure, parameter
value types, individual parameter formats, and static values)
from backend programs. However, since the backends of mul-
tilingual IoT devices contain both script-based and binary-
based programs, extracting these hidden interfaces and param-
eter specifications remains a significant technical challenge.
Next, we will use two specific motivation examples to illus-
trate this challenge 2.

Hidden Interfaces. Figure 2 illustrates an exam-
ple of a multi-level dispatch mechanism where a hid-

2For security considerations, we have made special handling for function
addresses and URIs while maintaining the original processing workflow.
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Figure 3: An example of a hybrid call between scripts
and binaries. Fuzzing fails to detect vulnerabilities due to
complex parameter specifications.

den interface triggers a vulnerability. This interface
(/rest/login?action=cr_user) consists of two parts separated
by a “?”. The first part (/rest/login) is used for first-level han-
dler dispatching to determine the corresponding processing
function, while the second part (action=cr_user) is used for
second-level handler dispatching to determine the subsequent
processing function. This hidden subinterface (cr_user) does
not appear in the WebUI frontend, but it is processed by the
backend. Specifically, the backend iteratively compares a data
segment of size 0x1E*2 pointed to by off_FBF20 based on
/rest/login, thereby locating the interface sub_40C00 (indi-
rect call). This device then processes cr_user by comparing a
0xE*2 data segment pointed to by off_FAE20 to identify the
handler at sub_51A88 (indirect call). Parameters are passed
through a1 (i.e., V12), which points to a user information
structure. Through five layers of function call, a command in-
jection vulnerability is ultimately triggered due to insufficient
validation of the password parameter.

Complex Parameter Specification. Figure 3 illustrates the
customized complex parameter specification in multilingual
IoT devices. After receiving the request packet, the backend
routes it to oui-rpc.lua based on the URI path field /rpc. It
extracts the value call associated with the key methods and
indirectly invokes the rpc_method_call function. Parameters
are then passed to the binary program glc through underly-
ing nginx communication. The function in glc retrieves the
value list corresponding to the key params and, based on
the first two string elements in the list (including plugins
and ginfo), it indirectly invokes the ginfo function located
in /usr/lib/rpc/plugins.so with v10. The function ginfo then
parses the third dictionary element in the list to extract the
value Payload associated with the key name for further execu-
tion. Ultimately, due to insufficient validation of the Payload
value, a command injection vulnerability is triggered.

From the above two examples, we observe that multilingual
IoT devices contain hidden interfaces that rely on indirect
calls and employ complex nested parameter specifications
to transmit user requests. In processing these requests, both



script-based and binary-based programs are used to parse
parameters, often involving deep call chains. These character-
istics introduce significant challenges for extracting hidden
interfaces and reconstructing parameter structures from back-
end programs.

2.3 The Limitations in Existing Approaches.
Current IoT static analysis tools, such as Karonte [24],
SaTC [6], EmTaint [7], LuaTaint [28], SinkTaint [32], Her-
meScan [12], and MangoDFA [13], are designed for either
binary or Lua code, and are difficult to deal with deep indirect
call chains. Therefore, they cannot perform cross-language
analysis and have poor effectiveness in discovering vulnera-
bilities in multilingual IoT devices.

Existing black-box fuzzing tools have made significant ef-
forts in seed generation and mutation guidance. For example,
Snipuzz [11] captures network packets and manually filters
valid message sequences. IoTFuzzer [5] uses Monkeyrun-
ner [2] to obtain initial seeds and performs data type classifi-
cation based on taint sources and taint propagation, enabling
only basic recognition of parameter types. SRFuzzer [34] and
ESRFuzzer [33] utilize crawlers to collect input data and an-
notate parameters merely as numbers, fixed strings, or variable
strings. These tools rely exclusively on frontend-visible seeds,
ignoring backend interfaces that are not exposed through the
frontend and overlooking hidden branches of exposed inter-
faces, leading to missed vulnerabilities. EAGLEYE [21] ex-
tracts routing tokens in advance and employs fuzzing to dis-
cover hidden interfaces that are not defined in the frontend.
However, it performs poorly when handling hierarchical inter-
faces and indirect calls. Additionally, due to the absence of pa-
rameter specification recognition, it cannot effectively guide
mutation strategies. VFuzz [18] leverages neural network
models to predict the likelihood of vulnerability in functions
and accelerates fuzzing accordingly. SmartTVs [1] uses logs
to guide seed generation and mutation, while Labrador [20]
infers program execution paths from network responses and
uses distance metrics to guide mutation.

Current SOTA IoT fuzzing approaches lack semantic under-
standing of code. Mutation-based approaches alone are insuf-
ficient to meet the complex parameter constraints required to
trigger vulnerabilities, resulting in missed vulnerabilities and
reduced fuzzing efficiency. To address the limitation in the cur-
rent approaches, we propose a novel code semantics-guided
fuzzing framework to discover vulnerabilities in multilingual
IoT devices.

3 Challenges and Solutions

To the best of our knowledge, there are currently no existing
techniques that leverage code semantics to guide fuzzing for
multilingual IoT devices. To achieve this, an intuitive work-
flow can be outlined as follows: ❶ Locate the dispatch code

to extract the entry URIs and the corresponding handler
points. ❷ Analyze multilingual call mechanisms and gen-
erate parameter specifications using LLMs. ❸ Semantic-
s-guided fuzzing based on program code analysis. However,
three main challenges arise with this workflow. In this section,
we first discuss the challenges encountered (in §3.1) and then
introduce key ideas of our solution (in §3.2).

3.1 Challenges

Challenge 1: Locate the dispatch code to extract the entry
URI and the corresponding handler points. Each in-
terface of an IoT device corresponds to a specific entry URI,
which must match the backend definition to access the asso-
ciated functionality. For heterogeneous backends written in
multiple programming languages, the implementation of API
dispatch mechanisms varies significantly. These systems of-
ten involve multi-level dispatching and indirect function calls,
making it challenging to locate all relevant dispatch code and
extract entry URI across a large backend codebase.

Challenge 2: Analyze multilingual call mechanisms and
generate parameter specifications using LLM. The quality
of parameter specifications directly influences the effective-
ness of vulnerability discovery. The complete implementa-
tion of interface functionality associated with a given point
often involves function calls across multiple programming
languages and hierarchical parameter extraction. Merely iden-
tifying the code block corresponding to a specific point is
insufficient. Accurately constructing the inter-language func-
tion call graph is inherently challenging due to the presence
of hybrid calls between scripts and binaries, as well as in-
direct calls. Large language models exhibit strengths in un-
derstanding code semantics. However, their capabilities are
constrained by limited context window sizes, necessitating
effective pruning of the call graph to ensure relevant context
is preserved. Enabling LLM-based agents to generate high-
quality parameter specifications that can assist in overcoming
test barriers, reducing false negatives, supporting the detec-
tion of multiple types of vulnerability, and guiding effective
mutation remains a significant challenge.

Challenge 3: Semantics-guided fuzzing based on pro-
gram code analysis. How can we ensure the quality of the
generated parameter specifications? Poor quality may arise
from incorrect pruning decisions or from the inability of
LLMs to accurately understand program semantics, as well
as from hallucinations during generation. Furthermore, cer-
tain vulnerabilities cannot be triggered by a single request
alone; instead, they require a coordinated sequence of requests.
Understanding the implicit relationships among different in-
terfaces remains a significant challenge. To enable efficient
vulnerability discovery, it is essential to determine three key
aspects: where to mutate, how to mutate, and how many times
to mutate. Identifying optimal strategies for these dimensions
is critical to achieving effective and targeted fuzzing.



3.2 Solutions
To address these key challenges, we propose our novel solu-
tions from three key perspectives: 1) Construction of entry
map based on tree structures, 2) Generation of parameter spec-
ifications based on pruned MCG, and 3) Fuzzing guided by
parameter specifications. We reformulate the challenge of
cross-procedural analysis in multilingual IoT devices into the
problem of recovering high-quality API specifications. By
leveraging LLM agents and fuzzing techniques, we bridge the
semantic gap across language boundaries to enable efficient
and rapid detection of diverse types of vulnerabilities.

To address Challenge 1, we introduce a tree-structured
entry map construction approach that identifies and locates
backend dispatch logic, enabling the reconstruction of hier-
archical mappings between entry URIs and corresponding
handler points.

To address Challenge 2, we propose a novel data structure
called the Multilingual Call Graph (MCG) to resolve the com-
plexities of inter-language function calls in multilingual IoT
firmware. Generate semantically accurate parameter specifi-
cations by leveraging LLM Agents in conjunction with the
pruned MCG.

To address Challenge 3, we design a feedback-driven
adaptive framework that dynamically adjusts MCG pruning
and parameter specification generation with both response
content and previous function index. Based on specifica-
tions, we perform API sequence identification, prioritize entry
nodes, generate mutation operators, and allocate energy to
optimize fuzzing effectiveness.

4 Design of PANGOLIN

In this section, we provide the design details of our ap-
proach, called PANGOLIN. Figure 4 illustrates the architecture
of PANGOLIN, which consists of three key modules:

Entry Map Construction (§4.1). This module focuses on
constructing the mapping between entry URIs and correspond-
ing handler points by identifying and analyzing dispatch
code based on a tree-structured approach.

Parameter Specification Generation (§4.2). This module
focuses on performing reverse pruning of the MCG using
LLMs and generating semantically accurate parameter speci-
fications based on the pruned MCG through LLM Agents.

Correction and Specification Guidance (§4.3). This mod-
ule regulates MCG pruning and parameter specification gener-
ation based on response content and previous feedback from
the pruned MCG index. It then guides fuzzing with multidi-
mensional parameter specifications.

4.1 Entry Map Construction
PANGOLIN is designed to detect vulnerabilities in multilingual
IoT devices through fuzzing, with the first challenge being

to address interface coverage. PANGOLIN first standardizes
both scripts and binaries into a unified format. It then splits
the entry URIs of public interfaces into independent strings
and calculates their frequency of occurrence across functions,
which allows it to locate dispatch-related functions. Based
on the call relationships, these functions are organized into
a tree structure. The LLM analyzes each path from the root
to the leaf to generate the entry map. In addition, we define
three dispatch mechanisms that are incorporated as few-shot
examples to further guide the LLM analysis.

4.1.1 Format Standardizing for Script and Binary

As we mentioned above, the WebUI backend of multilingual
IoT devices contains both script-based and binary-based pro-
grams. Since binary-based programs are very different from
script-based programs, it is hard to analyze them with a uni-
fied approach directly. For LLMs, understanding binary pseu-
docode is significantly easier than assembly. Splitting long
scripts by functions also enhances LLM versatility. So, to
make the data easier for LLMs to handle, we start by stan-
dardizing it into a consistent format.

For the binary-based programs, we disassemble the pro-
gram and subsequently obtain the decompiled pseudocode.
We further optimized the decompiled output for code access-
ing the data segment. By applying extensive regular expres-
sion matching, we identified multiple data access patterns,
including array indexing, function pointers, global variables,
constant strings, and loop-based retrieval. The content cor-
responding to the identified addresses and sizes in the data
segment was extracted and used to replace the original el-
ements in the pseudocode. To facilitate the recognition of
subsequent indirect calls in loop memory access, we trans-
form the loop structure into a switch-case structure.

For the script-based programs, each script file is divided
into multiple files based on individual functions. We divide
each script file into multiple files according to its functions
and attach the global variables to the outer scope of each func-
tion. To address potential indexing errors caused by script
package aliases, we identified all import statements and re-
placed every package name inside the functions with its actual
package name.

4.1.2 Entry URI Dispatch Patterns in Multilingual IoT

To enable the LLM to better understand the task and gen-
erate accurate mappings between entry URIs and handler
points, we summarize three dispatch mechanisms that cover
the majority of multilingual IoT devices based on extensive
empirical observations across a large set of firmware samples.

Function Segment. The correspondence between the entry
URI and the handler point is established through a cus-
tom registration function, where both the entry URI and the
handler point are passed as function parameters.
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Figure 4: Overview of PANGOLIN

Data Segment. The correspondence between the entry
URI and the handler point can also be realized through
stored data. For script-based implementations, the entry URI
typically serves as the key in a dictionary, while the handler
point corresponds to the associated value. For binary-based
implementations, both the entry URI and the handler point are
usually represented as consecutive strings in the data segment.

Filename Segment: Dispatch can also be performed di-
rectly through file names, where the entry URI corresponds
to the file name and the handler point is the main function
within that file. We have crafted three illustrative examples in
Appendix A to elucidate the dispatch mechanism.

The adoption of LLMs in entry map construction is mainly
motivated by the challenge of multi-level and customized dis-
patch mechanisms prevalent in real-world firmware. Concrete
implementations of these three dispatch patterns often vary
across languages and vendors, involving nested or seman-
tically dependent logic that cannot be adequately captured
by regular expressions or heuristic rules. Traditional pattern-
based matching methods struggle to generalize in such scenar-
ios, as dispatch logic frequently embeds implicit semantics
beyond syntactic patterns. In contrast, LLMs enable semantic
reasoning for non-standard or various dispatch forms, thereby
providing superior scalability and generality compared to con-
ventional approaches.

4.1.3 LLM-Assisted Pattern Matching

The same device often employs similar mechanisms for dis-
patch. According to the principle of locality, dispatch code
within the backend is usually distributed in one or several
small clusters. Therefore, we assume that the entry URIs of
public interfaces obtained from traffic can be leveraged to
locate dispatch functions, which in turn allows the extraction
of all URIs and their corresponding handler points. We col-
lect all publicly defined frontend interface data from captured
traffic, extracting the path field from all POST request entry
URI entries, the query field if present, and the path field from

a limited number of parameterized GET request packets. Al-
though parameters may also possess dispatching functionality,
we define it as the routing value to be addressed in §4.2.

Algorithm 1 provides a detailed description of how
PANGOLIN constructs the entry map. We preprocess the ex-
tracted path values and POST request query values. For path
values, we split them using the "/" delimiter; for query values,
we split them using the "=" symbol and extract the string
following the equal sign. These extracted components are
converted into individual strings and deduplicated. Frequency
statistics are then computed based on the occurrences of these
strings within the preprocessed functions. To prevent identical
strings from distorting the frequency distribution, we applied
deduplication. We calculate the frequency of these individ-
ual strings within the functions obtained after format stan-
dardization. Functions are then classified into two categories
based on abrupt changes in the frequency distribution, with
the higher-frequency category considered as functions that
contain backend dispatch code. We construct a tree structure
from these functions according to their call relationships to
capture multi-level dispatch hierarchies. The LLM performs
a depth-first traversal over each path from root to leaf. To
improve task comprehension, we construct a few-shot prompt
using the three predefined dispatch patterns together with a
small set of publicly exposed URIs from the frontend. This
process ultimately generates the complete entry map.

4.2 Parameter Specification Generation
In this module, we introduce a novel structure called the Mul-
tilingual Call Graph (MCG) to represent the call relationships
among functions in the backend of multilingual IoT devices.
To generate parameter specifications with LLMs, pruning of
the MCG is necessary due to the context length limitation of
LLMs. However, constructing a complete MCG in advance
and then pruning it is unnecessary. Instead, we adopt a reverse
pruning strategy that incrementally identifies the required
callees starting from the handler point, thereby producing a



Algorithm 1 Building entry map
Input: Requests R, Functions F
Output: Entry Map M (URIs→ Handler points)
1: T ← /0, M← /0

2: T ← T ∪SPLITENTRYURI(R) ▷ Split entry URI
3: Freq[ f ]←{ f ∈ F | ∑t∈T COUNTOCCURRENCES( f , t)}
4: τ← CALCFREQJUMPS(Freq) ▷ Detect Frequency Jumps
5: H←{ f ∈ F | Freq[ f ]> τ} ▷ Clustering
6: G← BUILDCALLGRAPH(H) ▷ Build call graph
7: for root ∈ ROOTS(G) do ▷ Start from the root dispatch
8: Q← CHILDREN(G, root) ▷ Get all children of root into queue
9: M←M∪ (uri,hp)← LLMFEWSHOT(Q) ▷ LLM Pattern Matching

10: end for
11: return M

pruned MCG used for parameter specification generation.

4.2.1 MCG Definition

First, we utilize graph notation to rigorously define the formal
representation of the MCG.

Definition 1 (MCG). The MCG is a function-level call
graph that represents the call relationships and parameter-
passing dependencies among functions across multiple pro-
gramming languages using a unified set of nodes and edges.
We define them below.

Definition 2 (MCG Node). The candidate node set
N of the MCG contains all function names from the
backend. To uniquely represent call relationships across
multiple languages and processes, each node must have
a unique identifier. For functions, including scripts and
binaries, we assign a unique identifier in the format
path_name.file_name.function_name.

Definition 3 (MCG Edge). Edges represent the call re-
lationships among functions. To address the complexity of
multi-language call interactions, we employ Call Pruning
Agent for identification and define the recognized function
names as node sub-identifiers.

4.2.2 Generate pruned MCG

We adopt a reverse pruning strategy that incrementally identi-
fies the required callees starting from the handler point. Based
on the semantic understanding of the code provided by LLMs,
we only identify two types of calls: ❶ calls for parameter
extraction and execution. ❷ calls of sanitizers. As shown in
Figure 5, the code referenced by the handler point invokes
script1, script2, and binary3. Through semantic analysis of
the code, only script1 is retained. Similarly, script3, binary1,
and binary2 are preserved, resulting in a pruned MCG that
is simplified as much as possible without compromising the
quality of the generated parameter specifications.

The pruning prompt is illustrated in Figure 6. We identify
two categories of calls. When the LLM successfully finds
all of them, we stop analyzing additional callees. If the dis-
covery is incomplete and the callees may still contain these

Algorithm 2 Generate pruned MCG
Input: Handler point hp, Global index G
Output: Pruned MCG
1: Q← hp, S← /0

2: while Q ̸= /0 do ▷ Completed when queue is empty
3: subid← DEQUEUE(Q)
4: if subid /∈ S then S← S∪{subid} ▷ Avoid repeated analysis
5: id← GETGLOBALID(G,subid) ▷ Get global index
6: CalleeIds← LLMREVPRUNING(G[id]) ▷ Reverse pruning
7: puri f ied← PURIFYCODE(G[id]) ▷ Purify long code
8: ENQUEUEALL(Q,CalleeIds) ▷ Add new id to queue
9: end if

10: end while
11: return pruned MCG
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Figure 5: An example of context-aware semantic pruning.

categories, because binaries lack actual function name in-
formation, the identified number of branches may become
excessively large. To address this, we restrict the output to
at most three sub-identifiers. When the LLM determines that
no potential calls of these categories exist, we stop analyz-
ing the corresponding callees. For direct and indirect calls
between scripts and binaries, we output the function name
as the sub-identifier. We also classify calls where parameters
are processed by a script file or a binary file into this type,
outputting filename.main as the sub-identifier. For indirect
library calls, the function names with an in-degree of zero and
containing explicit strings are used as sub-identifier.

The complete workflow of reverse pruning is illustrated in
Algorithm 2. We store the identified sub-identifiers in a FIFO
queue. Each sub-identifier is matched in reverse order against
the identifiers of nodes in the Node set, and the content of
the corresponding node is extracted for further identification.
When the queue becomes empty, the pruning of the MCG
for a handler point is complete. To address the issue of
excessively large functions, we refine the code by preserving
only the parts relevant to parameter handling, while keeping
the semantics intact, thereby reducing and optimizing the code
as much as possible. Since each handler point operates
independently, we employ a multithreaded approach, which
significantly accelerates the MCG pruning process.



Prompt Template

Task: Based on parameter input methods, identify two types of
custom functions or dirs: (1) parameter extraction and execution;
(2) sanitizers, follow these principles:

1) If found all, and the context indicates that the function
terminates, output NULL.

2) If incomplete discovery, and the code suggests that other
callees may exist, provide up to three candidates.

3) If context suggests that no candidate callees, output NULL.
Output Format: Return the results in JSON format as {’result’:
{’functions’: [”], ’dirs’: [”]}}.

Figure 6: The prompt of MCG pruning.

4.2.3 Specification Generation based on pruned MCG

We perform control-flow and data-flow analysis on the pruned
MCG using Parameter Generation Agent to generate pa-
rameter specifications, including the structure, values, and
labels of the parameters.

As shown in Figure 7, PANGOLIN performs a holistic analy-
sis of the parameter passing process in the pruned MCG, iden-
tifying how parameters are progressively extracted and parsed
across nodes, and generates a structure that satisfies inter-
parameter dependencies. To better ensure test cases reach the
target code regions, we identify specific values from condi-
tional checks, as well as type checks and format validations, to
produce both fixed values and adaptive values that align with
the code semantics. For parameters with dispatch functional-
ity, whose values determine subsequent execution branches
that each contain dangerous functions, we define such values
as routing values. To reduce false negatives during fuzzing,
we combine routing values with normal values to form mul-
tiple parameter specifications that conform to the parameter
structure. We employ a few-shot learning approach to con-
struct prompts. We define several strict sanitizers to enable
the Agent to better identify unsafe sanitizers and then per-
form a lightweight analysis of the code to determine multiple
vulnerability types. We describe its construction process in
Appendix D. We mark parameter values as either non-mutable
or mutable. For mutable values, if unsafe sanitizers are de-
tected, we label their potential vulnerability types and generate
payloads more likely to trigger vulnerabilities based on the
corresponding default commands.

4.3 Correction and Specification Guidance
PANGOLIN performs vulnerability discovery based on the gen-
erated URIs and parameter specifications, but it first needs
to identify the relationships among different URIs to satisfy
the call sequences required for triggering specific vulnerabili-
ties. In addition, the generated parameter specifications may
contain errors, which must be adjusted accordingly.

Prompt Template

Task: Generate parameter specifications based on pruned MCG
content corresponding to the entry URI, , follow these principles:

1) Confirm the request method (GET, POST, ...).
2) Trace the parameter parsing process to reconstruct the

complete parameter structure.
3) Identify parameters with unique values, Label as NoMuta.
4) Generate adaptive values based on type checking and for-

mat validation. Label as NoMuta.
5) Identify parameter values corresponding to different sinks

in a branch as routing values, and combine them with other pa-
rameter values to generate multiple result sets. Label as NoMuta.

6) Strong Sanitize few shot: Filter ’ in ”, filter all special
characters (;$‘&"’), parameter length limit, command whitelist,
parameter type and format regex matching limit.

7) If a vulnerability exists, identify its type and mark it (CI,
BOF, DoS, XSS, AFR, AFU) and generate payloads based on
the default command. Label as Muta.
Output Format: Return the results in JSON format as {"re-
sult":{"normal_requests":[{"method":"","parameters":""}, {}],
"label":[{"method":"","paramlabel":""}, {}]}}.

Figure 7: The prompt of specification generation.

4.3.1 URI Sequence Identification

In most cases, a single URI request is sufficient to trigger
a vulnerability. However, certain vulnerabilities depend on
multiple URI calls, with their execution closely tied to the
order in which the calls occur. The entry URIs generated in
§4.1 and the parameter specifications generated in §4.2 con-
tain rich semantic information that reflects the dependencies
among URIs. We use LLMs to analyze each entry URI and
its parameter specification, constructing relationships among
URIs and grouping dependent URIs into a testing unit. To
help LLMs better understand the task, we define two types of
URI sequence relationships: shared resource and enable. The
shared resource relationship occurs when one URI temporar-
ily stores input (such as a filename, configuration, or memory
object) and another URI later consumes it for execution. The
enable relationship occurs when access to certain requests
becomes valid only after a specific request has enabled the
corresponding functionality.

4.3.2 Evaluation and Correction

To mitigate the issue of inaccurate URIs recognition and
parameter specifications caused by LLM hallucinations, erro-
neous MCG pruning and incorrect parameter inference, which
hinders the effective generation of test cases and mutation
guidance, we design a self-correction model to implement it-
erative adjustments. We employ pruned MCG nodes from the
first N rounds, generated parameter specifications, and error
outputs as feedback inputs to mitigate LLM failure modes.



We automatically generate valid request test cases based
on the entry URIs and parameter specifications, then obtain
the response status values and response content. To prevent
excessively long response content from increasing the cost
of feedback adjustment, we truncate the first 100 characters
of the response content for evaluation. We pre-collected re-
sponse and backend error information and used automated
checks to identify obvious errors in the responses. For cer-
tain unexpected outputs, we employed the LLM to assist in
evaluation. If an entry URI corresponds to a nonexistent re-
quest, for example, when a 404 not found error is returned,
we remove it from the request pool. If the entry URI exists
and its parameters require correction, we use the error output,
MCG nodes, and parameter specifications as input to refine
the reverse pruning of the MCG and the generation of pa-
rameter specifications. The maximum number of correction
iterations is set to two. Across five replicate experiments,
highly similar results were observed, which demonstrates the
strong robustness of the method.

4.3.3 Specification Directed Mutation

Where to mutate. As we mentioned in §4.2, mutations ap-
plied to different parameter positions have varying impacts on
vulnerability triggering. PANGOLIN assigns priority to parame-
ters labeled in the generated specifications that can accelerate
vulnerability triggering. Specifically, a mutation probability
is set for each parameter based on its potential. The muta-
tion probability is evaluated using the following factors: (1)
Parameters labeled as mutable and associated with a vulner-
ability type are assigned the highest priority. By identifying
sanitizers, such parameters are determined to be more likely
to trigger vulnerabilities. (2) Parameter nesting depth. The
deeper the nesting level, the higher the priority, as this in-
dicates a longer parsing path in the MCG and may closer
proximity to dangerous functions. (3) Parameters labeled as
non-mutable are given the lowest priority, as these are often
fixed values, and mutating them may reduce the likelihood of
triggering vulnerabilities.

How to mutate. We built a static payload library contain-
ing both LLM-generated payloads and payloads capable of
bypassing multiple vulnerability types and various sanitizers.
we describe its construction process in Appendix D. LLM-
generated payloads are prioritized, and when a potential vul-
nerability type is identified, payloads corresponding to that
type are selected from the static library. PANGOLIN parses pa-
rameters holistically based on a hierarchical tree structure and,
according to each parameter’s mutation probability, applies
mutation operators such as replacement and concatenation
with the selected payloads, before restoring the original pa-
rameter structure.

How many times to mutate. For a given seed, its mu-
tation energy is allocated according to the specification. In
our experiments, we observed that 400 mutations were suf-

ficient to produce the same alerts that 500 mutations (refs
to LABRADOR [20]) would generate. So seeds with a vul-
nerability label are assigned a value of 400. Seeds without
parameters are assigned a value of 200, as vulnerabilities may
be triggered by API sequences, requiring direct requests with-
out mutation. For other seeds without a vulnerability label,
the energy is set to 300, and these seeds still require muta-
tion because false negatives may arise from erroneous MCG
pruning and inaccurate LLM analysis.

5 Implementation

We have developed a prototype of PANGOLIN, which consists
of over 8,000 lines of Python code. The main components
are as follows. We use binwalk [17] to extract the root file
system from the firmware image. PANGOLIN collects the fron-
tend requests from network traffic and decompiles the bi-
nary programs with IDA Pro. PANGOLIN locates the dispatch
code through frequency distribution analysis and leverages
the LLM mode DeepSeek-V3 [19] to analyze the dispatch
code and generate the parameter specification with 20 threads,
and we configure the temperature of DeepSeek-V3 with 0.7.

Collecting publicly defined interfaces. We only involved
manual intervention when collecting the initial traffic data.
Although we tried using automated crawlers to capture the
WebUI, generating valid requests required complex parameter
constraints and extensive customization, making the results
significantly less effective compared to manually collecting
request packets.

Automated Authentication. Most user interfaces require
authentication checks, and sessions that pass verification are
assigned a token with a defined lifespan. Therefore, proactive
automatic token renewal is necessary. For devices from var-
ious brands in the dataset, PANGOLIN implements a generic
token auto-refresh module that automatically updates tokens
based on the brand and model once expiration is detected.
Different models under the same brand often adopt similar
authentication methods, and such similarities can also be ob-
served across different brands. We categorize these device au-
thentication methods and develop a token auto-refresh model
for each category.

Fuzz-Breaking API filtering. When retrieving backend
interfaces, it is inevitable to encounter APIs that modify the
device IP address, power it off, or reboot it, which can interrupt
fuzzing. Before commencing formal fuzzing, we conduct a
preliminary testing round in which all seeds are iterated over
while monitoring the device status, and any requests that
disconnect the fuzzing engine from the device are removed.

Multiple Exceptions Detector. For command injection
vulnerabilities, we execute specific commands targeting the
local host and check whether a corresponding network re-
quest is received. For DoS and buffer overflow vulnerabilities,
we determine device crashes by detecting whether the max-
imum predefined response time is exceeded. If the device



crashes, a smart plug automatically reboots the device. For
arbitrary file read vulnerabilities, we set the default command
to /etc/passwd and monitor whether the response content con-
tains output in the expected format. For XSS vulnerabilities,
detection is performed by verifying whether the response
contains the designated magic string.

6 Evaluation

To evaluate the effectiveness of PANGOLIN, we conducted a
comprehensive set of experiments designed to address the
following research questions:

• RQ1: How effective is PANGOLIN in detecting vulnerabili-
ties within real-world multilingual IoT devices?

• RQ2: How does PANGOLIN vulnerability discovery perfor-
mance compare to existing state-of-the-art tools?

• RQ3: How does each module in PANGOLIN contribute to
vulnerability detection?

• RQ4: How does model choice affect the results and how
efficient PANGOLIN is in performing the analysis?

6.1 Experiment Setup

Dataset. We selected 12 multilingual devices as the testing
dataset, encompassing various types such as NAS, Camera,
integrated router, wifi router, wireless controller and exten-
der. Detailed information about the vendor and model of
these devices is provided in Table 1. All devices are sourced
from globally leading vendors, including HIKSEMI, Cisco,
Linksys, Netgear, Xiaomi and TP-LINK, and cover both large
enterprise devices and smart home devices. Among these de-
vices, access control methods include cloud, mobile applica-
tions, local web, and client software. Their backend function-
alities are implemented using multiple languages, including
Lua, Python, and compiled Binaries. All testing is conducted
on physical devices.

Table 1: Summary of dataset.

Vendor Model Device Type Backend Mode
HIKSEMI MAGE20PRO NAS Binary
TP-LINK TL-IPC42A-4 Camera Binary + Lua

Cisco IOS-XE(C) Wireless Controller Binary + Lua + Python
IOS-XE(Isr) Integrated Router Binary + Lua + Python

Linksys E5600 WiFi Router Binary + Lua

Netgear EX8000 Wireless Extender Binary + Lua
EX6250 Wireless Extender Binary + Lua

Xiaomi R3A WiFi Router Binary + Lua

GL-iNet
AR300M16 WiFi Router Binary + Lua
MT300N-V2 WiFi Router Binary + Lua

XE300 Card Router Binary + Lua
Ruijie EG105GW Gateway Router Binary + Lua

Table 2: Distribution of detected vulnerabilities (RQ1).

Brand Model Type Vuln CVE/CNVD

HIKSEMI MAGE20PRO
CI 5 2

DoS 1 0
leak 1 0

TP-LINK TL-IPC42A-4 CI 2 0

Cisco
IOS-XE(C) Arbitrary File Reads 1 0

IOS-XE(Isr) Arbitrary File upload 1 0
CI 2 1

Linksys E5600 CI 15 11
XSS 4 1

Netgear EX8000 CI 3 3
EX6250 CI 3 3

xiaomi R3A CI 3 1

GL-iNet
AR300M16 CI 6 6
MT300N-V2 CI 6 0

XE300 CI 6 0
Ruijie EG105GW CI 9 3
Total 68 31

Baselines. LABRADOR [20] is a SOTA solution for IoT
Devices Black-box Fuzzing and has demonstrated absolute ad-
vantages when compared with static-analysis-based SATC [6]
and semi-white-box FIRM-AFL [36]. The mutation of test
cases is guided by the distance between the response string
and the sink point. EAGLEYE [21] is a SOTA solution to Ex-
posing Hidden Web Interfaces in IoT Devices, which extracts
candidate routing tokens via regular expressions, uncovering
hidden interfaces through fuzzing.

Configurations. We conducted our experiments on a Kali
system (version 6.8.11), equipped with an Intel Xeon Gold
6128 CPU at 3.40GHz and 48GB RAM.

6.2 RQ1: Effectiveness

To answer RQ1, we evaluate the effectiveness of PANGOLIN
in discovering vulnerabilities across multilingual IoT devices.

Result Overview. Overall, PANGOLIN reported a total of
68 vulnerabilities, as shown in Table 2. Those vulnerabilities
discovered by PANGOLIN cover several types, including CI,
XSS, DoS, Leak and arbitrary file upload and download (AFU
and AFD). Due to response delay, we preserved the first 30
mutated test cases that successfully triggered vulnerabilities
and confirmed the final proofs of concept (PoCs) through
direct execution. Appendix C contains the specific IDs.

Bug Disclosure. These detected vulnerabilities pose signif-
icant security threats to the target applications. All 68 vulner-
abilities detected on physical devices will lead to severe secu-
rity issues for the devices. Therefore, we promptly reported
the vulnerabilities of the affected devices to the vendors, and
some of these vulnerabilities have been timely addressed and
fixed. As of now, all of them have been confirmed by the
vendors, and 31 vulnerability IDs have been assigned. Among
them, CNVD-2025-14455 and CNVD-2025-18467 received
the maximum score of 10.0.



6.3 RQ2: Comparison

To answer RQ2, we evaluate the effectiveness of PANGOLIN in
comparison with the LABRADOR [20] and EAGLEYE [21]
across the entire dataset.

❶ PANGOLIN Vs. LABRADOR. Both PANGOLIN and
LABRADOR leverage the response of the IoT device to con-
struct a feedback mechanism. The most significant difference
is that PANGOLIN directly generates initial seeds from backend
code, leverages response-driven adjustments to refine parame-
ter specifications, and guides fuzzing based on code semantics.
In contrast, LABRADOR derives initial seeds from traffic and
public documentation and guides fuzzing by measuring the
distance from response strings to the target code.

Result Overview. Table 3 provides a detailed comparison
of the effectiveness of PANGOLIN and LABRADOR across the
entire dataset. Overall, PANGOLIN significantly outperforms
LABRADOR in terms of both the number of vulnerabili-
ties discovered and efficiency of static analysis. To be fair,
run a 24-hour test following the LABRADOR configuration.
LABRADOR discovered 23 vulnerabilities, while PANGOLIN
uncovered 68 vulnerabilities, which is 2.96X more. In addi-
tion, the average time consumed for static analysis extraction
was 19.1X faster than LABRADOR.

Vulnerability Count Analysis. PANGOLIN discovered 45
more vulnerabilities than LABRADOR. This is because
LABRADOR obtains initial seeds from the frontend and pub-
lic documents, without considering the scenarios where inter-
faces are defined only in the backend but not provided with ac-
cess interfaces in the frontend. In contrast, PANGOLIN automat-
ically extracts entry URIs and parameter specifications from
the backend, enabling it to cover as many interfaces as pos-
sible. Through the analysis of the discovered vulnerabilities,
the 45 vulnerabilities not found by LABRADOR are all in-
terfaces not defined in the frontend. Moreover, LABRADOR
requires parameter structures extracted from traffic as the ba-
sis for mutation, and it cannot generate the complex parameter
structures of hidden interfaces.

Time Overhead Analysis. LABRADOR mainly involves
three key areas where overhead concentrates: explicit string
extraction, graph construction, and distance measurement.
The time cost of PANGOLIN in static extraction consists of
three parts: entry map construction, MCG pruning, and pa-
rameter specification generation. PANGOLIN is significantly
more efficient than LABRADOR. In the static analysis stage,
LABRADOR did not complete the static analysis of the Cisco
device within 24 hours due to the large size of the service
binary (IOSD). LABRADOR identifies target binaries based
on shared strings between the frontend and backend, whereas
PANGOLIN determines the dispatch code function directly
from the entry URI. Our analysis shows that the primary
functionality resides in backend scripts, so the binary was not
analyzed. PANGOLIN preprocesses both scripts and binaries
and leverages multithreading on the local file system, which

Table 3: Comparison between PANGOLIN and
LABRADOR (RQ2).

Brand Model LABRADOR PANGOLIN
Vuln Static Time Vuln Static Time

HIKSEMI MAGE20PRO 2 485.5min 7 23.7min
TP-LINK TL-IPC42A-4 0 46.3min 2 2.7min

Cisco IOS-XE(C) 0 >1,440min 1 4.6min
IOS-XE(Isr) 0 >1,440min 3 2.2min

Linksys E5600 9 17.3min 19 0.6min

Netgear EX8000 2 24.2min 3 0.8min
EX6250 2 23.8min 3 0.8min

Xiaomi R3A 0 193.4min 3 9.7min

GL-iNet
AR300M16 2 164.5min 6 7.4min
MT300N-V2 2 158.4min 6 7.2min

XE300 2 166.2min 6 7.8min
Ruijie EG105GW 2 87.8min 9 4.2min
Total 23 1367.4min 68 71.7min

greatly accelerates static extraction. In the fuzzing phase, Fig-
ure 8 shows the curve of vulnerability discoveries over time.
PANGOLIN uncovers vulnerabilities in an explosive manner
because it adopts specification-guided fuzzing. Compared
with LABRADOR, which employs distance-guided directed
fuzzing and relies on mutation to explore the vast input space
of the backend, PANGOLIN is significantly more effective.

❷ PANGOLIN-H Vs. EAGLEYE. EAGLEYE employs
LLM-based code analysis with regular expressions to extract
candidate values of routing tokens, leverages responses to
supply necessary parameters, and uncovers hidden interfaces
through fuzzing. To be fair, it is required to unify the com-
parison standards. We configured a variant of PANGOLIN, de-
noted as PANGOLIN-H, which removes the publicly extracted
backend interfaces and focuses exclusively on uncovering
vulnerabilities within hidden interfaces.

Table 4: Comparison between PANGOLIN-H and EAGL-
EYE (RQ2).

Brand Model EAGLEYE PANGOLIN-H
HINT B-A A-A vuln HINT B-A A-A vuln

HIKSEMI MAGE20PRO 408 14 394 2 408 14 394 5
TP-LINK TL-IPC42A-4 0 0 0 0 17 0 17 2

Cisco IOS-XE(C) 119 0 119 0 119 0 119 1
IOS-XE(Isr) 56 0 56 0 56 0 56 3

Linksys E5600 0 0 0 0 25 0 25 10

Netgear EX8000 11 0 11 1 11 0 11 1
EX6250 10 0 10 1 10 0 10 1

xiaomi R3A 271 0 271 0 271 0 271 3

GL-iNet
AR300M16 0 0 0 0 281 0 281 4
MT300N-V2 0 0 0 0 272 0 272 4

XE300 0 0 0 0 289 0 289 4
Ruijie EG105GW 0 0 0 0 34 3 31 7
Total 875 14 861 4 1,793 17 1,776 45

HINT=the number of hidden interfaces, B-A=the number of hidden interfaces bypassing
authentication, A-A=the number of hidden interfaces after authentication.

Result Overview. Table 4 provides a detailed comparison
of the effectiveness of PANGOLIN and EAGLEYE across the
entire dataset. On six devices, EAGLEYE identified the same
number of hidden interfaces as PANGOLIN-H but detected only
4 vulnerabilities, whereas PANGOLIN uncovered 14 vulnera-
bilities. On the remaining six devices, EAGLEYE failed to
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Figure 8: Efficiency comparison between PANGOLIN and
LABRADOR, PANGOLIN-H and EAGLEYE (RQ2).

discover any hidden interfaces, while PANGOLIN identified
918 hidden interfaces and detected 31 vulnerabilities.

Hidden Interface Analysis. We analyzed why EAGLEYE
identified hidden interfaces but failed to detect vulnerabili-
ties. It relies on responses to obtain required parameters and
depends on high-quality exception outputs generated during
code development, which makes it difficult to handle complex
parameter specifications and conditional checks. We also ex-
amined why EAGLEYE did not identify hidden interfaces on
other devices. The core dispatch in these devices depends on
multiple parameter fields and exhibits characteristics such as
multi-level structures, cross-language interactions, dispersion,
and cross-file dependencies. These properties make it diffi-
cult for simple mutations to satisfy value dependencies and
parameter structures that do not appear in public interfaces.

6.4 RQ3: Ablation Study

To answer RQ3, we conduct an ablation study to demonstrate
the necessity of each key component of PANGOLIN for the
rapid and effective detection of vulnerabilities.

Variants Setup. We construct four variants of PANGOLIN,
each of which disables a key component and uses the rest of
the system as is. The details are as follows.

• PANGOLIN-Entry obtains entry URI directly from public
interfaces and identifies the corresponding handler point
without the PANGOLIN entry URI recognition component.

• PANGOLIN-MCG generates parameter specifications only
from the initial code segment pointed to by handler
point without the PANGOLIN component that generates
parameter specifications based on pruned MCG.

• PANGOLIN-Seq performs purely sequential fuzzing on
the requests without the PANGOLIN component for API se-
quence recognition.

• PANGOLIN-FB relies on the specifications generated in the
first round to guide fuzzing without the PANGOLIN feedback
regulation component.

Result Analysis. Table 5 provides the comparison results
between PANGOLIN and its four variants. It is clear that these
four key components are essential for effective vulnerability
detection in Multilingual IoT devices. We also discuss depen-
dencies among modules in Appendix E. A detailed analysis
of the results is as follows:

❶ PANGOLIN. Overall, PANGOLIN identified 2,856 sets
of parameter specifications, including 1,753 sets related to
hidden interfaces. We pre-collected response and backend
error information and used automated checks to identify ob-
vious errors in the responses corresponding to the generated
parameter specifications. For certain unexpected outputs, we
leveraged the LLM for evaluation. In total, 2,253 parameters
were recovered without causing display errors. To ensure the
accuracy of the reported vulnerabilities, we employed a com-
bination of automated monitoring and manual verification,
resulting in the identification of 68 vulnerabilities.

❷ PANGOLIN-Entry. In this phase, we emphasize the
importance of entry URI recognition by comparing the vulner-
ability detection results of PANGOLIN and PANGOLIN-Entry.
Compared with PANGOLIN, PANGOLIN-Entry exhibits a 66%
reduction in vulnerability discovery capability. Our analysis
of the missed vulnerabilities shows that all of them originate
from hidden interfaces.

❸ PANGOLIN-MCG. Overall, PANGOLIN-MCG detects
44 fewer vulnerabilities than PANGOLIN. For the vulnerabil-
ities it fails to identify, our analysis shows that the relevant
parameters are not fully represented in the handler point
code but instead appear in subsequent multilingual calls with
hierarchical structures. All the 23 vulnerabilities discovered
by PANGOLIN-MCG, rely on parameter specifications ex-
tracted from traffic. These results demonstrate that parameter
specification recovery based on pruned MCG provides a solid
foundation for effective vulnerability discovery.

❹ PANGOLIN-Seq. Overall, PANGOLIN-Seq detects 8
fewer vulnerabilities than PANGOLIN. Our analysis of these
missing vulnerabilities shows that they require more than one
request to be triggered and involve two types of sequence
relationships, namely shared resources and enable.

❺ PANGOLIN-FB. Overall, parameter specification R1
without feedback regulation discovers 25 fewer vulnerabilities
within the same time frame. After one round of feedback
regulation, R2 detects 19 fewer vulnerabilities. PANGOLIN
performs fuzzing guided by the results of the second round.
Based on the experimental data, we observe that the second
round of feedback regulation provides greater improvement
than the first.



Table 5: Ablation study for four variants of PANGOLIN (RQ3).

Brand Model Total PANGOLIN-Entry PANGOLIN-MCG PANGOLIN-Seq PANGOLIN-FB PANGOLIN
Count Prec Vuln Count Prec Vuln Count Prec Vuln Count(R1) Vuln Count(R2) Vuln Count Prec Vuln

HIKSEMI MAGE20PRO 726 318 43.80% 2 213 29.34% 3 472 65.01% 7 394 3 416 3 472 65.01% 7
TP-LINK TL-IPC42A-4 85 68 80.00% 0 0 0.00% 0 76 89.41% 2 67 2 79 2 76 89.41% 2

Cisco IOS-XE(C) 314 195 62.10% 0 43 13.69% 0 244 77.71% 1 189 0 203 0 244 77.71% 1
IOS-XE(Isr) 136 107 78.68% 0 38 27.94% 0 126 92.65% 3 113 2 117 3 126 92.65% 3

Linksys E5600 33 21 63.64% 9 0 0.00% 9 33 100.00% 11 33 19 33 19 33 100.00% 19

Netgear EX8000 36 25 69.44% 2 20 55.56% 2 32 88.89% 3 25 2 28 2 32 88.89% 3
EX6250 34 24 70.59% 2 19 55.88% 2 30 88.24% 3 22 2 26 2 30 88.24% 3

xiaomi R3A 410 139 33.90% 0 148 36.10% 0 357 87.07% 3 300 0 323 0 357 87.07% 3

GL-iNet
AR300M16 328 47 14.33% 2 0 0.00% 2 262 79.88% 6 241 3 249 4 262 79.88% 6
MT300N-V2 317 45 14.20% 2 0 0.00% 2 256 80.76% 6 237 3 242 4 256 80.76% 6

XE300 342 53 15.50% 2 0 0.00% 2 278 81.29% 6 245 3 251 4 278 81.29% 6
Ruijie EG105GW 95 61 64.21% 2 20 21.05% 2 87 91.58% 9 52 4 63 6 87 91.58% 9
Total 2,856 1,103 38.62% 23 501 17.54% 24 2,253 78.89% 60 1,851 43 1,951 49 2,253 78.89% 68

Table 6: Comparative experiments of different models (RQ4).

Brand Model Total GPT-4.1-nano Cluade-3-5-haiku DeepSeek-V3
Count Prec Vuln Count Prec Vuln Count Prec Vuln

HIKSEMI MAGE20PRO 726 443 61.02% 7 461 63.50% 7 472 65.01% 7
TP-LINK TL-IPC42A-4 85 76 89.41% 2 76 89.41% 2 76 89.41% 2

Cisco IOS-XE(C) 314 244 77.71% 1 244 77.71% 1 244 77.71% 1
IOS-XE(Isr) 136 126 92.65% 3 126 92.65% 3 126 92.65% 3

Linksys E5600 33 33 100.00% 19 33 100.00% 19 33 100.00% 19

Netgear EX8000 36 32 88.89% 3 32 88.89% 3 32 88.89% 3
EX6250 34 30 88.24% 3 30 88.24% 3 30 88.24% 3

xiaomi R3A 410 339 82.68% 3 351 85.61% 3 357 87.07% 3

GL-iNet
AR300M16 328 245 74.70% 6 256 78.05% 6 262 79.88% 6
MT300N-V2 317 239 75.39% 6 250 78.86% 6 256 80.76% 6

XE300 342 259 75.73% 6 270 78.95% 6 278 81.29% 6
Ruijie EG105GW 95 87 91.58% 9 87 91.58% 9 87 91.58% 9
Total 2,856 2,153 75.39% 68 2,216 77.59% 68 2,253 78.89% 68

6.5 RQ4: Model Choice and Efficiency

In this experiment, to evaluate the impact of alternative mod-
els on PANGOLIN and to compare their performance, we
incorporated the gpt-4.1-nano and claude-3-5-haiku models.
Table 6 summarizes the comparison of the three models in
terms of the number of identified parameter specifications, the
number of specifications without obvious errors, and the num-
ber of discovered vulnerabilities. For each device, we conduct
five runs and report the averaged outcomes. Although the
models exhibit minor differences in the generated parameter
specifications, the final number of identified vulnerabilities
remains consistent across all models.

We also evaluate the performance of static extraction in
PANGOLIN. The time cost of static extraction consists of three
parts: entry map construction, MCG pruning, and parame-
ter specification generation. Table 7 presents the details,
showing that the performance primarily depends on the time
consumed by MCG pruning. The average times for the three
components are 13.3 seconds, 4.53 minutes, and 73.6 seconds,
respectively. The results indicate that the overhead introduced
by static analysis is fully acceptable for the practicality of
PANGOLIN, and the high quality specifications generated pro-
vide multidimensional guidance for vulnerability discovery
in multilingual IoT devices.

To facilitate a clearer understanding of PANGOLIN, we

Table 7: Efficiency of static extraction (RQ4).

Brand Model Entry.Time MCG.Time Gen.Time Total.Time

HIKSEMI MAGE20PRO 52s 19.1min 230.0s 23.7min
TP-LINK TL-IPC42A-4 5s 1.8min 49.0s 2.7min

Cisco IOS-XE(C) 3s 3.2min 82.0s 4.6min
IOS-XE(Isr) 2s 1.5min 40.8s 2.2min

Linksys E5600 4s 0.4min 6.7s 0.6min
Netgear EX8000 2s 0.7min 6.8s 0.8min

EX6250 2s 0.7min 6.6s 0.8min
xiaomi R3A 10s 7.3min 135.0s 9.7min

GL-iNet AR300M16 25s 5.4min 97.2s 7.4min
MT300N-V2 21s 5.3min 95.1s 7.2min

XE300 27s 5.6min 105.6s 7.8min
Ruijie EG105GW 7s 3.6min 28.5s 4.2min

Average 13.3s 4.53min 73.6s 5.98min

provide a detailed case study in Appendix B that illustrates
the entire process, including entry map construction, recon-
structed call chain analysis, parameter specification genera-
tion, and vulnerability triggering.

7 Discussion

Vulnerability Detection. Although PANGOLIN can effectively
detect multiple types of vulnerabilities, its coverage still re-
quires improvement, particularly for buffer overflow vulner-
abilities. For devices whose main service runs as a single
binary, detecting buffer overflows by monitoring the delay



of the main service is feasible. However, this approach does
not apply to multilingual devices with binary submodules.
A buffer overflow in a binary submodule does not affect the
entire main service, which makes monitoring the delay of the
main service ineffective. In future work, we plan to enhance
our detection capabilities by monitoring multiple submodules,
thereby improving our ability to identify buffer overflows
within binary components.

Continuity of fuzzing Although PANGOLIN employs smart
plugs to automatically reboot devices after crashes and re-
moves APIs that may interrupt fuzzing, such as those for
modifying the IP address, updating firmware, or rebooting,
some user interfaces still cause instability. During fuzzing,
devices often fail to reconnect properly after multiple reboots,
and only a factory reset restores normal connectivity, which
disrupts the continuity of fuzzing. In future work, we aim
to analyze the causes of these issues, filter out additional
dangerous APIs, and implement an automated factory reset
mechanism to eliminate the need for manual intervention
during the fuzzing process.

We also provide a detailed discussion in Appendix F on
how obfuscated or encrypted firmware influences PANGOLIN
and on how PANGOLIN scales to larger firmware images or
more complex device ecosystems.

8 Related work

8.1 IoT Fuzzing
Gray-box Fuzzing. Many grey-box fuzzing solutions focus
on emulating or rehosting IoT firmware to improve the effi-
ciency and scalability of fuzzing as well as the capability of
vulnerability detection. Firmadyne [4] and FirmAE [15] pro-
pose automated solutions for rehosting Linux-based firmware
at scale. FIRM-AFL [36] integrates coverage-guided fuzzing
with rehosting to uncover vulnerabilities. FirmFuzz [25] im-
proves input validity by collecting initial test cases through
crawlers. GreenHouse [26] introduces a user-space rehost-
ing approach targeting individual firmware binaries. House-
Fuzz [29] enables grey-box fuzzing across multiple inter-
acting binaries using coverage feedback. However, for most
IoT devices, especially enterprise-level ones, emulating or re-
hosting their firmware remains highly challenging. PANGOLIN
performs fuzzing directly on physical devices, offering greater
applicability and scalability.

Black-box Fuzzing. SmartTVs [1] infer input specifica-
tions from logs and collect feedback information to guide
mutations. Snipuzz [11] leverages differences in responses
to infer message fragments and improve mutation strategies.
IoTFuzzer [5] uses mobile applications to send malformed
payloads to physical devices and employs taint analysis to
identify parameter types. SRFuzzer [34] gathers initial seeds
through crawlers and labels parameters as Number, Fixed
String, or Variable String. Labrador [20] infers execution

traces from network responses and uses distance to guide
seed mutations. IoTScope [31] focuses on potential unauthen-
ticated hidden interfaces in IoT web systems. EAGLEYE [21]
leverages LLMs to extract routing tokens and applies fuzzing
to uncover hidden interfaces. Existing approaches in non-IoT
scenarios demonstrate how LLMs can be applied to proto-
col and service fuzzing. ChatAFL [23] leverages LLMs to
directly generate protocol grammar structures and adapts test
cases through interactions, enabling guided protocol fuzzing.
AutoRestTest [16] employs LLMs to learn OpenAPI [27]
Specification documents and generate high-quality test cases,
facilitating guided fuzzing of REST services. Overall, black-
box fuzzing is constrained in its ability to explore broader
code space and effectively trigger vulnerabilities due to the
lack of code semantics guidance and limited handling of hid-
den interfaces. PANGOLIN bridges this gap.

8.2 Static Analysis in IoT Firmware
Static taint analysis has been extensively adopted for vulnera-
bility detection in Linux-based firmware, primarily compris-
ing two phases: source identification and taint propagation
tracking. For source identification, SaTC [6] identifies sources
through shared keywords between the frontend and backend.
LARA [35] further enhances SaTC with LLM-driven recogni-
tion of semantic relations in code and data, uncovering more
sources that were previously undetectable. FITS [22] clus-
ters functions based on their behavioral features to identify
sources. For taint propagation tracking, KARONTE [24] pi-
oneered cross-component static dataflow analysis to detect
vulnerabilities. Emtaint [8] resolves indirect calls using struc-
tured symbolic expressions to reconstruct complete execution
paths. HermeScan [12] improves detection efficiency through
optimized reaching dataflow analysis. LuaTaint [28] performs
taint analysis on OpenWRT [10] Lua scripts. MangoDFA [13]
introduces a sink-to-source strategy that prunes unreachable
paths, enabling taint analysis across binaries with acceptable
overhead. Despite these developments, existing static analysis
tools for IoT firmware often suffer from high false positive
rates, require significant manual validation, and cannot per-
form cross-language boundary analysis when limited to a
single language, which severely restricts their practical appli-
cability in real-world IoT devices.

9 Conclusion

In this paper, we present a new solution, PANGOLIN, which
leverages an LLM agent and fuzzing to address the challenge
of cross-process analysis in multilingual IoT devices and to
bridge the gaps across language boundaries. At the same
time, PANGOLIN conducts testing directly on physical devices,
avoiding issues caused by the lack of simulation environments
or the low fidelity of emulation. It extends the applicability of
the tool and enables efficient and rapid vulnerability discovery



in Large devices. We evaluate PANGOLIN on 12 multilingual
IoT devices from 8 globally recognized vendors. PANGOLIN
uncovers 68 0-day vulnerabilities, and 31 vulnerability IDs
have been assigned.

Ethical Considerations

In this paper, we analyze publicly available IoT firmware and
do not involve humans, animals, private user data, environ-
mental systems, healthcare, or military applications. Given
that IoT devices are widely used in everyday life and work,
if attackers were to exploit vulnerabilities to gain control of
such devices, it could lead to severe financial losses and in-
formation leakage. Therefore, we believe it is necessary to
promptly identify vulnerabilities in IoT devices and facilitate
their timely remediation to prevent harm to a broader range
of organizations and individuals.

Ethical Principles. We recognize that vulnerability re-
search on IoT devices involves certain potential ethical con-
cerns. In light of these possible risks, we carefully considered
the ethical implications of our work and implemented mitiga-
tion strategies throughout the research process. Our research
adhered to the principles outlined in the Menlo Report [3],
including Beneficence, Respect for Persons, Justice, and Re-
spect for Law and Public Interest. Below, we evaluate the
primary stakeholders and detail how each principle was im-
plemented throughout the research process.

Stakeholders. We identify the following stakeholders: IoT
end users, device manufacturers, the broader security com-
munity, potential adversaries, and researchers. During the re-
search process, we maintained respect for individuals, avoided
using discovered vulnerabilities to interfere with end users,
and did not disclose any private data from manufacturers. We
also complied with relevant laws and upheld the public inter-
est. No testing was conducted on affected targets in public
environments. We ensured fairness in constructing the dataset
and did not target any specific manufacturers. Our work aims
to proactively identify potential vulnerabilities in IoT devices
to assist manufacturers in remediation and to maintain the
overall security of the IoT ecosystem.

Potential Impacts. Our findings contribute to improving
IoT security by enabling manufacturers to patch vulnerabili-
ties promptly, allowing end users who update their firmware
in a timely manner to avoid potential attacks. Researchers
can build upon our work to further enhance community-wide
security. However, improper handling of vulnerability data
could cause real-world harm, including financial loss, privacy
breaches, or facilitating attacks. Automated vulnerability dis-
covery also raises dual-use concerns: while researchers and
manufacturers can leverage our work to secure IoT devices,
adversaries could potentially exploit it to harm end users.

Mitigation Measures. We follow a strict responsible dis-
closure workflow: all vulnerabilities are first reported to
manufacturers and only disclosed to CVE or CNVD after

patches are applied. We intentionally avoid publishing proof-
of-concept exploits, payloads, or sensitive technical details
that could substantially lower the barrier for malicious use.
End users who update their firmware promptly are protected
from potential attacks. Residual dual-use risks cannot be com-
pletely eliminated, but the defensive benefits outweigh the
remaining risks.

Decision process to publish. The goal of this research is
to effectively identify vulnerabilities in IoT devices and to
encourage manufacturers to remediate them promptly. Af-
ter carefully weighing the potential ethical harms against the
benefits, we decided to conduct this study with the aim of pro-
tecting individual interests and enhancing system security. We
chose to publish our findings because they provide actionable
defensive value to manufacturers and the research community
while avoiding details that could pose operational risks. We
determined that the benefits of responsible disclosure and pub-
lication outweigh the residual risks. We confirm that we have
complied with all ethical guidelines outlined in the CFP and
ensure that our research and disclosure decisions were made
with full consideration of all stakeholders, potential impacts,
and the assumptions underlying our findings. While in some
cases the most ethical course of action might be to refrain
from conducting or publishing the research, in this instance
the application of ethical principles supports both conducting
the study and sharing its results.

Open Science
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https://doi.org/10.6084/m9.figshare.30904379.
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A Entry uri dispatch pattern

Figure 9 illustrates three modes of entry URIs dispatch in
multilingual IoT devices: function dispatch, data dispatch,
and filename dispatch. To provide a clear and intuitive ex-
planation, we mark URIs in green and handler points in red
within the figure. Figure 9a illustrates the correspondence
between entry URIs and handler points established through
custom registration functions, with both elements passed as
function parameters. For example, accessing /conf/tunnel in-
vokes the handler point settunnel. Figure 9b illustrates the
correspondence between URIs and handler points established
through data association. For script-based implementations,
this relationship is typically stored in a dictionary, with URIs
serving as keys and handler points as values. For binary-based
implementations, the mapping is usually maintained in con-
tiguous data segments, with the correspondence explicitly
defined in the code. For example, the entry /rest/1.0/config



registerURI("setpasswd", sub_F5AE20)

registerURI("setsamba", sub_F4D934)

void sub_F5AE20(){

  ……}

void sub_F4D934(){

  ……} 2 Binary Function Segment2 Binary Function Segment

registerURI("setpasswd", sub_F5AE20)

registerURI("setsamba", sub_F4D934)

void sub_F5AE20(){

  ……}

void sub_F4D934(){

  ……} 2 Binary Function SegmentScript Function Segment1Script Function Segment1

entry({"api", "reqmitv"}, call("requestMitv"))

entry({"conf", "tunnel"}, call("settunnel"))

function requestMitv()

    ……
function settunnel()

    …… Script Function Segment1

entry({"api", "reqmitv"}, call("requestMitv"))

entry({"conf", "tunnel"}, call("settunnel"))

function requestMitv()

    ……
function settunnel()

    ……

(a) Function dispatch pattern

functions = {

Wifi5G = function(arg)  

        local rt = runtime.Wifi5G(arg),

emailReg = function(arg) 

        local rt = runtime.emailReg(arg)

……}

local fcgi = require( "fcgi" )

local item = fcgi.getParam('PATH_INFO')

local getline = fcgi.getLine(bufferlen)

retjson = runtime.exeparam(getline)

for k,v in pairs(retjson)

    function[k](v)

local fcgi = require( "fcgi" )

local item = fcgi.getParam('PATH_INFO')

local getline = fcgi.getLine(bufferlen)

retjson = runtime.exeparam(getline)

for k,v in pairs(retjson)

    function[k](v)

sub_4B588(__int64 a1){

    char *hay;

    hay = sub_9244C(a1); 

    for ( i = 0; i <= 0x1E; ++i ) {

        if (!strcmp((&off_FBF20)[2*i], hay)){

            (&off_FBF20[2 * i + 1])(v10)

.data:FBF20    off_FBF20   DCQ   aReQuota

.data:FBF50    DCQ aLogin  ; "/rest/1.2/login"

.data:FBF58    DCQ sub_40C00  

.data:FBF40    DCQ aConfig ; "/rest/1.0/config"

.data:FBF48    DCQ sub_48D20 

……

.data:FBF20    off_FBF20   DCQ   aReQuota

.data:FBF50    DCQ aLogin  ; "/rest/1.2/login"

.data:FBF58    DCQ sub_40C00  

.data:FBF40    DCQ aConfig ; "/rest/1.0/config"

.data:FBF48    DCQ sub_48D20 

…… 2 Binary Data Segment2 Binary Data SegmentScript Data Segment1 Script Data Segment1

(b) Data dispatch pattern

/var/*

/var/dmvpn.lua

/var/snort.lua

……

local function searchUrlMap(staticUri)

    for key in search("/var/*") do

        if(staticUri == key) then

            return dofile("/var/" + key)

searchUrlMap(ngx.var.uri)

local function searchUrlMap(staticUri)

    for key in search("/var/*") do

        if(staticUri == key) then

            return dofile("/var/" + key)

searchUrlMap(ngx.var.uri)

Script filename segment1 Script filename segment1

/www/cgi-bin/*

/www/cgi-bin/swarm.cgi

……

sub_F89A60(v4, v6){

    name = sub_F52A88("/www/cgi-bin/")

    for ( i = 0; i <= len(name); ++i ) {

    if (!strcmp((v4 , name[i])){

            execve(v4, v6)

sub_F89A60(v4, v6){

    name = sub_F52A88("/www/cgi-bin/")

    for ( i = 0; i <= len(name); ++i ) {

    if (!strcmp((v4 , name[i])){

            execve(v4, v6)

Binary filename segment2

(c) Filename dispatch pattern

Figure 9: Entry URI dispatch patterns

maps to the handler point sub_48D20. Figure 9c illustrates the
filename-based dispatch mechanism. In this approach, entry
URIs are typically not displayed in either the code segment or
the data segment. Instead, programs are dynamically loaded
by indexing file names within a folder that match the code
semantics. In this case, both the entry URI and the handler
point correspond to the file name. While they may not encom-
pass all potential real-world scenarios, PANGOLIN remains
extensible to accommodate new mechanisms.

B Key Study

We present one simplified typical case to illustrate the com-
plete process of PANGOLIN as follows. As shown in Fig-
ure 10, PANGOLIN locates several dispatch functions such
as UriHandler and confsys from interface information ex-
tracted from network traffic and constructs their call rela-
tionships to obtain the entry map. Within this map, the
/rest/confsys?action=change_sys interface
appears as a hidden interface, and its corresponding han-
dler point is ChangeSysConf. Starting from ChangeSysConf,
LLMs analyze the call chain and identify the parameter ex-
traction, execution, and sanitization functions, including the
main, sub_02, sub_07, is_valid_ip, sub_09 and sub_16 of
the /sbin/sys. Then, PANGOLIN generates the corresponding
parameter specifications and applies corrections when the re-
sponse indicates the need for adjustment. Finally, PANGOLIN

generates test cases based on the parameter specifications, as
shown in Figure 11. Since the precise specifications capture
the code semantics and successfully bypass the sanitizers,
and the labels prevent redundant ineffective mutations during
fuzzing, the payload ultimately reaches the sink point and
triggers the vulnerability.

C Vulnerability Identifiers

Table 8: Vulnerabilities discovered by PANGOLIN

Brand Model Type Vuln IDs CVE/CNVD

HIKSEMI MAGE20PRO
CI 5

2
CNVD-2025-14195
CNVD-2025-14455

Dos 1

leak 1

TP-LINK TL-IPC42A-4 CI 2 0

cisco
IOS-XE(C) AFR 1 0

IOS-XE(ISR)
AFU 1 0

CI 2 1 CNVD-2025-18467

Linksys E5600
CI 15 11 CVE-2025-29223

CVE-2025-(29226∼29231)
CVE-2025-(45487∼45491)XSS 4 1

Netgear
EX8000 CI 3 3

CVE-2025-(45492∼45493)
CVE-2025-50526

EX6250 CI 3 3
CNVD-2025-(09131∼09132)

CNVD-2025-12271
xiaomi R3A CI 3 1 CNVD-2025-13974

GL-iNet
AR300M16 CI 6 6

CNVD-2025-14616
CNVD-2025-19408
CNVD-2025-19973

CNVD-2025-(20412∼20414)
MT300N-V2 CI 6 0

XE300 CI 6 0

Ruijie EG105GW CI 9 3
CNVD-2025-05920
CNVD-2025-08689
CNVD-2025-09549

Total 68 31

D Sanitizers and Payload Generation

Although we obtained the pruned MCG that contains sanitiz-
ers along with the corresponding code snippets, our tests show
that directly feeding the code into the LLM without additional
constraints leads to poor vulnerability detection. The model
often misidentifies bypassable sanitizers as non-bypassable
and misidentifies non-bypassable sanitizers as bypassable.
For some bypassable sanitizers, the model can recognize the
presence of a vulnerability but fails to generate payloads that
can effectively bypass the sanitizers. We define a set of strict
and non-bypassable sanitizers to support LLM-based analysis.
Using command injection as an example:

1. When a parameter is enclosed by single quotes, the pa-
rameter is treated as a pure string that cannot be inter-

/rest/confsys?action=change_sys


function UriHandler(entryuri, body)

    a1=entryuri.split("?")

    if a1[0]=="/rest/wifi" then wifi(a1[1], body)             --public                        

    if a1[0]=="/rest/login" then login(a1[1], body)          --public 

    if a1[0]=="/rest/confsys" then confsys(a1[1], body)  --public                         

function confsys(query, body)

    a2=extract(query, "action")

    if a2=="change_sys" then ChangeSysConf(body)    --hidden

{"params":{"ip":"1.2.3.4", "mode":"reg", "url":"$(Payload)"}}{"/rest/confsys?action=change_sys": "ChangeSysConf"}{"/rest/confsys?action=change_sys": "ChangeSysConf"}

function ChangeSysConf(body)

    args = body.params

    ngx.capture("/sbin/sys", args)

function ChangeSysConf(body)

    args = body.params

    ngx.capture("/sbin/sys", args)

main(args){

    sub_01(...)

    sub_02(args)

main(args){

    sub_01(...)

    sub_02(args)

sub_09(a1, args){

   a3=sub_07("url", args)

   if (!sub_16(a3, "`;|")){

      snprintf(s,40,%s%s,a1,a3)

      system(s)

sub_09(a1, args){

   a3=sub_07("url", args)

   if (!sub_16(a3, "`;|")){

      snprintf(s,40,%s%s,a1,a3)

      system(s)

sub_02(args){

   a1=sub_07("ip", args)

   if (is_valid_ip(a1)){

      a2=sub_07("mode", args)

      if (a2 == "reg"){

         sub_09(a1, args) ...

sub_02(args){

   a1=sub_07("ip", args)

   if (is_valid_ip(a1)){

      a2=sub_07("mode", args)

      if (a2 == "reg"){

         sub_09(a1, args) ...

Figure 10: An example of the complete process, including entry map construction, reconstructed call chain analysis,
parameter specification generation, and vulnerability triggering.

{"params":{"ip":"NoMuta", "mode":"NoMuta", "url":"CI"}}{"params":{"ip":"NoMuta", "mode":"NoMuta", "url":"CI"}}

POST /rest/confsys?action=change_sys

Header{...}

{"params":{"ip":"1.2.3.4", "mode":"reg", "url":"$(Payload)"}}

Figure 11: Test case with label and payload.

preted as a command, and every single quote inside it is
filtered or escaped to prevent premature closure.

2. When a parameter is enclosed by double quotes, special
characters such as ;$‘&"\ are filtered.

3. Commands or characters are restricted through whitelists
that permit only specific strings.

4. The parameter is subject to restrictions on length, type,
and format regex matching.

At the same time, we rely on the security principles of
these strict sanitizers to craft methods that circumvent unsafe
sanitizers, which enables the LLM to generate payloads that
bypass multiple sanitization mechanisms:

1. Constructing a payload that contains single quotes trig-
gers premature closure of the surrounding quotes.

2. Using special characters such as ;$‘&"\ enables bypass
during double quote enclosure, and using ${IFS} by-
passes whitespace checks.

LLM-generated results contain both false positives and
false negatives. Fuzzing eliminates vulnerabilities that cannot
be triggered, and with high quality parameter specifications,
allows a limited number of mutations to mitigate false nega-
tives produced by the LLM.

E Dependencies Among Modules

The entry map construction module provides handler points
for the MCG module and supplies the sequence identifica-
tion module with a maximally comprehensive set of backend
URIs. Removing this module will reduce the handler points
processed by the MCG, limit the completeness of URI Se-
quence Identification, and decrease the number of generated
parameter specifications. The MCG serves as the medium
for feedback regulation. Removing this module will restrict
feedback to regulating parameter specifications for handler
point code only, and it will be unable to process subsequent
multilingual calls with hierarchical structures. Sequence Iden-
tification orders entry URIs based on parameter specifications.
Removing this module will cause missed vulnerabilities that
require multiple requests to trigger. The feedback module
regulates entry URI extraction, MCG pruning, and parameter
specification generation. Removing this module will prevent
the removal of invalid entry URIs, hinder the correction of
pruning errors introduced by incorrect LLM recognition, and
leave errors in parameter specifications caused by LLM hallu-
cinations unresolved.

F Scalability in complex firmware and the im-
pacts of obfuscated/encrypted firmware

The main challenges in testing larger firmware images and
complex device ecosystems lie in the complexity of their dis-
patch mechanisms and the substantial code size. However,
these systems still expose Web services and rely on protocols
such as HTTP or HTTPS for management and configuration.
PANGOLIN locates backend dispatch functions through entry
URI information from public interfaces, constructs call rela-
tionships for multi-level dispatch logic, recognizes diverse dis-
patch patterns that carry semantic information with the help of
the LLM, and generates semantically valid test cases through
a pruned MCG with feedback-driven refinement. These capa-



bilities enable effective testing and provide strong scalability
and applicability for larger firmware images and more com-
plex device ecosystems.

For obfuscated firmware, deobfuscation is required. Obfus-
cation appears frequently in software but occurs infrequently
in IoT contexts. For encrypted firmware, analysts can locate
encryption and decryption algorithms and keys in critical
firmware versions or in firmware extracted directly from stor-
age chips, and then decrypt the encrypted content. Analysts
can also extract filesystem images from memory during nor-
mal device operation to recover the unencrypted firmware.
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