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Abstract 5.7x ~ 283.6x across different network latencies from r = 1

Threshold fully homomorphic encryption (ThFHE) enables
multiple parties to perform arbitrary computation over en-
crypted data, while the secret key is distributed across the
parties. The main task of designing ThFHE is to construct
threshold key-generation and decryption protocols for FHE
schemes. Among existing FHE schemes, FHEW-like cryp-
tosystems enjoy the advantage of fast bootstrapping and small
parameters. However, known ThFHE solutions use the “noise-
flooding” technique to realize threshold decryption, which
requires either large parameters or switching to a scheme with
large parameters via bootstrapping, leading to a slow decryp-
tion process. Besides, for key generation, existing ThFHE
schemes either assume a generic MPC or a trusted setup, or
incur noise growth that is linear in the number n of parties.
In this paper, we propose a fast ThFHE scheme Ajax, by
designing threshold key-generation and decryption protocols
for FHEW-like cryptosystems. In particular, for threshold de-
cryption, we eliminate the need for noise flooding, and instead
present a new technique called “mask-then-open” based on
random double sharings over different rings, while keeping
the advantage of small parameters. For threshold key genera-
tion, we show a simple approach to reduce the noise growth
from n times to max(0.038n,2) times in the honest-majority
setting, where at most r = | (n— 1)/2]| parties are corrupted.
Our end-to-end implementation reports the running time 17.6
s and 0.9 ms (resp., 91.9 s and 4.4 ms) of generating a set of
keys and decrypting a single ciphertext respectively, for n = 3
(resp., n = 21) parties under the network of 1 Gbps bandwidth
and 1 ms ping time. Compared to the state-of-the-art imple-
mentation, our protocol improves the end-to-end performance
of the threshold decryption protocol by a factor of at least
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to t = 13. Our approaches can also be applied in other types
of FHE schemes like BGV, BFV, and CKKS.

1 Introduction

Fully homomorphic encryption (FHE) [40, 64] enables one
to perform arbitrary computation over encrypted data, and
has found a variety of applications (e.g., delegation of heavy
computation). For now, there are three kinds of concretely ef-
ficient FHE schemes: BGV/BFV [14,15,38], CKKS [21] and
GSW/FHEW/TFHE [25,36,41]. Among them, FHEW-like
cryptosystems (including TFHE-like schemes), e.g., [23-26,
36,49-51,53,68], provide the advantage of fast boostrapping
and small parameters.

Threshold fully homomorphic encryption (ThFHE) [3,9,
40] extends FHE from a single party to multiple parties.
Specifically, ThFHE allows n parties to secretly share a secret
key sk and jointly generate the corresponding public key pk
and evaluation key evk; then any set of at least # + 1 parties
can distributedly decrypt a given ciphertext correctly, where
t is the corruption threshold (i.e., the maximum number of
corrupted parties). ThFHE is a key cryptographic tool in nu-
merous applications such as the delegation of computation
over the data of multiple users [59], secure multi-party com-
putation (MPC) (e.g., [3,27,39,40,44,58,65]) and universal
thresholdizer [9, 20, 37]. Recently, NIST proposed the first
call for designing and implementing multi-party threshold
schemes, including ThFHE [16].

As for key generation, most of ThFHE schemes, e.g., [9,
10, 19, 20, 28, 37,57, 59, 67], assume a generic MPC or a
trusted setup to generate a set of FHE keys. In particular, it
is prohibitively expensive to use a generic MPC to sample
noises from the discrete Gaussian distribution [70, 73]. To
achieve better efficiency, the main approach used in previous
threshold key-generation protocols [2,3,50,54,55,58,65] lets
every party individually generate samples of LWE (learning
with errors) or RLWE (ring learning with errors), and then
combines them to obtain the public key and evaluation key
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based on linear secret sharings. However, this approach incurs
the noise growth linear in the number of parties n, which
requires large parameters for a large n.

In terms of threshold decryption, existing ThFHE schemes,
e.g., [2,3,9,10,18-20,37,54,55,57,59], first compute partial
decryption shares of a ciphertext with the shares of a secret
key, when using the “noise flooding” (a.k.a., “noise smudg-
ing”) approach to guarantee security of the secret key, and then
combine all partial decryption shares to recover the plaintext.
Among them, the schemes [2,3,9, 18-20,37,54,55] analyze
the security of partial decryption shares with noise flooding
based on statistical distance, which requires exponentially
large flooding noises and thus an exponential ciphertext mod-
ulus for the decryption procedure. To reduce the magnitude
of flooding noises, the recent work [10] performs the security
analysis based on the Rényi divergence [6], which supports a
polynomial modulus but only guarantees weak game-based
security [59]. Later, two works [57,59] continue to adopt the
analysis based on the Rényi divergence, but developed new
ThFHE schemes with simulation-based security. Although
the two works allow one to use a polynomial modulus for
the decryption procedure, they require a super-polynomial
modulus for the encryption process, and thus still need large
parameters for the ThFHE scheme. '

To keep the advantage of small parameters in FHEW-like
cryptosystems, prior work [30] proposed a different way to
use noise flooding based on statistical distance. Specifically,
before performing partial decryption, the parties bootstrap a
ciphertext under small parameters to that under sufficiently
large parameters (particularly, an exponential modulus). In
this way, it is nice that the underlying FHEW-like cryptosys-
tem can continue to adopt small parameters, but the additional
bootstrapping operation under large parameters is very expen-
sive. Very recently, a new approach called “noise-simulatable
sanitization” for threshold decryption was proposed [67], and
supports the usage of small parameters. However, this ap-
proach requires the assistance of an honest server to per-
form ciphertext sanitization, where the server cannot collude
with the parties who perform threshold decryption; moreover,
the sanitization of ciphertexts requires the randomized boot-
strapping technique [11] that is computationally expensive.
Both “noise-simulatable sanitization” and “transciphering”
approach [5,56] require bootstrapping-like operations; the
former additionally relies on a trusted server, while the latter
requires modifications to the underlying FHE scheme. In addi-
tion, generic MPC can be directly applied to realize threshold
decryption with small parameters, but it cannot achieve prac-
tical efficiency due to high rounds or large communication.

FHEW-like cryptosystems are a class of popular FHE
schemes, and have been implemented and included in a lot of

'The modulus can be reduced to polynomial by transciphering [5, 56].
However, this approach not only has to modify the underlying FHE scheme
but also requires homomorphic evaluation of a decryption circuit on a
symmetric-key primitive.

libraries such as [2,43,49,72]. A central challenge is to design
threshold extensions of these schemes without modifying the
underlying FHE algorithms, while retaining the efficiency
benefits of small parameters. However, supporting such small
parameters remains challenging, as most prior works either
rely on large parameters or introduce significant overhead.
This limitation motivates us to propose a new framework to
enable distributed decryption with small parameters.

1.1 Our Contributions

In this paper, we propose a new public-key ThFHE scheme
named as Ajax by designing threshold key-generation and
decryption protocols towards existing FHEW-like cryptosys-
tems. Our protocols are proven secure in the standard
simulation-based paradigm and can be securely integrated
into bigger protocols. Our approach is general, and can also
be applied to obtain the threshold extension of FHE schemes
such as BGV, BFV and CKKS. In the key generation phase,
we assume an honest-majority and semi-honest setting (¢
out of n parties), whereas in the decryption phase, we con-
sider a dishonest-majority and setting (¢t out of ¢ 4 1 parties).
This corruption model is enjoyed by real-world applications,
as users can decrypt ciphertexts even if some servers crash
or some shares are missing. It has been used in threshold
FHE [18] and a series of threshold ECDSA protocols such
as [17,29,33,34,52], and is also deployed in practice. The
protocols in the main body are focused on semi-honest. In
the full version [47], we give an overview of how to extend
the key generation and decryption protocols to active security.
Specifically, we have the following results.

Threshold key generation with smaller noise growth. We
propose a simple “noise-compressing” technique in the
honest-majority setting that reduces the noise growth in
the public key and evaluation key from a factor of n to
max(%-n, ). In the case where n = 2t + 1, we have
n/(n—t) ~ 2, and under our parameters this expression evalu-
ates to max(0.038n,2). Here, o denotes the minimal variance
achievable for discrete Gaussian noise sampling in practi-
cal implementations, ¢ denotes the noise variance required
for the ciphertext to achieve the targeted security level, n is
the number of parties, and we have a/c < 1. We use this
technique to design a new threshold key generation protocol,

which can scale to a large number of parties.

Threshold decryption without noise flooding. We address
the key technical challenge for threshold decryption: support-
ing small parameters in FHEW-like cryptosystems without
sacrificing efficiency. Our technique avoids noise flooding,
supports small parameters, and achieves practical efficiency.
Together with additive secret sharing, we design a new thresh-
old decryption protocol, such that any ¢ + 1 parties in n parties
can distributedly decrypt ciphertexts. Our protocol requires a
constant number of rounds overall, with two rounds in the on-



line phase. Our technique incurs more communication rounds
but supports smaller parameters and achieves lower computa-
tional and communication costs compared to the noise flood-
ing approach.

End-to-end implementation. We implemented the thresh-
old key generation and decryption protocols of our ThFHE
scheme” and evaluated their performance under different net-
work bandwidths and latencies. For the cases of n = 3 and
n = 21, our end-to-end implementation reports that thresh-
old key generation protocol takes 17.6 s and 91.9 s (resp.,
218.6 s and 908.0 s) in the LAN (resp., WAN) setting. In
both cases (i.e., 2 and 11 parties running the threshold decryp-
tion protocol), the amortized * running time of decrypting
a single ciphertext is 0.9 ms and 4.4 ms (resp., 5.4 ms and
42.4 ms) in the LAN (resp., WAN) setting. Compared to the
state-of-the-art ThFHE implementation [30], our threshold
decryption protocol improves the end-to-end performance by
a factor of at least 5.7x ~ 283.6x across different network
settings, when the corruption threshold is increased from ¢ = 1
to t = 13. Note that the security guarantees of our protocol
differ from those of [30]. However, since it represents the best
available ThFHE implementation closely related to our work,
we use it as a point of comparison.

2 Technical Overview

In this section, we give an overview of our techniques.

2.1 Threshold Key Generation

The main task of threshold key-generation protocols is to dis-
tributedly generate LWE or RLWE samples. The distributed
generation of RLWE samples is totally similar to that of LWE
samples, and thus, in the following, we take the distributed
generation of LWE samples as an example. Without loss of
generality, we assume that the LWE modulus ¢ is prime. Al-
though the protocols described in this paper are presented
under the assumption that g is prime, our schemes also sup-
port cases where g is a power of two, with some modifications
required in certain details, introduced in the full version [47].

Prior solution. Existing solutions [2, 3, 50, 54, 55,58, 65] let
each party P; independently sample a share §; from a secret-
key distribution 2, and a noise ¢; from a discrete Gaussian
distribution X with a variance &, and then make P; send
bi = (4,5;) + e; € Z, to all other parties where d € Zg can be
sampled uniformly by running a standard coin-tossing proto-
col with public output. Then, all parties can locally combine
the {b;} to obtain an LWE sample, i.e., b = ¥c(; 5 bi such
that b = (@,5) +e where 5= Y,c(; , Si and e = Y|  €i- The

Zhttps://github.com/primus-labs/Ajax/

3By amortized setting, we mean that the reported results are averaged
over a batch of 20,000 ciphertexts in distributed decryption, i.e., the average
time per ciphertext is measured.

security is natural as each b; is an independent LWE sample.
However, the resulting LWE sample b involves a noise e that
is blown up by # times, i.e., the variance of e is equal to n- G.

Our solution. We observe that it is unnecessary to let each
party generate an independent LWE sample when the num-
ber of honest parties n —¢ > 1, and instead it is sufficient to
guarantee that the aggregated value b is a secure LWE sample.
Specifically, we let every party P; sample e; from a discrete
Gaussian distribution s with a variance 6’ = /(n—1). Let
H and C denote the sets of honest parties and corrupted par-
ties, respectively. When ¢t ~ n/2, we have n- ¢’ ~ 20, and thus
the resulting noise e = Y| ¢; is reduced to 2x compared to
previous work.

Note that the resulting noise e = } ;c4r€; + Y.;c - €; Where
Y.icceiis learned by the adversary, and };c 4/ €; is kept secret
from the adversary. Since the sum of n — ¢ discrete Gaussian
distributions with variance ¢’ is a discrete Gaussian distribu-
tion with variance (n —t) -6’ = 0, Y;c 4 €; complies with the
discrete Gaussian distribution ). In other words, } ;. 4/ ¢; has
the identical distribution as a normal noise sampled from the
distribution .

It is important to emphasize that in practice, it is impossible
to perform discrete Gaussian sampling with an arbitrarily
small variance 6’. We will defer the discussion of how we
choose ¢’ and the constraints it imposes to Section 4. 1.

Because the variance ¢ of e; is too small, we let P; dis-
tribute ¢; using Shamir secret sharing to obtain shares [[¢;].
Then all parties can locally compute [[e] = Yic(y , [ei]-

We do not let every party P; sample a secret-key share &;
from Q)fk, and choose to make all parties jointly produce a
vector of degree-t Shamir sharings [[§]. Then all parties can
locally compute a degree-t Shamir sharing [[b]] = (@, [5]) +
[e]l, and open it to obtain b. The detailed protocols are given
in Protocol I1jwe (Figure 7) and Protocol Ilg we (in the full
version [47]).

The remaining task is to generate [[§]. If Dy is a uniform
distribution over Zf;, it is straightforward to generate a degree-
¢ Shamir sharing [[s] by running a standard random-sharing
generation protocol. Nevertheless, in FHE schemes, D is of-
ten a distribution defined over either {0,1} or {—1,0,1}. For
the case of {0, 1}, all parties can run a known protocol [31]
to generate random sharings of bits, which requires one mul-
tiplication of secret sharings for generating each random bit
sharing. For the case of {—1,0,1}, all parties can produce
two vectors of degree-t Shamir sharings [[5;] and [[5] with
51,5 € {0,1}", and then locally compute [§] = [51] — [52]-
It is easy to see that each component of §'is equal to —1, 1 with
probability 1/4 and 0 with probability 1/2; thus 5 complies
with Dy defined over {—1,0,1}.

2.2 Threshold Decryption

A threshold decryption protocol enables any set of # 4 1 par-
ties to distributedly decrypt one LWE or RLWE ciphertext.



As such, we take the distributed decryption of an LWE cipher-
text as an example, as the distributed decryption of an RLWE
ciphertext is similar. Before executing the protocol, any 7 + 1
parties can locally convert a vector of degree-f Shamir shar-
ings [[§] into a vector of additive secret sharings (5) using
the standard approach. We w.l.o.g. assume that an LWE ci-
phertext (d,b) with b = (d,5) + e+ A-m is defined over a
power-of-two modulus g, where m € Z,, for some power-of-
two modulus p such that p|g and A = g/p. Otherwise, we
can perform the modulus switching to satisfy the conditions.

Prior solutions based on noise flooding. A series of ThFHE
schemes such as [2,3,9, 10, 18-20,37,54,55,57,59] let all par-
ties first compute partial decryption shares with noise flood-
ing and then combine them into recover a plaintext m € Z,.
Specifically, the basic idea behind the noise-flooding approach
is to let each party P; generate a flooding noise E; and then
locally compute (V) =b— (@, (5')) +E; *. Since Y, E; is suf-
ficiently large to hide the original noise e in the ciphertext, the
parties can open (V) to a specified receiver Pg without leaking
the information of the secret key 5. While this approach has
the advantage of being rather simple, it has the disadvantage
of requiring the ratio between the fooding noise E and the size
of the ciphertext noise e to be superpolynomial in the secu-
rity parameter. This, in turn, requires the LWE problem to be
secure with a superpolynomial modulus-to-noise ratio, which
weakens security and requires larger LWE parameters to com-
pensate. The noise-flooding approach typically requires a
single round of communication in the online phase of de-
cryption. Noah’s Ark [30] proposes an efficient and robust’
asynchronous threshold decryption protocol that is secure
against malicious adversaries under a corruption threshold
of t = (n—1)/3. It adapts the noise-flooding approach by
performing bootstrapping (called Switch-n-Squash in [30]) in
the online decryption phase: homomorphic evaluation uses a
smaller modulus, which is then lifted to a larger modulus at
decryption time, where bootstrapping simultaneously reduces
the ciphertext noise. This preserves the efficiency of the FHE
computation, supports a wider range of parameter choices,
and does not increase the number of communication rounds
in the online phase.

Our solution. We present a “mask-then-open” approach to
remove the noise term inside the additive secret sharing, and
eliminate the need for noise flooding altogether. Recall that
the decryption process would compute

Zo-@n)| = | Lamre).

4E; can be viewed as an additive secret sharing of E = Y E;. In some
works, rather than having each party independently sample its own noise, all
parties jointly generate a noise E, and each party receives a secret share [E]).
The underlying idea in both approaches is to use a large noise to mask the
smaller noise.

51t guarantees correct decryption even in the presence of malicious parties.

We let the parties first perform the partial decryption by locally
computing an additive secret sharing (A-m+e) =b—(d, (5)).
Since g is a multiple of A, we have

modA=e

(A-m+e modgq) (mod A).

Therefore, we let the parties locally compute (e)* =
(A-m-+e) modA, i.e., every party takes its share modulo
A. Henceforth, we use (x)™ to denote an additive secret shar-
ing over a ring Z,,.

Then, we let the parties run an efficient protocol to jointly
generate a random double sharing ((r)2, (r)9) with r € Z,,
where two sharings are defined over two different rings Zx and
Z4. Now, we can mask (e)® with ()4, i.e., the parties locally
compute (e +r)2 = (e)® + (r)2, and then open (e + r)2 to let
all parties obtain e +r mod A. Next, we convert {e) back to
Z4 by letting the parties locally compute (e)? = e +r— (r).
Finally, the parties can locally compute (A-m)? = (A-m+
e)4 — (e)?, and open it to the specified receiver Pz who can
recover m from A - m.

Note that e+r (mod A) may not be equal to the integer e +
r. To ensure the decryption correctness, we need to carefully
analyze the probability that e +r mod A = e+ r. Since r is
uniform in [-A/2,A/2), we have e+r € [-A/2+e,A/2+e).
Then the probability that e+ r ¢ [-A/2,A/2) is |e|/A. When
le| /A is sufficiently small, the decryption-failure probability
becomes negligible.

Comparison and limitation. The advantages of basic noise
flooding are its simplicity and the fact that it requires only
a single communication round. Because most existing basic
noise flooding schemes are either purely theoretical (e.g., [9])
or use different FHE schemes such as BGV/BFV [2,3], a pre-
cise communication comparison is difficult. As a reference
point, we hypothetically instantiate a noise flooding approach
with the same TFHE scheme as in our work [8] and a 30-bit
statistical security parameter. In this setting, both approaches
incur 128 bits of online communication per party, but noise
flooding uses a single round with lower computational cost,
whereas our protocol uses two rounds and has higher online
computation. Moreover, basic noise flooding schemes typi-
cally have no offline phase, while Ajax requires an offline
phase to generate random masks; in return, Ajax supports a
broader range of FHE parameters, allowing for smaller mod-
uli, making the FHE evaluation phase significantly more effi-
cient than that in basic noise-flooding-based schemes (with
80-128-bit moduli and RLWE modulus degree 2048).

To the best of our knowledge, [30] is the only work that
implemented a threshold scheme for FHEW/TFHE-like cryp-
tosystems; we therefore compare against it despite incompa-
rable security models. [30] provides robustness and malicious
security with an online phase consisting of a single commu-
nication round, whereas our scheme targets an all-but-one
corrupt, semi-honest setting but avoids bootstrapping and is
computationally lighter. In the online phase, [30] requires



384t bits of communication, while our implementation uses
128t bits (theoretically 100z bits), where ¢ is the threshold.
We cannot precisely compare the offline cost since [30] omits
these details. In our protocol, the offline communication is
O(n?k?) or O(nk) bits (n is the number of parties and & is
the ring dimension), depending on the implementation of
Beaver-triple generation, while [30] reports an offline cost of
O(nk) bits. In summary, compared with [30], Ajax reduces
online computation and bandwidth in the decryption phase
and improves end-to-end performance by 5.7 x—283.6x for
t = 1tot = 13 across different network latencies, at the cost
of one extra online round, larger offline communication, and
a slightly weaker statistical security level (about 30 bits vs.
roughly 40 bits).

Despite supporting larger parameter ranges and imposing
weaker constraints on the modulus than both the traditional
noise-flooding approach and its refinement in [30], our pro-
tocol still shares several limitations of noise-flooding-based
designs. In particular, the noise level after homomorphic eval-
uation continues to influence the decryption procedure, includ-
ing the choice of the decryption modulus and the resulting
decryption correctness probability. Although our scheme uses
MPC to remove the ciphertext noise before reconstruction,
the overall correctness probability of decryption remains sen-
sitive to the underlying noise growth and to the parameters of
the FHE scheme.

3 Preliminaries

Notation. We use A and p to denote the computational and
statistical security parameters, respectively. We use K to de-
note the number of LWE samples in the public key; that is, an
LWE public key consists of pairs {(d;,b;)}¥~ . Fora,b € N,
we write [a,b] ={a,...,b} and [a,b) ={a,...,b—1}. Fora
set S, we use x <SS to denote sampling x from S uniformly
at random; For a distribution D, we use x < D to denote
sampling x according to . We use n and ¢ to denote the total
number of parties and the corruption threshold (i.e., the maxi-
mum number of corrupted parties), respectively. For the sake
of simplicity, we assume that n = 2¢ + 1 in the honest-majority
setting, even if our protocols support the case of n = 2t. We
use H and C to denote the set of honest parties and that of
corrupted parties, respectively.

We write p for the plaintext modulus, and (¢,¢) and (N, Q)
for the dimension and ciphertext modulus in the LWE-based
and RLWE-based settings, respectively. We assume, w.l.0.g.,
that ¢ and Q are prime and that p is a power of two.

We write ® = Z[X]/(XY +1) and Rp = R /QR.. We de-
note by X a vector in Zs and by x aring element in Ky (equiva-
lently, a vector in Zg). We use x; to denote the i-th component
of a vector X or x with xo the first entry. For two vectors X
and ¥, we use (X,¥) to denote their inner product. We denote
by x oy the multiplication of two ring elements x and y in

Ro. The ., norm of a value x or a ring element x is denoted
by ||x]|e OF [|X||- By |-], we denote the round function. A
secret key distribution is denoted by D, which is either the
uniform distribution in {0, 1}, or the distribution defined over
{—1,0,1} where choosing —1, 1 with probability 1/4 and 0
with probability 1/2. We use @fk to denote the distribution of
length-¢ vectors where each component is sampled from Diy.
An additive secret sharing of a secret x € Z,, is denoted by
(x)™. Here, if Z,, is not explicitly specified, the superscript m
is removed. We use [[x]|7 to denote a degree-r Shamir secret
sharing over a finite field Z,, where the superscript ¢ is re-
moved, if Z, is not explicitly specified. A vector of degree-t
Shamir secret sharings over Z, is written as [X]|7 or [x]9. We
use [x] as a unified notation for linear secret sharings (e.g.,
additive secret sharings and Shamir secret sharings).

3.1 Secret Sharing Schemes

Shamir secret sharing scheme. Let F be a finite field with
|F| > n, and o, ..., 0, be n distinct non-zero elements in F,
Shamir secret sharing scheme [66] is described as follows:

* Share(x): A dealer samples a random polynomial f(-) €
F[X] of degree at most #, such that f(0) = x. Then, the
dealer sends f(oy;) € F to P; for each i € [1,n]. A degree-t
Shamir sharing on secret x is denoted by [x].

* Rec([[x]], Pr) : Pr receives the shares from any ¢ + 1 parties,
and then uses the # + 1 shares to reconstruct the secret
x = f(0) using Lagrange interpolation.

Additive secret sharing scheme. Let R be any-sized ring
(e.g., Zyi for some k € N or Z, for a prime g). The additive
secret sharing scheme with t = n— 1 is shown as follows:

* Share(x) : A dealer samples (x); <R fori € [1,n] such that
Yic[1,m{*)i = x € R. Then, the dealer sends the share (x);
to every party P;. An additive secret sharing on x is denoted

by (x).

* Rec({x),Pg) : P receives the shares from all n parties, and
reconstructs x := Y, ()i € R.

The Open protocol can always be constructed by running
the Rec protocol n times, and thus we omit the description of
Open of the Shamir and the additive secret sharing schemes.
We use Share(x, [x];) to procedure samples n — |J| shares in F
(R) uniformly such that all shares reconstruct the secret x, and
outputs the shares for a subset [1,n]\J of parties for Shamir
(additive) secret sharing scheme. Note that any ¢ + 1 shares
of a degree-# Shamir sharing can be locally converted into an
additive secret sharing with # + 1 parties (see, e.g., [62]).



Functionality Trang

This functionality is parameterized by a finite field I, and
interacts with P, ..., P, and the adversary as follows:

1. Sample r<=TF, and receive a set [r| of the shares of
corrupted parties from the adversary.

2. Run Share(r,[r]¢) to obtain the shares of honest par-
ties in #, and send the shares to honest parties.

Figure 1: Functionality for generating random sharings.

Functionality Zc,i,

This functionality is parameterized by a finite set S, and
interacts with parties Py, ..., P, as follows:

» Sample r <SS and output r to all parties.

Figure 2: Functionality for coin tossing.

3.2 Ideal Functionalities

3.2.1 Ideal Functionalities for Generating Random Shar-
ings and Random Coins

We adopt the standard ideal functionality Franq shown in Fig-
ure | for generating random sharings over a field . We mainly
use Frand in the honest-majority setting; an instantiation of
this functionality can be found in [32].

If the randomness r is sampled from {0, 1} and the shares
are still defined over a finite field F (or a general ring R),
we use Frandsit to denote the ideal functionality for produc-
ing sharings of random bits. In the honest-majority setting
(ie.,t = (n—1)/2), we adopt the protocol H]éildeit in [31]
to generate degree-t Shamir sharings of random bits. In the
dishonest-majority setting (i.e.,t = n— 1), we modify H’;Zl;] dBit
for generating additive secret sharings of random bits over
Zyk, where Shamir secret sharings over a Galois ring are re-
placed with additive secret sharings. The protocol H’;Zlf 4Bt
and modified protocol ITg 5 5. are described in the full ver-
sion [47].

We also use a standard ideal functionality Fcein shown in
Figure 2 to generate public random coins. For our usage, the
set S in Fcoin 1S Zg or Rgp. Our protocols mainly call Fcgin
in the honest-majority setting. In this setting, Fcoin can be
efficiently realized by calling Frang and then opening either £
or N random degree-# Shamir sharings. The communication
can be compressed by calling Frand to generate a random seed
and then using a random oracle to generate random coins in
either Zé or Rp.

Functionality Ty

This functionality is parameterized by a field FF. It inter-
acts with parties Py, ..., P, and the adversary as follows:

1. Receive the shares from all parties, and reconstruct
the secrets x,y € F. Then compute 7 :=x-y € F.

2. Receive a set [z]¢ of the shares of corrupted parties
from the adversary. Then, run Share(z, [z]¢) to ob-
tain the shares of honest parties in #, and send these
shares to honest parties.

Figure 3: Functionality for multiplication of secret sharings
over a finite field.

3.2.2 Ideal Functionality for Multiplications of Secret
Sharings

We define a standard ideal functionality Fmy: for multiplica-
tions of secret sharings, which is shown in Figure 3. It covers
existing linear secret sharings in both honest-majority and
dishonest-majority settings, e.g., Shamir secret sharings and
additive secret sharings.

For two ring elements a, b € Ry written in vector form, we
use o to denote their ring multiplication, i.e., c =aob € Rp.
Therefore, given two vectors of degree-t Shamir sharings on
a,b € Ry, the degree-t Shamir sharings of c =aob € Rp can
be securely computed by calling Fyic over Zg multiple times
in parallel, and then using the linear property of Shamir secret
sharings to locally compute additions of Shamir sharings.

In the Shamir secret sharing setting, the multiplication of
shared values can be carried out directly using the DN pro-
tocol [32]. In the dishonest-majority setting, our protocol in-
vokes Fmuir for multiplications of additive secret sharings
over a ring Z,x. For semi-honest security, all parties gen-
erate random multiplication triples over Z in the offline
phase, and then use the Beaver approach [7] to compute mul-
tiplications of additive secret sharings in the online phase.
The online protocol requires one round (or two rounds), and
takes communication of O(n’k) bits (or O(nk) bits). The
rounds and communication cost in the offline phase depend
on which type of protocols is adopted. Our implementation
adopts a computation-cheap and communication-large pro-
tocol. Specifically, all parties run an oblivious transfer (OT)
extension protocol to generate random OTs, whose communi-
cation is sublinear in the number of random OTs, if the OT
extension protocols (e.g., [12,13,45,63,71]) in the PCG frame-
work are used. We adopt the state-of-the-art OT-extension im-
plementation [71] to achieve not only small communication
but also fast computation. Then, random OTs are consumed
to compute random multiplication triples over Z,, using the
Gilboa multiplication technique [42,48]. This protocol needs
two rounds without counting the rounds in the reusable setup



phase, and takes communication of O(n?k?) bits for each
triple. To achieve smaller communication at the cost of more
expensive computation, we can use a somewhat homomorphic
encryption scheme (supporting one level of multiplications)
to generate random multiplication triples over Z,, following
prior works, e.g., [22,58]. This approach requires three rounds
and communication of O(nk) bits per triple.

3.3 Fully Homomorphic Encryption
3.3.1 FHE Definition
We define the syntax of FHE as follows:

Definition 1. A fully homomorphic encryption (FHE) scheme
FHE = (Setup, KeyGen, Enc, Dec, Eval) consists of the fol-
lowing probabilistic polynomial-time algorithms:

« params < Setup(1*): On input a security parameter A, the
setup algorithm outputs a set of public parameters params,
which is an implicit input to the following algorithms un-
less otherwise specified. In particular, params defines the
plaintext space M and the ciphertext space ‘T.

(sk, pk,evk) < KeyGen(params): On input params, the
key-generation algorithm outputs a secret key sk, a pub-
lic key pk and a public evaluation key evk.

¢ + Enc(pk,m): On input a public key pk and a message
m € M, the encryption algorithm outputs a ciphertext c.

¢’ < Eval(evk, f,c1,...,cy): On input a evaluation key evk,
a function f : M" — M, a set of ciphertexts cy,...,c,, the
homomorphic evaluation algorithm outputs a ciphertext c'.

» m < Dec(sk,c): On input a secret key sk and a ciphertext
¢ € T, the decryption algorithm outputs a message m.

For correctness, we require for each A e N,n > 1, f:
M" — M and my,...,m, € M, for any (sk,pk,evk) +
KeyGen(Setup(1%)), we have with overwhelming probability

Dec(sk, Eval(evk, f,Enc(pk,m;),...,Enc(pk,my)))
= f(mi,...,my,).

In this paper, we aim to design threshold key-generation
and decryption protocols for FHEW-like cryptosystems. A
detailed description of the FHEW-like system is provided in
the full version [47].

3.4 Threshold Fully Homomorphic Encryption

In the general threshold setting, threshold fully homomorphic
encryption (ThFHE) enables n parties to jointly generate the
FHE keys and any ¢ + 1 parties of n parties to decrypt cipher-
texts. Even though ¢ parties out of n parties are corrupted, the
keys are kept secret and the ciphertexts are CPA secure.

Functionality FxeyGen

This functionality is parameterized by a set of parame-
ters params, and interacts with parties Py, ..., P, and the
adversary as follows.

1. Run FHE.KeyGen(params) to get (sk, pk,evk).

2. Receive a set [sk] of the shares of corrupted parties
from the adversary. Then, run Share(sk, [sk] ) to ob-
tain the shares of honest parties in #, and then send
the shares to honest parties.

3. Send (pk,evk) to all parties and the adversary.

Figure 4: Functionality for threshold key generation of FHE.

Functionality 7pec

This functionality interacts with any # 4 1 parties (w.L.o.g.,
Pi,...,P41) and a receiver P who obtains the decryp-
tion output, as well as the adversary as follows:

1. Receive the shares on sk from all parties, and recon-
struct the secret key sk.

2. Receive a ciphertext ¢ from all parties, and then run
FHE.Dec(sk,c) to obtain a message m.

3. Output m to Pg, and send c to the adversary.

Figure 5: Functionality for threshold decryption of FHE.

ThFHE is the same as FHE, except that there exists two
efficient protocols Ilkeygen and Ipe to securely compute al-
gorithms KeyGen and Dec, respectively. As in prior works,
we only consider the public-key setting, and thus Enc can be
locally computed without the need of running any protocol.
We adopt the ideal/real paradigm to prove security of proto-
cols IkeyGen and Ilpec, which enables ThFHE to be securely
integrated into bigger protocols, e.g., a secure multi-party
computation (MPC) protocol. Following prior work [30], we
define two ideal functionalities FkeyGen and Fpec, Which are
shown in Figure 4 and Figure 5, respectively. We will prove
that IIkeyGen and Ipec securely realize FyeyGen and Fpec.

4 Threshold FHE with Semi-honest Security

This section describes our new ThFHE scheme Ajax with
semi-honest security. In particular, for FHEW-like cryptosys-
tems, two concretely efficient threshold key-generation and
decryption protocols are shown in detail. Before giving the
two protocols, we present two efficient distributed protocols,
which enables n parties to jointly generate LWE and RLWE



Functionality 7, we

This functionality is parameterized by an integer ¢, a
dimension ¢, an integer & and a noise distribution ¥
with a variance o, and interacts with Pj,...,P, and the
adversary as follows:

1. Receive the shares of [§]? from all parties, and recon-
struct the secret key § € Zg.

2. Sample @+« Z!, and send it to all parties.

3. Sample a noise e < ¥, and receive a set [¢]%. of the
shares of corrupted parties from the adversary. Then,
run Share(e, [¢]%) to obtain the shares of honest par-
ties in #, and send the shares to honest parties.

4. Receive an error d € Z, with ||d||. < h from the ad-
versary, and computes b := (d,5) +e+d € Zy,.

5. Receive a set [b]%. of the shares of corrupted parties
from the adversary. Then, run Share(b, [b]7.) to obtain
the shares of honest parties in A, and send the shares
to honest parties.

Figure 6: Functionality for generating sharings of LWE.

samples. These distributed protocols may be of independent
interest for other applications such as distributed key gen-
eration of BGV, BFV, CKKS and lattice-based public-key
encryption. Without loss of generality, we assume that the
moduli g, Q for LWE and RLWE are primes. In this way, we
are able to use the standard Shamir secret sharing scheme
to design threshold key-generation protocols. The extension
from a prime to power-of-two modulus is briefly introduced
in the full version [47].

4.1 Distributed Protocols for Generating LWE
and RLWE Samples

4.1.1 Distributed Protocol for Generating LWE Samples

The ideal functionality # we, which generates a shared LWE
ciphertext, is defined in Figure 6, with its instantiation given
by Protocol ITywe in Figure 7. The ideal functionality Frywe
and protocol IIg we are analogous to Fwe and ITjwe; we
defer their full description to the full version [47].

Lemma 1. Protocol I1we (Figure 7) securely realizes func-
tionality Fuwe (Figure 6) with the variance &' in the presence
of a semi-honest adversary who corrupts at mostt = (n—1) /2
parties in the Fcoin-hybrid model.

The proof of Lemma | is given in the full version [47].
When using PRG, the communication complexity of ITjye is
approximately n/2 elements over IF, with 1 round per party.

Protocol IT)\we

Inputs: Parties P, ..., P, hold a prime ¢, an LWE dimen-
sion ¢ and a vector of degree-t Shamir sharings [[§]9. Let
Yo' be a discrete Gaussian distribution with variance ¢'.

Generating LWE samples: P,..., P, jointly generate
an LWE sample with a noise distribution ) as follows:

1. All parties call Fcoi, to produce a random vector ¢ €
Zt.
q

2. Every party P; samples a noise e; < ¥y with ¢’ =
6/(n—1), and then runs Share(e;) to let all parties
obtain a degree-r Shamir sharing [[¢;]]7.

3. All parties locally compute [[b]7 := (4,[s]9) +
¥ i), and then output (4, [5]7).

Figure 7: Protocol with semi-honest security for distributed
generation of LWE samples in the Fcoi,-hybrid model.

4.1.2 Generating RLWE Samples

The distributed generation of RLWE samples mirrors the
LWE case. We replace scalar Shamir sharings with vector-
valued (coefficient-wise) Shamir sharings and realize ring
multiplications via matrix operations in the coefficient repre-
sentation. We therefore omit further details here. The protocol
and functionality are presented in the full version [47].

We now explain why it suffices for each party to sample
noise with variance ¢’ = 6/(n—t) to ensure that the resulting
LWE and RLWE ciphertexts achieve 128-bit security. Here,
we assume that ciphertexts with noise variance ¢ already meet
the 128-bit security level.

4.1.3 Gaussian Distribution

During the execution of ITj\wg and IIrwe, each party indepen-
dently samples noise from a Gaussian distribution. Due to the
additivity property of independent Gaussians, the sum of these
noise terms is also Gaussian, with mean and variance equal to
the sums of the individual means and variances, respectively.
Specifically, let X ~ A (ux,0x) and Y ~ A (uy,0y) be two
independent Gaussian random variables. Then:

X +Y ~ N (ux +py,0x +0Oy).

Applying this property, the combined noise from the (n —
t) honest parties has variance, (n—1)-0¢' = (n—1)-.% =
o, which matches the required variance to achieve security.
In real-world systems, it is impossible to perform discrete
Gaussian sampling with an arbitrarily small variance 6. Due
to the limitations of finite-precision and tailcut, the sampled

noise distribution deviates from the ideal distribution.



In our implementation, we use the cumulative distribution
table (CDT) sampling method proposed in [60] to sample
noise. CDT sampling draws from a target discrete Gaussian
distribution by precomputing a monotone table of cumulative
probabilities. To sample, we first draw a uniform random
value r € [0, 1), then find the smallest index i in the cumulative
distribution table such that the entry is at least r, and take i
as the (unsigned) sample. For a zero-mean discrete Gaussian,
finally assign a random sign to i by symmetry. Using Lemma 2
from [1], we estimate the relative error of the sampled noise
and thereby determine the minimal variance o achievable for
discrete Gaussian sampling under our parameter setting.

Definition 2 ( [1]). The relative error between P and Q is
defined as

B (.0) 1= i (P(1), 0(1)) = max 7L,

Moreover, the statistical distance between P and Q is
bounded as A(P,Q) < 18gg(P,Q). Let T be the tailcut pa-
rameter of Gaussian sampling implementation, so that the
probability Pr[X = x] is set to zero for all [x| > ©-G.

Lemma 2 ( [1]). Let Dy be the output distribution of CDT
sampling, where s is the scale. Let S := [| —7s |, [ts]|NZ be
the truncated support, and let p be the floating-point precision,
i.e., the number of bits in the mantissa, then

ps(Z) —ps(S) cdf; (x)
2 DLW

Under our setting, the relative error is bounded by:

SRE(DS7DS) < 27P,

_ o T7/28 1

SRE(DsaDs) § 1 76‘_(2T+1>/252 + ps(T — 1) Q7P
Based on the above formula, we choose a value s such that
SrE (Dy, D) < 27!28, and then set « to this value of s. The
detailed proof and analysis are provided in Appendix A.l and
Appendix A.2. We adopt the same tailcut parameter as in [35],
setting T = 12. The floating-point precision is set to p = 256
bits. Under this configuration, when the scale and o are set to
s = 0.7, the relative error between the resulting discrete Gaus-
sian distribution and the ideal distribution is about 271368 If
6’ =6/(n—1t) and ¢’ also satisfied 6’ > «, each party sam-
ples noise with variance &', the total noise variance sums to
n- % ~2c. When the number of parties becomes large such
that 6/(n —1) < a, each party instead samples noise with
variance «, the total noise variance becomes 7 - o rather than
26 (prior works are n - G).

4.2 Threshold Key Generation for FHEW-like
Cryptosystems

In the key generation, we need to generate the parties’ private
key sk, public key pk, bootstrapping key bk, and key switching
key ksk. Since pk, bk, and ksk are all related to sk, we first
introduce how to generate the parties’ sk.

Functionality Fcensk

This functionality is parameterized by two integers g, Q
as well as a secret-key distribution D that is defined
over either {0,1} or {—1,0,1} for our use case. It inter-
acts with parties Py, ..., P, and the adversary as follows:

1. Sample 5+ D, and z + DY.

2. Receive three sets of the shares of corrupted parties
; 214 1719 Q
from the adversary, i.e., [s]-, [s] 7 and [2] 7.

3. Run Share(s, [5]%), Share(s, [F}g) and Share(z, [z]g)
to obtain the shares of honest parties in A, and then
send the shares to honest parties.

Figure 8: Functionality for generating the secret sharings of
secret keys of FHE.

4.2.1 Distributed Protocol for Generating Secret Keys

The ideal functionality for generating sk, denoted as Fcensk,
is shown in Figure 8. It outputs the parties’ private key
sk = ([[5]4, [5]2), along with the bootstrapping encryption key
[z] 2. Here, 5= (s1,...,s¢) € Q)fk and z=(z1,...,2v) € @é\,’(
are vectors of shared secret elements. A detailed instantiation
of FGensk is given in the full version [47]. A brief overview
is provided below.

To generate the private key sk = ([5]9, [59), all parties
produce sharings ([[s;]}9, [[s:]©) for each i € [¢] by emulating
bitwise XOR over the field. To generate the bootstrapping
encryption key [z]¢, the parties generate sharings [[z;]]¢ for
each i € [N] using Protocol H’;Zlg qgi¢ detailed in the full ver-
sion [47].

4.2.2 The Main Protocol for Threshold Key Generation

With the protocols described above, we now introduce our key
generation protocol Tk Gen, as shown in Figure 9. We use x
to denote the number of LWE samples in the public key; that
is, an LWE public key consists of pairs {(d;,b;)}*, and in
our setting we take kK = £- [log, ¢|; £ is the LWE dimension, N
is the RLWE dimension, s'is the LWE secret key, and z is the
RLWE secret key. Moreover, Ly, and Ly denote the gadget
lengths of the bootstrapping key and the key switching key,
respectively, while By, and By, denote their corresponding
gadget bases.

¢ All parties follow the steps outlined in the protocols, call
Fcensk to generate the degree-r Shamir sharings of a secret
key (5,2): [5]4, [5]€ and [2]©.

* To generate public key pk, all parties using the pro-
tocol ITywe generate (d;,[[b;]7),i € [x], then they run
Open([[6i]}7) to get b;. Let pk = {(di,bi) }ic|x-



Protocol IkeyGen

Inputs: Py,..., P, hold a set of public parameters params = (p,q, Q,¢,N,X, Gpk, Gbsk, Oksk, Bbk; Bksk, Dsk -

Distributed generation of the public key and secret key: All parties Py, ..., P, do the following:

1. All parties call Fgensk to produce the degree-t Shamir sharings of a secret key (5,z): [§]9, [§]€ and [2]¢. where 5 € D,
and z € DY

2. Foreach i € [0,%), the parties call g with the input [[§]7 to obtain (;, [b;]]7), and then run Open([[b;]|7) to get b; € Z,.
3. All parties output pk := {(d@;,b;)}, and sk = (5,2).
Distributed generation of a bootstrapping key: The parties Py,..., P, execute as follows:

3. All parties set [m;]€ = ([s:]9,0,...,0) for each i € [0,£), where the constant coefficient of m; € Ry is s; and the other
coefficients of m; are 0.

4. Foreachi € [0,£) and j € [0,Lyk) where Lyx = [logg, O],
(a) All parties call Frywe with the input [z]€ to obtain (a; j, [b; ;/]9).

(b) The parties update [[b; ;] := [b; ;] + (Bok)’ - [m;]]¢, and then run Open([[b; ;]9) to get b; ; € Rp.
(c) All parties set RLVVELQ((Bbk)j'm,') = (al;j,b,;j).

5. Foreachi € [0,£), all parties set

RLWE'; ¢ 5y, (mi) = (RLWE; o (m;), ROIWE, o(Bok - m;), ..., RLWE, o ((Bo) ™' - my)).

6. For each i € [0,¢), the parties call Fy: N times on the input (—[[z]]<, [m;]€) to compute [—z o m;]2. The parties also
perform Step (4) and Step (5) to obtain RLWE', o 5., (—zom;).

7. All parties set RGSW, g 5,, (si) = (RLWEz 0 5, (—zom;),RLWE'; o 5, (m;)), and then output bk = (RGSW, ¢ 5,, (50),
RGSWZ,Q,Bbk (S] ), ceyy RGSWZ,Q,Bbk (S[_l)).

Distributed generation of a key-switching key: All parties P, ..., P, perform the following steps:
8. Foreach i€ [0,N) and j € [0, Lksk) where Lisk = [logg, |, O,

(a) All parties call Fiwe with the input [5])€ to get (d@; ;, [b; ;]9).
(b) The parties update [[b; ;|€ := [[b; ;1€ + (Bksk)’ - [zi]¢, and then run Open([[b; ;]¢) to obtain b; j € Zo.
(¢) All parties define LWE; o ((Bksk)’ - 2i) = (d@i j, bi )

9. For each i € [0,N), all parties set

LWE'5, 0.5, (21) = (IWEg 0 (2:), IWEg o (Bisk - 2i), - - -, LWEg o (Bok) ™~ - 27)).

10. The parties output ksk = (LWE's o 5, (20), L\WE'5.0 5, (21) -, IWE 50 B, (2v—1))-

Figure 9: Semi-honest protocol for threshold key generation of FHE in the (Fgensk, FLwe, FRIWE, Fmuit)-hybrid model. This
protocol jointly generates the public key pk, secret key sk, bootstrapping key bk, and key switching key ksk.



» To generate the bootstrapping key bk, the parties fol-
low the TFHE bootstrapping key generation process. For
each [[s;] ¢, parties compute RGSW_ ¢ g, , (s;), and construct
bk = (RGSWaQ,Bbk (S()), NN RGSWZ,Q,Bbk (Sg_l)), as de-
scribed in Step 3 of IlkeyGen-

» To generate the key switching key ksk, the parties follow
the TFHE key switching key generation process. They com-
pute ksk = (LWE's 9 g (20)s ---» IWE 50 B (2n-1)), as
outlined in Step 4 of IlkeyGen-

Theorem 1. Protocol Ikeygen (Figure 9) securely realizes
Sfunctionality Freycen (Figure 4) with the variance o in the
presence of a semi-honest adversary who corrupts at most
t = (n—1)/2 parties in the (Fcensk, Fwe, FRIWE, FMult)-
hybrid model.

The proof of Theorem | can be found in the full ver-
sion [47]. The communication complexity of generating the
public key and secret key is O(¢n + xn) elements over IF,
and O(N) elements over Fy per party. The communication
complexity of generating the bootstrapping key is O(¢/NnLyy)
elements over F¢ per party. The communication complexity
of generating the key-switching key is O(NnLyg ) elements
over [P per party.

4.3 Threshold Decryption Protocol

We now present our distributed decryption protocol Ipec,
which is shown in Figure 10. In the technical overview we
assumed p | ¢ for clarity. However, since we utilize Shamir
secret sharing over a field for ease of implementation and
description, g is not divisible by p in practice, the technique
described in the technical overview cannot be applied directly.
This is because each party’s additive share is distributed over
Zg4, and their sum takes the form A-m+e+i-q.

When reducing this sum modulo A, we encounter a prob-
lem: since g is not divisible by p, it follows that g is also not
divisible by A. Therefore,

A-m+e+i-g (mod A)=e+i-g (mod A)#e

To preserve correctness, we need to perform modulus switch-
ing, changing the moduli from (g,A) to (n,®) such that n
is divisible by ®. The detailed correctness proof and noise
analysis are deferred to the full version [47]. We provide a
brief proof and analysis below.

Parties perform an additional modulus switching to their
additive secret share (A-m+ e) to change the modulus from
g to 1, where 1 is chosen such that p | 1| (since p is a power of
two, we can simply set 1) = 21°224) = 52) a5 shown in Step 1
of Ilpec. This operation introduces additional noise; how-
ever, the added noise is very small compared to the original
noise e. Let ¢’ denote the resulting total noise after modu-
lus switching and ® denote 1/ p. After modulus switching,
the parties obtain the sharing (®-m+ ¢')". Each party can

(mod A).

Protocol Ilp..

Inputs: Any ¢ + 1 parties (w.l.o.g., Pi,...,P4+1) and a
receiver Pg (who obtains the decryption output) are given
a prime ¢, an LWE dimension ¢ and a parameter 1 such
that p|n. Let & = n/p. The parties Py,...,P4+; hold a
vector of additive secret sharings (5)7 and a ciphertext
¢ = (d,b) in the form of b = (@,5) + e+ A-m € Z, with
A= |g/plandm € Z,.

Offline phase: The parties Pr,....Py call .{]"DoubIeRings
to generate a pair of random double sharings

()M (r)®).
Online phase: The parties Py, ..., P+ and receiver Pg
execute as follows:

1. All parties (i.e., Pi,...,Pry1) locally compute
W?:=b—(d(5)7) = (A-m+e)?,
W) = (@ m+ &) = Bwﬂ :
(VP :=(®-m+e)N (mod P).
2. All parties locally compute (v)® := (¢/)® 4 (r)®, P
run Rec((v)®,Py) to get v = ¢’ +r.

3. All parties locally compute (¢/)" := v — (r)" over Zy
and (®-m)M := (/)" — ().

4. All parties and Pg run Rec({®-m)", Pg) to let Pg ob-
tain @ -m € Zy. Then, Pg locally computes m € Z,
from @ - m.

Figure 10: Semi-honest protocol for threshold decryption of
FHE in the FpoubleRings-hybrid model.

then locally reduce (®-m+€’)" modulo @ to extract an ad-
ditive secret sharing (¢’)®. The remaining steps are identical
to those described in the technical overview and are detailed
in Protocol I1pec.

The correctness of the protocol depends on whether ¢’ +
rmod @ = ¢’ + r, where ® = 1/p. Since r is sampled uni-
formly from the interval [—®/2,®/2), the sum ¢’ + r is uni-
formly distributed over the interval [-®/2 +¢', ®/2 +¢).
Thus, the probability that ¢’ + r mod @ # ¢’ + r is bounded by
|¢'| /®. Consequently, if |¢’|/® is negligible, then the proba-
bility that threshold decryption succeeds, which is 1 — |¢'| /P,
is overwhelming. Note that ¢’ also follows a Gaussian distri-
bution. Therefore, the decryption error probability is in fact
given by the integral of the product of the Gaussian probabil-
ity density function of ¢’ and the factor (1 — |¢| /@) over the
interval [-®/2,®/2). Let the variances of ¢’ be ¢’, and let
fo (x) denote the probability density function (PDF) of ¢’. The



overall decryption success probability is given by integrating
for (x) over the valid range x € [—-®/2,®D/2), weighted by the
corresponding success probability 1 — %:

Pr[HDec(paramacta [S]q) = m] = CD%I ( - X|> fc’ (x)
x=—P/2 o

We adopt the same decryption error probability magnitude
as in [36], setting it to 273, With our parameters (g a 53-
bit prime and ¢ = 2048), the decryption error rate is about
273027 Although our scheme takes a 2048-dimensional LWE
ciphertext as input, its efficiency is comparable to TFHE with
a 1024-dimensional input, since we first apply key switch-
ing to reduce the dimension to 1024. Consequently, in both
bootstrapping modes (see the full version [47]), the blind
rotation operates on the 1024 dimension. If the decryption
correctness probability is still insufficient, we also provide a
correctness amplification technique as an extension; see the
full version [47].

Theorem 2. Protocol Ilpec (Figure 10) securely realizes func-
tionality Fpec (Figure 5) in the presence of a semi-honest
adversary who corrupts up to t of the t + 1 parties in the
FpoubleRings-frybrid model, and the statistical distance be-
tween Ipec and secret key decryption to the ciphertext (with
the form of -5+ ®-m+e mod ) is bounded by

et 22) - °F (1) o<

x=—®/2

where G is the variance of the noise e in the ciphertext, fs(x)
is the probability density function of the Gaussian distribution
with variance G, and P is the modulus switching parameter,
p is statistical security parameter.

Note that the variance 6 of f5(x) in Theorem 2 is taken
after modulus switching. Thus, increasing @ (i.e., choosing a
larger 1) amplifies the ciphertext noise but has a minor effect
on the decryption correctness probability. We choose 1 close
to g to minimize the noise introduced by modulus switching.

If the decryption correctness error is around 273, the statis-
tical distance between encrypt-then-decrypt and direct plain-
text decryption is also around 273°. We adopt the same level
of statistical distance, setting the statistical security parameter
to p = 30. The proof of Theorem 2 is postponed to the full
version [47].

The total communication complexity of Ilpec in the online
phase is log, (P - ) bits with 2 rounds per party (100 bits in
our setting). The communication complexity of I1pec in the
offline phase depends on the specific implementation. The
method we adopt, along with its associated communication
cost, is described in Section 3.2.2.

Functionality FpoubleRings

This functionality is parameterized by two rings Zy and
Zg with ®@| 1, and interacts with parties P, ..., P and
the adversary as follows:

1. Sample a random element r € Zg, and receive two
sets () and (r)® of the shares of corrupted parties.

2. Run Share(r, (r)?.) and Share(r, (r)®) over respective
rings Zy and Zg to obtain the shares of honest parties
in . Then, send the shares to honest parties.

Figure 11: Functionality for generating random double shar-
ings over two different rings.

Protocol HDoubleRings

Inputs: P,..., P, are given two parameters 1, ® such
that ® |1 and both of 1, P are power-of-two. Let m =
log®.

1. Foreachi€ {0,...,log® — 1}, all parties call Frandsit
to generate a random bit sharing (b;)".

2. All parties locally compute (r)" := ¥iei,m) 2"+ (bi)"+
Zie[m,logn) 2" <bm*1>n and <r>q> = <r>n (IIlOd CD)

3. All parties output the random double sharing

(), (r)®).

Figure 12: Semi-honest protocol for generating random dou-
ble sharings over different rings in the Franggit-hybrid model.

4.3.1 Random Sharings over Two Different Rings

FDoubleRings 18 responsible for generating additive secret shar-
ings ((r)", (r)®), shown in Figure 11. The implementation of
FDoubleRings 1s detailed in Protocol Ipgyplerings (Figure 12).

The approach begins by generating shared random bit (b)
over Zn by Frandgit, the instantiation of Frangsic can be found
in the full version [47]. Then, log® shared additive bits are
combined to generate additive secret sharing (r)" € Zy, where
r is uniformly random in [-®/2,®/2). Since ® | 1, we can
directly reduce modulo & to simultaneously obtain additive
secret sharings (r)® € Zg.

Lemma 3. Protocol IpoubieRings (Figure 12) securely realizes
functionality FpoubleRings (Figure 11) in the presence of a semi-
honest adversary who corrupts up to t of the t + 1 parties in
the Frandsit-hybrid model.

The proof of Lemma 3 is given in the full version [47].



Corruption Noah’s | Noah’s | Our’s | Our’s

Threshold Network Online Total | Online | Total
1 LAN 242.44 | 242.44 | 0.003 0.855
1 WAN 291.79 | 291.79 | 0.037 5.405

3 LAN 243.41 None 0.005 1.499

3 WAN 294.86 | None 0.081 | 13.464
13 LAN 259.58 | None 0.045 5.660
13 WAN 309.39 | None 0.235 | 54.499

Table 1: End-to-end distributed decryption time comparison
(ms) with [30]. Total time for ¢ > 1 is not reported in [30].

5 Performance Evaluation

5.1 Parameter Selection

For a more efficient instantiation, we minimize the LWE di-
mension ¢ and the ring dimension N. We deploy a 53-bit
modulus and a dimension of 2048 for both key switching
and bootstrapping. We set the modulus p = 2* to store the
message concatenated with the carry. The LWE public key
security parameter K = £- [log, g|. We report the detailed pa-
rameters in Appendix B Table 2. The noise variance ¢ refers
to the overall variance after aggregating the noise generated
by all parties. The above parameters provide 131-bit com-
putational security verified by the LWE estimator [61], and
bound the threshold decryption failure probability to 2730
with overwhelming probability, with the same error probabil-
ity magnitude as in [36].

5.2 Experimental Setup

We implement our ThFHE scheme Ajax using the Primus-
FHE library [49] for FHEW-like cryptosystem and EMP-
toolkit [69] for triples generation. Our implementation is de-
veloped using Rust and C++. All experiments are conducted
on a cluster of AWS c6i.2xlarge instances, with each party
running on a separate instance of 8 vCPUs and 16 GiB RAM.
Our protocol utilizes multi-threading but the performance is
still limited when scaling up the number of parties.

For network configuration, we use the default AWS net-
work settings as our local setting, with approximately 0.1 ms
round-trip time (RTT) and 10 Gbps bandwidth between in-
stances. To simulate different network conditions, we use the
tc command to adjust the RTT and bandwidth: 1 ms RTT
with 1 Gbps bandwidth for local area network (LAN) setting,
and 100 ms RTT with 100 Mbps bandwidth for wide area
network (WAN) setting.

5.3 Performance of Threshold Key Generation

Although [4] includes implementations of ThFHE for CKKS
and BGV/BFV schemes, we were unable to find any imple-
mentation of ThFHE for the TFHE scheme. No other com-
parable implementations were identified to enable a mean-
ingful performance comparison. Therefore, we report only

the breakdown of our key generation time across different
phases. The complete end-to-end threshold key generation
time is provided in the full verison. We also evaluate the im-
pact of varying the number of parties on the performance of
the Ajax threshold key generation protocol under different
network conditions, shown in the full version [47]. The main
bottleneck lies in generating the bootstrapping key. In our ex-
perimental results, the communication cost for generating the
bootstrapping key accounts for about 99% of the total commu-
nication in the key generation phase. Detailed communication
statistics are provided in the full version [47].

5.4 Performance of Threshold Decryption

Table | summarizes the threshold decryption performance of
Ajax compared to [30]; we cite performance results directly
from their paper. For ¢t = 1, total times are reported; for =3
and ¢t = 13, only the online phase is provided, and the offline
time is marked as None. Their scheme employs noise flood-
ing and a Switch-and-Squash procedure, causing runtime to
vary across parameter sets, we report their fastest configura-
tion. Our results are averaged over 20,000 batches. To the
best of our knowledge, [30] is the only prior work that de-
signs and implements a concretely efficient threshold TFHE
scheme. In terms of security, our protocol is incomparable
with [32]. For distributed decryption, while [30] assumes a
corruption threshold 7 = (n — 1) /3 but is secure against mali-
cious adversaries, our protocol assumes ¢ = n — 1 but works
in the semi-honest setting. For key generation, while [30]
does not provide a protocol, we give a detailed protocol with
only max(0.038n,2) x noise growth. We acknowledge that
comparing the performance between our protocol and [30] is
not fair, as the security is incomparable. However, it may still
be reasonable for scenarios that focus on the practicability
and ignore which security model is used. Furthermore, [30]
is the only prior work similar to ours.

We report the detailed results for the average threshold de-
cryption time over 20,000 ciphertexts in the full version [47],
illustrating the impact of varying the number of parties on
the performance of Ajax batch threshold decryption protocol
in the online phase under different network conditions. The
results are presented in the full version [47].
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Ethical Considerations

This work presents theoretical and algorithmic improvements
to Threshold Fully Homomorphic Encryption (ThFHE), a
cryptographic primitive that enables distributed computation
over encrypted data. It does not involve human subjects, per-
sonal data, or interactions with deployed systems. The primary
stakeholders of this research are: (i) the servers and organiza-
tions that deploy our threshold decryption protocol, (ii) the
end users who rely on such systems for secure computation
over encrypted data, and (iii) the data owners whose data may
be encrypted under the FHE public keys, when they are not
the same as the servers or end users. Our security model and
protocols are designed to protect the confidentiality and in-
tegrity of these stakeholders’ data and computations within
clearly stated assumptions.

We prove the security of our protocols against semi-honest
adversaries, who follow the prescribed steps but may try to
extract additional information from the protocol transcript.
Under our chosen parameters, the computational security level
is 128 bits and the statistical security level is 30 bits. Finally,
our open-source implementation is intended solely to vali-
date the correctness and efficiency of our design; it has not
undergone any security hardening or side-channel analysis,
and should not be used as-is in real-world deployments.

We acknowledge several potential negative impacts and
limitations:

* Misuse and over-reliance. Stronger cryptographic tools can
be misused by malicious actors to hide harmful activity,
and an incomplete understanding of the security model may
lead deployers to overestimate the protection provided by
our protocol.

* Implementation vulnerabilities. Any real-world implemen-
tation may contain bugs, side channels, or misconfigurations
that fall outside our formal model and could compromise
security.

* Model limitations. Our analysis does not cover all threat
scenarios (e.g., asynchronous networks, dishonest majority
in KeyGen). Attacks exploiting such gaps are outside our
formal guarantees.

* Denial-of-Service (DoS). Our protocols involve computa-
tionally intensive cryptographic operations. An adversary
might attempt to abuse these operations to mount DoS at-
tacks on deployed systems.

To mitigate these risks, we explicitly document our security
assumptions and adversary models, highlight the above limi-
tations in the paper, and avoid making claims beyond what is
proven. We encourage implementers to follow best practices
for secure software development, side-channel hardening, and
rate-limiting to reduce DoS risk and to integrate our construc-
tions only within systems whose threat models match our

assumptions. Within these bounds, and in line with the con-
ference ethics guidelines, we believe that this research has
been conducted responsibly.

The implementation uses publicly available open-source
libraries, all of which were used in compliance with their
respective licenses. We have read the conference ethics guide-
lines and submission instructions; we believe this research
was conducted ethically; and this appendix provides the re-
quired, clearly marked ethics statement.

Open Science

To support reproducibility and in compliance with the
USENIX Security open-science policy, we provide all arti-
facts necessary to evaluate the contributions of this paper.

Artifacts Provided

1. Source Code. Implementation of our improved Threshold
Fully Homomorphic Encryption (ThFHE) protocols:

e thfhe/src/: Core ThFHE protocol implementation.

* mpc/src/: Multi-party computation schemes, including
Shamir and additive secret sharing.

e network/src/: Basic network communication and I/O
components.

e thfhe/triples/ole/: Code (using EMP) to generate
Beaver triples over Z.

2. Experiment Scripts. Supporting scripts for executing ex-
periments:

e thfhe/batch/: Scripts required to run batch experi-
ments.

3. Documentation. README .md detailing setup instructions,
required dependencies, compilation commands, and steps
to reproduce all experimental results.

Access

All  artifacts are available at  the time
of  submission via the following link:
[https://doi.org/10.5281/zenodo.17963095]. We
commit to maintaining public availability of the artifacts.
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A Discrete Gaussian

A.1 Discrete Gaussian Sampling

Definition 3. (Discrete Gaussian). Let u,s € R with s > 0.
The discrete Gaussian distribution with location u and scale s
is denoted Nz, (u,s?). It is a probability distribution supported
on the integers and defined by

o——uP /25
Vx€Z, Py gpue)X =x]= ¥, cpe 0w

Note that we consider ¢ = 0; in this case, the distribu-
tion is symmetric and centered at 0. This is the natural dis-
crete analogue of the continuous Gaussian (which has density
L /2 i x e R).

V2no?

Extensive research [1,46,60] has been devoted to designing
discrete Gaussian samplers that are both more accurate and
more efficient. However, regardless of the specific sampling
algorithm, finite-precision arithmetic imposes a fundamental
lower bound on the achievable accuracy in practical imple-
mentations. As the scale parameter s decreases, the gap be-
tween the sampled distribution and the ideal discrete Gaussian
becomes increasingly pronounced.

For example, when the target standard deviation is ¢ = 0.1,
the theoretical probability of sampling the value 1 is approx-
imately 2779, If the sampling algorithm operates with only
64 bits of precision, the probability of sampling 1 becomes
effectively zero. As discussed in our protocol, this implies a
practical lower bound on the standard deviation of discrete
Gaussian noise, which depends on both the sampling tech-
nique and the numerical precision used in the implementation.
Our implementation follows the CDT sampling method pro-
posed in [60].

In real-world systems, due to the limitations of finite-
precision arithmetic, the sampled noise distribution deviates
from the ideal discrete Gaussian. This deviation primarily
arises from tail truncation. Ideally, the discrete Gaussian as-
signs nonzero probability to every integer, regardless of its
magnitude. However, in practical implementations, the prob-
ability Pr[X = x] is set to zero for all |x| > 1 G, effectively
truncating the tail; this introduces a truncation error. [1] an-
alyzes the error introduced by the CDT algorithm relative
to the ideal discrete Gaussian distribution. We leverage their
results to quantify the deviation between our implemented
noise distribution and the ideal distribution under our chosen
parameters.

In floating-point arithmetic the relative error of a number
X, which is the floating-point approximation with a p-bits
mantissa of a real number x, is defined as

[x— |

ORE ()C,)f) = |x|

[1] extends the notion of relative error to arbitrary pairs

of distributions P and Q defined over the same support S :=
Supp(P) = Supp(Q):

Definition 4. The relative error between P and Q is defined
as

B (P.0) 1= mag B (P(1) 0(r)) = max £,

Moreover, the statistical distance between P and Q is

bounded as A(P,Q) < 18ge(P, Q).

2 2 . . . . .
Letps(x) =€ /25 then the discrete Gaussian distribution
D; for any integer x, as

L ps(x)
Dy(x) == X0

Define cdf . as the cumulative distribution function (cdf) of
Dy .:

cdfy o (x) == Zx: Dy (i).

[=—o0

Lemma 4 ( [1]). Let Dy be the output distribution of
CDT sampling, where s is the standard deviation. Let S :=
[[=71s], [ts]] NZ be the truncated support, and let p be the
floating-point precision, i.e., the number of bits in the man-
tissa, then

= ps(Z) —ps(S) cdfy(x) -
<= T -27P,
Oke(Dy,Dy) < =7+ max 2
Note,
ps(Z) — ps(S) cdfs(x) “p
> T 2
_ Yz Ps(x) = Xres Ps(x) 1 max T ps(Z) 2P
2 xeS ps(x)
ps(Z)
[—ts]—1 I X .
_ Yo w Ps(x) +Zx:hs+ﬂ Ps(x) 1 max Zi=== ps (i) 9P
2 xes ps(x)
> 1
< ps(x) + ——=<-277
L PO

Let T = [ts] + 1. Because the function p,(x) is monoton-
ically decreasing for x > T. We observe the ratio between
successive terms:

p(T+1) e T+D*/23
= =e
ps(T)

e—T?/252
Let us define:

[(T+1)2-T?]/25* _ e*(ZTJrl)/Zsz

“QTEN/22  ith r e (0,1)

ri=e



Note for all £ > 0,
pS(T+k+ ])/ps(T+k> — 67(2T+2k+l)/2s2 <r
So we have

ps(T +k) <ps(T+k—1)-r
SPS(T'Fk—Z) ~r2
SPS(T) 'rk‘

Therefore, the tail sum can be bounded by a geometric
series:

i Ps(x) < i po(T) - =ps(T)- Y
k=0

x=[ts+1] k=0
- ps(T) _ e—T2/252
=1 r ] T2
then,
_ e T2 /25 1
8RE(DSaDs) < + 27P

T 1 — e (2T+1)/252 pS(Tf 1)

We adopt the same tailcut parameter as in [35], setting
T = 12. The floating-point precision is set to p = 256 bits.
Under this configuration, when the scale is set to s = 0.7,
the relative error between the resulting discrete Gaussian
distribution and the ideal distribution is about 271368,

A.2 Truncation Error in Gaussian Additivity

Recall the additivity property of Gaussian distributions: Let
X ~ N(ux,0x) and Y ~ A (uy,oy) be two independent
Gaussian random variables. Then:

X+Y ~ N (ux + uy,0x + Oy ).

The proof of the additivity property of the Gaussian distribu-
tion: Let X L Y be independent random variables, and define
Z=X+Y.Then,
Var[Z] =Var[X + Y]
=E[(X +Y)?] - (E[X] +E[r])?
=E[X?] +2E[XY] + E[Y?]
— (E[X]* +2E[X]E[Y] + E[Y]*).

Rearranging, we obtain

= E[X?] -E[X]>*+E[Y}] —E[Y)*>+2 (E[XY] - E[X]E[Y]).

Var[X] Var[Y]

Since X and Y are independent, the cross term vanishes,
i.e., E[XY] = E[X]E[Y]. Therefore,

Var[X + Y] = Var[X] + Var[Y].

In practice, Gaussian sampling is performed with truncation.
Note that truncation does not break the independence of Gaus-
sian samples. Thus, for discrete Gaussians X ~ A((0,6%) and
Y ~ N(0,6%), suppose the actual sampled distributions are
X' ~ N(0,6%) and Y’ ~ A[(0,67?). Then it follows that

X' +Y' ~ N(0,6% + 7).

Assumed the statistical distance A(X,X’) = SD(X,X’) < &y,
A(Y,Y'") =SD(Y,Y’) < &,. The upper bounded of statistical
distance between X +Y and X’ + Y’ is given by:

AX+Y, X +Y)<AX+Y, X' +Y)+AX +7,X +Y)
<AX,X")+AY,Y) <8 +8.

In the context of our protocol, let X, ..., X, be independent
discrete Gaussian variables and let X7, ..., X, be their (possi-
bly truncated) sampled counterparts such that for all i € [n],
A(X;,X]) < 8. Then,

A(iXi, ix,f) < iA(X,-,X,.’) < nd.
i=1 i=1

i=1

Under our parameters, each party’s sampled discrete Gaussian
deviates from the ideal by at most 271368 in statistical dis-
tance. Thus, the distance between the sum of their noises and

the ideal discrete Gaussian is bounded by » - 21368 \where n
is the number of parties.
B Parameters Selection
LWE/RLWE Key Switching
¢,N 2048 Lk 52
q,0 9007199254614017 By 2
Glwes Orlwe 12.96 Oksk 11.56- 252
Bootstrapping Other
Lk 8 K ¢-[logy q|
Bik 26 p 24
Obs 12.96 A 128

Table 2: Parameters selection for 128-bit computational secu-
rity and 30-bit statistical security.
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