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Abstract

Nudge is a recommender system with cryptographic privacy.
A Nudge deployment consists of three infrastructure servers
and many users, who retrieve/rate items from a large data
set (e.g., videos, posts, businesses). Periodically, the Nudge
servers collect ratings from users in secret-shared form, then
run a three-party computation to train a lightweight recom-
mender model on users’ private ratings. Finally, the servers
deliver personalized recommendations to each user. At every
step, Nudge reveals nothing to the servers about any user’s
preferences beyond the aggregate model itself. User privacy
holds against an adversary that compromises the entire secret
state of one server. The technical core of Nudge is a new,
three-party protocol for matrix factorization. On the Netflix
data set with half a million users and ten thousand items,
Nudge (running on three 192-core servers on a local-area
network) privately learns a recommender model in 50 mins
with 40 GB of server-to-server communication. On a standard
quality benchmark (nDCG@20), Nudge scores 0.29 out of
1.0, on par with non-private matrix factorization and just shy
of non-private neural recommenders, which score 0.31.

1 Introduction

Personalized recommendations are ubiquitous, powering ev-
erything from social-media feeds to video-streaming apps.
The data that fuels these recommender algorithms betrays
our every move—our clicks, likes, views, and browsing
behaviors—as well as those of millions of other users. Given
the scale and scope of this data collection, content recommen-
dation services have become focal points of privacy failure:
user data is resold to third parties [15, 151], exploited for
profit [40,49, 151], and stolen in data breaches [131].

To protect against such abuses, techniques for privately
fetching content (via anonymizing proxies [18,57] or crypto-
graphic protocols [21,48]) have advanced and seen deploy-
ment, but systems for private recommendation lag behind.
Anonymity-based schemes extended with persistent identi-
fiers to link queries and allow for recommendation break in
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the face of de-anonymization attacks [34,71, 129]. Recom-
menders built on federated learning leak individual users’
data [39,78,112,167] or intermediate model versions [26,119,
120, 143]; others built on trusted hardware [13,56] are vul-
nerable to side-channel attacks [46, 127]. Cryptographically
private recommenders [102, 130, 133,157] run into a problem
of scale: they operate on at most thousands of users fetching
thousands of items. In sum, existing recommender methods
fall short of offering strong privacy protection at large scale.

This paper presents Nudge, a privacy-protecting recom-
mender system that operates on millions of users or items.
Nudge splits trust across three servers run by independent par-
ties. These servers collect secret-shared logs that encode many
users’ interactions with items from a large data set. In a secure
three-party computation, the Nudge servers then aggregate this
data to synthesize and infer retrieval patterns across queries
and across users: in short, they learn a recommender model.
Finally, the servers send secret-shared yet personalized rec-
ommendations back to each user. All along, Nudge provides
a precise form of cryptographic privacy: even if an adversary
compromises the state of one Nudge server (i.e., semi-honest
security), no party—not the servers, not the users—Iearns
anything about which user interacted with which item, be-
yond (a) what the aggregate recommender model reveals and
(b) how many interactions each user submitted.

Inspired by non-private [104,145] and private [102,130,133,
157] recommender systems, Nudge generates recommenda-
tions using matrix factorization. Nudge’s core is a co-design of
a matrix-factorization algorithm with multi-party computation
techniques. Whereas prior cryptographic recommender proto-
cols use general-purpose gradient descent [102, 130, 133, 157],
Nudge instead implements the classic power-iteration algo-
rithm [123] that extracts the top eigenvectors of a matrix in a
sequence of algebraic steps. Using this new three-party pro-
tocol, Nudge factors matrices with tens of billions of entries
(e.g., a Yelp data set) in hours of wall-clock time.

Our techniques. We show that power iteration fits into a class
of algorithms efficiently computable in a three-party setting.



This is because it alternates between two steps: (a) applying a
secret-shared matrix to a secret-shared vector and (b) evaluat-
ing simple, non-linear functions on the intermediate results.
Replicated secret sharing [20, 125] lets three parties execute
step (a) non-interactively and at high speed, while function
secret sharing [32,33] makes it possible to run step (b) with
low communication costs. By casting matrix factorization in
this high-level framework, we ensure that the communication
between servers scales linearly with the number of users and
items—unlike prior cryptographic recommender protocols
with up to three parties [102, 130, 133].

Along the way, we contribute special-purpose three-party
protocols for the non-linear functions that Nudge relies on:
truncation and normalization. Building on a rich literature in
privacy-preserving machine learning [31,38,96, 141,154,158,
160], we improve the efficiency of these protocols in Nudge’s
three-party setting: e.g., reducing the communication by 6x
over state-of-the-art truncation [96].

Evaluation. We implement Nudge in Go and C. Nudge runs
faster than prior recommender systems with cryptographic
privacy: it outperforms two-party approaches based on gar-
bled circuits by four orders of magnitude in communication
and compute [130, 133], and runs faster than a bespoke four-
party computation while using 8 less communication and
one fewer non-colluding party [157].

We evaluate both Nudge’s performance and quality on the
Netflix prize data set with half a million users and tens of thou-
sands of items [7]. Running on three 192-core machines on
a local-area network, Nudge privately learns a recommender
model in 50 min and 40 GB of server-to-server communica-
tion. After learning the recommendation model, each Nudge
server can serve secret-shared recommendations to a user in
hundreds of kilobytes of communication (298 KB on Netflix)
and seconds of latency (0.38 s on Netflix). Nudge’s resulting
recommendations match those of cleartext matrix factoriza-
tion in recall and rank-based metrics: on a standard qual-
ity benchmark (nDCG@20), Nudge and non-private matrix-
factorization systems both score 0.29 out of 1.0, just shy of
non-private deep neural recommenders, which score 0.31.

Moreover, Nudge can scale larger yet: on a Criteo data
set with millions of users and hundreds of ad campaigns [6],
Nudge’s private matrix factorization takes 1.5 h and 124 GB
of server-to-server communication. On a Yelp data set with
hundreds of thousands of users and hundreds of thousands of
businesses [8], Nudge takes 8 h and 250 GB.

Extensions. Finally, we propose a number of extensions that
enhance Nudge’s performance, security guarantees, and func-
tionality. To scale larger yet, we show how to compose Nudge
with classic dimensionality-reduction techniques [97, 136].
To complement its privacy protections, Nudge integrates with
well-studied mechanisms that make the model and the rec-
ommendations that it outputs differentially private [60, 122].
To defend against disruptions by malicious users, the Nudge

servers run a lightweight, one-time well-formedness check
on all user submissions, in a way that is almost free in our
three-party setting [10,51].

Lastly, while we present Nudge as a recommender system,
algorithms for computing the top eigenvectors of a matrix
form the backbone of a wide array of unsupervised learn-
ing and data-mining tasks [88]. Our new private power-
iteration routine can extend to these same applications: prin-
cipal component analysis [75], learning low-dimensional em-
beddings [30,55, 136], link analysis using PageRank [82,135],
graph analysis and spectral clustering [111], and data compres-
sion [94,99]. Nudge shows the possibility of performing these
tasks on large secret-shared matrices, data sets, or graphs—
without letting any party see the underlying data.

Limitations. Nudge comes with three main limitations. First,
Nudge requires three servers and tolerates the semi-honest
compromise of one. Second, Nudge’s goal is to map user
ratings into personalized recommendations; it relies on other
means (e.g., Apple’s private relay [18], Tor [57], or crypto-
graphic private information retrieval [48]) to let users fetch
data items in a private way.

Finally, Nudge’s privacy property guarantees that no party
learns anything more about users’ behaviors than the final,
aggregate recommender model encodes. As is inherent in any
collaborative-filtering system, where users’ inputs influence
other users’ outputs, the recommender model produced by
Nudge reveals some information about user behaviors in a
way that we precisely define in Section 3. As a standard (if
imperfect) mitigation, we show how to make Nudge’s rec-
ommender model and recommendations differentially private
with respect to any user’s data [60, 122].

2 Background: Matrix factorization

The goal of a recommender system is to give users recommen-
dations for ifems. On a content-delivery website, items could
be content to fetch; on a social network, items could be posts;
on a restaurant-review app, items could be restaurants.

At the start of the recommendation process, each user holds
ratings for a subset of the items. The interpretation of these
ratings depends on the application: e.g., on a news site, a
user’s rating for item i could be “1” if the user has viewed
article 7, and “0” otherwise. For a restaurant-review app, the
rating could be the user’s 1-5 “star” rating for each restaurant.

A recommender system has two steps: training and serving
recommendations. Training executes periodically; some fast-
moving applications (e.g., Facebook ads [90]) retrain daily,
while others (e.g., Spotify [62], VertexAl’s recommenders for
commerce [9]) retrain weekly. The resulting recommenda-
tions may be pushed to users’ devices once training completes.

Matrix factorization. The algorithm at the core of our private
recommender system is matrix factorization, which has been
a key part of recommendation engines used at Netflix [104],



Yelp [25], Twitter [4], Spotify [3], and YouTube [52]. At the
highest level, the matrix-factorization technique aims to ex-
plain users’ ratings on a large collection of items by extracting
a small number of latent “factors” that model each user and
each item and capture the relationships between them [83].
The version of matrix factorization that we use is closely re-
lated to truncated singular value decomposition.

Even as neural-network-based recommenders grow popu-
lar [52,89, 161], in many settings well-tuned matrix factoriza-
tion techniques can still provide comparable quality and are ap-
pealingly simple, robust, and cheap to deploy [16,68,144,145].

Training input: A matrix-factorization-based recommender
system takes as input a user-item-interaction matrix U € R™*",
where m is the number of users, 7 is the number of items, and
the entry at position (Z, ) holds user i’s rating for item j. (The
entry is zero if user i did not rate item j.) The algorithm is
parameterized by an embedding dimension d < min(m,n).

Training output: Matrix factorization computes a low-rank
approximation of the matrix U. More precisely, it outputs a
matrix of d-dimensional user embeddings A € R”*¢ and a
matrix of d-dimensional item embeddings B € R4*" such that
U~ A-B. The algorithm finds matrices A and B that minimize
the Frobenius norm ||U— A - B||¢ (i.e., the sum of the squared
entries of matrix U— A -B). This can be computed in two steps:
first compute a suitable matrix B that is row-orthonormal, then
derive the associated matrix A as A :=U-BT.

This output has a simple interpretation: the d-dimensional
user and item embeddings model each user’s preferences and
each item’s characteristics in terms of d shared latent factors.

Serving recommendations: To generate recommendations
for user i, the system outputs the items that it estimates the
user would rate the highest using its low-rank approximation
U =~ A - B, and that user i has not already seen. In partic-
ular, denoting the rows of the user-embedding matrix A as
al .. alm e R4 the recommender outputs the items
corresponding to the largest entries of a*) - B to user i.

When the matrix B is orthonormal (as described above),
the matrix A is equal to U-BT and so this output is equivalent
to finding the largest entries of u”) - BTB, where u) € R1*”
is the i row of the original matrix U. This view has two
appealing properties: first, the recommendations provided to
user i depend only on its own ratings (i.e., vector u)) and on
the learned item embeddings B—that is, user i learns no more
information about other users’ ratings than is encoded in the
item embeddings B [122]. Second, to generate recommenda-
tions for users who join after training completed (or who have
since rated new items), it suffices to gather their ratings and
use the already-computed item embeddings B.

3 System design

A Nudge deployment consists of three infrastructure providers
and many users and items. We refer to the infrastructure

providers as “servers,” though each provider might run on
many physical machines. Much as in recent deployments of
private telemetry [17,63], we envision that, in practice, these
Nudge servers could be run by one or multiple companies
together with non-profit or governmental entities. A real-
world example is the Prio deployment of exposure notification:
CDC and ISRG were the non-colluding entities [2,51].

3.1 Goals and threat model

The Nudge users and servers interact to aggregate all users’
ratings with two goals: (1) training a recommender model
that produces useful item recommendations for each user and
(2) protecting the users’ privacy—i.e., hiding which items each
user rated and what its ratings are from the Nudge servers and
from other users, in a cryptographic sense.

A Nudge deployment with m users and 7 items is parameter-
ized by an integer d < min(m, n), representing the dimension
of embeddings output by the training process. The Nudge
servers then jointly implement the following functionality in
a secure multiparty computation:

1. From each user i € [m], receive a rating vector u'’) € R”.
Assemble the m rating vectors into a matrix U € R™*",

2. Set (A € R™4 B e R4™) «— ApproxFactor(U), where
ApproxFactor is an approximate matrix-factorization al-
gorithm (described in Section 5).

3. Outputs: Send the item embeddings B (i.e., the learned
“model”) to each of the three Nudge servers. Send the
recommendation vector u'”) - BTB to user .

4. Additional leakage: For each user i € [m], send each of
the Nudge servers the number of non-zero entries (but
not their location or values) in user i’s rating vector u(").

As we discuss in Section 5, in reality, our multiparty compu-
tation represents real numbers with fixed-precision values.

Security goal: Protect user privacy against one honest-but-
curious server colluding with malicious users. Against one
honest-but-curious server and any number of malicious clients,
Nudge should reveal nothing about the secret matrix U of users’
ratings, apart from (1) what the learned item embeddings B
reveal, and (2) how many items each user rated. (We could
eliminate the latter leakage by requiring all users to submit
a constant number of ratings.) Intuitively, this reveals the
characterization of items in terms of d latent factors.

In some settings, when combined with sufficient side in-
formation, these recommendations themselves can be too re-
vealing [35]. As a standard mitigation against such attacks,
we show in Section 9 how to augment Nudge to provide dif-
ferential privacy to protect each users’ ratings vector—that
is, the learned item embeddings B are differentially private
with respect to any user’s ratings vector—at modest cost in
recommendation quality [60, 122].



Figure 1: The three
Nudge servers first
collect secret-shared
ratings from users,
then run matrix factor-
ization in a three-party
computation to pro-
duce user and item
embeddings, and
finally serve secret-
shared, personalized
recommendations.

In addition, we show in the full version of this paper that the
learned item embeddings B satisfy another desirable property:
they are “anonymous” [51, Definition 2], in the sense that each
Nudge server’s view remains identical when any two users
(with the same number of ratings) shuffle their rating vectors.

Security extension: Input validation. In some applications,
the servers may want to enforce application-defined validity
checks on the user-submitted rating vectors to ensure that no
user can have an outsize influence on the computed recom-
mendations (e.g., checking that each user rates at most k items,
with ratings in a pre-determined range). These checks again
protect client privacy against one honest-but-curious server.

Non-goals. Nudge does not protect against a malicious server
who deviates from the prescribed protocol; such a server could
disrupt the correctness of Nudge’s outputs, the privacy of
Nudge’s users, or the availability of Nudge’s service. Nudge
also does not protect against two or more servers who collude.
Finally, Nudge does not hide metadata: the servers learn when
each user sends its messages.

Remark 3.1 (Differences to federated learning). Nudge dif-
fers from federated learning [121] in two ways: first, Nudge
does not leak intermediate model versions to users or servers.
Second, the Nudge servers train the recommendation model
without involving users: users only need to submit their ratings
and, later on, fetch their recommendations. At the same time,
Nudge splits trust across three servers, while some federated-
learning systems only require one or two [26, 120, 143].

3.2 Protocol flow

The Nudge protocol (Figure 1) takes place in three steps.

Step 1: Private data collection. Each user i succinctly secret
shares their rating vector u'”) € R” and sends one share to
each server. As we discuss in Section 3.1, the Nudge servers
can run checks between the three of them to verify that all
client submissions are well-formed.

Step 2: Private matrix factorization. Once the servers all
hold a secret share of the matrix U € R"*", they run the three-

M, M, M,
k‘ X X X

Figure 2: A matrix-vector program with functions fi,..., f,
evaluated on input matrices My, ...,M¢, and input vector v.

party matrix-factorization protocol, described in Section 5, to
factor U into a secret-shared matrix A € R"™*¢ of user embed-
dings and a cleartext matrix B € R*" of item embeddings.

Step 3: Privately fetching recommendations. The recom-
mendation scores for user i are just the values al) . B, where
a(® is the i user embedding, stored in the i™ row of A. For
each client, the Nudge servers can compute secret shares of
user i’s recommendation scores and forward these shares to
the user, who reconstructs the scores in plaintext.

Security analysis. Security of the overall system relies on the
security of our new three-party matrix-factorization protocol,
which we prove in Theorem 5.1.

4 Secure computation primitives

In this section, we introduce the specific multi-party compu-
tation protocols Nudge uses.

Our protocols work in the three-party honest-majority set-
ting with an honest-but-curious adversary. That is, each party
correctly executes the protocol, and we protect against an ad-
versary that can compromise the state of a single party. We
define security of a multiparty protocol using the standard
real/ideal paradigm [113]. We assume that all parties have
access to a cryptographic pseudorandom function (PRF) and
that each pair of parties holds pairwise shared secret keys [20].
We refer to this setting as the “3PC with PRF” model.

Notation: 2-out-of-3 replicated secret sharing. A secret-
sharing scheme makes it possible to split a value x € R into
shares, where each share individually hides x but together the
shares encode x. A replicated sharing of x is a tuple of pairs
((x1,x2), (x0,x2), (x0,x1)), where xo +x1 +x = x and party i
holds the i pair. We denote a replicated sharing of x as [[x].
We say that a function f : R — R<, onring R and integer
dimension d > 1, has a 3PC protocol if three parties holding
replicated shares [[v] of a vector v € R can compute repli-
cated shares [ f(v)], without learning anything about v. The
full version gives precise correctness and security definitions.
To measure computation costs over a ring R, we count R
operations and PRF invocations, each mapping a A-bit seed to
an element in R, as having unit cost. For efficiency, we work
with rings R of the form Z,» with integer bit length b > 1.



Function Communication Computation Rounds

Any degree-two func.

with m monomials 3db 0O(md) !

SIMD operation on each entry of the vector

Zero-test [32] 2db- (1+2) O(db) 1
Integer compare [32] 2db-(1+2b+2) O(db) 1
Truncate ¢ bits (§4.3) 2dt-(1+4)+10db O (db) 3

Normalize vector to have unit Ly-norm

Approx. (§4.3) O(dbA+Ab%2+b3) 0@db+b?) 0(1)

Table 3: Functions with constant-round 3PC protocols, map-
ping vectors in R< to vectors in R¥ on ring R = Z,» with
bit length b, dimension d > 1, and PRF-seed length 4. We
hide logarithmic factors (in b and ) in the notation O(-). We
highlight the new protocols from Section 4.3 in yellow.

4.1 Matrix-vector programs

We first define matrix-vector programs, which capture a class
of computations that are particularly amenable to execution
in a three-party computation (illustrated in Figure 2). We do
not claim this model as a top-level contribution—our goal
is to give a clean abstraction in which we can express our
matrix-factorization algorithm.

Definition 4.1 (Matrix-vector program). A matrix-vector pro-
gram P is defined with respect to aring R and a function class
F, that consists of a set of functions fi,..., f € F mapping
vectors in R to vectors in R. The program P takes as input a
vector v € R4 and a set of matrices My, ...,M, over R. We
define the program’s output to be the vector, whose dimension
is defined implicitly by the fs and Ms, computed as:

P,My,...,Mg) = fr(M¢-...- o (My- fi (Mv))).

Looking ahead, in Section 5 we will cast iterative algorithms
for approximate matrix decomposition [83] as matrix-vector
programs. This matrix-vector-program abstraction may be
useful in secure computation settings beyond the scope of this
work; for example, evaluating a secret-shared neural network
on secret-shared inputs (e.g., in private model fine-tuning);
training a secret-shared network using gradient descent; com-
puting the steady-state of a private Markov chain; or running
belief propagation algorithms on secret-shared graphs.

4.2 Synthesizing prior work: Three-party com-
putation of matrix-vector programs

The following theorem synthesizes multiple ideas in related
work [20, 33, 125] for evaluating matrix-vector programs in a
3PC with concrete efficiency. It shows that, if a matrix-vector
program is defined with respect to a set F of 3PC-friendly
functions, it is possible to evaluate the program in a 3PC with
communication sublinear in the input size. In particular, the

parties’ communication scales only with the largest size of an
intermediate vector, not with the size of the input matrices.
The number of rounds of interaction scales with the number
of input matrices. When the matrices are large enough that
the matrix-vector products dominate the overall compute, the
per-party work in the 3PC protocol is only 3x larger than
evaluating cleartext matrix-vector products of the same size.

Theorem 4.2 (3PC for matrix-vector programs). Let F be the
class of functions that have a constant-round 3PC protocol in
the 3PC with PRF model. Let P be a matrix-vector program
over function class F and ring R = Z,» with bit length b > 1,
consisting of functions fi,..., f¢ € F where each fj : R4 —
R%i. Moreover, let the 3PC for computing fj use sj € N bits
of communication and w ; € N computation.

Then, three parties holding replicated shares of the inputs
to ‘P can securely compute replicated shares of the output
of P in the 3PC with PRF model, using O({) rounds of in-
teraction, Zle (6bd; + s;) total bits of communication, and
Zle (6d;_1d; +8d; +w;) total operations on each party.

Proof idea. We prove Theorem 4.2 in the full version. The
idea, used heavily in prior work [20, 125], is that three par-
ties can non-interactively evaluate matrix-vector products on
secret-shared data using properties of replicated sharing. O

In Table 3, we list the 3PC-friendly non-linear functions that
we will need for our matrix-factorization algorithm, includ-
ing new protocols that we describe next. Our new protocols
build on function secret sharing [32, 33], which leverages
PRFs to evaluate zero-test and comparison gates on secret-
shared inputs with a single round of interaction (see Table 3).
There are many other 3PC-friendly non-linear functions in
the literature [12,31,79-81,96, 147,149,154, 158, 164].

4.3 3PC protocols for non-linear functions

We now describe new protocols in the 3PC-with-PRF model
for fixed-point truncation and vector normalization.

The need for these particular functions stems from a mis-
match between 3PC techniques, which operate over a ring
R = Z,», and data mining, statistics, and machine-learning
computations, which operate over the reals. Standard practice
bridges this gap using fixed-point arithmetic [38, 73, 134]:
given a number of fractional bits of precision ¢ < b, represent
the real value v as the ring element | v - 2! | € R. As long as the
data values never grow too large (i.e., do not “wrap around”
the modulus 27), adding two real values is just addition in R.
Multiplying two real values requires a multiplication in R,
then a truncation by ¢ bits to return to the correct data format.
As a result, the efficiency of two non-linear operations on
secret-shared data is paramount: truncation, which follows
every multiplication gate, and normalization, which prevents
the represented data values from growing too large.



Truncating a secret-shared value. A long line of work in-
vestigates truncation on secret-shared data [31, 38, 65, 86, 125,
126,160, 166, 168] with various functionalities and, in some
cases, leakage [109]. We perform deterministic truncation
with sign extensions and no leakage [31], assuming one bit of
slack [54,65]: that is, on input v € [-2072,2072), we evaluate
the arithmetic-right-shift function Trunc,(v) := (v > t).
Our technique builds on the three-round, three-party ap-
proach of Jawalkar et al. [96, Theorem 6]. At a high level, we
implement truncation by dividing the share [v] by 2, then

1. using an integer comparison, shown in Table 3, to handle
any erroneous carries in the lowest-order bits [31] and

2. using the one bit of slack to prevent any erroneous carries
the highest-order bits [65].

Under the hood in step (1), our protocol performs a degree-
two computation, that in turn allows the integer comparison
to output as few bits as possible. As a result, when truncating
by ¢ < b bits, our communication scales as 2¢(1+4) + 10b,
i.e., dominated by the term Af, while prior state-of-the-art
truncation scales as 2b - (1 +6) — 6t, i.e., dominated by the
term Ab [96]. In Nudge where A = b = 128 and ¢ = 20, this is
a = b/t = 6X improvement in communication. We give our
full protocol in this paper’s full version, showing:

Lemma 4.3 (3PC for truncation). In the 3PC-with-PRF model
over ring R = Zy», with t € [0, b — 1] bits to truncate and A-bit
PRF seeds, there exists a secure 3PC protocol for the function
Trunc, : RY — R? using three rounds, 2dt - (1+4) +10db
bits of communication, and O (dblogt) total operations.

Normalizing a secret-shared vector. L2-Normalization in
a 3PC requires mapping shares of a vector [[v] to shares of
the normalized vector [[v/||v||], which points in the same
direction but has unit norm. To this end, the three parties
must compute the scaling factor [[1/]|v]|]]. Three parties can
compute the squared norm [[||v||?] via a degree-two function,
but computing its “inverse-square-root” is challenging.

Prior works take one of two routes: the first uses exact
lookup tables [157,158] or more granular piecewise approx-
imations [31, 81, 154] in a way that is constant-round, but
where the compute grows exponentially with the precision
required—i.e., it is 2°(?) on bit length b. These approaches
have only been used on bit length b € {16,64} [81,154]. In
contrast, to run with many users, Nudge uses b = 128. The
second route resorts to iterative numerical methods that guar-
antee any desired level of accuracy [105], but must be seeded
with a reasonable starting point [38,47,103, 118, 141, 160].
Finding this starting point is tricky: prior works use O (b)
rounds [22], large look-up tables [141], or leaky protocols
that reveal the bit length of ||v||> (or a blinded version of it to
achieve statistical security) [47,160].

We show a simple way to handle the starting-point issue
in the 3PC setting that is single-round, has low communica-
tion, and has no extra leakage: using function secret shar-
ing to compute the “most significant non-zero bit” [31, The-
orem 14] of [||v||>]. (Under the hood, this just invokes
b + 1 simultaneous integer comparisons, shown in Table 3.)
A linear combination then gives shares of the approxima-
tion [[x] = [2-leeIVIP[/2] ~ [1/|Iv||]. which we refine, as
in prior works, with the standard Newton-Raphson itera-
tion [38,47, 103, 160]. This method evaluates a degree-three
polynomial that doubles the number of correct digits in [x |
each time; it can be run for a constant number of steps (as done
by Nudge) for approximate results, or for O(logb) steps for
full accuracy [105]. We define the function ApproxNormalize
and detail a 3PC protocol for it in the full version, proving:

Lemma 4.4 (3PC for approximate normalization). In the
3PC with PRF model over a ring R = Z» with A-bit PRF
seeds, there exists a secure 3PC protocol for the function
ApproxNormalize: R? — R% in O(1) rounds, O(dbA+Ab>+
b3) bits of communication, and O(db + b?) operations.

5 Private matrix factorization

Next, we apply the three-party computation framework of
Section 4 to design a protocol for private matrix factorization.

Recall from Section 2 that a matrix-factorization algorithm
takes in a matrix U € R™*" and a dimension d < min(m,n)
and then outputs a pair of matrices A € R"*< and B € R4*"
that factor U ~ A - B. In Section 5.1, we describe how to use
power iteration to factor a matrix. In Section 5.2, we show how
to run this algorithm with repeated invocations of a matrix-
vector program, letting us instantiate it in the 3PC framework.
The proof sketch in Section 5.2 then gives:

Theorem 5.1 (3PC for matrix factorization). In the 3PC
with PRF model, on seed length A € N, ring R = Zy» with
bit length b > 1, and public parameter € € N denoting the
number of iterations of the power-iteration algorithm, for
any m,n € N and d < min(m,n), three parties that hold se-
cret shares of a matrix [U] € R™*" can securely evaluate
the power-iteration algorithm to compute a secret-shared
matrix [A] € R™? and a cleartext matrix B € R4 in
O (dt) rounds, O (Ad€b - (m+n)+Adlb* +dtb*) communi-
cation, and O (d¢mn+d¢€b - (m +n) + dtb*) operations.

5.1 Background: power iteration

We compute matrix factorizations using a classic algorithm
from the 1920s: power iteration, also known as “vector iter-
ation” or the “power method” [74, 123, 152]. We give pseu-
docode for our repeated application of power iteration in Fig-
ure 4. At its core, this algorithm leverages the linear-algebra
fact that, to find a pair of matrices A € R”*¢ and B € R%*"



Algorithm: Matrix factorization via power iteration.
Parameterized by ¢ > 1 iterations and dimension d > 1.

// Compute A, B to be a rank-d approximation of U
ApproxFactor(U € R™*") — A € R™*4 B e R4*"

« Initialize B to be the all-zeros matrix in RZ*",
e Fori from 1 to d:

— Initialize v € R” to a random vector.
Run v := Normalize(SetOrthogonal(v,B)).
— For j from 1 to ¢:
% Update v := Mul(UT, Mul(U, v)).
* Update v := SetOrthogonal(v,B).
% Update v := Normalize(v).

— Set the i row of B equal to v.
e Compute A :=U-B'. Output A, B.

// Set v orthogonal to all rows in B (Gram-Schmidt)
SetOrthogonal(v € R*,B € R¥") — v’ ¢ R”

e Fori from 1 to d:

— Let b € R” be the i row of B.
- Setv:=v—(v,b)-b.

e Qutput v.

Figure 4: Matrix factorization via power iteration [123].

that minimize the Frobenius norm ||U — A - B|| , it suffices to
set the rows of B to be the top-d eigenvectors with the largest
eigenvalues of the square matrix UTU. After this, finding the
associated A is a linear operation: A :=U-B”.

Finding dominant eigenvectors. To find the eigenvectors
with the largest eigenvalues, the algorithm in Figure 4 extracts
eigenvectors one at a time, in order of decreasing eigenvalue.
To do so, the algorithm applies the square matrix M := UTU
to itself many times. The eigenvector with the largest eigen-
value of M is its “direction of maximum stretch”. For a large
enough power ¢ > 1 and a random vector v, computing the
vector v/ := MY - v stretches v the most in the direction of the
dominant eigenvector, until v’ essentially equals matrix M’s
dominant eigenvector. (During this computation, we normal-
ize the vector at each step to avoid overflow/underflow.)
After finding an eigenvector, the algorithm starts with a
vector orthogonal to the eigenvector(s) previously recovered.
It then repeats the powering step to extract the next eigenvector.
Powering a random vector v, that is orthogonal to all already-
computed eigenvectors, ensures that v will not get stretched

in the direction of the already-computed vectors—so, this
recovers the eigenvector with the next largest eigenvalue.!
When using fixed-point arithmetic, we re-orthogonalize the
vectors at every step.

Remark 5.2 (Why power iteration?). Power iteration has a
number of appealing properties: it has few hyperparameters
to tune; it is relatively numerically stable [83]; it is robust
to (even adversarially generated) noise [84]; it can be made
differentially private [60, 122], as we discuss in Section 9; and
there are theoretical guarantees on its convergence [148]. For
example, letting y be the ratio between the matrix M’s largest
and second-largest eigenvalues, power iteration converges to
a vector that is within L,-distance € from the top eigenvector
in £ = O(log(n/e)/y) iterations [128].

5.2 Power iteration as a matrix-vector program

Proof sketch of Theorem 5.1. We securely evaluate power
iteration across three parties that hold shares of the matrix [[ U]
to be factored. At the end of the protocol, each party learns
secret shares of the matrix [[A] and the cleartext matrix B.

To do so, we cast the powering step in Figure 4 as a matrix-
vector program (Definition 4.1) over the ring R = Z,» and the
function class F containing three functions:

* normalize(v): Ly-normalize the vector v,

* truncate; (v): perform an arithmetic right shift (i.e., with
sign extension) by ¢ bits on each element of v, and

* orthogonalizeg(v): compute the component of v that is
orthogonal to all vectors in B.

At the end of each powering step, our parties reveal and learn
the computed row of matrix B in the clear. This design lever-
ages power iteration’s structure: it iteratively computes a por-
tion of the matrix B at each step. (In contrast, gradient descent
iteratively refines the entire recommender model at each step.)
So, the three parties can learn B in cleartext as it is computed:
aiding the computation while incurring no additional leakage.

To complete our protocol and apply Theorem 4.2, we must
specify three things: (1) how to embed the real numbers into
the finite ring Zy», (2) how to write the inner loop of Figure 4
as a matrix-vector program, and (3) how to implement the
functions in F in a concretely-efficient 3PC.

1. Embedding the reals in Z,». We use the standard fixed-
point techniques [125] described in Section 4.3. As in prior
work [19, 101], we perform the truncations needed after each
multiplication lazily: we replace any occurrences of “truncate-
then-add” by ‘““add-then-truncate”. If the bit length b has
sufficient space, we instead truncate by 2¢ bits after every

IThis process achieves the same functionality as “blocked power iteration” or
“subspace iteration” [148, Section 5.1], but we unroll the blocks here to take
advantage of the fact that, when we will run in a 3PC, each successive row
of the matrix B will be revealed in cleartext.



two multiplications. With these optimizations, running power
iteration only requires truncating vectors—never matrices.

2. Inner loop as a matrix-vector program. The inner loop
of power iteration (Figure 4) has precisely the structure of a
matrix-vector program: it alternates between (a) applying the
matrices UT and U to a vector v, and (b) truncating, orthog-
onalizing, and normalizing the intermediate vectors. In our
3PC, the honest-but-curious parties jointly sample a cleartext
initial vector v, from which they can locally derive [v].

3. Implementing non-linear layers in F. Beyond vector
normalization and fixed-point truncation (described in Sec-
tion 4.3), the only remaining operation is orthogonalization.
Orthogonalization is a linear function of the shares of vector
[v] since each party knows the matrix B in cleartext; as such,
it can be performed locally, without any communication.

6 Implementation

Our Nudge prototype consists of 7,296 lines of Go code, us-
ing C to implement the matrix-multiplication core, along
with 2,736 lines to implement the function-secret-sharing
tools (as per Section 4.3). Nudge uses AES as a cryp-
tographic PRF. We open-source our implementation at
https://github.com/NudgeArtifact/private-recs.

Collecting ratings from users. Each user secret shares each
of its ratings using a distributed point function that outputs
replicated shares [11,32]. (Using distributed point functions
here reveals to the servers how many items each user rated.)
The Nudge servers then run checks to verify that all submis-
sions are well-formed. In theory, Nudge could check arbitrary
predicates on users’ submissions using zero-knowledge proofs
on secret-shared data [29,51]. As detailed in the full version of
this paper, we instead implement a simple check that ensures
that all secret-shared ratings lie in {0, 1}. This check follows
prior work [10] and is almost free in our three-party setting:
the Nudge servers check all submissions at once by exchang-
ing O (1) bits, on security parameter A. If the check fails, the
servers can binary search to identify malformed submissions.

Concrete parameters. Nudge takes the bit length of the ring
b = 128, the number of fractional bits r = 20, and the seed
length to a cryptographic PRF A = 128. During normaliza-
tion, Nudge increases the precision to 40 fractional bits and
performs 5 iterations of Newton-Raphson approximation.

Picking hyperparameters for power iteration. The embed-
ding dimension d should be set using application-dependent
context. Following common practice on the data sets we eval-
uate on, we run Nudge with d in the range 8-50 [68]. The
larger d, the more accurate the recommendations, but also the
more user information they encode. The number of power
iterations ¢ (Section 5.1) is a fixed constant that trades off
between quality and cost: the larger £, the more accurate the
matrix factorization, but the more expensive it is to compute.

By default, Nudge takes ¢ = 10. (In our evaluation, we experi-
ment with various choices of £ on the validation set and see
that ¢ in the range 5-100 perform comparably.)

7 Evaluation

In our evaluation, we answer the following questions:

* Section 7.1: How good are Nudge’s recommendations,
compared to non-private recommendation algorithms?

 Section 7.2: What is the cost of Nudge’s private matrix
factorization, compared to prior private approaches?

* Section 7.3: How do Nudge’s costs scale to large collec-
tions of items and users?

* Section 7.4: What is the end-to-end performance of serv-
ing private recommendations in Nudge?

Experimental setup. We run each Nudge server on a memory-
optimized r7a.48xlarge AWS instance with 192 cores and
1,536 GB of RAM (costing $14.6064 per hour). We run
on these large-RAM machines because of the computation’s
memory demands: the secret-shared matrix is over 200 GB
on the Netflix dataset and over 1.3 TB on the Yelp dataset.
On the smaller MovieLens data sets, we instead run each
server on a r7a.large instance (2 cores, 16 GB of RAM)
or a r7a.4xlarge instance (16 cores, 128 GB of RAM).
Between the Nudge servers, we simulate two network settings:
a local area network (LAN), with 50 GBps of bandwidth and
a0.25 ms RTT, and a wide area network (WAN), with 5 GBps
of bandwidth and a 10 ms RTT. We count the cost of AWS
data transfer as $0.01 per GB. Finally, we run a user on a
r7a.medium instance (1 core, 8 GB of RAM). To measure
throughput, we run many users on a r7a.4xlarge instance
(16 cores, 128 GiB of RAM). We simulate the link between a
user and the Nudge servers as 100 Mbps with a 50 ms RTT.
We measure Nudge’s quality and performance on the Netflix
data set [7], released as part of the Netflix prize competition
(2006-2009). Following the recommendations literature [68,
110], we preprocess the data set to keep users that rated at
least 5 items and to binarize the ratings (i.e., ratings on a
scale of 1-5 are mapped to “1” if they are four or larger, and
“0” otherwise). To compare to prior work, we also measure
Nudge’s costs on the smaller MovieLens data sets [5]. Finally,
we report Nudge’s costs on matrices whose sizes match a range
of large-scale recommender data sets described in Section 7.3.

7.1 Nudge’s recommendation quality

In Figure 5, we compare the quality of the recommendations
produced by Nudge and a suite of standard recommender
algorithms (run in cleartext). These algorithms include
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Figure 5: Nudge’s recommendation quality on the Netflix
data set [7] matches that of the cleartext matrix-factorization
algorithms (ALS, SVD), exceeds the textbook recommender
algorithms (TopPopular, ItemKNN, GraphWalk), and is within
12% of a deep-neural-network approach (MultVAE). We re-
port numbers besides Nudge’s from the survey of Dacrema et
al. [68]; their SVD/ALS baselines use embedding dimension
d =55/d = 146, while Nudge uses d = 50.

* three textbook approaches: TopPopular, which recom-
mends the most popular items [53], ItemKNN, a nearest-
neighbor search on the items [150], and GraphWalk, a
random walk on the user-item-interaction graph [50],

* two matrix-factorization techniques: ALS, matrix factor-
ization via alternating least squares [92], and SVD, the
classic singular value decomposition [53], and

e a recent, neural-network-based approach: MultVAE,
which uses variational autoencoders [110].

Experiment. To evaluate recommender quality, we run the
following experiment, common in the recommendations liter-
ature [68]: we hold out a fraction of a user’s ratings (i.e., “1”’s
in the binarized matrix), and then measure how often each
algorithm recommends the held-out items that the user actu-
ally rated. In more detail, we split the data set into training,
validation, and test sets by selecting 10,000 users for each of
the validation and test sets and, for each such user, including
80% of their ratings in the training set and using the remaining
20% as “ground truth” ratings in the validation and test sets
respectively, as per prior work [68, 110]. (All other users’
ratings are added to the training set.) We report performance
on the test set, measuring the following standard metrics:

* Recall at k: what fraction of the “ground-truth” ratings

nDCG®k normalized by that of

(i.e., items that the user rated highly, but this was held
out from training) are in the top-k recommended items?

¢ Normalized discounted cumulative gain (nDCG) at k:
how many of the “ground-truth” ratings are surfaced in
the top-k recommended items, weighted by each item’s
rank in the top-k list (with logarithmic discount) and
normalized by the best-possible ranking [95]?

For each metric, higher scores indicate better recommenda-
tions and the maximum score is 1.

Results. Figure 5 shows that Nudge’s recommendation qual-
ity matches the matrix-factorization baselines and is within
12% of the deep-neural-network approach. In particular, at
cutoff k = 20, the textbook algorithms achieve a nDCG score
of 0.11-0.26, the matrix-factorization algorithms achieve a
nDCG score of 0.24-0.29, and the neural algorithm achieves a
nDCG score of 0.31. Nudge achieves a nDCG of 0.29. More-
over, at k =20, Nudge’s recall score is 0.23—that is, 23% of
the held-out, “ground-truth” items appear in the list of top-20
recommendations produced by Nudge, on average.

These results show that Nudge’s differences to a cleartext
matrix-factorization algorithm (namely, performing a fixed
number of steps of power iteration and using fixed-point arith-
metic with deferred truncations and approximate normaliza-
tions) do not noticeably affect its recommendation quality.

Finally, we measure the quality of Nudge’s recommender
algorithm using 10-fold cross-validation (by partitioning the
users into 10 folds and performing the evaluation experiment
on each fold); each of Nudge’s nDCG and recall scores at
k € {20,50,100} remain the same as in Figure 5.

7.2 Nudge’s private matrix factorization

In Table 6, we benchmark the main performance overhead in
Nudge: private matrix factorization (Section 5). Asymptot-
ically, for a fixed embedding dimension d and with m users
and n items, Nudge’s compute scales as O (mn) and its com-
munication scales as O (m +n). Concretely, Nudge factors the
full Netflix data set—which contains 76X more users, 4.5x
more items, and 50X more ratings than the largest data set
previously used for private recommendation—in 50 min of
wall-clock time, with 40 GB of communication between the
three Nudge servers, running on a local-area network. In total,
this costs $37 on AWS. On a wide-area network, the wall-
clock time increases to 1h 13 mins and the communication
stays the same (costing $54 on AWS).

Nudge outperforms prior private-matrix-factorization sys-
tems and 3PC baselines, as we describe next.

Prior private recommender systems. A range of prior works
perform private matrix factorization with semi-honest security:
Nikolaenko et al. [133] use garbled circuits to run gradient
descent between two non-colluding parties. The GraphSC
system [130] parallelizes these garbled-circuits computations.



Non-colluding

Runtime

Server-to-server

System Servers Algorithm  Dim. d Rounds comm. (GB) LAN WAN Cores
Subset of MovieLens100K: 940 users, 40 movies, and 14,683 ratings.

Nikolaenko et al.* [133] 2 gradient descent - 1 1,330 29 hr - 32

Nudge 3 power iteration 8 7,080 0.1 2.8 sec 34.1 sec 6
MovieLens100K: 943 users, 1,682 movies, and 100K ratings.

PIRSONA* [157] 4 gradient descent 8 - 4.6 - 11.7 mins 32

Nudge 3 power iteration 8 7,080 0.5 10.7 sec 51.8 sec 6
MovieLensIM: 6,040 users, 3,883 movies, and 1 million ratings.

GraphSC* [130] 2 gradient descent 10 1 78,125 est. 11 days - 128

Nudge in MP-SPDZ [101] 3 power iteration 10 11,057,010 1.5 52.4 min est. 1.3 days 48

Nudge 3 power iteration 10 9,150 14 32.8 sec 1.8 min 48
Netflix: 463,435 users, 17,769 movies, and 56 million ratings.

Nudge 3 power iteration 50 75,750 38.9 50.2 min 1Th 13 min 576

Table 6: Nudge runs faster and incurs less communication than prior systems for private matrix factorization. We bold the best
performance on each data set, running Nudge on fewer cores than prior work. All systems provide semi-honest security. We
report the performance and configurations specified in each paper, using - to indicate unknown values. We scale the costs for
Nikolaenko el al. [133] and PIRSONA [157], who report a single iteration of gradient descent, linearly according to the fact that
gradient descent requires 10 iterations on the subset of MovieLens100K (as used by Kim et al. [102]) and 20 iterations on the full
MovieLens100K (as used by recommender libraries [93]). Column 8 gives the total number of cores used across all parties. *We
estimate communication based on microbenchmarks and the linear scaling described. *We compute PIRSONA’s communication
using Table 1. PIRSONA’s WAN setup diverges from ours: it runs on 4 servers in different availability zones.

Unlike Nudge, these protocols require only two non-colluding
servers, use a single round of interaction, and have asymp-
totically better computation (that scales with the number of
ratings, rather than the product of users and items mn). At the
same time, however, they incur asymptotically larger server-
to-server communication costs (that scale with the number of
ratings, rather than the sum of users and items m +n). In con-
crete terms, these systems have over four orders of magnitude
higher communication and compute costs than Nudge.

In particular, Nikolaenko et al. [133] run on a subset of
the MovieLens100K data set: they report 29 hrs (using 32
cores) and over 1 TB of server-to-server communication to
run gradient descent; Nudge factors the same data set in 2.8
sec (using 6 cores) and 0.1 GB. GraphSC [130] run on the
MovieLens1M data set: they report 11 days of compute (using
128 cores) and over 76 TB of communication; Nudge factors
the same data set in 33 seconds (using 48 cores) and 1.4 GB.
We expect very recent, state-of-the-art techniques for SIMD
garbling [77] to shave an order of magnitude off of GraphSC’s
computation and communication, though they do not evalu-
ate on the matrix-factorization task. Other new techniques
for communication-efficient garbling [116] could shrink the
communication, but would further increase the compute.

Again using two non-colluding servers, Kim et al. [102]

improve the cost of garbled-circuit-based matrix factorization
with homomorphic encryption, at the cost of leaking which
users rated which items. (The authors propose to obfuscate
this leakage by having each user log some fake ratings.) They
require 15 mins (using 6 cores) and 5.7 GB on the same sub-
set of MovieLens100K. Nudge remains 320x faster while
incurring 57x less communication.

Finally, PIRSONA [157] performs private matrix factor-
ization by running gradient descent in a bespoke multi-party
computation between four semi-honest, non-colluding parties.
Like Nudge, PIRSONA’s communication scales as O (m +n).
PIRSONA reports 11.7 mins (using 32 cores) and 4.6 GB to
run full gradient descent on the MovieLens100K data set on a
WAN setup. Nudge factors the same data set in 51.8 seconds
(using 6 cores) and 0.5 GB on our WAN setup—saving 8X in
communication and requiring one fewer non-colluding party.

Baseline: Three-party arithmetic computation. To evalu-
ate the impact of Nudge’s three-party protocols for truncation
and normalization (Section 4.3), we re-implement and bench-
mark Nudge’s same power iteration algorithm, written as a
matrix-vector program, using the MP-SPDZ framework [101].
Like Nudge, MP-SPDZ performs secure computation using
replicated secret sharing over a power-of-two ring; however,
where Nudge uses function secret sharing for non-linear op-
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Figure 7: Nudge privately factors matrices with millions of users or items. We measure Nudge’s wall-clock time and server-
to-server communication on matrices of increasing size, keeping the number of items constant (up to 1 TB in size after secret
sharing, which translates to mn < 3.4 x 10'? with m users and n items). For context, we show Nudge’s performance on matrices
of the size of public recommendation data sets. In each case, Nudge produces embeddings of dimension d = 50, requires 75,750
rounds, and runs on three 192-core machines. For large m or n, we measure costs with d =5 or d = 2 and extrapolate linearly.

erations, MP-SPDZ instead converts to binary secret shares
(as we disallow leaky probabilistic truncations). As a result,
on the MovieLens1M data set, the MP-SPDZ baseline has
approximately the same communication cost as Nudge, but it
requires three orders of magnitude more rounds of interaction.
This increased interaction translates to 95X slower runtime in
a LAN setting or 1040x slower runtime in a WAN setting.

Baseline: No privacy. Dacrema et al. [68] report the cost of
running non-private SVD as 50.53 s on the Netflix data set
(compared to Nudge’s 50 mins); they use one p3.2xlarge
AWS instance with 8 vCPUs, 30 GB of RAM, and one GPU.
As a result, their non-private matrix factorization of Netflix
costs roughly $0.05 on AWS, while Nudge’s costs $37.

7.3 Scaling Nudge to larger data sets

Popular recommender systems handle many millions to bil-
lions of users/items. In Figure 7, we scale Nudge’s private
matrix factorization to data sets with millions of users or items.
As mentioned earlier, given m users and n items, Nudge’s
compute costs grow as O (mn) and its communication costs
grow as O(m +n). The constant factors within these asymp-
totics play an important role: because of lazy truncation (Sec-
tion 5.2), the constant in front of the “m” term in the commu-
nication is dwarfed by that in front of the “n” term, causing
the concrete communication to be dominated by the number
of items n as soon as n grows sufficiently large.

In addition to synthetic benchmarks, we measure Nudge’s
runtime and server-to-server communication costs when pri-

vately factoring matrices whose sizes match those of public
recommendation data sets. On a LAN setup, we measure that:

* Nudge factors a Criteo ads data set [6] (with m = 6.1M
users and n = 700 ad campaigns) in 1.5 h and 125 GB.

* Nudge factors a Yelp data set [8] (with m = 279K users
and n = 148K businesses) in 8h and 248 GB.

* Nudge factors a Steam data set [137] (with m = 2.5M
users and n = 15K video games) in 4.7 hr and 78 GB.

* Nudge factors a Pinterest data set [61] (with m = 55K
users and n = 10K photos) in under 10 mins and 20 GB.

* Nudge factors a Microsoft-News data set [163] (with
m = 50K users and n = 160K articles) in 3 hr and 263 GB.

7.4 Nudge’s end-to-end performance

In Table 8, we break down the end-to-end costs of serving
private recommendations with Nudge, both analytically and
as measured on the Netflix data set.

With distributed point functions, the user-to-server commu-
nication to log a rating scales logarithmically with the number
of items n (concretely, 694 bytes). Each of the three Nudge
servers then performs O (nlogn) operations to log the secret-
shared submission, done in tens of milliseconds of latency and
at a throughput of hundreds of submissions per second. The
servers perform a one-time check that the final secret-shared
matrix U is well-formed, which requires scanning over the
matrix (done in 7.7 min) and exchanging 64 bytes. Finally,



Analytical cost As implemented
Logging a rating.

User work O(Alogn+b) ops

User-server comm. 2logn(A+8)+2b bits 694 bytes
Server work O(nlogn) ops 0.03s
Server throughput >270 queries/s
Checking that a matrix of ratings is well-formed.
Server-server comm. 4b bits 64 bytes
Server work O(mn) ops 7.7 min
Fetching recommendations.

User-server comm. O (nb) bits 298 KB
User-perceived latency 0.38 s
Server work O(nd) ops 0.04 s

Server throughput >110 queries/s

Table 8: Nudge’s costs for data collection (step 1) and fetching
recommendations (step 3) scale with the number of items n,
dimension d, bit length b of the ring, and PRF seed length A.
We report concrete costs on the Netflix data set (Table 6).

fetching recommendations requires a user to download O (n)
bits from each server (concretely, 298 KB), which takes 0.38s.
The servers again handle hundreds of requests per second.

8 Extension: Scaling up Nudge
with dimensionality reduction

While Nudge can privately factor million-user data sets in
hours, Nudge’s compute grows as the product of users, items,
and embedding dimension dmn—which becomes a bottleneck
when applied to sufficiently massive data sets. (This issue
does not befall cleartext matrix-factorization systems: they
can take advantage of the matrix U’s inherent sparsity, whereas
the Nudge servers who only see secret shares of [ U] cannot.)

Nudge can overcome this scalability bottleneck with dimen-
sionality reduction via random projection [114]. Johnson and
Lindenstrauss [97] showed that projecting a matrix onto a
random, low-dimensional sketch S approximately preserves
the distances between its rows. Papadimitriou, Raghavan,
Tamaki, and Vempala [136, Theorem 4] showed that com-
pressing a matrix in this way before factoring it incurs only
a small loss in accuracy: for an error parameter 0 < € < 0.5,
the two-step process of (a) projecting the matrix U € R™*"
down to a smaller, sketched version U := U-S € R™*S with
s = Q(logn/€?), and then (b) factoring U, gives a (1 +¢)-
approximation to factoring the original U (in Frobenius norm,
with appropriately chosen embedding dimension). Random
projection is a data-oblivious, linear computation, making it
well suited for multi-party computation.

Applying this technique, Nudge’s compute does not need to
scale as O(dmn). Rather, the three Nudge servers can jointly
sample a sketch matrix S € R"**, locally apply it to their secret

shares [U] to obtain [U] := [U] -S, and run their private
matrix factorization on [U]] from there. We describe this
process in the full version. Crucially, though the servers know
the sketch S, applying it to the matrix U on the right side treats
all users’ data symmetrically (and thus does not affect Nudge’s
anonymity property). As a result, Nudge’s compute can scale
as O(mn+dmlogn/€?), or even O(m+n+dmlogn/e*) with
more aggressive sparse sketching [108].

When the number of items # is sufficiently large, we expect
dimensionality reduction to give substantial improvements:
for example, on the Common Crawl data set with 364 M web
pages [140], sketching with standard parameters [1] shrinks
the dimension n = 364 M to down to s < 17,000. Running
Nudge at this scale would be bottlenecked by the cost of per-
forming two passes over the original matrix U € R"*" (one
to sketch it down at the beginning, and one to recover the item
embeddings at the end), not the time to perform private power
iteration on the 20,000x smaller matrix U € RS,

9 Extension:
Enhancing Nudge’s privacy protections

Recommendations with differential privacy. A sequence
of works studies differentially private algorithms for princi-
pal component analysis [44, 60], low-rank matrix approxi-
mation [100], power iteration [23, 84, 85, 132], and matrix-
factorization-based recommendations [69, 117,122,139, 153].
Differential privacy offers the guarantee that the learned item
embeddings B cannot leak any one user’s rating vector with
high probability. This guarantee is complementary to the
privacy property provided by Nudge (that no party learns any-
thing about the user inputs beyond the item embeddings B),
and approaches to achieving it integrate neatly into Nudge.

In particular, Dwork et al. [60] show that, to achieve differ-
ential privacy, it suffices to add gaussian noise to each entry
of the matrix UTU € R"*". Following this approach, Nudge
can provide differential privacy with two extra steps:

* After collecting ratings, the three Nudge servers normal-
ize each row of the matrix [U] (by dividing the i row
in [U] by the number of ratings submitted by user 7).

* Each pair of servers picks a matrix in R™*" with i.i.d.
gaussian entries and splits it across all three servers with
replicated secret sharing. (This requires no communi-
cation, using PRFs.) The servers sum these matrices to
[E] € R™™. At each step of power iteration, when the
servers compute Mul([UT ], Mul([U], [¥])), they add
to this Mul([E],[v]). This incurs no communication.

On the Netflix data set [7], we measure that power iteration
extended in this way to provide (e, §)-differential privacy with
€ =1 and 6 = 27% achieves a nDCG@20 score of 0.24 (as



defined in Section 7.1). McSherry and Mironov similarly con-
clude that retrofitting recommender systems with differential
privacy does not cause large degradations in quality [122].

Recommendations on aggregate data. To further prevent
user-level information from being revealed via the item em-
beddings B, certain use cases of Nudge could compute recom-
mendations over aggregate user data as opposed to individual
user data. To give an example: Nudge can first aggregate users
by zip code, and then provide private yet personalized recom-
mendations of the form “users in area X often click on Y.”
This would allow a private search engine [91] to rank websites
about local businesses, local governments, etc. higher if they
are geographically relevant to a user. One benefit is that the
dimension m would now correspond to the number of aggre-
gated user “categories” (rather than the total number of users),
letting Nudge factor a far smaller matrix. One limitation is
that the servers must know which users to aggregate over, so
this mapping cannot be based on highly sensitive data.

10 Discussion: Nudge applications

Nudge shows the potential viability of other applications:

Collaborative recommendations. With Nudge, multiple
services could jointly compute recommendations without ever
sharing user data. For example, Netflix, Hulu, and Disney+
could jointly train a recommendation model that leverages
ratings across all three platforms. Or, LinkedIn and Facebook
could compute friend recommendations across a joint version
of their social networks. Or, Amazon and Instagram could
compute recommendations across a user’s joint purchase and
watch history. In this setting, multiple non-colluding parties,
who could each run a Nudge server, already exist.

Beyond recommendation. Nudge’s core power-iteration algo-
rithm computes a low-rank approximation of a secret-shared
matrix. Low-rank matrix approximations form the computa-
tional backbone of data-mining tasks like principal component
analysis [88], information-retrieval tasks like learning low-
dimensional embeddings [55, 136] and autoencoders [24,30],
link-analysis tasks like PageRank [82, 135], graph-analysis
tasks like spectral clustering [111], and data-compression
tasks like matrix denoising [94,99]. By expressing power iter-
ation as a matrix-vector program and optimizing its low-level
gates, Nudge shows that these applications could be executed
on large, secret-shared matrices, data sets, or graphs.

11 Related Work

Multiple approaches preserve user privacy in recommender
systems, with the goal of protecting the sensitive data needed
to train recommendation models [129].

A first approach relies on trusted execution environ-
ments [13, 56] but is vulnerable to attacks on the underly-

ing hardware [46, 76]. A second approach uses federated
learning [121] to share only intermediate model parameters
(not the original user data) with the recommender system,
though an honest-but-curious server may still deduce user rat-
ings [39,78,112,155]. Protocols combining federated learning
with secure aggregation [26,120,143] address this leakage, but
inherently involve all users in the many-round training process
and reveal intermediate model versions to users and servers. A
third approach uses cryptographic tools to ensure that no party
can learn users’ training data, as long as the two or more parties
processing the data do not collude [36, 64, 102, 130, 133, 157].
As shown in Section 7.2, Nudge improves on the cost and
scale of these cryptographic systems. Other work assumes
pre-trained deep learning models exist, and shows how to pri-
vately serve recommendations given such public models [72].

Nudge, which at its core performs private matrix factor-
ization, is related to systems for privacy-preserving principal
component analysis [14,28,47,66,70]. The work of Cho et
al. [47] works in the same setting as Nudge but offers different
security guarantees: it uses leaky truncation protocols [38] and
random projection in a way that breaks user anonymity [51].
Other works [14,66,70] factor a matrix that is sharded across
a handful of parties (e.g., a few hospitals performing joint data
analysis), allowing them to perform many computations lo-
cally. In contrast, Nudge factors a matrix that depends on data
from potentially millions of users. Relative to the most per-
formant private PCA system [70], Nudge runs on two orders
of magnitude larger matrices.

Extensive research applies multi-party computation to pri-
vate ML inference and training across two parties [37, 41,
67, 79, 80, 87, 96, 98, 124-126, 146, 162, 165], three par-
ties [22,42,59,106,107,125,138,142,149,154,156,158-160],
or more [43, 54,106, 115]. Nudge diverges from these works
in that, rather than running general-purpose gradient descent,
it uses a simple algorithm from numerical linear algebra (Sec-
tion 5.1). Nevertheless, Nudge shares many common tech-
niques: using three parties to evaluate non-interactive matrix-
vector products [27,45,107,125,156, 157] and function secret
sharing [32] for non-linear gates [12,33,79-81,96, 147, 149,
154,158, 164]. Nudge contributes new three-party protocols
for truncation and normalization.

12 Conclusion

Nudge is a recommender system that provides strong privacy
by splitting trust across three servers. We show how matrix
factorization is well-suited to three-party computation, and
contribute an efficient and scalable design and implementation.
We leave open three questions: first, to provide malicious
security; second, to run across more parties while tolerating
the compromise of several of them; third, to serve private
recommendations with only two non-colluding parties without
harming Nudge’s performance.
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Ethical Considerations

The stakeholders in this work include the authors, as well as
companies and organizations that may use Nudge to generate
recommendations and users that may submit ratings to Nudge.
We did not identify any significant potential harms to the au-
thors during the research process. For users that may submit
ratings to Nudge: Nudge provides stronger privacy properties
than deployed cleartext recommendation algorithms, where
the provider learns both the model and user ratings. One po-
tential harm is that, in Nudge, some information about user rat-
ings is revealed via the model, which is the output of Nudge’s
matrix-factorization protocol. We discuss how to mitigate this
with differential privacy in Section 9. For companies or orga-
nizations deploying Nudge: Nudge’s recommendation quality
is not as good as that of a neural-network-based approach (Fig-
ure 5), the cost of training the model is higher than on cleartext
data, and the protocol requires three non-colluding servers.
However, companies and organizations do not have access
to user ratings in the clear, which has the potential to reduce
liability, which may be particularly important for some appli-
cations. Upon weighing the potential benefits and harms of
our work using the principle of “beneficence” from the Menlo
Report [58], we concluded that the benefits of completing the
research outweighed the potential harms.

Open Science

Our full Nudge system code is open sourced at:
https://zenodo.org/records/17968761. We evaluate
Nudge on the released Netflix prize [7] and MovieLens [5]
data sets. We also use the size of existing recommender data
sets [6, 8, 61, 137, 163] to report Nudge’s performance on
matrices with the same dimensions.
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