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Abstract

The TOCTOU (Time Of Check to Time Of Use) bug is a
well-known security issue in kernel code, because it bypasses
security checks and leads to unexpected behaviors that can
cause serious problems like system crashes and privilege
escalation. According to our study on Linux kernel patches,
kernel race is the most common root cause of kernel TOCTOU
bugs. However, due to the complexity of kernel concurrency
logic and non-determinism of thread scheduling, there is still
no systematic approach that focuses on detecting TOCTOU
bugs caused by kernel races.

In this paper, we design KERAT, the first systematic static
approach for detecting TOCTOU bugs caused by kernel races.
Indeed, such TOCTOU bugs are introduced by atomicity vi-
olations about the check-use operations of specific shared
variables. Thus, KERAT performs bug detection by statically
mining and checking the atomicity rules about shared vari-
ables from kernel code. Specifically, KERAT has two key
techniques: (1) an atomicity-rule mining method to effectively
identify which lock should protect the check-use operations of
which shared variable; and (2) a state-based validation strat-
egy to detect TOCTOU bugs that violate the mined atomicity
rules based on state machines encoding of common bug pat-
terns. We have evaluated KERAT on Linux-6.8 and FreeBSD-
14.1, and found 351 real bugs. Among these bugs, 287 are
identified as harmful, and 65 of them have been confirmed by
kernel developers. 10 bugs have received CVE IDs.

1 Introduction

The operating system (OS) kernel that works as a fundamental
part of a computer system manages various resources and
devices. To perform safe and reliable management, an OS
kernel must perform a large number of security checks on
specific variables before their use. However, these security
checks can be bypassed by race conditions involving the
checked variables, leading to TOCTOU (Time Of Check to
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Time Of Use) bugs classified (CWE-367 [17]). Specifically, a
variable can be modified between its check and use operations,
causing the checked value and used value to be unexpectedly
different. In this case, an attacker can deliberately construct
a safe value to bypass a security check and then replace it
with a malicious value before the variable is used to trigger
dangerous vulnerabilities like buffer overflow or division by
zero. Some known kernel vulnerabilities [14—16] are caused
by TOCTOU bugs, and they cause serious security problems
like system crashes and privilege escalation.

According to the possible sources of race conditions, kernel
TOCTOU bugs can be classified into three kinds:

(1) User-space race TOCTOU bug (URT bug for short).
This kind of bug is caused by a race condition in the data
exchange between user space and kernel space. For example,
a variable may be copied from user space and checked for
security purposes, and then be copied from user space again
and used without being rechecked; before the second copy, the
attacker can modify the variable in user space. Some existing
approaches can find such URT bugs via double-fetch [46,47,
55] and lacking-recheck [50] detection.

(2) Hardware-1/0 race TOCTOU bug (HRT bug for short).
This kind of bug is caused by a race condition in the data
exchange between the hardware I/O and kernel space. For
example, an element of the DMA buffer mapped from the
hardware may be checked for security purposes, and then it
may be used by directly accessing the DMA buffer; before
the element use, the attacker can modify this element by con-
trolling the untrusted hardware. Some existing approaches
are capable of detecting such HRT bugs via mapped-1/O [35]
and DMA-access [6] validation techniques.

(3) Kernel-space race TOCTOU bug (KRT bug for short).
This kind of bug is caused by a race condition in the con-
current execution of multiple kernel threads. For example, a
shared variable may be checked in a kernel thread for security
purposes, and then be used in the same thread; before the
variable use, the attacker can modify this variable in another
concurrent kernel thread. Existing approaches for kernel race
detection [2, 19,24,25,31,45,54] are able to find some data



races that may lead to KRT bugs due to lacking necessary
locks, but they still miss many other KRT bugs like those
caused by atomicity violations. To our knowledge, there is no
systematic approach that focuses on detecting TOCTOU bugs
caused by kernel races at present, so it is important to design
a new approach to fill this gap.

Concretely, KRT bugs are introduced by atomicity viola-
tions about the check-use operations of specific shared vari-
ables. The check and use operations of a shared variable
should be atomically performed with the protection of a com-
mon lock, and otherwise a KRT bug can occur. Accordingly,
to detect KRT bugs, there are two important challenges:

(C1) How to mine atomicity rules, i.e. which lock should
protect the check-use operations of which shared variable?
The most relevant approach is LR-Miner [31] that mines lock-
ing rules describing which lock should protect which shared
variable. Although locking rules and atomicity rules are simi-
lar, they have very different targets of lock protection. The tar-
get of a locking rule is each access of a shared variable, while
that of an atomicity rule is each check-use pair of a shared
variable. In other words, obeying locking rules is not suffi-
cient to ensure obeying atomicity rules. Thus, a new method
is required to mine atomicity rules from the kernel code.

(C2) How to use the mined atomicity rules to effectively
detect KRT bugs? Different from data races that have just one
occurrence pattern namely lacking lock protection of a single
variable access, KRT bugs have multiple occurrence patterns
involving lock-acquire/release and variable-check/use oper-
ations in the corresponding atomicity rule. Thus, KRT bug
detection is more complex than race detection. Moreover,
the OS kernel has a very large code base, and it heavily uses
pointers and data structures, so achieving both good accuracy
and efficiency of atomicity rule validation is challenging.

To solve the two challenges and perform KRT bug detec-
tion, we propose two key techniques:

(T1) Atomicity-rule mining method. To solve CI, our
method automatically mines accurate atomicity rules from
the kernel code by statically analyzing the structure field
relation between locks and shared variables. To handle the
complex nested data structures prevalent in the kernel, our
method leverages field graphs [31] to resolve alias relation-
ships between structure fields. The mining process consists of
two main steps. First, our method identifies possible security-
checked variables by analyzing conditional statements. Sec-
ond, for each checked variable, our method checks whether its
modification is always protected by a specific lock. If so, our
method infers that the check-use operations of the variable’s
structure field require the protection of the same lock, and
thus extracts an atomicity rule. Such atomicity rules are used
for subsequent KRT bug detection, and we believe they can
also help to improve kernel documentation.

(T2) State-based validation strategy. To solve C2, we an-
alyze all the possible patterns of lock and check-use oper-
ations, and identify four dangerous patterns that can cause
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Figure 1: KERAT workflow.

KRT bugs. According to these four dangerous patterns, our
strategy builds two finite state machines (FSMs) and uses
them to detect KRT bugs. To improve accuracy, our strategy
considers alias relationships about locks and checked/used
variables by building and analyzing field graphs. To improve
efficiency, our strategy uses function summaries to reduce
repeated analysis for inter-procedural validation.

Based on these two techniques, we design KERAT, the
first systematic static approach for detecting TOCTOU bugs
caused by kernel races. As shown in Figure |, KERAT has two
stages. First, KERAT uses our atomicity-rule mining method
to automatically mine atomicity rules about data fields and
locks. Second, KERAT uses our state-based validation strat-
egy to detect KRT bugs that violate the mined atomicity rules
based on state machines encoding of common bug patterns.
We have implemented KERAT with LLVM [34] for auto-
mated code analysis. Overall, we make four contributions:

* We study 203 Linux kernel patches fixing TOCTOU bugs
within the last five years, and find that 68% of them are
related to kernel concurrency, indicating that kernel races
serve as the most common root cause of kernel TOCTOU
bugs. Thus, KRT bugs should receive more attention.

* We reveal the challenges of KRT bug detection, and pro-
pose two solution techniques: (1) an atomicity-rule mining
method to effectively identify which lock should protect the
check-use operations of which shared variable; and (2) a
state-based validation strategy to detect TOCTOU bugs that
violate the mined atomicity rules based on state machines
encoding of common bug patterns.

» Based on these key techniques, we design KERAT, the first
systematic static approach for detecting TOCTOU bugs
caused by kernel races, via mining and checking atomicity
rules from the kernel code.

¢ We have evaluated KERAT on Linux-5.16, Linux-6.8 and
FreeBSD-14.1, and found 320, 315 and 36 real TOCTOU
bugs, respectively, with a false positive rate of 18.7%. We
manually check these bugs and find that 76 in Linux-5.16
have been fixed in Linux-6.8. Among the real bugs found in
Linux-6.8 and FreeBSD-14.1, 287 are identified as harmful,
and 65 of them have been confirmed by kernel developers.
10 bugs have received CVE IDs. We experimentally com-
pare KERAT to three related static approaches (LRSan [50],
CPALockator [2] and LR-Miner [31]), and KERAT finds
many real TOCTOU bugs missed by them.



FILE:

Linux-6.2/drivers/md/dm-ioctl.c

FILE: Linux-5.10/drivers/nvme/host/pci.c

FILE:

Linux-6.6/drivers/ufs/core/ufshcd.c

1807

1812.

1815.

1822.
1823.

1834.
1835.

. int check_version(..., struct dm_ioctl __user *user) {
// version is fetched from the user-space
if (copy_from_user(version, user->version, ...)

}_.f"(.\./ersion[oj I=...){ // Invalid check!

r = -EINVAL

returnr;

}

1945

2017

1969.
1970.
1971.

1988.

.intctl_ioctl(..., struct dm_ioctl __user *user) {

r = check_version(emd, user);

if (r)
return r;

./7.1.'0CTOU: user->version can be changed
r = copy_params(user, ...);

G

967. void nvme_handle_cqe(...) {

// .c:qe points to DMA memory
969. cqe = &nvmegq->cqes[idx];
-/71-:1valid check!
978. if (nvme_is_aen_req(..., cqe->command_id)) {
981. return ;
982. }
983.
// TOCTOU: cqe- d_id can be changed
984. req = blk_mq_tag_to_rq(..., cqe->command_id);

995. }

3035

3078

3082.

3086.

3119.

.int ufshcd_wait_for_dev_cmd(...) {
. :s.;.w.l:r-)_lock_irqsave{&hba->outstanding_lock, )

//It can be concurrently modified
hba->dev_cmd.complete = NULL;

spln_ unlock_irgsave(&hba->outstanding_lock, ...);

.

1474. int nvme_alloc_queue(...) {

// nvmeg->cqes is mapped as coherent DMA

1483. nvmeg->cqes = dma_alloc_coherent(...)

1507.}

5382

. void ufshed_compl_one_cqe(...) {

-/7.I-nvalid check!
5402. if (hba->dev_cmd.complete) {
././"-'II'OCTOU: hba->dev_cmd.complete can be NULL
5407. complete(hba->dev_cmd.complete);
5408. ufshed_clk_scaling_update_busy(hbal);
5409. }
5411.}

(a) User-space race TOCTOU (URT) bug

(b) Hardware-1/0 race TOCTOU (HRT) bug

(c) Kernel-space race TOCTOU (KRT) bug

Figure 2: Three types of example TOCTOU bugs in the Linux kernel.

2 Background and Motivation

In this section, we first introduce kernel TOCTOU bugs, then
show our study of Linux kernel patches fixing such bugs,
and finally analyze existing approaches for kernel TOCTOU
detection to reveal their limitations in detecting KRT bugs.

2.1 TOCTOU Bugs in OS Kernels

Time-of-Check-to-Time-of-Use (TOCTOU) bug, classified
as CWE-367 [17], represents a critical type of race condition
bug. Specifically, a variable can be modified between its check
and use operations, causing the checked value and used value
to be unexpectedly different. In this case, the attacker can
deliberately construct a safe value to bypass the security check
and then replace it with a malicious value in the variable used
to trigger dangerous vulnerabilities like buffer overflow or
division by zero. Some known kernel vulnerabilities [14—16]
are caused by TOCTOU bugs, and they cause serious security
problems like system crashes and privilege escalation.

In an OS kernel, TOCTOU bugs can be caused by various
race conditions during kernel execution. According to the
possible sources of these race conditions, kernel TOCTOU
bugs can be classified into three kinds:

(1) User-space race TOCTOU bug (URT bug). This kind
of bug is caused by a race condition in the data exchange
between the user space and kernel space. It is often introduced
when the kernel checks an attribute of a resource whose state
can be modified by a malicious user-space program after

the check but before the kernel completes its intended use.

Figure 2(a) illustrates a URT bug [20] in Linux 6.2. In the
function ct1_ioctl, the kernel checks the data field version
at Line 1815 after copying it from user space. After that, the
kernel directly copies the same user-space data at Line 1988
without re-checking. A malicious user-space program can
modify the data field version between its check and use,

thus bypassing the check. An attacker could exploit this bug
to make the kernel process an ioctl command with an incorrect
interface version, potentially leading to memory corruption.

(2) Hardware-1I/0 race TOCTOU bug (HRT bug). This
kind of bug is caused by a race condition in the data ex-
change between the hardware I/O and kernel space. The con-
dition often stems from the kernel interaction with hardware-
controlled resources like memory-mapped I/O or DMA
buffers, and thus the untrusted hardware can change the inter-
action data after the check but before the kernel completes its
intended use. Figure 2(b) illustrates a HRT bug [21] in Linux
5.10. In the function nvme_alloc_queue, a coherent DMA
buffer is allocated and stored in the variable nvmeq->cqges
at Line 1483. After that, in the function nvme_handle_cqe,
the kernel checks command_id from a cqe structure located
in the DMA buffer at line 978, and then it uses the identical
data field command_id at Line 984. Because the hardware
can synchronously modify the DMA memory, the value of
command_id can be changed between the check and its use.
An attacker can exploit this bug to pass an overlarge array
index to the kernel, potentially leading to buffer overflow.

(3) Kernel-space race TOCTOU bug (KRT bug). This kind
of bug is caused by a race condition in the concurrent execu-
tion of multiple kernel threads. It is often introduced when two
kernel threads concurrently access the same shared variable.
Specifically, one thread checks the validity of this variable and
then uses it, while another thread modifies this variable be-
tween its check and use. Figure 2(c) illustrates a KRT bug [22]
in Linux 6.6. In the function ufshcd_compl_one_cge, the
kernel checks whether the pointer hba->dev_cmd. complete
is null at Line 5402, and then uses it at Line 5407 if it is
non-null. However, another kernel thread concurrently exe-
cutes the function ufshcd_wait_for_dev_cmd that sets this
pointer to null at Line 3082. As a result, a malicious attacker
can exploit this bug to trigger a null-pointer dereference, even-
tually leading to system crash.



Patch Category by Keyword .
Bug TYPe 156TOU Double Fetch Invalid Check | 12! | Ratio
ORT 5 7 20 2 | 207%
HRT 6 3 14 23 | 11.3%
KRT 25 0 113 138 | 68.0%
Total 36 10 147 203 [100.0%

Table 1: Study result of Linux kernel TOCTOU patches.

2.2 Study of Linux Kernel TOCTOU Patches

To better understand kernel TOCTOU bugs, we conduct an
empirical study of Linux kernel patches from August 2020
to July 2025. There are over 300k patches in total, and thus
an exhaustive manual review is infeasible. To select those
involving TOCTOU bugs, we utilize a keyword-based search
to identify relevant patches, focusing on three categories of
keywords. The first category directly targets TOCTOU-related
discussions (e.g., “TOCTOU”, “time-of-check”); the second
category focuses on double fetch issues (e.g., “double-fetch”,
“second fetch”), as many TOCTOU bugs are reported with such
a description; and the third category includes keywords about
invalid checks (e.g., “recheck”, “invalid check”), as many
TOCTOU bugs make security checks invalid.

Patch identification. After the keyword-based search, we
get 860 patches for manual inspection. As for the “TOCTOU”
keyword category, there are 55 patches, and we find that 46
indeed fix TOCTOU bugs while 9 are unrelated to TOCTOU
(e.g., discussion of preventive mechanisms). As for the double
fetch category, we find that all the 10 patches indeed fix TOC-
TOU bugs. As for the “invalid check” keyword category, there
are 795 patches, and we find that 147 indeed fix TOCTOU
bugs while 648 are unrelated to TOCTOU. In total, we iden-
tify 203 patches fixing TOCTOU bugs for detailed analysis.
For each identified patch, we analyze the main source of the
fixed bug to classify it as a URT, HRT or KRT bug.

Study result. Table | shows our study result. From the
table, we find that 68.0% of kernel patches fixing TOCTOU
bugs target KRT bugs, indicating that kernel race is the most
common root cause of kernel TOCTOU bugs. In addition to
this, we analyze the lifetime of KRT bugs by studying the
time of bug introduction and patch submission, and find that
each KRT bug persists in the kernel over 5 years on average,
indicating the difficulty of KRT bug detection and fixing.
Based on these observations, KRT bugs should receive more
attention from kernel security researchers.

2.3 Static Analysis of TOCTOU Detection and
Concurrency Checking in OS Kernels

Static analysis is a classical technique of bug detection, and it
can conveniently achieve high coverage without actual pro-
gram execution. Existing static analysis approaches [7,11,33,
44,49, 58] have found various kinds of dangerous kernel bugs
(like memory leak, division by zero, null-pointer dereference

and uninitialized-variable access), indicating the powerful
capability of static analysis for kernel security.

Even though there is no static analysis approach explic-
itly designed for kernel TOCTOU detection, some existing
approaches are proposed to statically detect double fetch is-
sues [46,47,55], lacking-recheck bugs [50], unsafe hardware
accesses [6,35] or data races [2, 19, 31,45], which can cause
TOCTOU bugs in particular situations. In Table 2, we se-
lect six representative approaches to analyze their TOCTOU
detection capabilities and the reasons for missing KRT bugs.

The approaches of double-fetch and lacking-recheck de-
tection focus on checking the propagation of the data copied
from the user space, by using pattern-based methods, error
code analysis or symbolic execution. Some issues found by
these approaches can indeed cause URT bugs, due to incorrect
check-use operations of the user-space data. However, they
are ineffective in detecting KRT bugs, as they do not consider
kernel concurrency and shared variables.

The approaches of unsafe hardware access detection focus
on identifying mapped-I/O or DMA accesses for security
validation with pattern-based methods. Some issues found by
these approaches can indeed cause HRT bugs, due to incorrect
check-use operations of the hardware data. However, these
approaches are also ineffective in detecting KRT bugs, as they
also do not consider kernel concurrency and shared variables.

The existing approaches of data race detection focus on
identifying shared variables and checking the lock protection
of these variables, by using static lockset analysis or mining
locking rules. Some issues found by these approaches can
indeed cause KRT bugs, due to lacking lock protection for the
check or the use operation of the shared variable. However,
many KRT bugs are actually caused by atomicity violations,
not data races. For example, supposing v is a shared variable,
the operation sequence {lock(v) — check(v) — unlock(v) —
lock(v) — use(v) — unlock(v)} does not cause a data race, but
it causes an atomicity violation of the check-use operations
on v, leading to a KRT bug. Moreover, among the reported
data races, these approaches fail to automatically identify
those that can cause KRT bugs, and they do not analyze the
check-use operations of shared variables. Thus, identifying
KRT bugs still requires much manual effort for checking the
reported data races. These approaches are thus very limited
in the task of KRT bug detection.

As described in Section 2.2, we find that over 68% of ker-
nel TOCTOU bugs are actually KRT bugs, but there is still
no systematic approach that focuses on detecting KRT bugs.
Thus, it is important to design such a new approach to fill this
research gap of kernel security.

3 Basic Idea and Challenges

As KRT bugs are introduced by atomicity violations in the
check-use operations of specific shared variables, our basic



TOCTOU Detection

Approach Target Bug URT HRT KRT Reason for Missing KRT Bugs

Wang et al. [46] Double fetch ° ¢) ¢) Neglecting kernel concurrency and shared variables
DEADLINE [55] Double fetch ° @) Neglecting kernel concurrency and shared variables
LRSan [50] Lacking recheck ° ) ) Neglecting kernel concurrency and shared variables
SADA [6] Unsafe DMA access ) ° @) Neglecting kernel concurrency and shared variables
LR-Miner [31] Data race @) @) ) Neglecting the atomicity of check-use operations
CPALockator [2] Data race ) ) ) Neglecting the atomicity of check-use operations

KERAT (our work) | KRT bug @) @) ° Solution: Mining atomicity rules about kernel concurrency

Table 2: Comparison of state-of-the-art static approaches that can find kernel TOCTOU bugs.

idea for KRT bug detection is to statically detect such atomic-
ity violations in kernel code. However, achieving this is still
difficult and requires addressing two important challenges:

(C1) How to mine atomicity rules, i.e. which lock should
protect the check-use operations of which shared variable?
The most relevant approach is LR-Miner [31] that mines lock-
ing rules describing which lock should protect which shared
variable. Although locking rules and atomicity rules are sim-
ilar, they still have very different targets of lock protection.
The target of a locking rule is each access of a shared variable,
while the target of an atomicity rule is each check-use pair of
a shared variable. In other words, obeying locking rules does
not mean obeying atomicity rules. As a result, a new method
is required to mine atomicity rules from kernel code.

(C2) How to use the mined atomicity rules to effectively
detect KRT bugs? Different from data races that have just one
occurrence pattern namely lacking lock protection of single
variable access, KRT bugs have multiple occurrence patterns
involving lock-acquire/release and variable-check/use opera-
tions about the corresponding atomicity rule. Thus, KRT bug
detection is more complex than race detection. Moreover, the
OS kernel has a very large code base (e.g., Linux-6.8 con-
tains over 17 million lines of source code, according to the
calculation result of CLOC [10]), and it heavily uses point-
ers and data structures, so achieving both good accuracy and
efficiency of atomicity rule validation is challenging.

4 Key Techniques

To address the two challenges mentioned in Section 3, we
propose two key techniques. To solve C1, we propose an
atomicity-rule mining method to effectively identify which
lock should protect the check-use operations of which shared
variable; and to solve C2, we propose a state-based validation
strategy to detect KRT bugs that violate the mined atomicity
rules. We will introduce these two key techniques as follows:

4.1 Atomicity-Rule Mining Method

As locking rules are similar to atomicity rules, an intuitive
way to perform KRT bug detection is to simply tune LR-
Miner [31]. However, after analyzing its process of locking

Thread 1

void atomicity_violation(struct device *dev) {
spin_lock(&dev->lock);
if (dev->state == STATE_A) { // Check with the lock
spin_unlock(&dev->lock);
...// TOCTOU window
spin_lock(&dev->lock);
dev->state = STATE_C; // Use with the lock

}
spin_unlock(&dev->lock);

Thread 2

void locked_state_update(struct device *dev) {
spin_lock(&dev->lock);
dev->state = STATE_B; // Modification with the lock
spin_unlock(&dev->lock);

Figure 3: KRT bug example that obeys the locking rule.

rule mining, we find this way infeasible, as LR-Miner has two
inherent and significant limitations for KRT bug detection:

(L1) Locking rule fails to guarantee atomicity. A locking
rule requires that each single access to a shared variable is
protected by a lock. However, a KRT bug is actually caused
by an atomicity violation, not just by a data race completely,
where the check-use operations of a shared variable must
be protected together. Figure 3 illustrates this problem. In
Threadl and Thread2, every individual access (the check and
the use of dev->state) is protected by dev->1lock. Thus,
the code obeys the locking rule about dev->state. However,
as the check and use occur in separate critical sections in
Threadl, a TOCTOU window still exists so that Thread2 can
change dev->state, leading to a KRT bug. Thus, locking
rules are unsuitable for KRT bug detection.

(L2) Statistical method of locking rule mining can miss
many real atomicity rules. For accuracy, LR-Miner uses a
statistical method for locking rule mining, by collecting two
key numbers for the given data field AP, (using the access
path form, namely AP in short) and lock field AP;: the num-
ber num,;; of all the calling contexts containing accesses to
AP,, and the number nump,yrecreq Of calling contexts contain-
ing the locking relation (AP,, AP;) that indicates the access
to AP, is protected by AP;. If the proportion of numposecred
among numygy; is larger than a threshold 7 (set to 0.7 in the
LR-Miner paper), and at least one of all the accesses is a
write, LR-Miner mines a locking rule (AP,, AP;) that the data



FILE: linux-5.16/drivers/tty/mxser.c
971. int mxser_put_char(struct tty_struct *tty, ...) {

// Invalid check!
979.  if (info->xmit_cnt >= SERIAL_XMIT_SIZE - 1)
980. return 0;

982. .s.;;i.r.r_Iock_irqsave(&info->slock, flags);

// TOCTOU: xmit_cnt may exceed SERIAL_XMIT_SIZE
985. info->xmit_cnt++;
986.  spin_unlock_irgrestore(&info->slock, flags);

089, )

992. void mxser_flush_chars(struct tty_struct *tty) {

996. l.').‘"(..'.info->xmit_cnt ] ...) // Read without lock protection
997. return;

1001. }

1012. unsigned int mxser_chars_in_buffer(struct tty_struct *tty) {
1013. struct mxser_port *info = tty->driver_data;

1014. return info->xmit_cnt; // Read without lock protection
1015. }

NOTE: info->xmit_cnt is often read without lock protection!

Figure 4: A KRT bug missed by statistical mining.

field AP, should be protected by the lock field AP;. How-
ever, this statistical method fails to consider that there may be
many intentional reads of shared variables without lock pro-
tection, and thus can miss many real atomicity rules that have
a low lock-protection proportion. Figure 4 shows a real-world
example. The mxser driver contains numerous intentional
reads of info->xmit_cnt for performance reasons (e.g., in
mxser_flush_chars). These benign read-side races, which
are intentionally performed without lock protection, cause the
lock-protection proportion of info->xmit_cnt to fall well
below the threshold 7. As a result, the statistical method fails
to identify the real atomicity rule about info->xmit_cnt and
thus misses the real KRT bug in the code.

Method design. To solve these limitations, we give up min-
ing locking rules or using statistical methods, and instead pro-
pose to mine atomicity rules in a more precise way. Accord-
ingly, we specify the definition of an atomicity rule, namely
the check and subsequent use operations of a shared structure
field must be protected together by a lock field. In other words,
an atomicity rule emphasizes the atomicity property of the
check-use operations of a shared data field, which is different
from a locking rule that focuses on the atomicity property of
single access to a shared data field.

Overall, our method automatically mines atomicity rules
from the kernel code, with two main steps: (S7) It first iden-
tifies the data fields that are used in security checks. (S2) It
examines whether the modification of a checked data field
is always protected by a specific lock field; if so, it consid-
ers the check-use operations of this checked field should be
protected by the lock field, which is a mined atomicity rule.
Different from the statistical method that requires a threshold,
our method examines the consistency of lock protection for

FILE: Linux-5.16/drivers/tty/mxser.c

992. void mxser_flush_chars(struct tty_struct *tty) {
993.

994. struct mxser_port *info = tty->driver_data;
995.

996.  if (linfo->xmit_cnt || tty->flow.stopped ...)
997. return;

struct_name:
tty_struct

1001. }

1417. void mxser_set_termios(struct tty_struct *tty) {
1418. struct mxser_port *info = tty->driver_data;
1435. lf ?fnfc->board->must_hwid)

1443.} Checked field

(a) Part of the mxser driver code in Linux 5.16 (b) Checked fields in field graph

Figure 5: Example of identifying checked fields.

data field modification, to effectively reduce the imprecision
introduced by intentional reads of the data field.

Note that to handle the complex nested data structures
prevalent in the kernel, our method uses field graphs [31]
to precisely identify whether a checked variable and a lock
belong to the same parent data structure, even when they
are deeply nested. Specifically, A field graph is defined as
FG = (N,E), where N is a set of nodes, and each node rep-
resents a field that can be in the lower-layer structure. E is
a set of edges, and each edge is labeled with a field and rep-
resents how a lower-layer structure field is accessed from a
higher-layer structure.

S1: Checked-field identification. In this step, our method
performs a flow-sensitive and inter-procedural analysis to
identify all the data fields used in conditional statements that
are possible security checks. The analysis traverses the ker-
nel’s control-flow graphs at the code-path level. When it pro-
cesses an instruction in the code path, it simultaneously per-
forms two key tasks, namely dynamically updating a field
graph to map out structure field relationships, and inspecting
conditional statements to find each checked variable. When
a conditional statement is encountered, the analysis extracts
the variables involved in the condition. Then, the analysis
immediately uses the current state of the field graph to resolve
these variables to their access paths, making the identification
process field-sensitive. These resolved fields are recorded as
“checked fields”, which are the candidate targets of atomicity
rule mining in the next step.

Example. Figure 5(a) shows a part of the mxser driver code in
Linux 5.16. The field graph of the structure variable tty is in-
crementally built in Figure 5(b). For instance, when analyzing
the instruction info = tty->driver_data at Line 994, our
method creates an edge labeled driver_data from the exist-
ing node n/ (tty) to anew node n2 (info). Then, when reach-
ing the conditional statement at Line 996, our method identi-
fies that info->xmit_cnt and tty->flow.stopped are two
checked fields, corresponding to the nodes n4 and n6 dynam-
ically created in the field graph. Similarly, when reaching
the conditional statement at Line 1435, our method identifies
info->board->must_hwid as another checked field match-
ing the node n7 dynamically created in the field graph.



AtomicityRuleMining(CP;,,,CF ;)
Input: CP,,,: Set of the code paths, CF,: Set of the checked fields identified in S/
Output: AtomicityRuleSet: Set of the mined atomicity rules

1: CandPairSet < 0

2: foreach code path cp in CPy,, do

3 FieldGraph < 0; LockSet < 0

4 foreach inst in cp do

5 update FieldGraph and LockSet based on inst
6: if inst is a variable-modification instruction then
7.
8
9

var < GetModifiedVar(inst)
foreach lock in LockSet do
Ancestor +— FindCommonAncestor(var, lock, FieldGraph)

10: if Ancestor # NULL then

11: AP, < GetAccessPath(var, Ancestor, Field Graph)
12: APy, < GetAccessPath(lock, Ancestor, FieldGraph)
13: if IsCheckedField(AP,,,,CF,.,) then

14: Insert (AP.qr,APioer) into CandPairSet

15: end if

16: end if

17: end foreach

18: end if

19: end foreach

20: end foreach

21: AtomicityRuleSet < CandPairSet
22: foreach code path cp in CPy, do
23: FieldGraph < 0; LockSet + 0

24: foreach inst in cp do

25: update FieldGraph and LockSet based on inst

26: if inst is a variable-modification instruction then

27: var + GetModifiedVar(inst)

28: foreach (AP,,AP,) in CandPairSet do

29: if FieldFormMatch(var, AP, , FieldGraph) then
30: if AP, ¢ FieldFormMatchSet(LockSet, FieldGraph) then
31: Remove (AP,,AP;) from AtomicityRuleSet
32: end if

33: end if

34: end foreach

35: end if

36: end foreach
37: end foreach
38: return AtomicityRuleSet

Figure 6: Atomicity-rule mining algorithm.

S2: Atomicity-rule mining. For each checked field identified
in S1, this step determines whether it is consistently modified
with lock protection, to mine the related atomicity rules. Fig-
ure 6 shows the detailed mining process, which consists of
two main phases:

In the first phase (Lines 1-20), our method identifies each
candidate pair of the modified data field and its protected lock
field. It first initializes an empty set CandPairSet that stores all
the candidate pairs. Then, it traverses the control-flow graphs
of the kernel code via code paths. For each code path, it
dynamically maintains a field graph FieldGraph and a lockset
LockSet by analyzing each instruction in this code path. When
encountering a variable-modification instruction, it gets the
modified variable var. For this variable, our method gets each
protecting lock lock in LockSet, and validates whether var
and lock are different fields but in the same data structure by
checking whether the nodes representing var and lock have
a common ancestor (representing a common higher-layer
structure) in FieldGraph. If so, our method gets the access
paths AP, and APy, of var and lock, respectively. If AP,
is a checked field in CPy,, identified in S1, (AP,q,APjock) 18
considered as a candidate pair of the atomicity rule, and thus
this pair is added to CandPairSet.

FILE: linux-5.16/drivers/tty/mxser.c

Simplified Code Path CP1:
mxser_activate
--spin_lock_irgsave(&info->slock, flags); [Line 730] // Lock
-- mxser_change_speed [Line 798]
-- mxser_handle_cts [Line 636]
- tty->hw_stopped = 1; [Line 554] // Modification

Simplified Code Path CP2:
mxser_set_termios
-- tty->hw_stopped = 0; [Line 1427] // Modification without info->slock

Inconsistent lock protection about tty->hw_stopped and info->slock

Simplified Code Path CP3:
mxser_interrupt
-- spin_lock(&info->slock); [Line 1754] // Lock
-- mxser_port_isr [Line 1756]
-- mxser_transmit_chars [Line 1661]
- info->xmit_cnt--; [Line 514] // Modification

Simplified Code Path CP4:

mxser_put_char
-- spin_lock_irgsave(&info->slock, flags); [Line 982] // Lock
-- info->xmit_cnt++; [Line 985] // Modification

Simplified Code Path CP5:

mxser_write
-- spin_lock_irgsave(&info->slock, flags); [Line 953] // Lock
-- info->xmit_cnt += c; [Line 956] // Modification

The modification of info.xmit_cnt is always protected by info.slock
An atomicity rule is mined: <info.xmit_cnt, info.slock>

Figure 7: Example of mining atomicity rules.

In the second phase (Lines 21-38), our method checks each

candidate pair collected in the first phase, to extract atomic-
ity rules. It first puts all the candidate pairs in CandPairSet
into AtomicityRuleSet. Similar to the first phase, our method
analyzes each code path in the kernel code, dynamically main-
tains a field graph FieldGraph and a lockset LockSet in the
code path, and handles each variable-modification instruction.
For each modified variable var, our method analyzes each
candidate pair (AP,,AP;) in CandPairSet, to check whether
the accessed data field AP, can match the data field of var ac-
cording to FieldGraph. If so, our method checks whether the
corresponding lock field AP; has a matched lock in LockSet. If
not, our method considers that the modification of AP, is not
always protected by AP;, namely (AP,,AP,) cannot be iden-
tified as a valid atomicity rule, and thus this pair is removed
from AtomicityRuleSet. After traversing the code paths, our
method returns the final AtomicityRuleSet that stores all the
mined atomicity rules.
Example. Figure 7 illustrates the process of atomicity rule
mining in the mxser driver source code. As for the data field
tty->hw_stopped, although its modification is protected by
the lock field info->slock in the code path CP1, there still
exists a code path CP2 where info->slock does not protect
its modification, so our method does not extract an atom-
icity rule about these two fields. As for another data field
info->xmit_cnt, our method finds that its modification is
always protected by the lock field info->slock in all the ana-
lyzed code paths like CP3, CP4 and CP5, and thus our method
extracts an atomicity rule (info.xmit_cnt,info.slock).
This atomicity rule indicates that the check-use operations of
the data field info.xmit_cnt should be protected together
by the lock field info.slock.



FSMggr1 = (¥,S1,50,91,Skrr)

FSMggr2 = (¥,S2,50,92, Skrr)

Target patterns: DanPatl, DanPat2

Target patterns: DanPat3, DanPat4

S1 ={80,84,Sc.A,Sc,Skrr}

Sa. The lock has been acquired.

Sc-a. The lock has been acquired after the check.

Sc. The check operation has occurred without the lock is held.

S2 = {80,54,84-C,Sa-C-R, SA-C-R-A» SKRT }

Sa. The lock has been acquired.

Sa-c. The check operation has occurred while the lock is held.

Sa-c-r- The lock has been released after the lock-check sequence.

Sa-c-r-A- The lock has been re-acquired after the lock-check-unlock sequence.

Y = {lock,unlock,check,use}

lock. The acquisition of lock field occurs.

unlock. The release of lock field occurs.

check. The check operation of the data field occurs.
use. The use operation of the data field occurs.

Y = {lock,unlock,check,use}

lock. The acquisition of lock field occurs.

unlock. The release of lock field occurs.

check. The check operation of the data field occurs.
use. The use operation of the data field occurs.

use

check/use
ck

check

check/use check
oc|

check

check use

Table 3: Two built FSMs of KRT bug detection.

lock(l) check(v) check(v) lock(l) lock(l)
check(v) [|rocrou window| |TocToU window| [check(v) check(v)
use(v) use(v) lock(l) unlock(l) unlock(l)
unlock(l) use(v) TOCTOU Window | | TOCTOU Window
unlock(l) use(v) lock(l)
use(v)
unlock(l)
SafePatl DanPatl DanPat2 DanPat3 DanPat4
H_J AN ~ J
Safe case Atomicity rule violations leading to KRT bugs!

Figure 8: Five patterns of lock and check-use operations.

4.2 State-Based Validation Strategy

Pattern study. Section 4.1 mines atomicity rules by vali-
dating whether the modification of a checked data field is
always protected by a specific lock field. In other words, for
a mined atomicity rule, the check-use operations of the data
field should be protected together by the lock field. Otherwise,
an atomicity rule violation can lead to a KRT bug. To detect
atomicity rule violations, we first study all the possible pat-
terns of lock and check-use operations involving the data and
lock fields. We find that there are five possible patterns, as
shown in Figure 8.

The pattern SafePat! is the safe case as it obeys the atom-
icity rule, and the other four patterns are dangerous cases as
they violate atomicity rules and can cause KRT bugs:

* DanPatl: Neither the check nor use operation is protected
by the lock, so a TOCTOU window exists between the
check and use operations.

* DanPat2: The use operation is protected by the lock, but the
check operation is not protected, so a TOCTOU window
exists between the lock-acquire and use operations.

* DanPat3: The check operation is protected by the lock, but
the use operation is not protected, so a TOCTOU window
exists between the lock-release and use operations.

* DanPat4: The check and use operations are separately pro-
tected by the lock, but not together, so a TOCTOU window
exists between the lock-release and lock-acquire operations.

State tracking. To effectively detect KRT bugs that are
caused by these four dangerous patterns, we design a state-
based strategy that builds and uses two finite state machines
(FSMs) to track the program state using dataflow analysis.
The two FSMs are defined in Table 3. Specifically, FSMgrr;
is used to detect DanPatl and DanPat2, while FSMggp> is
used to detect DanPat3 and DanPat4. In the two FSMs, all
the states are named based on the sequence of the already per-
formed operations (A for lock acquiring, C for variable check,
and R for lock release). Specifically, the state transitions of
detecting the four dangerous patterns based on the two FSMs
are explained as follows:

check use

e DanPatl: {Sy —— S¢c — Skrr} in FSMkgy;.

check lock use

e DanPat2: {Sy —— S¢ — Sc.a — Skrr} in FSMgrr;.

lock heck lock Y .
e DanPat3: {S LN Sa RN Sac o, SA-C.R ey Skrr} in

FSMggr>.
lock heck Jock lock 5
e DanPat4: {So —>UC Sa —>C c Sa-c _)un o SA-C-R —>0L SA-C-R-A u—w>
Skrr} in FSMggr.

The two FSMs also handle other cases that never cause
KRT bugs. For example, as the safe pattern SafePatl, its

.. . lock heck
state transitions in FSMggryp; are {So LN Sa AN Sa e,

Sp A%, §0 1, which never reaches the buggy state Skr. Note

that although the two FSMs involve lock-related operations,
they are just used for KRT bug detection in our strategy, and
they are not applicable to detecting other lock-misuse bugs
such as the double locks and missing unlock, due to lacking
the corresponding state transitions.

In fact, we believe it is possible to combine the two FSMs
into a large and unified one, but there would be over ten states
and dozens of state transitions in this combined FSM, mak-
ing it too complex to build, track or explain. During dataflow
analysis, our strategy executes two separate tasks to simulta-
neously track the program state based on the two FSMs. If
any task reaches the buggy state Skgr, our strategy reports a
possible KRT bug.



FILE: linux-5.16/drivers/tty/mxser.c
971. int mxser_put_char(struct tty_struct *tty, ...) {

// Invalid check!
979. if (info->xmit_cnt >= SERIAL_XMIT_SIZE - 1)
980. return O;
982. spm_ lock_irgsave(&info->slock, flags);
// TOCTOU: xmit_cnt may exceed SERIAL_XMIT_SIZE
985 info->xmit_cnt++;
986. spin_unlock_irgrestore(&info->slock, flags);

989. }

check lock use 1
FSMirrs CSo Yine ot Sc e setfSca e sbi Siar )KRT BUG!

check lock use unloc
FSMKRTZ Line 979 Line 982Line 985(L'\ne 986

Figure 9: Example of state-based validation.

Alias relationship handling. Because a KRT bug involves a
checked/used variable and a lock variable, the alias relation-
ships of these two variables should be analyzed. Otherwise,
false positives and negatives can occur for KRT bug detec-
tion. For example, suppose the lock field is assigned to a
local variable, and then this local variable is used for lock-
acquiring/release operations. If the alias relationship between
the lock field and the local variable is neglected, FSMkgrr; can
report a false bug involving DanPatl, even though the true
case is SafePatl, as FSMkgr; fails to find the lock field in the
lock-acquiring operation. Another example is that, the data
field is assigned to a local variable, then this local variable is
checked without lock protection, and finally the data field is
used without lock protection. If the alias relationship between
the data field and local variable is neglected, FSMggr; cannot
track the program state to reach Sxgr and thus would miss
this real bug involving DanPatl.

To handle the above alias relationships, similar to Sec-
tion 4.1, our strategy also builds and analyzes field graphs
during dataflow analysis. Moreover, inspired by recent alias-
based static approaches [32,33,43,56], our strategy maintains
the program state at the granularity of aliased sets, not vari-
ables. Specifically, it identifies the aliased variables from the
built field graphs, and stores them in an alias set. During state
tracking, our strategy maintains the state of each alias set,
and thus it does not need to synchronize the states of all the
aliased variables, which is time-consuming and error-prone.

Inter-procedural analysis. In some cases, lock-related and
variable-check/use operations are in different functions, and
thus it is necessary to perform state tracking across func-
tions. To accelerate the datatlow analysis of large-scale kernel
code, our strategy uses function summaries to reduce repeated
analysis for inter-procedural validation. Specifically, after the
intra-procedural analysis of a function, our strategy creates a
summary for it. This summary stores an ordered list of pairs
(operation,AP), where operation is one of the four actions
(lock, unlock, check and use) and AP is the access path of
the involved variable or lock. When our strategy encounters
a call to a function that already has a summary, it directly
instantiates this summary using the actual arguments of the
call site, instead of re-analyzing the function body.

OS kernel
source code
KERAT
h 4 * * *
Clang Function ]
compiler analyzer Rule miner |__: Bug detector
| T T T
[ bylil.e\::'glde [Function info EAtomicity rules [ KRT bugs J
!

Figure 10: KERAT architecture.

Example. Figure 9 illustrates how our strategy detects the
KRT bug presented in Figure 4. According to the atomicity
rule (info.xmit_cnt,info.slock) mined in Figure 7, the
check-use operations of info.xmit_cnt should be protected
together with info.slock, and thus our strategy instantiates
the two FSMs in Table 3 using the two fields and performs
state tracking in the function mxser_put_char. There are
four key operations in order, as shown in the figure, and
thus our strategy finds that the program state reaches Skgr in
FSMkrry, and accordingly reports a KRT bug.

5 KERAT Approach

Based on the two key techniques introduced in Section 4,
we design KERAT, the first systematic static approach for
detecting TOCTOU bugs caused by kernel races. We have im-
plemented KERAT with about 12K lines of C++ code based
on the Clang compiler [9], and it performs automated static
analysis on the kernel LLVM bytecode. Figure 10 shows the
architecture of KERAT, which has three phases:

Phasel: Code compilation. The Clang compiler first com-
piles the kernel source files into LLVM bytecode files. Then,
the function analyzer collects each function’s information
(including the name and body location) in a database, for
inter-procedural analysis in the subsequent phases.

Phase2: Atomicity-rule mining. The rule miner uses our
atomicity-rule mining method in Section 4.1, to mine atomic-
ity rules from kernel code. Note that to handle global locks
and variables that are not passed as function arguments, it
introduces a virtual root node in the field graph to serve as the
common ancestor for global data and function arguments.

Phase3: KRT bug detection. The bug detector uses our
state-based validation strategy in Section 4.2, to detect KRT
bugs that violate the mined atomicity rules. To drop false
positives, the detector checks the code-path feasibility using
an SMT solver Z3 [57], and neglects module initialization
and removal functions by search for the keywords like “probe”
and “remove”, as there is no concurrency during the execution
of such functions [19,31,45]. To avoid duplicate reports for
the same bug found via different code paths, the detector
guarantees that each reported bug has unique locations of the
related check-use operations in the source code.



0S Version | Release year | Source files (*.c) LOC
Linux 5.16 2022 30.7K 15.9M

6.8 2024 337K 17.8M
FreeBSD 14.1 2024 19.9K 9.3M

Table 4: Information about the checked OS kernels.

Description Linux-5.16 | Linux-6.8 | FreeBSD
Code analysis Source files (analyzed/all) | 21.3K/30.7K | 23.8K/33.7K |4.2K/19.9K
Code lines (analyzed/all) |13.0M/15.9M | 14.7M/17.8M | 3.4M/9.3M
Rule Checked data fields 120.1K 133.8K 29.3K
© |Mined atomicity rules 1.9K 1.9K 0.4K
Handled state transitions 1.IM 1.2M 0.2M
Bug detecti Violated atomicity rules 242 252 22
Dropped false bugs 448 398 35
Found KRT bugs (real/all)|  320/392 315/388 36/45
Rule mining 15h27m 19h41m 4h19m
Time usage |Bug detection 5h36m 8h57m 2h18m
Total time 21h03m 28h38m 6h37m

Table 5: Analysis results of the three OS kernels.

6 Evaluation

We utilize KERAT to check three OS kernels: Linux-5.16,
Linux-6.8 and FreeBSD-14.1. Among them, Linux-6.8 and
FreeBSD-14.1 are the latest minor kernel release versions as
of the KERAT implementation, and Linux-5.16 is selected to
validate whether KERAT can find known bugs. Table 4 de-
scribes the kernels, including the release year and the number
of source code lines as counted by CLOC [10]. For the Linux
kernels, we use the allyesconfig kernel configuration to enable
as much code as possible for the x86-64 architecture. Because
the FreeBSD kernel provides no such a configuration, we use
its default GENERIC configuration file. We run the evaluation
on a regular x86-64 PC equipped with sixteen Intel Xeon
CPU@2.10GHz cores and 128GB of physical memory.

6.1 Bug Detection

We run KERAT to automatically mine atomicity rules and
detect KRT bugs in the three target OS kernels. Then, we man-
ually study all the bugs found by KERAT to check whether
they are real. Table 5 summarizes the analysis results. We
make the following observations:

Code analysis. KERAT is scalable to a large code base, and
it in total analyzes 31.1M lines of code across 49.3K source
files within less than 57 hours. The remaining source files
are not analyzed because they are not enabled by the selected
configurations. We believe that KERAT could find more bugs
if these files are enabled with suitable kernel configurations.

Atomicity-rule mining. Across the three kernels, KERAT
identifies over 283K data fields used in possible security
checks. By analyzing the modification and lock usage of these
data fields, it successfully mines 4.2K atomicity rules. Besides
KRT bug detection, we believe that these mined atomicity
rules can also help to improve kernel concurrency documen-
tation and develop secure kernel code.
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Figure 11: Security impact of KRT bugs across kernels.

KRT bug detection. According to the mined atomicity rules,
KERAT handles 2.5M state transitions during state tracking
with the two FSMs in Table 3. Among the 4.2K mined atom-
icity rules, KERAT discovers that 516 are violated, leading to
825 KRT bugs found in total. Two master’s students spent 24
hours studying these found bugs, and identified 671 of them
to be real bugs. Note that KERAT drops 881 false bugs due
to their infeasible code paths and non-concurrency functions,
and it achieves a low false positive rate of 18.7%.

Among the 320 real bugs found in Linux-5.16, 76 have been
fixed in Linux-6.8, indicating that KERAT can find known
KRT bugs. Among the 315 real bugs found in Linux-6.8, 244
are inherited from Linux-5.16 (so they have been present for
at least two years), and 71 are introduced in newly-developed
kernel code, indicating KERAT can find new KRT bugs.

Bug features. We manually analyze the 671 real KRT bugs
found by KERAT, and find some interesting features. First,
78% of the found bugs are in drivers, and the remaining are in
the sound subsystem, filesystems and network modules, indi-
cating drivers may be more error-prone than other kernel parts.
Second, 15% of the found bugs involve multiple function calls
between the check and use operations, indicating the com-
plexity of these bugs. Finally, 65%, 30% and 5% of the found
bugs occur due to variable reads, dereferences and writes for
the use operations, respectively, indicating check-read pairs
may be more error-prone in kernel TOCTOU situations.

Security impact of the found bugs. We manually check
the source code of the 671 real KRT bugs to identify their
security impact. Among them, 122 bugs are considered to
have no security impact, as the involved shared variables are
used for non-core functionalities like log printing and code
debugging. The remaining 549 bugs are considered to be
harmful, and we classify them into four categories:

C1) Memory corruption. 167 bugs (including 72 for Linux-
5.16, 86 for Linux-6.8 and 9 for FreeBSD-14.1) can cause
use-after-free, out-of-bounds-write and double-free issues, as
the involved shared variables are used for memory-free and
buffer-bound-check operations. The attacker can exploit these
bugs to corrupt memory and cause security problems like
privilege escalation.



C2) System crash. 187 bugs (including 93 for Linux-5.16,
84 for Linux-6.8 and 10 for FreeBSD-14.1) can cause null-
pointer dereferences and division-by-zero issues, as the in-
volved shared variables are used for null-check and integer-
division operations. The attacker can exploit these bugs to
crash the kernel and cause denial of service.

C3) Undefined behavior. 112 bugs (including 55 for Linux-
5.16, 51 for Linux-6.8 and 6 for FreeBSD-14.1) can cause
overlength bit shifting, signed integer overflow and other unde-
fined behavior issues, as the involved shared variables are used
for bit-shift and special-value-check operations. The attacker
can exploit these bugs to make kernel execution unexpected
and thus lead to denial of service.

C4) Logic error. 83 bugs (including 42 for Linux-5.16, 37
for Linux-6.8 and 4 for FreeBSD-14.1) can cause unexpected
execution of kernel logic, as the involved shared variables are
used for important semantics. The attacker can exploit these
bugs to cause kernel malfunctions and denial of service.

Bug reporting. For the 287 harmful KRT bugs in Linux-6.8
and FreeBSD-14.1, we have reported them to kernel devel-
opers, and 65 of them have been confirmed. Our 21 patches
fixing 36 bugs have been applied, and 55 confirmed bugs
have been fixed. We are still waiting for the response on the
remaining bugs. Furthermore, 10 confirmed bugs have been
assigned CVE IDs. Some kernel developers also express their
willingness to use KERAT for continuous kernel analysis and
to add the mined atomicity rules into kernel documentation.

6.2 False Positives and Negatives

False positives. KERAT still reports 154 false bugs in the
three checked OS kernels, for three main reasons:

First, 76 false bugs are introduced due to mining incorrect
atomicity rules about lock over protection. Indeed, in some
cases, multiple data fields are always modified together with
lock protection in the code, but only one of them is actually
the protection target. KERAT then mines incorrect atomic-
ity rules about the other data fields. We infer that lock over
protection occurs because the developers are uncertain about
which data field should be protected by which lock, and thus
just blindly use lock protection for all the shared data fields.

Second, 40 false bugs are introduced due to redundant vari-
able checks that have no meaningful relation to subsequent
variable uses. For example, a null check is placed before the
memory-free operation due to defensive programming style,
and KERAT reports a bug where a TOCTOU window can oc-
cur between the check and memory-free operation. However,
it is safe to free a null pointer, so this reported bug is false.

Finally, 38 false bugs are introduced due to complex situa-
tions that KERAT does not handle, including multiple nested
loops and array element accesses with non-constant indices.

False negatives. KERAT can still miss some real KRT bugs
for two main reasons:

First, KERAT mines an atomicity rule only when the mod-
ification of a data field is always protected by a lock field.
However, in some cases, the modification of a data field is
protected by non-lock synchronization primitives (like wait
queues and reference counts) that are neglected by KERAT.
Thus, KERAT fails to mine the atomicity rules about these
primitives and thus misses the related KRT bugs.

Second, KERAT does not handle the functions and macros
for atomic variable modification (like atomic_set in Linux).
As it fails to mine atomicity rules about atomic variables, it
misses the related KRT bugs.

6.3 Case Studies of the Found KRT Bugs

Figure12 shows three KRT bugs found by KERAT in Linux
and FreeBSD that have been confirmed.

Memory corruption in Linux SCSI driver. In Figure 12(a),
Thread] assigns the pointer nvmebuf with the shared buffer
pointer ctxp->rgb_buffer (D) that is non-null, and passes
the null check of this pointer ((2)). After that, Thread2 as-
signs the pointer nvmebuf with the shared buffer pointer
ctxp->ragb_buffer (), and also assigns this shared pointer
with null (@). It then invokes the pointer’s member function
ragb_free_buffer to free the buffer memory of nvmebuf
(®). Afterwards, Thread1 uses the member of nvmebuf (),
causing a use-after-free issue. This bug can be exploited to
corrupt the memory of a data buffer and inject malicious data.

System crash in FreeBSD LAGG network module. In
Figure 12(b), Threadl checks whether the shared variable
sc->sc_proto is PROTO_NONE representing the empty pro-
tocol ((D), and this check is passed because the protocol is
not empty. Thread?2 calls the function lagg_proto_detach
(@) that assigns the shared variable sc->sc_proto with
PROTO_NONE to clear the protocol ((3)). Then, Thread1 calls
the function lagg_proto_start (@) that uses the member
pr_start of the element lagg_protos[sc->sc_proto]

(®). Because sc->sc_proto is PROTO_NONE at this time,
lagg_protos[sc->sc_proto] is a null pointer due to the
empty protocol, causing a null-pointer dereference. This bug
can be exploited to cause system crash and denial of service.

Undefined behavior in Linux HWMON driver. In Fig-
ure 12(c), Threadl checks whether the shared integer vari-
able data->fan_source[chan] is SOURCE_INVALID that
represents the invalid source namely Oxff ((D), and this
check is passed because the fan source is valid. Thread2
assigns the shared variable data->fan_source [chan] with
SOURCE_INVALID to set an invalid state of the fan source
(). Then, Threadl utilizes data->fan_source[chan] as
the length of bit shifting for an unsigned integer 1 ((3)). Be-
cause this variable is Oxff at this time, which exceeds the
length of the unsigned integer, an undefined behavior occurs.
This bug can be exploited to interfere driver execution and
cause denial of service.



Thread 1 Thread 1

Thread 1

FILE: Linux-6.8/drivers/scsi/Ipfc/Ipfc_nvmet.c

FILE: FreeBSD-14.1/sys/net/if lagg.c

FILE: Linux-6.8/drivers/hwmon/ftsteutates.c

TOCTOU: nvmebuf Is used after being free
// b d being d
1267,@ nvmebuf->hrq->rqbp->rqb_free_buffer(phba, nvmebuf);<«n' | ...

1240. void Ipfc_nvmet_defer_rcv(...) { 387.  intlagg_proto_start(struct lagg_softc *sc, ...) { 377. intfts_read(..., long *val) {
______ // NULL dereference of pr_start
1246.@ nvmebuf = ctxp->rqb_buffer; 388. return (lagg_protos[sc->sc_proto].pr_start(...)); <+— // SOURCE_INVALID (0xff): invalid source
@ ...... 389. } // Invalid check!
1254. if (Invmebuf) // Invalid check! N X 427. if (data->fan_source[chan] == SOURCE_INVALID)
1255, return; 2106. intlagg_transmit_ethernet(...) { 228, *val = 0;

------ 2116. @ if (sc->sc_proto == PROTO_NONE) // Invalid check! ||, [429. else
2117. return (ENXIO);

// TOCTOU: sc->sc_proto is PROTO_NONE
2124. @ return (lagg_proto_start(sc, ...)); ————— | .

// BIT(nr) is defined as (UL(1) << (nr))
// TOCTOU: data->fan_source[chan] is Oxff
430. @ *val = BIT(data->fan_source[chan]);

410. @ nvmebuf->hrq->rqbp->rqb_free_buffer(phba, nvmebuf);+, |13g4
411. } .

s10.} 1752. }

1271. '} 2125. 452, }
Thread 2

Thread 2 FILE: FreeBSD-14.1/sys/net/if lagg.c Thread 2
FILE: Linux-6.8/drivers/scsi/Ipfc/Ipfc_nvmet.c 374.  void lagg_proto_detach(struct lagg_softc *sc) { FILEeLa' 6.8/drvers/h festeutat
386. void Ipfc_nvmet_ctxbuf_post(-.){ || laen 2 o - ) : Linux-6.8/drivers/hwmon/ftsteutates.c

...... 380. @ sc->sc_proto = PROTO_NONE; 146. int fts_update_device(struct fts_data *data) {
405. spin_lock_irgsave(&ctxp->ctxlock, iflag); 384, }
406. nvmebuf = ctxp->rqb_buffer; - - 151. mutex_lock(&data->update_lock);
407. if (nvmebuf) { 1323. intlagg_ioctl(...) { //
408. ctxp->rqb_buffer=nNnuLt, |l l1aa9  TA% i It can be SOURCE_INVALID(0xff)
409. spin_unlock_irgrestore(&ctxp->ctxlock, iflag); ggg ;.:Q(Zf;i(cl‘.gCK/s:}, L lerl 189. data->fan_source[chan] = SOURCE_INVALID;

Iagg_proto:attach(s;c, ra->ra_proto);
1385.  LAGG_XUNLOCK(sc);

214. ;rl;;-tex_unlock{&data->updute_lock};

216. }

(a) Use after free in Linux

(b) Null-pointer dereference in FreeBSD

(c) Overlength bit shifting in Linux

Figure 12: Three example KRT bugs found by KERAT.

6.4 Comparison Experiment

To our knowledge, before KERAT, there has been no system-
atic static approach that focuses on detecting KRT bugs. Thus,
in experimental comparison, we select three state-of-the-art
static analysis approaches LRSan [50], CPALockator [2] and
LR-Miner [31] for two reasons: (1) they are designed to detect
lacking-rechecking bugs or data races, which are very relevant
to KRT bugs; and (2) they use security check validation or
concurrency analysis, which are relevant to the key techniques
of KERAT. On the other hand, for existing static approaches
of double-fetch detection [46,47,55] and hardware access val-
idation [6, 35], they do not analyze security checks or kernel
concurrency, making them irrelevant to KRT bug detection.

In the experiment, we build LRSan [48] and CPALock-
ator [12, 13] from their source code, and use the publicly
available artifact of LR-Miner [30]. We select Linux 5.16
as the checked OS kernel, as LRSan and CPALockator can
only check old kernel versions and produces many fatal er-
rors when analyzing Linux-6.8 and FreeBSD-14.1. We run
each compared approach and manually study its reports to
identify real bugs, especially KRT bugs. Table 6 summarizes
the analysis results, and we make the following observations:

(1) CPALockator and LR-Miner find 5 and 12 real KRT
bugs from the hundreds of found data races, respectively.
In fact, we identify these KRT bugs as the racy variables
happen to be read in some security checks from the race
reports. Though CPALockator and LR-Miner fail to validate
the check-use operations of racy variables, we still consider
the two approaches are useful to find these KRT bugs. By
contrast, LRSan reports over 3,600 lacking-rechecking bugs
that require much manual work to check completely, so we
randomly select 300 ones for manual checking, and identify
only 3 are real. However, none of these real bugs is related to
a KRT bug, as they do not involve kernel concurrency.

Description LRSan CPALockator | LR-Miner | KERAT
Target bug Lacking recheck | Data race Data race |KRT bug
Reported bugs 3,652 773 373 392
Real bugs 3in 300 23 257 320
Real KRT bugs 0in 300 5 12 320
Time usage 5h21m 132h21m 17h24m | 21h03m

Table 6: Comparison results of Linux-5.16.

(2) KERAT finds all the real KRT bugs found by the three
compared approaches, and it also finds more KRT bugs missed
by these approaches. The methodology of KERAT gives bet-
ter results of KRT bug detection for the following reasons:

First, compared to LRSan that neglects kernel concurrency,
KERAT performs accurate concurrency analysis of the kernel
code by considering lock usages and shared structure fields.

Second, compared to CPALockator that uses classical lock-
set analysis and model checking with a simple but unreal as-
sumption that all the functions can be concurrently executed,
KERAT improves the accuracy and efficiency of concurrency
analysis by mining atomicity rules about kernel concurrency.

Finally, LR-Miner is the most relevant approach that mines
locking rules for race detection. However, the target of lock-
ing rule is each access of a shared variable, while the target
of atomicity rule is each check-use pair of a shared variable.
In other words, obeying locking rules does not mean obey-
ing atomicity rules, as Figure 3 illustrates. Moreover, LR-
Miner uses a statistical method to mine locking rules, and this
method fails to consider intentional reads of shared variables
without lock protection, which can introduce much inaccuracy
for atomicity rule mining. By contrast, KERAT mines atom-
icity rules by analyzing the consistency of lock protection
for data field modification, and detects KRT bugs caused by
atomicity rule violations with accurate state tracking.



(3) KERAT is slower than LRSan and LR-Miner, as it has
more complicated analyses of field modification handling for
atomicity rule mining and state tracking for bug detection.
KERAT is faster than CPALockator, as CPALockator suffers
from the concurrency state explosion of model checking.

7 Discussion

Exploitability of the found KRT bugs. With the knowledge
of the code information about KRT bugs, an attacker can
construct special workloads that triggers these bugs. Then
by utilizing the related TOCTOU windows, the attacker can
transform these bugs into deterministic vulnerabilities like
use after free and buffer overflow, which can be exploited for
privilege escalation, information leak, etc. Prior studies [28,
40] have studied techniques for enlarging the race window to
exploit such concurrency bugs.

Limitations and future works. KERAT can be improved
from several aspects. First, KERAT produces some false pos-
itives, mainly due to lock over protection and redundant vari-
able checks in the kernel code. We plan to handle these situa-
tions to reduce these false positives. Second, KERAT misses
some real KRT bugs, due to neglecting non-lock synchro-
nization primitives and atomic variable accesses. We plan
to handle these special operations to find the related KRT
bugs. Third, we plan to study the actual triggering conditions
of the found KRT bugs, to construct the related PoC inputs
(like system calls) automatically or semi-automatically, for
reproducing bugs reliably and for precise security impact
inspection. Finally, we plan to explore the possibility of auto-
matic patch generation and automatic bug report analysis. For
patch generation, it might be feasible to use the required locks
identified by KERAT, while checking deadlock conditions
to address liveness. For bug report analysis, LLM assistance
may help check the reports and reduce manual effort.

8 Related Work

TOCTOU detection. As for user-level applications, some
approaches focus on detecting TOCTOU bugs related to con-
current threads [60], file operations [29,51], and specialized
environments like Intel SGX [8]. Because OS kernels have
a different concurrency model than user-level applications,
these approaches are inapplicable to detecting kernel TOC-
TOU bugs. To solve this problem, some approaches of kernel
static analysis have been designed to detect double-fetch is-
sues [46,47,55], lacking-recheck [50] bugs and unsafe hard-
ware accesses [0, 35], which can involve TOCTOU cases.
However, they focus on user-space and hardware-1/O race
conditions, without the awareness of kernel concurrency, so
they still miss many TOCTOU bugs caused by kernel races.
To our knowledge, KERAT is the first systematic static
analysis approach of detecting TOCTOU bugs caused by ker-

nel races. Different from the above approaches of kernel static
analysis, KERAT sufficiently considers kernel concurrency
and mines atomicity rules about lock protection of shared
variables from kernel code. Then, it tracks the program state
based on state machines encoding of common bug patterns,
to detect the violations of these rules as TOCTOU bugs.

TOCTOU attacks and defenses. Some approaches [3,27]
investigate TOCTOU attacks of remote attestation protocols
in IoT network scenarios and propose various defense mecha-
nisms based on certificates or zero-knowledge proofs. Some
other approaches focuses on studying the attacks and defenses
of TOCTOU bugs related to file operations [39], Intel SGX
enclaves [52] and code compilers [53].

For OS kernels, some approaches explore the attack and
defense techniques of double-fetch issues [18,42] and unsafe
DMA accesses [1, 38], which can lead to kernel TOCTOU
bugs caused by user-space and hardware-1/O race conditions,
respectively. Besides, some approaches [28, 40] finds that
the race window of kernel concurrency bugs can be enlarged
using inter-processor interrupts, to increase the exploitability
of kernel TOCTOU bugs caused by kernel races. We believe
these approaches can help to understand the exploitability and
mitigation of the KRT bugs found by KERAT.

Kernel concurrency analysis. Some approaches [23-26,37,
41,54] utilize dynamic analysis to detect kernel concurrency
bugs with memory watchpoints, happens-before relations,
coverage-guided fuzzing, etc. However, due to insufficient
testing time and a limited number of test cases, they fail to
cover many complex and infrequent concurrent execution
situations, and thus miss many real concurrency bugs. By
contrast, some approaches [2,4,5,19,31,36,45,56,59] use
static analysis to validate kernel concurrency without actual
execution of the OS kernel, and thus they can conveniently
achieve high code coverage and detect some complex bugs.
However, these approaches focus on detecting common kinds
of concurrency issues like data races [2, 19, 31, 45], dead-
locks [5, 19,56], concurrency use-after-free bugs [4,59] and
multi-variable related bugs [36] without detecting atomicity
violations about the check-use operations of shared variables,
so they are ineffective in KRT bug detection. To solve this
problem, KERAT mines atomicity rules about lock protection
of the shared variables from kernel code, and then detects the
violations of these rules as TOCTOU bugs, based on state
machines encoding of common bug patterns.

9 Conclusion

According to our study on Linux kernel patches, kernel race
is the most common root cause of kernel TOCTOU bugs.
However, there is still no systematic approach that focuses on
detecting TOCTOU bugs caused by kernel races. To fill this
research gap, we have designed KERAT, the first systematic
static approach for detecting TOCTOU bugs caused by kernel



races. Specifically, KERAT has two key techniques: (1) an
atomicity-rule mining method to effectively identify which
lock should protect the check-use operations of which shared
variable; and (2) a state-based validation strategy to detect
TOCTOU bugs that violate the mined atomicity rules based
on state machines encoding of common bug patterns. We
have evaluated KERAT on Linux-6.8 and FreeBSD-14.1, and
found 351 real bugs, 65 of which have been confirmed.
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Ethical Considerations

Stakeholders. The stakeholders of our work may include the
Linux and FreeBSD kernel communities, commercial compa-
nies, end users of Linux or FreeBSD, and our research team.

Impacts. We perform offline static analysis on public Linux
and FreeBSD kernel source code and check the produced bug
reports, without interacting with live systems, running test
cases, publishing PoCs or generating exploitation code. For
the kernel communities, we reported the found bugs to kernel
developers by strictly following the reporting and disclosure
processes of Linux and FreeBSD, and we also received much
kind guidance from kernel developers. We never contacted
commercial companies and end users about our approach and
the found bugs, and they can update the kernel versions from
the official websites of Linux and FreeBSD to fix the bugs
found by us. We never exploit the found bugs to attack real-
world systems. Our goal is to help the kernel communities
find real bugs and fix them, which can improve kernel secu-
rity. In fact, our approach is based on static analysis, without
producing any PoC or exploitation code of the found bugs.
The attacker may study our bug reports and the related bug-fix
patches to manually construct the related PoCs and exploita-
tion code to attack the operating system. This problem is also
applicable to all bug reports and bug-fix patches, and it can be
solved by patch release and kernel update to some degree. For
these reasons, we believe that tangible harms are minimal and
the likelihood of them being realized is low, and the intangible
harms are minimal and controlled. For our research team, we
follow the ethical principles in all the steps and face no harm.

Mitigations. We have reported the found bugs to developers,
without publishing PoCs or generating exploitation code. We
strictly follow the reporting and disclosure processes of Linux
and FreeBSD, and help the kernel developers to fix these bugs.

Decision. While some bugs remain unfixed, since the ker-
nel developers have acknowledged the found bugs and we
actively assist in bug-fix patching, the potential harm should
be minimal. Our work detects many harmful TOCTOU bugs
caused by kernel races. This result indicates that such bugs
are quite a few. Thus, the kernel developers might pay more
attention to detecting and fixing such bugs, after reading our
paper. Consequently, publishing this work reveals the impor-
tance of detecting and fixing such bugs, which is important to
kernel security. In conclusion, we believe the ethical benefits
of our work are greater than the harms. Thus, we decided to
submit this paper and expect to publish our work.

Open Science

The artifact of KERAT is available on https://doi.org/
10.5281/zenodo.17898451, including its source code, exe-
cutable binary and usage instructions. Therefore, we believe
this paper has good compliance with the open science policy.
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