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Abstract

Side-channel attacks exploiting Plaintext-Checking (PC) and
Decryption Failure (DF) oracles are a pressing threat to de-
ployed post-quantum cryptography. These oracles can be
instantiated from tangible leakage sources like timing, power,
and microarchitectural behaviors, making them a practical
concern for leading schemes based on lattices, codes, and
isogenies. In this paper, we revisit chosen-ciphertext side-
channel attacks that leverage the DF oracle on ML-KEM.
While DF oracles are often considered inefficient compared
to their binary PC counterparts in lattice-based schemes, we
demonstrate that their full potential has been largely unreal-
ized.

We introduce a novel attack framework that combines adap-
tive query generation with belief propagation for Low-Density
Parity-Check (LDPC) codes. Our methodology crafts care-
fully balanced parity checks over multiple secret coefficients,
maximizing the Shannon information extracted from each
oracle query, even in the presence of significant noise. This
approach dramatically reduces the number of queries required
for a full key recovery, achieving near-optimal efficiency by
approaching the theoretical Shannon information bound. For
ML-KEM-768 with an oracle accuracy of 95%, our attack re-
quires only 2950 queries (a 1.35 ratio to the Shannon lower
bound), establishing that a well-designed DF attack can sur-
pass the efficiency of state-of-the-art binary PC attacks.

To validate the practical impact of our findings, we ap-
ply our framework to the recent GoFetch attack, showing
significant gains in this real-world, microarchitectural side-
channel scenario. Our method reduces the required measure-
ment traces by over an order of magnitude and eliminates the
need for computationally expensive post-processing, enabling
a full key recovery on higher-security schemes previously
considered intractable.
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1 Introduction

The recent conclusion of the National Institute of Standards
and Technology (NIST) post-quantum cryptography (PQC)
standardization process has established CRYSTALS-Kyber
as a primary global standard for public-key encryption and
key establishment. Now formally standardized as the Module-
Lattice-based Key-Encapsulation Mechanism (ML-KEM) in
FIPS 203 [25], its widespread deployment is imminent. This
landmark decision has intensified research into its practical
security, especially its resilience against side-channel attacks.
Kyber’s design follows a common paradigm in modern cryp-
tography: a public-key encryption (PKE) scheme with chosen-
plaintext attack (CPA) security is first constructed, which is
then transformed into a key encapsulation mechanism (KEM)
with chosen-ciphertext attack (CCA) security using a variant
of the Fujisaki-Okamoto (FO) transform [10]. This transfor-
mation, while providing theoretical security, introduces new
attack surfaces at the implementation level.

Among the various side-channel vectors, oracle-based at-
tacks represent a particularly potent threat. This powerful
methodology abstracts the physical leakage of a device into
a conceptual black box, or “oracle”, which reveals specific
information about the internal state or outputs during cryp-
tographic operations. By carefully crafting ciphertexts and
feeding them to the decapsulation procedure, an attacker can
use the oracle output to recover the secret key.

The concept of exploiting decryption outcomes in lattice-
based cryptography can be traced back to early reaction at-
tacks [17] and has evolved into a sophisticated taxonomy of
oracles. The most frequently discussed are the decryption
failure (DF) oracle and the plaintext-checking (PC) oracle. A
general PC oracle [1,41], given a chosen ciphertext ¢ and a
message m, reveals whether the PKE decryption of ¢ equals
m. A DF oracle [13] is similar to the general PC oracle, by
viewing that the chosen ciphertext ¢ is typically (but not nec-
essarily) modified from a valid ciphertext ¢ corresponding to a
plaintext m (the “reference plaintext”). The DF oracle, similar
to the general PC oracle, tells whether the PKE decryption



result of ¢ is equivalent to the reference plaintext m. If the
oracle returns 1, then it is a decryption success; otherwise, it
is a decryption failure.

In the area of lattice-based cryptography, the term PC or-
acle by default refers to the binary PC oracle, a specialized
variant introduced by D’ Anvers et al. [5] and later utilized
by Ravi et al. [34]. With this oracle, an attacker crafts ci-
phertexts such that the decrypted message m’ depends on a
single coefficient of the secret key, taking one of two dis-
tinct values—specifically, an all-zero vector versus a sparse
vector with a single nonzero element. It is important to
note that general PC oracles, DF oracles, and binary PC or-
acles extract at most 1 bit of information per oracle call.
While more powerful variations exist, such as the multi-value
PC oracle [15, 23, 31, 38, 40] and the full decryption ora-
cle [16, 26, 33, 45], these advanced oracles require signifi-
cantly more information from a single query, which limits
their use-cases.

The abstraction of oracles offers a clean and effective sep-
aration between the physical discovery of a leakage and its
mathematical exploitation. This allows researchers to concen-
trate on developing efficient key-recovery algorithms based
on specific oracle types, while others focus on identifying
physical leakages to instantiate those oracles, ultimately lead-
ing to generic attack methodologies applicable across lattice-
based, code-based, and isogeny-based KEMs [41]. Further-
more, this approach facilitates the exploitation of a wide
range of side-channel leakages. These leakages range from
strong to extremely subtle and include timing discrepan-
cies [2,4,5,8,12,13,28], power and electromagnetic emana-
tions [7,16,26,31,33-35,39-41,45], and complex microar-
chitectural behaviors such as attacks exploiting dynamic fre-
quency scaling [42], cache timing [22], contention on execu-
tion units due to variable-time instructions [36], data memory-
dependent prefetchers [3], and contention on shared resources
in trusted execution environments [11,43].

Furthermore, in contrast to attacks targeting operations that
directly manipulate secret values, such as the Number The-
oretic Transform [29], oracle-based attacks are considerably
more challenging to detect and mitigate. This difficulty arises
because such attacks exploit information leakages that have
an indirect and often obscured relationship with the secret key.
Last, the implications of oracle-based attacks extend beyond
the realm of traditional side-channel analysis, e.g., in key-
mismatch and misuse attacks [1,6,9,14,30] against IND-CPA
secure KEMs or in fault-injection attacks [24, 44]. This is
because such attack vectors can be used to construct required
PC-style oracles, effectively transforming the problem into
one solvable with a PC oracle-based attack.

Motivation. Recent research into PC oracle-based side-
channel attacks against lattice-based cryptographic schemes
has largely followed two trends. The first focuses on optimiz-
ing query efficiency for perfect oracles. This line of work,

initiated by Qin et al. [30], employs adaptive techniques, such
as using Huffman coding on oracle outputs, to dramatically
reduce the number of queries required for a key recovery.
Subsequent work has refined this approach, achieving query
counts that approach the theoretical Shannon limit [14]. The
second trend confronts the more practical scenario of inaccu-
rate oracles, which arise from environmental noise, measure-
ment limitations, or active countermeasures. Here, methods
have been proposed that combine adaptivity with error de-
tection codes [39]. However, these approaches tend to lose
efficiency as the oracle’s error rate increases, as their reliance
on techniques like majority voting requires a high number
of traces to maintain accuracy. Non-adaptive approaches us-
ing Low-Density Parity-Check (LDPC) codes, such as the
SCA-LDPC framework proposed in [16], offer strong error-
correction capability. However, they lack the information gain
from adaptive queries, and their evaluation on binary PC or
DF oracles in the lattice-based setting has been limited.

Within this context, a prevailing belief has formed that
binary PC oracles are fundamentally more powerful and effi-
cient than DF oracles for lattice-based schemes (see e.g. [32]).
This view, however, overlooks a crucial advantage of DF ora-
cles: flexibility. This flexibility is twofold. First, certain phys-
ical leakages can naturally instantiate a DF oracle such as the
timing leakage in [13]. Second, DF oracles are more general;
they trigger when decryption fails to an unspecified message,
whereas a binary PC oracle requires the decrypted message
to match one of two precisely crafted, distinct values. This
gives an attacker greater freedom in constructing chosen ci-
phertexts. Despite this, existing attacks based on DF oracles
are often considered inefficient. For instance, a recent attack
by Hermelink et al. [20] on ML-KEM-768 required 7 000 per-
fect DF oracle queries for a full key recovery—a query count
4.49 times the information-theoretic lower bound. In stark
contrast, our method achieves a full key recovery with only
2950 queries against a noisy oracle, demonstrating a dramatic
leap in efficiency. The recent GoFetch attack [3] serves as a
prime example of these challenges. While it successfully con-
structs a DF oracle against Kyber on Apple M-series CPUs,
its practical efficiency is hampered by significant limitations.
The attack can only partially recover secret key coefficients,
necessitating a computationally expensive, multi-hour lattice
reduction step for full key recovery. Furthermore, it requires a
large number of traces to overcome measurement noise, high-
lighting the inefficiencies of current DF oracle exploitation
techniques.

This paper challenges the perception of DF oracle inferior-
ity. We investigate whether the DF oracle is truly less efficient
than the binary PC oracle, or if its full potential has simply
not been realized. This leads to the core problem we address:
How can we design a more query-efficient oracle-based at-
tack, especially for inaccurate oracles, and how closely can
we approach the information-theoretic lower bound? Our
work explores this question by developing a novel DF oracle-



based attack, demonstrating that a carefully constructed attack
methodology allows DF oracles to achieve, and even surpass,
the efficiency of their binary PC-based counterparts, particu-
larly in noisy, realistic environments.

New Techniques. To answer the research questions posed,
we introduce a novel attack methodology that combines
the principles of adaptive querying with the powerful error-
correction capabilities of LDPC decoding. Our technique is
centered on two core concepts.

First, we design queries that create high-information parity
checks involving multiple secret key coefficients. Instead of
targeting individual coefficients, which often leads to unbal-
anced and less informative oracle outputs, our method con-
structs linear combinations of several secret coefficients. This
approach is powerful for two reasons: 1) it directly generates
the parity checks required by an LDPC decoder, and 2) it al-
lows us to maximize the information gained from each query.
By carefully selecting the coefficients and a corresponding
threshold, we can balance the oracle’s output distribution (i.e.,
make the probability of success or failure close to 0.5). This
technique effectively functions as a randomness extractor, en-
suring each oracle call yields close to the channel capacity, a
maximum of Shannon entropy one can obtain with the noisy
oracle.

Second, our attack is structured as a multi-phase, adaptive
framework. The attack begins by issuing a series of these
information-maximized queries. The noisy oracle responses
are then processed by a belief propagation decoder, which
computes a posterior probability distribution for each targeted
secret coefficient, simultaneously aggregating information
and correcting errors. The crucial step is the adaptive nature
of the subsequent phase: based on these posterior probabilities,
the attacker generates new, targeted queries designed specifi-
cally to resolve the highest remaining uncertainties. This adap-
tive loop—querying, decoding, and re-adapting—maximizes
efficiency at each step. This hybrid approach overcomes the
fragility of purely adaptive methods in noisy settings while
improving the query count compared to purely non-adaptive
schemes. The combination allows us to significantly reduce
the number of traces for a full key recovery, demonstrating
that DF oracles can be highly efficient.

Research Contributions. Our core contributions are:

* We introduce a novel hybrid attack framework that com-
bines adaptive querying with belief propagation for Low-
Density Parity-Check (LDPC) codes. Our method crafts
ciphertexts that generate balanced, high-information par-
ity checks over multiple secret key coefficients. This
approach maximizes the Shannon information extracted
from each query, proving highly effective even when
interacting with imperfect or noisy oracles.

* We demonstrate that a well-designed Decryption Failure
(DF) oracle attack can achieve, and in noisy environ-
ments surpass, the efficiency of state-of-the-art binary
Plaintext-Checking (PC) oracle attacks. Our extensive
simulations show a dramatic reduction in the required
number of oracle queries. For instance, on ML-KEM-768
with an oracle accuracy of 95%, our attack requires only
2950 queries for a full key recovery (a ratio of just 1.35
to the lower Shannon’s bound). A detailed comparison
with previous works is presented in Table 1.

* We validate the practical impact of our findings by ap-
plying our framework to the GoFetch attack scenario [3].
Our methodology achieves significant gains in this real-
world setting, overcoming previous limitations. We re-
duce the required measurement traces by more than an
order of magnitude, eliminate the need for computation-
ally expensive post-processing, and enable the practical
full key recovery on higher-security schemes, which was
intractable with the original GoFetch method.

The source code is available at https://doi.org/10.
5281/zenodo.17899501.

Outline. The remainder of this paper is organized as follows.
Section 2 provides the necessary background on ML-KEM
and defines the threat model. Section 3 details our novel key-
recovery methodology. In Section 4, we apply our framework
to the GoFetch attack scenario to demonstrate its practical
effectiveness. We then discuss the broader implications of our
findings in Section 5. Finally, Section 6 concludes the paper
and outlines directions for future research.

2 Preliminaries

In this section, we provide the necessary background, cov-
ering the fundamental aspects of the ML-KEM scheme and
outlining the threat model assumed in this work.

Notation. We use lowercase bold letters (e.g., v) for poly-
nomials or vectors, and uppercase bold letters (e.g., A)
for matrices. For a polynomial v, its i-th coefficient is de-
noted by vl[i]. All arithmetic on polynomial coefficients
is performed modulo g. Polynomials reside in the ring
Ry = Zylx]/(x" + 1), where n = 256. We represent values
from Z, as {—|q/2],...,[q/2]} for odd g. For a vector
s = (S0, -.-,84—1) composed of d polynomials from &,, we
abuse notation and write s[i] for 0 < i < d-n to refer to
S|i/n) [i mod n].

We use H, for the Shannon binary entropy and Ber, for the
Bernoulli distribution with parameter p.
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Table 1: Comparison of binary PC and DF Oracle-Based Key-Recovery Attacks on ML-KEM.

Work Oracle Accuracy Level (p)  # Oracle Calls (Approx.) Theoretical Lower Bound®  Ratio®
Scheme: ML-KEM-512

Hermelink et al. [21] (2021) Perfect (100%) 5750 1195 4.81

Hermelink et al. [18] (2023) 100%; 90% 5500; 12000 1195; 2250 4.6;5.33

Ueno et al. [41] (2022) 96% 7680 1577 4.87

Shen et al. [39] (2023)¢ 95% 3875 1674 2.31

This Work 95% 2400 1674 1.43
Scheme: ML-KEM-768

Hermelink et al. [21] (2021) Perfect (100%) 6750 1560 4.33

This Work 95 % 2950 2186 1.35

bCalculated as H>(sk)/(1—Ha(p)), where H»(sk) is the Shannon entropy of the full secret key (= 1195 bits for ML-KEM-512, & 1560 bits for ML-KEM-768)

and 1 — H»(p) is the maximum information per query with noise level p.

“Ratio of Oracle Calls to the Theoretical Lower Bound. A lower ratio indicates higher efficiency.
dThis is a follow-up for [14,30] that extends Huffman coding approach to the noisy oracles. While Huffman coding is the most efficient method for perfect

oracles, the focus of this paper is on the noisy case.

2.1 ML-KEM (Kyber)

ML-KEM, previously named CRYSTALS-Kyber [37], is a
key encapsulation mechanism (KEM) selected by the U.S.
National Institute of Standards and Technology (NIST) as a
primary standard for post-quantum cryptography [25]. The
scheme’s security is based on the hardness of the Module
Learning with Errors (MLWE) problem.

To achieve security against chosen-ciphertext attacks (IND-
CCA), ML-KEM employs a variant of the Fujisaki-Okamoto
(FO) transform [10]. This transform converts an IND-
CPA secure public-key encryption scheme (denoted ML-
KEM.CPAPKE) into an IND-CCA secure KEM (denoted
ML-KEM.CCAKEM).

The core procedures for key generation, encapsulation, and
decapsulation are detailed in Algorithm 1. These descriptions
are simplified for clarity, omitting implementation-level opti-
mizations like the Number Theoretic Transform (NTT). The
complete specifications are available in the official documen-
tation [25].

In ML-KEM, a smart design includes compression and
decompression functions that reduce ciphertext sizes by op-
erating coefficient-wise on polynomials. They are defined as
follows:

Definition 1 (Compression). The function Compq(x,d) :
Ly — Zya is defined as:

d
Comp,(x,d) = Fq -xw (mod 29). €))

Definition 2 (Decompression). The function Decomp,(x,d) :
ZLina — Ly is defined as:

Decomp, (x,d) = [2% -xJ . 2)

Table 2: Parameter sets for ML-KEM [37]

Scheme n d q nm M2 (du,dy)
ML-KEM-512 256 2 3329 3 2 (10, 4)
ML-KEM-768 256 3 3329 2 2 (10, 4)
ML-KEM-1024 256 4 3329 2 2 (11,5)

The scheme also employs hash functions 7, G, and H.
ML-KEM is specified for three security levels—ML-KEM-
512, ML-KEM-768, and ML-KEM-1024—each with a unique
parameter set, as detailed in Table 2. All variants use the
prime modulus ¢ = 3329. The module rank, d, is set to 2,3,
or 4 for the respective security levels. Secret and error poly-
nomials are sampled from a centered binomial distribution,
By, parameterized by 1 and 1.

2.2 The Threat Model

In our threat model, we consider a side-channel adversary
whose goal is to recover the secret key from an ML-KEM
implementation. The adversary has the capability to perform a
chosen-ciphertext attack: they can submit crafted ciphertexts
to the decapsulation device and observe physical side-channel
information (e.g., timing, power) emitted during the computa-
tion. We abstract this physical leakage into a conceptual tool
known as an “oracle”, which the adversary queries to gain
information about the secret.

This oracle-based approach is a powerful and widely used
methodology in side-channel analysis. It creates a clean sep-
aration between the physical discovery of a leakage and its
mathematical exploitation. This allows for the development of
generic key-recovery algorithms that are applicable across a



Algorithm 1 A Simplified View of the ML-KEM

ML-KEM.CCAKEM.KeyGen()

ML-KEM.CCAKEM.Encaps(pk)

ML-KEM.CCAKEM.Decaps(sk’, ct)

Output: sk’, pk
1z & {0,132

Input: pk = (b,p)
Output: K,ct

. m & {0,1}%6

2 (A,s,€) & Réxd x Bl x B !
3: b+ As+e 2: (K,r) < G(m,H(pk))
4 pk < (b,p), where p is the seed > A ¢ Gen(p)
for A 4 rﬁ@ﬁl;elﬁﬂi;ezﬁ@m
5: sk<s 5: u<—ATr+el
6: sk’ < (sk, pk, H (pk),z) 6: v < b'r+e;+ Decomp, (m, 1)
7. return (pk,sk’) 7: ¢1 < Comp,(u,d,)
8: ¢z + Comp,(v,dy)
9. cf < (Cl,Cz)

10: return (K, ct)

Input: sk’ = (sk, pk,h,z), ct = (c1,¢2)
Output: K’

1: u’ < Decomp,(c1,dy)

2: v/ < Decomp,(c2,d,)

3: m' < Comp, (V' —sk"u’, 1)

4 (K',r') + G(m',h)

5: K<+ J(z,ct)

6: ct' < ML— KEM.CPAPKE.Enc(pk,m’, )
7: if ct # ct’ then

8: K K

9: end if
10: return K’

wide range of cryptographic schemes and physical platforms.

The oracles central to attacks on PQC KEMs such as ML-
KEM, including the ones discussed in this paper, are generally
categorized as follows:

¢ Binary Plaintext-Checking (PC) Oracle: This is the
most common oracle model for lattice-based schemes
that allows for a given ciphertext ¢ to obtain information
about the corresponding decrypted plaintext . An at-
tacker crafts ciphertexts such that m’ depends on a single
coefficient of the secret key. This causes m’ to take one
of two distinct, predictable values, for instance, "the de-
crypted plaintext will be 0" (an all-zero vector) or "a unit
vector 01| 1]|0’~~1" (a single 1 at a specific position,
with all other bits being 0). The side-channel leakage,
therefore, acts as a simple binary distinguisher for a se-
cret coefficient. More powerful, though less common,
variants like the multi-value PC oracle also exist.

¢ General PC and Decryption-Failure (DF) Oracle: A
more general primitive is an oracle that, given a cipher-
text ¢ and a reference message m, reveals whether the
decrypted plaintext m’ is equal to m. In the context of
FO-transformed KEMs, the General PC oracle and the
DF oracle effectively collapse into the same side-channel
observation [41] and can be treated as mathematically
equivalent. In this work, we adopt the term DF Ora-
cle for this primitive. We do so for two reasons: (1) to
clearly distinguish our approach from the restrictive bi-
nary PC oracle described above, and (2) to align with
the physical reality of our target scenario (GoFetch [3]),
where the leakage manifests as a system-level failure
(e.g., a pointer dereference fault) when decryption yields
an unexpected value.

As both the binary PC and DF oracles described here pro-
vide at most one bit of information per query, we collectively
refer to them as one-bit-bound oracles.

These abstract one-bit-bound oracle models are remark-
ably generic; key-recovery algorithms based on them are
applicable not only to lattice-based schemes but also to code-
based and isogeny-based KEMs. Furthermore, they are ver-
satile and can be instantiated by exploiting a wide spec-
trum of side-channel leakages—from strong to extremely
subtle—including timing discrepancies [2,4,5,8,12,13,28],
power and electromagnetic emanations [7, 16,26,31,33-35,
39-41,45], and complex microarchitectural behaviors [3, 11,
22,36,42,43]. While the oracle abstraction is general, its
concrete instantiation is highly platform-dependent, relying
on the specific leakage characteristics of the target’s hardware
and software. In this work, we assume the existence of such
an oracle to simulate the performance of the key recovery;
its instantiation within the GoFetch attack scenario will be
detailed in Section 4.

3 New Key-Recovery Approach for ML-KEM

This section outlines our new key-recovery strategy for ML-
KEM while drastically reducing the number of oracle queries.

3.1 Information-Theoretic Foundations

As established in Section 2.2, a chosen oracle returns a sin-
gle binary value. Because of noise, imperfect encodings, and
conditional mutual information, the amount of Shannon infor-
mation we obtain per query is generally strictly less than one
bit. Fewer bits per query translate directly into more queries
before the secret is recovered, so we are motivated to maxi-
mize the information carried by each oracle response.

Setting. Let S denote the random variable we wish
to learn; for concreteness, you may think of S = s[i] €
{-2,-1,0,1,2} when we deal with ML-KEM-768. Because

ILater in the attack, we group together several coefficients, but setting
with one coefficient should be sufficient for the present discussion.



S is finite, we can list all its possible values in a table together
with their probabilities. A side-channel adversary crafts a
ciphertext that leads to the computation of a predicate

X = f(8) € {0,1},

that is detectable via side-channels. This function we call
an encoding of S. For instance, one may take f(S) =
[s[i] > 0], yielding the truth vector (0,0,0,1,1) for s[i] €
{-2,-1,0,1,2}.

Noisy Oracle. In practice, the oracle is noisy: instead of X
we observe Y = X ® E, where E < Ber;_ is independent
of S and the oracle accuracy p > % Upon seeing ¥ we gain
the mutual information

1(S;Y) = H(S)—H(S|Y).

Maximizing I(S;Y) therefore minimizes the expected num-
ber of queries. The next lemma shows that information is
maximized when the observable output Y is balanced.

Lemma 1 (Balanced leakage maximizes information). Fix
the oracle accuracy p € (3,1] and let f: supp(S) — {0,1}
be an arbitrary predicate. Write g :=Pr|f(S) = 1] and r :=
Prly =1]=(1—-p)+ (2p—1)g. Then

1(8:Y) = H(r) = Ha(1—p) = Ha(r) = Ha(p)

where H, is the binary entropy function. The quantity I(S;Y)
achieves its maximum 1 — Hy(p) when and only when r = 5.

—

Proof. Because X = f(S) is deterministic, Ho (Y | S) = H2(Y |
X) and hence

1(S;Y) =Hy(Y)—Hy(Y | S) = Hy(Y) — Hy(Y | X) = I(X:Y).

Maximizing /(X;Y) therefore also maximizes I(S;Y), and it
is enough to work with the simpler binary random variable X .

For a binary-symmetric channel with crossover probabil-
ity 1 —p, we have I(X;Y) = Ho(Y) —H(Y | X) = Ha(r) —
H>(1—p), where r = (1 —p) + (2p — 1)q. The second term
is constant, and H;(r) is strictly concave with a unique maxi-
mum at r = % Hence I(X;Y), and therefore 1(S;Y), is maxi-
mized when r = % O
Implications for Attack Design. The preceding lemma
says that every oracle call can obtain at most 1 — Hy(p) bits of
information; this upper bound is achieved only when the ob-
servable bit Y is perfectly balanced. Note here that if Pr[X = 1]
is close to 0.5, then Pr[Y = 1] is even closer to 0.5, thus, find-
ing a good balanced encoding guarantees that Y is well-spread.
So, for now we focus on X for clarity, but our attack searches
for encodings maximizing how balanced Y is, i.e., it depends
on the accuracy of the oracle p.

[sli]> 0]

o
w

Pr(0) =0.6875 Pr(1)=0.3125

Probability
[=}
(3]

o

o
=]

-1 0 1
Secret Value s[i]

Figure 1: An example of a simple highly unbalanced encoding
[s[i] > 0] on a single secret coefficient for ML-KEM-768

One of our goals is to select such a balanced encoding.
Unfortunately, one can not choose any binary string for an
encoding: the set of possible encodings is dictated by the
oracle itself, for example, in a typical binary PC oracle attack,
the message is forced to be all zero except for a single bit.
This leads to encodings of the form s[i] > ¢ or s[i] < ¢ for
t € {-2,1,0,1,2} that are generally poorly balanced. See
example in Figure 1.

In the following we show a new construction that allows
much more balanced encodings which leads to a better infor-
mation per oracle call extraction and reduction of the number
of traces.

3.2 Creating Basic Chosen Ciphertexts

Our main idea is to make the oracle output depend not on
a single coefficient of the secret key, but on several of them
simultaneously. Specifically, we define the target random vari-
able S as an w-dimensional vector composed of ® > 1 chosen
coefficients from the secret key s. The random variable §
can thus take on up to |By, |® distinct vector values. This
vastly larger support space alleviates the problem of probabil-
ity being concentrated on a single value, which is crucial for
creating well-balanced encodings.

This approach extends the work of [16], which proposed
targeting the sum of several secret coefficients. While target-
ing the sum also improves the balancing problem, it leads
to an unavoidable loss of information through aliasing. For
instance, the secret vectors (0,—1) and (—1,0) are indistin-
guishable as their sum is —1 in both cases. Our method is
more general as it targets the joint distribution of the vector
directly, allowing us to potentially distinguish every possible
outcome. This increased granularity, however, comes at the
price of a more computationally intensive key-recovery phase.

Let us briefly revisit the decapsulation procedure. The
secret key s consists of d polynomials, s = (sg,...,Sq—1),
where s; € R,. Similarly, for a ciphertext (u,v), we have
u=(ug,...,uy_1) foru;,ve R, The message is computed
as m’ <— Comp, (V' —s"u’, 1), where u’ and v’ are obtained
via application of the Decomp, function. The message bit
m([j] is set to 0 if (v/ —s’u’)[}] is closer to O (modulo ¢) and



to 1 otherwise. The switch happens at +(| 4 | 4 1). Thus, we
always choose u in a way so that for each coefficient ¢ of s’ v’
we have |c| < [%J. This guarantees that the decrypted mes-
sage would be exactly m except for positions with additional
noise in v.

More concretely, let vV = Decom Py (m, 1) 4 9, then the in-
put to Comp,, at position 0 < j <nis

81  — (s"u)[j]
N~ N——

additional noise  secret dependent

(v —s"w)[j] =m[j] +

A decryption failure for positive §[;] happens if
81/ — ("Wl > | 1.

or, rearranging,
(")) <81 — | 3]

Similarly, for negative 8[;] we have (s”w')[j] > 8[j] + |4].
Due to the choice of ¢ and construction of Decomp, function,

the value 8[j] & | 4] is a multiple of {Z%J Thus, by care-

fully choosing the added noise at position j, we can trigger a
decryption failure if

s"u)[j] > k- {Z%J or

(s"w) ] <~k | oo .

3)

where k € {0,1,2,3}. In other words, the decryption failure
at position j happens when one of the inequalities from 3 is
satisfied. Which inequality we look at depends on the sign of
the added noise; both can not be satisfied at the same time.

The first type of encoding we work on is created when
exactly one value of & is nonzero at position j and u has
o nonzero values at arbitrary positions. Note that setting
ug[i1] = z, results in (s”u’)[j] having a value

—z-so[j—al, if iy <,
z-So[n— i1 + j], otherwise

due to multiplication in &,. This notation can easily become
cumbersome; thus, instead of describing how to choose u, we
focus on the inequality determining if decryption failure is
triggered. Then this encoding type could be described by a
single inequality (or a predicate)

z08[io] + - .. +zo-18[io—1] S T, @)

where indices (ip,...,inp—1) could be chosen freely, T is
the multiple of {%J , the comparison sign (greater or less)

depends on the sign of T and values (zo,...,z20—1) are
from image of Decomp,(-,d,) with additional restriction
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Decryption Failure Region RSN (OR-gate)

10s[0] +94s[1] >0
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(b) Combination of several in-
equalities

(a) Encoding over linear com-
bination of ® secret coeffi-
cients

Figure 2: A visualization of encoding types that are used in
the key-recovery process for ® = 2. (a) Basic encoding that
is represented by a single inequality, geometrically is deter-
mined by a hyperplane, separating ®-dimensional space into
two regions, (b) using DF oracle, we can combine multiple
inequalities/hyperplanes, implementing logical OR over these
inequalities to achieve more balanced encodings.

N1 'Z?:?)l zi| < {%J to avoid triggering decryption failure
for positions different from j. So, in words, we can create
a ciphertext that, with the help of the oracle, should reveal
information about the linear combination of ® secret coeffi-
cients, in particular, where this linear combination is greater
or less than some threshold value of our choice. See a low-
dimensional example in Figure 2a.

The random variable S is then S = (s[ig],...,S[in—1]). The
complexity of our key-recovery process depends on the sup-
port size of S, which is | By, |®. Generally, a larger ® allows
for more balanced encodings at the price of exponentially
slower key recovery. We choose ® = 4 for our attack as it
provides a good trade-off, and an additional reason is revealed
in Section 3.3.

3.3 Utilizing DF Benefits: Complex Encoding

Even though the truth table for S is quite large (i.e., 7* = 2401
for ML-KEM-512 and 5% = 625 for ML-KEM-768 and ML-KEM-
1024), the encoding we can obtain from Section 3.2 is still
highly structural as it is a hyperplane separating vectors in
two classes and, for example, if the inequality (s”u’)[j] >0
is satisfied for some s[i] = 1 where s[i] is part of S, then it
would also be satisfied for s[i] = 2. This is rather unfortunate
since the more structure we have, the less likely to have a
well-balanced encoding.

We propose a new idea that allows us to increase the num-
ber of possible encodings that are less structured, which al-
lows a more efficient (in number of oracle calls) key-recovery
process. The idea is based on the benefits that the DF oracle
provides, specifically, that it can detect if the decrypted mes-
sage differs from the intended message at any position. In
Section 3.2, similarly to a typical binary PC oracle attack, we



choose only one nonzero position in 8. But now we allow m’
to be different from m at a few positions.

As was shown previously, after fixing u to have exactly
® nonzero positions and setting 8[j] to be nonzero, we get
an inequality over ® secret coefficients. Therefore, we can
choose §[j;] and J[j] to be nonzero, then the decryption
failure would occur if the inequality at position j; or the
inequality at position j is satisfied. However, a naive choice
of j; and j, would result in an encoding over two disjoint sets
of secret coefficients, increasing the dimension of S to 2 and
making key recovery much more computationally heavy.

Luckily, the negacyclic ring structure of Kyber provides a
powerful solution. By carefully selecting the nonzero posi-
tions in both w’ and the noise 3 to be related by cyclic shifts,
we can force all the resulting inequalities to depend on the ex-
act same set of @ secret coefficients. We now give an example
that is easily generalizable. Set

128 192

! 4
ug =20+ 212 + 2022 + 23x

d=190p+ 81x64 + 82x128 + 53)(192

while other polynomials of u are 0. A careful inspection of
the computation of v/ — s’ u’ reveals the 4 inequalities:

] +Z1S0[64] +Z250[128] —|—Z3SQ[192] sTo

|+ 2050[64] + z150[128] + 2280[192] < T}

| — z380[64] +z080[128] + z180[192] S T

] —2280[64] — Z3$0[128] +Z0$0[192] sT;

where threshold 7; depends on 8[64i]. Instead of a single
inequality over ® variables, the oracle now depends on ®
inequalities over the same variables. The coefficients of the
linear combination could be chosen freely for the first inequal-
ity, later we apply a negacyclic shift. Notably, despite some
limitations on the linear combination coefficients, we still can
choose T; freely and independently which greatly increases
the flexibility of constructing an encoding and, consequently,
how balanced it is. The visualization of this approach for
o = 2 is shown in Figure 2b.

This approach implicitly uses the fact that ® has to be a
divisor of n. And since n = 256, ® has to be a power of 2,
® = 4 is a reasonable choice as ® > 8§ gets too expensive.
This is because the runtime of our key-recovery scales with

| B, |-

The idea is generalizable in a way that we can choose which
block of secret key to target, then we set u; to have nonzero
values at positions (j, j1 +64, ji + 128, j; +192), while for v
at positions (2, jo +64, jo + 128, j» +192) for 0 < jj, jo < n.
This leads to 4 inequalities over 4 secret coefficients from s;.
We call this type of encoding full rotation encoding. See more
details and examples in Appendix A.

3.4 Key-Recovery Strategy

In Sections 3.2 and 3.3 it was shown how to obtain a single
bit from an oracle that maximizes the amount of information
we learn. In order to recover the whole secret key, many more
bits are required. We can define a lower bound on the number
of required oracle calls using channel capacity and entropy of
the key as H(s)/(1 — Hz(p)). In this Section, we discuss the
strategy of combining several calls to maximize information
gain.

3.4.1 Multibit Encoding

The first straightforward approach is to keep the subset of
secret coefficients fixed, then several different encodings are
used. Thus, each vector of the random variable S is encoded
with several bits. The estimation of the received information
in this case essentially follows Section 3.1. Calling oracle k
times on S gives us y, which is a binary string of length %,
so that we obtain multibit encoding of S. If y is uniformly
distributed, then we obtain the maximum possible amount of
information k(1 — H(p)), thus, the goal of making y balanced
stays the same, but now instead of a single bit we try to balance
k bits.

The common approach is to use something akin to Ham-
ming adaptive encoding, where the first bit is chosen to be as
balanced as possible, while the choice of the subsequent bit
encoding depends on the previous bits, again trying to make
a balanced bit. This adaptive approach, however, struggles
when the accuracy of the oracle p drops since incorrect early
bit negatively affects subsequent choices. Therefore, as our
approach is designed to work with inaccurate oracles, we try
to limit adaptivity for now.

We create multibit encodings for full rotation checks that
were described in Section 3.3 as they provide the most flex-
ibility and create the most balanced encodings. Ideally, we
just put together k balanced encodings and obtain close to
k(1 — Hz(p)) amount of information. Unfortunately, the en-
codings are not independent in general. Even if each bit is
perfectly balanced on its own, the bitstring y is not uniform.
This leads to an interesting scenario: the more bits we add
to a multibit encoding of S, the less amount of information
each subsequent bit provides, as we are slowly exhausting
nearly independent encodings. We stress again that each bit
encoding is fixed in advance before the attack starts.

We search for this multibit encoding first by randomly
sampling 10 000 balanced full rotation 1-bit encodings, then
we greedily try to combine them with a goal to get as uniform
y as possible. In our experiments, we found 7 bits to be a good
cutoff. For p = 0.95, the theory suggests the upper bound of
information to be 4.99522 bits, while we can get (on average)
4.66449 bits for ML-KEM-512 and 4.67581 bits for ML-KEM-
768, i.e., we lose about 0.3 bits of information per 7 calls.

We split all secret coefficients into gd sets of @ coefficients.
Then, for each set, we call the oracle 7 times. But it is not



enough to recover the whole secret. Adding more bits to multi-
bit encoding gives diminishing returns, a different approach
is needed to maximize further extracted information.

3.4.2 Batches: New Adaptive Approach

Since the multibit full rotation encodings were applied to
independent subsets of s, the total information gathered in this
initial phase is simply the sum of the mutual information from
each subset. However, to resolve the remaining uncertainty,
we must introduce new encodings that link these previously
independent groups, as illustrated in Figure 3. A significant
challenge arises here: estimating the information gain from a
new linking query is nontrivial, as it is statistically dependent
on 16 previous secret coefficients. A direct computation of
the overall mutual information quickly becomes intractable.

To overcome this, we propose an adaptive, iterative strategy.
After the initial phase of full rotation encodings, we compute
a posterior probability mass function (PMF) for each secret
coefficient based on the oracle outputs. This belief state then
guides the selection of new queries. For any given set of four
coefficients, we can efficiently search for a nearly optimal bal-
anced encoding. We achieve this by checking a pre-selected
set of approximately 12 000 candidate encodings and, based
on the current posterior PMFs, quickly selecting the one that
yields the most balanced oracle response, thereby maximizing
the expected information gain. To manage this process, we
again partition all secret coefficients into gd disjoint subsets
and apply one such adaptively chosen encoding to each. We
define this full set of ;d new queries as a batch.

To integrate the information from this new batch and up-
date our belief state, we employ a belief propagation (LDPC)
decoder, following the SCA-LDPC framework [16]. The de-
coder processes the responses from all oracle queries made
so far—both the initial full rotation encodings and all subse-
quent batches. This not only combines the information but
also provides powerful error-correction. The output is a new,
more refined set of marginal PMFs for each secret coefficient.
The attack proceeds by iteratively adding new batches of
adaptively generated queries and running the LDPC decoder,
progressively reducing the uncertainty until the secret key is
recovered.

3.4.3 Hybrid Adaptive Algorithm Using LDPC

The complete hybrid attack strategy, combining the initial in-
formation gathering with the adaptive batch-based approach,
is outlined in Algorithm 2. The process begins by querying
the oracle with a precomputed set of 7-bit full rotation encod-
ings to establish a baseline of information. Based on these
initial responses, we compute a preliminary posterior proba-
bility mass function (PMF) for each secret coefficient using a
maximum-likelihood approach.

The attack then enters an iterative loop, where in each
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(a) Full Rotation Encodings (b) Basic "Linking" Encodings

Figure 3: Illustration of the two-phase query strategy. (a) In
the initial phase, full rotation encodings create strong, inde-
pendent checks over structured, disjoint groups of coefficients
(e.g., within sg, sy, etc.). (b) In the batch phase, basic encod-
ings create flexible "linking" checks that connect arbitrarily
chosen coefficients across the different groups.

round, or batch, we partition the secret coefficients and ap-
ply new, adaptively chosen single-bit basic encodings to link
them. The responses from each batch are collected and then
processed, along with all previous data, by an LDPC decoder.
This step updates the PMFs for all coefficients, refining our be-
lief state and leveraging the error-correcting properties of the
decoder. This loop continues for a fixed number of batches.
To evaluate the effectiveness of our strategy, we ran simula-
tions for both ML-KEM-512 and ML-KEM-768 using an oracle
with p = 0.95. The results, averaged over 100 keys, are pre-
sented in Figure 4. We measure the attack’s progress using the
Hamming distance, defined as the number of incorrect coeffi-
cients in the recovered by LDPC secret key compared to the
correct one. As shown in the Figure, the average Hamming
distance steadily decreases as more information is gathered
through successive batches of oracle queries. A key finding
is that a perfect recovery (Hamming distance of 0) does not
always happen. Often, the attack terminates with a small num-
ber of errors in the recovered key. This remaining uncertainty
can be efficiently resolved with light post-processing. Specifi-
cally, we have implemented a meet-in-the-middle approach
over two lists of size about 22°. For the implementation writ-
ten in C on a single thread, we can recover the key for a
Hamming distance of 4 or less in less than a second.

3.5 Investigating Extremely High-Noise Oracle

For completeness, we estimate the performance of our ap-
proach when the oracle is extremely noisy. To reuse the anal-
ysis and experiments already presented in this paper, we con-
struct a higher-accuracy oracle by repeating independent calls
to the original (noisier) oracle and combining the outcomes.
In other words, we reduce the noisy-oracle setting to the
higher-accuracy setting treated elsewhere in the main body.
Concretely, let the basic (Bernoulli) oracle have accuracy
p. After n repeated calls we observe y containing k zeros. The



Algorithm 2 Hybrid Adaptive Key-Recovery Strategy

Input: Oracle noise level p, Maximum number of batches By,
Entropy threshold Bep;,
Output: Estimated secret key §
: CpR < Precomputed 7-bit full rotation encoding
: Dpp+0 > Storage for full rotation oracle responses
2 Dpgen <0 > Storage for batch oracle responses
: for all polynomials s in s do
forall j € {0,...,63} do
I+ {j,j+64,j+128,j+192}
indices
y < empty array of size 7
forie {0,...,6} do
: ct; < BuildFRCt(Crr,1,i,k) > Build ciphertext for
i-th bit for sk
10 y[k] < QueryOracle(ct;)
11: end for
12: Add (I,CFR,y) to Drgr
13: end for
14: end for
15: pmfs <— ComputelnitialPMFs(Drg)
Max-Likelihood
16: for b € {1,...,Byqx} do
17: P <+ RandomPartition({0, ...,n-d — 1}, size=w)
18: for all subset of indices / € P do

DU R Wy

> Select coefficient

0 e

> Initial belief via

19: if Hy(pmfs[l]) < Benr then continue; > Skip if the
chosen coefficients have low total entropy

20: enc < FindBalancedEncoding(/, pmfs) > Adaptively
find best encoding

21: ct < BuildBatchCt(enc, /)

22: ¥ <= QueryOracle(ct) > Get I noisy bit

23: Add (I,¢,y) to Dpasen

24: end for

25: pmfs <— LDPC-Decode(Drgr U Dpgren)
26: end for

27: § < EstimateKeyFromPMFs(pmfs)
28: return §

> Update beliefs

> Make final decision

likelihood of these observations assuming the true value is 0
is

Pr(y|0) = p*(1—p)" ",
while assuming the true value is 1 it is
Pr(y | 1) = (1—p)*p" .

The likelihood ratio (and hence the posterior odds, up to the
prior) is therefore

Pr(y|0) (1 p )2"*".
-p

Pr(y | 1)

We work in the log domain to avoid numerical underflow.

We repeat oracle calls until the posterior probability for one
hypothesis exceeds a prescribed threshold; equivalently, we
stop when the log-likelihood ratio crosses the threshold

p/
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Figure 4: Attack results for ML-KEM-512 (top row) and ML-
KEM-768 (bottom row), averaged over 100 keys. The left
column shows the decrease in the number of incorrect se-
cret coefficients as more oracle calls are made. The right
column shows the final key-recovery success rate with no
post-processing, light, and medium post-processing. Each
data point is obtained after running the full LDPC decoder
on the accumulated information from each batch of oracle
queries.

which corresponds to a target effective accuracy p’. This pro-
cedure is essentially majority voting with soft information;
the resulting posterior is passed into the decoder as soft infor-
mation.

For ML-KEM-768, we take the noisy oracle accuracy p =
0.515, reported for the masked-hardware scenario in [41].
Lifting the oracle to p’ = 0.95, we can achieve on average
4291390 traces which has a ratio of 1.79 to the theoretical
lower bound.

After we submitted this paper in August 2025 we became
aware of a related paper in the ePrint by Hermelink, Martens-
son, and Tran [19], which also touches upon very noisy oracles
and reports results for the noisy binary PC oracle. They report
a mean of 19319 143 traces for ML-KEM-768 for p = 0.51,
which has a ratio of 3.57 to the lower bound. Our approach
with lifting to p’ = 0.95 achieves on average 9 690 509 traces
with a ratio of 1.79, demonstrating the practical benefit of our
attack.

We deliberately fixed p’ = 0.95 because the parameters and
encodings were already optimized for that target. We believe,
however, that further gains are possible: one could target a
smaller accuracy p’ < 0.95 and optimize all the parameters
for it. We leave the analysis of the optimal choice of p’ as an
open problem.



4 Application to GoFetch Attack on Kyber

4.1 Adversary Model and Attack Phases

The GoFetch attack [3] is a microarchitectural side-channel
attack capable of breaking constant-time cryptographic imple-
mentations. It exploits a hardware feature known as the Data
Memory-Dependent Prefetcher (DMP), which is present in
Apple M-series and Intel’s 13th generation CPUs.

Unlike traditional prefetchers that predict memory access
patterns based on address history, the DMP inspects the con-
tent of data being loaded into the cache. If any data value
resembles a memory pointer, the DMP attempts to “deref-
erence” it by prefetching data from the supposed memory
address. This behavior creates a powerful side channel: an
attacker can craft a cryptographic input such that an intermedi-
ate value, dependent on a secret key, appears as a valid pointer
if and only if the secret holds a specific value. By monitoring
cache activity to detect whether the DMP prefetches from
the target of this “pointer”, the attacker can learn information
about the secret key.

In our attack, this mechanism is used to construct a decryp-
tion failure (DF) oracle. The attacker crafts a ciphertext that,
upon decryption, produces a message containing either a tar-
get pointer or a slightly modified version with one flipped bit.
The secret-dependent bit flip is designed such that the DMP
is triggered on the target pointer in one case but not the other.
By observing the DMP’s activity, the attacker can distinguish
between these two outcomes, effectively creating a DF oracle
to extract the secret key. Our method employs a ciphertext
construction that allows targeting all secret key coefficients.
This enables a full key recovery without the need for the
computationally intensive lattice reduction step required by
the original GoFetch approach and leverages a more robust
statistical model for interpreting noisy measurements.

Adversary Model. The adversary executes unprivileged
code on the same machine as the victim, but the attacker
and victim processes operate in separate address spaces
and do not share memory. This assumption, consistent
with the GoFetch paper, precludes the use of common
Flush+Reload cache attacks. Instead, the attack leverages
a separate thread to perform high-resolution timing measure-
ments for a Prime+Probe [27] attack. Following the GoFetch
methodology, our attack is divided into two primary stages:
a calibration phase and a key-recovery phase. While we
assume the availability of high-resolution timers typical of
native execution environments, we consider the further restric-
tion of browser-based sandboxes—where such timers may be
jittered or unavailable—to be outside our current scope and a
subject for future work.

Phase 1: Calibration. The calibration phase prepares the
environment for the attack and profiles the target system’s tim-
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Figure 5: Timing difference between cache hit and cache miss
during the attack (1 000 measurements)

ing characteristics. This phase consists of three steps. First, an
Eviction Set Search is performed to find groups of memory
addresses that map to the same cache set, which is neces-
sary for the Prime+Probe technique. This initial step does
not require interaction with the victim process. Second, the
attacker builds Compound Eviction Sets, as introduced by
GoFetch. These are pairs of L2 eviction sets chosen so that
one evicts the victim buffer where the crafted pointer may
reside during computation, while the other targets the cache
set of the pointer’s eventual dereference. Finding these sets is
essential for isolating the DMP’s activity and requires sending
a large volume of ciphertexts to the victim. These two steps
are essentially unchanged from GoFetch, as it is the necessary
precondition to exploit the DMP. The final step is Profiling,
where we model the distributions of cache hits and misses as
Gaussian. We collect 1 000 timing measurements to establish
parameters (up,0p) for cache hits (Class 0) and (u,6:) for
cache misses (Class 1, DMP activation), as illustrated in Fig-
ure 5. This profiling step may be optional on similar hardware,
but we include it explicitly as our results differ from those
in [3, Figure 9], likely due to hardware differences between
our MacBook Air (Apple M1) and their Mac Mini (Apple
M1), both running macOS 13.5.

The rationale for this profiling is to frame the oracle’s
response as a hypothesis testing problem. During the attack,
for a new set of k timing measurements t = {z1,...,%}, we
evaluate two competing hypotheses: Hypothesis 0 (Hp), that t
was sampled from the cache-hit distribution A (19, 63), and
Hypothesis 1 (H}), that it was sampled from the cache-miss
distribution A(u1,67). Our goal is to determine the posterior
probability of each hypothesis, for which we calculate P(Hj|t)
using Bayes’ theorem with balanced priors

Pr(t‘H()) PI‘(H())

Pr(Holt) =

PI‘(H()) = Pr(H]) =0.5.

During the attack, we filter outliers (e.g., timings greater
than 1500 ticks) and accumulate measurements until either
Pr(Hp|t) or Pr(H,|t) exceeds a confidence threshold of 0.85.
This method provides a more stable oracle despite measure-
ment noise. While the posterior probability provides valuable
soft information, we surprisingly found that key recovery was
more effective when treating the oracle as a binary output



(i.e., outputting O if Pr(Hp|t) > 0.5). This observation may
warrant further investigation.

Phase 2: Key Recovery. The key-recovery phase, which
follows the strategy detailed in Section 3.4, is orchestrated
by three cooperating processes. The first process implements
the logic of the attack, deciding which ciphertext to test next
based on the oracle’s previous responses. The second pro-
cess is responsible for interacting with the victim; it takes a
ciphertext from the first process, sends it to the victim, ex-
ecuting the Prime+Probe measurement loop. This process
uses a dedicated thread to create a high-resolution timer for
its measurements and reports back the final conditional prob-
ability after several measurements. The victim process in a
loop sends its public key, receives a ciphertext, then runs a
decapsulation. While the first two processes could be merged
into a single one, we separated the main logic into a distinct
Python process for convenience during implementation.

4.2 Executing the Attack

To instantiate the decryption failure oracle, we craft cipher-
texts that cause the decrypted message to contain a specific
pointer, ptr, which is learned during the calibration phase. The
core of the technique is to create a predicate, dependent on
the secret key, that determines whether the decrypted message
contains the exact ptr or a slightly modified version, ptr’. By
observing whether the DMP dereferences ptr, we can learn
the outcome of the predicate. As established in [3], the DMP
is insensitive to bit flips in the upper 8 and lower 7 bits of a
64-bit pointer, a property that was a limitation but turns out
as a helpful tool in our case.

Ciphertext for Basic Encodings. To create the encodings
described in Section 3.2, we first define ptr’ = ptr® (1 < i),
where the bit at position i is within the DMP’s sensitive region
(7 < i < 56) and ptrl[i] = 17. We then construct the ciphertext
component v’ such that the decrypted message is an array of
pointers, starting with ptr’ followed by three random pointers
that reside within the same 4 GB memory region. The DMP
will prefetch ptr if and only if the decryption result is modified
back from ptr’ to ptr, which happens when the chosen secret-
dependent predicate is satisfied.

Crucially, for our attack, the value of v remains fixed across
all oracle queries. To target different coefficients of the secret
key s, we modify the nonzero positions within the ciphertext
component u. This approach allows us to probe any coeffi-
cient of the secret key, thereby overcoming the DMP sensi-
tivity limitations that constrained the original GoFetch attack
and enabling a full key recovery without subsequent lattice
reduction.

2There is an off-by-one error comparing an inequality over ptr'[i] = 1 to
ptr'[i] =0, thus, we fix ptr'[i] = 0 to follow Section 3.
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Figure 6: Distribution of final Hamming distance versus the
total number of Prime+Probe measurements for 100 ML-KEM-
512 key-recovery attempts. Each point’s color indicates the
empirical oracle accuracy for that run. Attack parameters were
based on p = 0.95; thus, circles nicely follow the theory

Ciphertext for Full Rotation Encodings. Constructing the
full rotation encodings from Section 3.3 is less straightfor-
ward, as the goal is to detect if the decrypted message con-
tains ptr at any of four positions. A naive idea is to con-
struct v’ to correspond to a message of four identical pointers,
[ptr’, ptr’, ptr’, ptr']. The rationale is that if the secret causes
any of these to become ptr, the DMP will prefetch it, and
probing will result in a cache miss. Unexpectedly, this ap-
proach does not work. Our experiments show that the oracle
is only sensitive to the first two pointers; for example, if the
decrypted message is [ptr’, ptr’, ptr, ptr’], no prefetch occurs.
This implies that the DMP may stop scanning an array of
pointers after encountering the same repeating value at the be-
ginning. This behavior, which reveals additional logic within
the DMP, might be explained by a mechanism like the his-
tory filter mentioned in [3], designed to prevent redundant
operations on repetitive data.

We bypass this limitation by constructing v’ such that the
intended decrypted message is an array of slightly different
pointers: [ptr’ @ 1,ptr’ &2, ptr’ @ 4,ptr’ & 8]. The DMP ig-
nores the lower 7 bits of a pointer, so these values all target
the same L2 cache line. However, despite the prefetch target-
ing the same cache line, the pointers are technically different,
which avoids the problem of the DMP halting on repetitive
values. This allows us to create a reliable oracle that triggers
if any of the four secret-dependent predicates are satisfied. We
also note an unexplained empirical observation: this technique
only works reliably when the flipped bit i in the construction
of ptr’ satisfies i > 14. We leave a full investigation of this
behavior to future work.

Results of the Attack. We ran the attack on 100 random
secret keys to assess its performance. The initial profiling was
performed only once, and the resulting Gaussian parameters
were used for all subsequent tests. The results for ML-KEM-



Table 3: Aggregated results for 73 successful ML-KEM-512
key recoveries

Measurement Empirical Hamming
.. Traces .
repetitions accuracy distance
2.69 0.9614 6047.84 0.73

512 are shown in Figure 6, where the most accurate oracle
cases are centered in the lower-left corner. Choosing a differ-
ent confidence threshold can increase the chance of having
a more accurate oracle. A full key recovery takes approxi-
mately 25 minutes, with nearly half of this time dedicated to
the calibration phase. As expected with a timing-based side
channel, the results show considerable variance, with some
runs exhibiting significant noise. In 73 of the 100 trials, the
recovered secret key had a Hamming distance of 4 or less
from the true key, which we classify as a success. The ag-
gregated statistics for these successful runs are presented in
Table 3. The number of traces reported includes only those
made during the key-recovery phase.

As seen in Figure 6, the empirical accuracy of the oracle
exhibits significant variability. Our experiments reveal that the
attack occasionally suffers from bursts of consecutive incor-
rect oracle responses. This phenomenon is likely attributed
to system-level noise, such as operating system interrupts,
context switches, or background processes. These events can
inadvertently evict cache lines during the Prime+Probe mea-
surement window, causing false cache misses that the attacker
misinterprets as DMP activity. Despite these occasional bursts
of noise, we find that increasing measurement redundancy
to guarantee a success rate close to 1 is suboptimal. In our
current setup, it is cheaper (in terms of number of traces) to ac-
cept a non-zero failure rate and simply rerun the key recovery
phase when necessary.

4.3 Comparison with the GoFetch Attack

Our proposed attack demonstrates a significant improvement
in efficiency and capability when compared to the GoFetch
attack presented in [3]. The advantages are evident in several
key areas.

Most critically, our method drastically reduces the number
of traces required for key recovery. This is due to a funda-
mental difference in how the two attacks handle measurement
noise. The GoFetch attack on Kyber-512 relies on repetition
to create a highly accurate oracle; it uses 32 traces for each
ciphertext query, effectively performing a majority vote to
overcome noise. This approach leads to a total trace count of

100 352:
392 coefficients

8 ciphertexts/coefficient
32 traces/ciphertext
100352 traces

X X

This extensive data collection is coupled with a compu-
tationally intensive post-processing step, which the authors
report requires an average of 7.5 hours on a high-performance
server (an Intel Xeon Platinum 8352Y with 128 logical cores
and 1.48 TB of RAM). In stark contrast, our methodology is
designed to work directly with noisy oracle responses. By in-
tegrating powerful error-correction techniques, we eliminate
the need for extensive repetition, requiring only a small num-
ber of traces per query. This results in a tenfold reduction in
the total online trace acquisition. Although our experimental
setup exhibits a slightly lower noise floor (as seen by compar-
ing Figure 5 with [3, Figure 9]), this dramatic improvement is
overwhelmingly attributable to our novel attack methodology,
not the hardware platform.

Finally, our attack overcomes a major limitation of the
GoFetch methodology that prevents it from scaling to higher-
security schemes. The GoFetch attack is fundamentally
constrained by the physical behavior of the Data Memory-
dependent Prefetcher (DMP). As detailed in their analysis,
the DMP ignores the leading 8 and trailing 7 bits of any
64-bit value it interprets as a pointer. This means that for
every block of 64 secret coefficients, a portion of the secret
remains unrecoverable through their leakage mechanism. For
ML-KEM-512, this results in 392 of 512 recoverable coeffi-
cients, leaving 120 unknown. While this smaller number of
unknowns can be solved with a computationally intensive
lattice reduction, the problem becomes intractable for ML-
KEM-768 and ML-KEM-1024. For these larger parameter sets
(768 and 1024 coefficients, respectively), the number of un-
recoverable coefficients increases proportionally, making the
search space for the final lattice reduction step too large to be
practical. Our method does not suffer from this constraint and
can recover all secret coefficients, enabling a full key recovery
even for these schemes with a higher security level.

5 Discussions

We now discuss the key properties of our attack methodol-
ogy that highlight its practical significance, as well as the
implications for potential countermeasures.

5.1 Attack Properties

Near-Optimal Efficiency. Our attack is "near-optimal” in
its query efficiency, approaching the theoretical Shannon
lower bound for key recovery. By achieving a query-to-bound
ratio as low as 1.35, our method demonstrates high efficiency
with little room for further improvement. This result demon-
strates that the information-theoretic bound is, in this case, a
tight bound, which allows for an accurate evaluation of the
security margins of cryptographic systems.

Extension to Multi-Value PC Oracles. Our attack’s core
methodology could be extended beyond one-bit-bound ora-



cles to more powerful multi-value PC variants. Finding opti-
mally balanced queries in this larger information space is a
nontrivial optimization problem that we leave for future work.

Applicability for ML-KEM-1024. While our presentation
focuses on ML-KEM-512 and ML-KEM-768, the attack frame-
work extends directly to ML-KEM-1024. We prioritized the
lower-security variants as they are more commonly targeted in
side-channel analysis, particularly in the context of resource-
constrained and embedded devices. The attack on ML-KEM-
1024 would follow the same methodology as for ML-KEM-768.
Although the secret key space for ML-KEM-1024 is larger by
a factor of 4/3, we anticipate that the required number of
traces would increase by a smaller margin. This expected
gain in efficiency stems from ML-KEM-1024’s larger compres-
sion parameters (dy,d,). The reduced compression allows for
more fine-grained control when constructing the inequalities
that form our oracle queries, enabling the creation of more
balanced encodings. As each query would yield more infor-
mation on average, the total number of traces needed for a
full key recovery would be proportionally lower.

5.2 Countermeasures

Implications for One-Bit-Bound Oracle Attacks. Our
work improves the mathematical exploitation of one-bit-
bound oracles. Consequently, traditional software hardening
approaches like masking and blinding, which aim to increase
the noise and reduce the signal of side-channel leakage, re-
main conceptually valid. However, their practical security
must be re-evaluated. By demonstrating a key recovery that
requires significantly fewer traces, we show that an amount
of noise previously considered sufficient to deter an attacker
may no longer be adequate. Implementations may require
more robust hardening (e.g., higher-order masking) to pro-
vide the same level of security, which in turn impacts perfor-
mance. The trade-off between security and efficiency for these
countermeasures must be reconsidered in light of our more
potent attack methodology. For instance, first-order masked
software has been shown to yield high oracle accuracy (e.g.,
p ~ 0.96 [41]), and our analysis in Section 3.5 indicates that
even highly noisy hardware-masked scenarios (p ~ 0.515)
are potentially vulnerable.

Implications for the GoFetch Scenario. In the specific
context of the GoFetch attack, our method improves the ef-
ficiency of exploiting the DF oracle, but it does not alter the
fundamental leakage source: the Data Memory-Dependent
Prefetcher (DMP). Therefore, the countermeasures proposed
in the original GoFetch paper remain fully effective. Disabling
the DMP via an ISA extension or restricting cryptographic
computations to cores where the DMP is not active would
completely mitigate this specific attack vector by eliminating

the oracle at its source. Our work simply makes the leakage
that is available far more dangerous.

6 Conclusion and Future Works

In this paper, we have proposed a new methodology for de-
cryption failure (DF) oracle attacks on ML-KEM that chal-
lenges their perceived inefficiency. Our approach integrates
adaptive query generation with the error-correction power of
LDPC codes, introducing a hybrid framework. By construct-
ing queries that yield balanced, high-entropy parity checks
over multiple secret coefficients, we maximize the informa-
tion gained from each oracle call. This technique signifi-
cantly reduces the number of traces required for key recovery,
demonstrating that a carefully constructed DF oracle attack
can be more potent than its binary PC counterparts, especially
in noisy environments. We validate the real-world applicabil-
ity of our attack by applying it to the GoFetch side-channel
vulnerability, achieving a substantial reduction in the required
number of traces for successful key recovery.

We selected ML-KEM as our primary target due to its
standardization as FIPS 203 and its anticipated long-term
importance among lattice-based KEMs. This methodology
can be broadened to encompass other lattice-based proposals,
potentially guiding the selection of PQC standards beyond
those established by NIST. Future work should include ex-
tending our current approach to address multi-value plaintext
checking oracle attacks [31,40] on ML-KEM, aiming for per-
formance optimization that approaches information-theoretic
lower bounds—particularly in protected platforms with less
accurate oracles. Further research should focus on identifying
additional leakage sources from diverse physical platforms to
instantiate the required DF oracle and apply our new attack
framework; high-order masked platforms are particularly in-
teresting cases. Additionally, the broader implications of our
new DMP reverse-engineering results warrant further explo-
ration. The halting scan behavior we identified, along with its
bypass technique, could be leveraged to enhance attacks on
other cryptographic implementations. Finally, given that more
powerful attacks can render even protected implementations
vulnerable with fewer traces needed for key recovery, de-
signing more efficient countermeasures offering higher-order
protection at a reduced performance cost is an important area
of investigation. While our current adversary model focuses
on an unprivileged user on a multi-user system with access to
high-resolution timers, exploring this attack within a browser
sandbox remains a compelling direction for future work.
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Ethical Considerations

Our primary contribution is a general mathematical frame-
work for dramatically improving oracle-based side-channel
attacks, validating this framework through a specific instanti-
ation against the GoFetch vulnerability on Apple hardware.
In conducting this work, we navigated the ethical challenge
of balancing the public benefit of identifying this heightened
risk against the potential harm of publishing a more potent
attack methodology. Below, we discuss the impact on stake-
holders, our responsible disclosure process, and the broader
implications for the security community.

Stakeholder Analysis and Impact. We considered the po-
tential harm to several parties. First, for hardware vendors
(in this case, Apple), our attack significantly reduces the
resources required to exploit the Data Memory-Dependent
Prefetcher (DMP) vulnerability, making the threat more im-
mediate and accessible than previously understood. Specif-
ically, larger security parameters are no longer secure. Sec-
ond, for cryptographic designers (such as the NIST and
CRYSTALS/ML-KEM teams), our findings demonstrate that
any side-channel leakage instantiating a 1-bit oracle is far
more dangerous than previously believed, capable of being
exploited with near-optimal efficiency. Finally, users of af-
fected systems face a higher risk of key theft.

However, we believe the long-term benefits to these stake-
holders outweigh the risks. By demonstrating the severity
of these improved attacks, we motivate the development and
adoption of robust mitigations that will ultimately protect
end-users and strengthen cryptographic libraries against fu-
ture oracle-based threats. As a temporary measure, disabling
DMP prevents this particular attack.

Responsible Disclosure. Given the increased severity of
our new technique compared to the original GoFetch disclo-
sure, we adhered to a strict responsible disclosure process.

We notified Apple and the CRYSTALS (Kyber/ML-KEM)
team of our findings, providing them with the details of our
improved attack efficiency. This ensures that software and
hardware vendors have the necessary information to assess
the urgency of deploying mitigations.

Our practical validation was exclusively performed on Ap-
ple silicon. While similar DMP mechanisms exist in other
architectures (e.g., Intel), we focused our disclosure on the
validated target. As the specifics of our attack rely on the
M-series implementation and Intel is already aware of general

DMP attack techniques, we did not extend the disclosure to
Intel, focusing instead on the verified vulnerability.

Broader Implications and Dual Use. We acknowledge
that our primary contribution has dual-use potential. While
it empowers security researchers to identify and test vulnera-
bilities with greater efficiency, it could theoretically be used
by adversaries to optimize attacks on other leakage sources
(power, EM, or timing). However, we contend that suppress-
ing this methodology would be more harmful to the security
community. By publishing the mathematical underpinnings
of these attacks, we enable defenders to accurately model the
risk of “minor” leakages and design countermeasures that ren-
der 1-bit oracles imperfect or impossible to exploit in practical
settings.

Open Science

To facilitate the verification of our results and to encourage
further research, we make our simulation code, attack im-
plementation, and the data used to generate the figures in
this paper publicly available in an open repository https:
//doi.org/10.5281/zenodo.17899501.
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A Extended Analysis of Encoding Strategies

To provide better intuition for the “Full Rotation” encoding
chosen in Section 3.3, we analyze three different main strate-
gies for constructing oracle queries. We utilize a simplified
“toy model” to make the index arithmetic transparent.

Toy Model and Math Recap. We consider a polynomial
ring with degree n = 16. We impose a computational con-
straint ® < 4, meaning the set of secret key coefficients in-
fluencing a single oracle query must have cardinality at most
4.

Recall from Section 3.2 that the decryption failure oracle
checks inequalities based on the value (—s”u)[i]. By select-
ing specific nonzero positions in the noise vector v (which
correspond to check indices i), we determine which linear
combinations are validated.

Strategy 1: Arbitrary disjoint encoding. The simplest
approach is to target an arbitrary set of ® secret coefficients.
We construct u with ® nonzero terms and set v to have exactly
one nonzero coefficient at index i. We can target any subset of
the key; however, in general, it is difficult to have a balanced
encoding.

Strategy 2: The sliding window method. We choose u
with nonzero coefficients separated by a fixed distance d
(modulo n). We then check multiple positions in v, also sep-
arated by distance d. This causes the linear combination to
“slide” over the secret key, creating a chain of overlapping
dependencies.

Example: Let u = 2041 + 73213 (distance 2). We check
positions i € {0,2,4}.

o i=0: (—sTu)[i] = s120 + 5321.
o i=2: (—s"u)[i] = 5320 + s521.
o i=4: (—sTu)[i] = s520 + 5721.

The total set of involved variables is {s;,s3, 55,57}, which has
size 4 (satisfying ® < 4); see visual representation in Table 4.

Table 4: Sliding Window Dependencies (n = 16,0 = 4).
Shaded cells indicate involved coefficients.
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Analysis: With sliding window we can use 1 < k < ® inequal-
ities, each over ® — k + 1 variables. The flexibility is quite
high, as the distance could be chosen arbitrarily. Despite the
overall encoding depending on @ variables, each inequality
has fewer than ® variables, which reduces the granularity and
the probability of having a balanced encoding. Additionally,
some variables participate in more inequalities than others,
as seen in Table 4, s; is present only in the first inequality,
while s3 is present in two of them. This strategy is not used
in our paper, but we believe it might be of use in a different
scenario.

Strategy 3: Full rotation encoding. This approach, de-
scribed in Section 3.3, constructs a “closed loop”. Each out
of ® inequalities has the same set of ® variables.

Example: Let u = 20X 4+ zix! 4 2007 + z3x3. We select
non-zero positions i € {1,5,9,13} in v. Carefully calculating
(—s"u)[i] leads to Table 5.

Table 5: Full Rotation Dependencies. Note that every check
column is fully populated.

S2 S¢ S10 S14
i=1 20 2] 22 23
i=5 | —z3 20 21 22
i=9 | —2 —=n3 20 21
i=13 | —-z1 -2 -3 20




Analysis: The full rotation encoding allows us to consider ®
inequalities over ® variables, which favorably compares to
the sliding window approach; thus, each encoding is more
balanced, and the key recovery is more efficient. The down-
side is the lack of flexibility in the choice of secret variables.
In our approach, we resolve this in the attack’s second phase
by adding random “linking” queries.

Constraints and Extensions. Two important implementa-
tion details distinguish these methods:

1. Divisibility: The full rotation approach relies on sym-
metric spacing, requiring ® to be a divisor of n. Since
n = 256, ® must effectively be a power of 2. Strategies
1 and 2 do not have this restriction and can support any
integer o.

2. Cross-Polynomial Linking: In ML-KEM, the secret key
is a vector of polynomials. The full rotation method is
rigid and operates within a single polynomial ring. How-
ever, strategies 1 and 2 can be easily adapted to construct
u with nonzero coefficients in different polynomial slots.
We use the first strategy in the batch phase to create links
between the disjoint sets of variables recovered by the
full rotation phase.
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