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Abstract

In two-party secret sharing scheme, values are typically
encoded as unsigned integers uint(x), whereas real-world ap-
plications often require computations on signed real numbers
Real(x). To enable secure evaluation of practical functions,
it is essential to compute Real(x) from shared inputs, as pro-
tocols take shares as input. At USENIX’25, Guo et al. pro-
posed an efficient method for computing signed integer values
int(x) from shares, which can be extended to compute Real(x).
However, their approach imposes a restrictive input constraint
x| < % for x € Z, limiting its applicability in real-world sce-
narios. In this work, we significantly relax this constraint to
x| < B for any B < £, where B = £ corresponds to the natural
representable range in x € Zy. This relaxes the restrictions
and enables the computation of Real(x) with loose or no in-
put constraints. Building upon this foundation, we present
a generalized framework for designing secure protocols for
a broad class of functions, including integer division (| 7 ]),
trigonometric (sin(x)) and exponential (e ~) functions. Our
experimental evaluation demonstrates that the proposed proto-
cols achieve both high efficiency and high accuracy. Notably,
our protocol for evaluating e~ reduces communication costs
to approximately 31% of those in SirNN (S&P’21) and Bolt
(S&P’24), with runtime speedups of up to 5.53x and 3.09x,
respectively. In terms of accuracy, our protocol achieves a
maximum ULP error of 1.435, compared to 2.64 for SirNN
and 8.681 for Bolt.

1 Introduction

Secure two-party computation (2PC) [28,31,32] is a foun-
dational cryptographic primitive that enables two mutually
distrustful parties to collaboratively evaluate a public function
over their private inputs without revealing any information
beyond the function’s output. By guaranteeing both correct-
ness and privacy, 2PC has become a foundational technology
for privacy-preserving computation, enabling a wide range
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of real-world applications such as secure data analysis and
privacy-preserving machine learning. However, the practical
deployment of 2PC is often limited by significant communi-
cation overhead, largely driven by expensive cryptographic
operations such as those based on public-key primitives. Con-
sequently, the design of efficient and scalable two-party pro-
tocols has become a central focus in modern 2PC research.

The Garbled Circuits (GC) method, introduced by Yao [31],
was the first general solution proposed for 2PC. While GC
provides a robust framework, its high computational and com-
munication costs limit its practicality in real-world scenar-
ios. Recent advances in privacy-preserving machine learning
(PPML) [14,20,23-25,29] have spurred the development of
customized protocols that prioritize efficiency. Additionally,
innovative protocol design principles have emerged to guide
the construction of more effective solutions. For instance,
SirNN [26] leverages the concept of non-uniform bitwidths
to significantly reduce the overhead of various protocols and
secure RNN inference tasks. The fitting techniques, such as
polynomial fitting and Fourier series fitting, have become
standard tools for evaluating non-linear functions, including
GELU [13,25], e [26] and sigmoid [17,22]. The recent
work SEAF [11] further advances this area by providing an
optimized protocol design method for general non-linear acti-
vation functions.

In the two-party secret sharing scheme, an input is encoded
as an unsigned fixed-point number x = uint(x) to perform
cryptographic operations, and shared as x = xo +x; mod L.
However, most real-world functions operate on signed real
numbers Real(x). Consequently, a conversion from uint(x)
to Real(x) is necessary. Since protocols have access only to
the shares xo and x;, Real(x) needs to be computed from
these shares. Guo et al. [12] introduced a new variable
MW!(x) to derive the signed value int(x) from shares via
int(x) = xo +x1 — MW(x) - L. The corresponding signed real
value is then Real(x) = '";(fx), where f denotes the number
of fractional bits. However, the approach of Guo et al. has
two main limitations. First, they only give an efficient method
for computing MW (x) under the constraint |x| < %, which is




often violated in practice and thus limits applicability. For ex-
ample, a value x € [—50,50] is encoded and shared over ring
Z12s. In this case, although the upper bound of |x| is smaller
than the ring size, we have |x| > %8, and thus the method
in [12] fails. Therefore, a new method that supports |x| < B for
B < % is required. Second, they focus on computing signed
integer values, whereas many real-world applications require
real number inputs.

To address the limitations in [12], we propose two main im-
provements and extensions. For x € Z, the geometric method
in [12] can compute MW (x) only under the constraint [x| < .
In this work, we focus on relaxing this restriction and ex-
tend the input range to |x| < B for any B < % To this end,
instead of the AND-based approach in [12], we develop a new
comparison-based method that achieves the desired function-
ality under the relaxed constraint. This extension broadens
the range of scenarios in which geometric methods can be
applied and improves their overall applicability. When an up-
per bound B on |x| is known a priori, this relaxed constraint
enlarges the set of admissible inputs. In the absence of such
prior knowledge, we set B = %, which is the natural upper
bound on |x| for x € Z. Furthermore, we extend the geometric
method from signed integers to real numbers. We first com-
pute the MW (x) as defined in [12], and then represent a signed
real number with f-bit precision as Real(x) = xoﬂ‘;%
Then a function func(-) with Real(x) as input can be written
as func(Real(x)) = func(5} + 35 + W) Based on this
representation, we present a general protocol design method
for a broader class of practical functions, including trigono-
metric and exponential operations. Our main contributions
are summarized as follows:

* Focusing on the constraint limitations in prior work, we
relax the constraint for computing MW (x) from |x| < §
in prior work to |x| < B, where B < % Notably, when
B = %, the only constraint on x is that x € Z;. Then
the real number Real(x) can be computed from shares
efficiently. This improvement is enabled by an optimized
comparison protocol under input constraints, which is of
independent interest.

* We propose a novel method for securely evaluating a
class of functions func(-) which takes Real(x) as input
and satisfies the property func(a+b+c) =Y, fi(a) -
gi(b) - hi(c). We instantiate this method to several im-
portant real-world functions, including integer division
(L7]), trigonometric (sin(x)) and exponential (e~*) func-
tions. The implementations demonstrate that our new
protocols achieve both low overhead and high accuracy.

1.1 Our results

Comparison protocol with constraint. A comparison pro-
tocol takes [/-bit x from party Py and /-bit y from party P; as

inputs, and outputs b = 1{x < y}, with linear communication
complexity O(!) [27]. In this work, we focus on comparison
protocols with constraints. Specifically, for x,y € Zy, where
L =2, we assume that x is either smaller than y or greater
than y by A. Formally, x —y € [A,L){J[-L,0). Under this
constraint, we prove that y < x if and only if [ § ] < [ ]. Con-
sequently, the input length of the comparison protocol is re-
duced from / to [log L%ﬂ , and the communication complexity
decreases from O(I) (or O([logL])) to O([log| £ |7).

Computing MW (x) for |x| < 5. We generalize Guo et al.’s
work [12] for computing MW (x) from constraint |x| < £ to
|x| < B forany B < £. B =% implies no additional constraints
beyond x € Z. The theoretical communication of our proto-
col for computing MW (x) is summarized in Table 1, and some
instances are listed in Table 1(b). When B = (0.9999 - % (allow-
ing x to take 99.99% of the values in Zr,), only a 14-bit input
comparison protocol is required. Even for B = 0.999999 - %
(covering 99.9999% of values), the input length is 20 bits,
achieving li* = % = 1.85 times improvement compared to
the method with natural constraint B = %, where [-bit com-
parison protocol is invoked.

Moreover, for the case an [-bit x is shared over larger ring
Z,, , where [, > [+ 1, we give an efficient method to compute
MW (x mod 2/,2!) from MW /(x,2/"), where the latter can be
easily computed. Then, computations can be performed on
small ring Z,; with low overhead. This technique significantly
improves the efficiency for evaluating e~ in subsection 5.3.1.

Table 1: Theoretical communication for our computing
MW x) protocol HU(N with constraint |x| < B. va,l\/,v takes
shared [-bit x as input and outputs shared /’-bit MW (x). Pa-
rameters are defined as L =2/, K = Lﬁj When B # %, let

I* = [log| t55]1; when B= %, let I* = 1.

(a) Theoretical communication for x € Zy .

Range of B Comm.
[0,3L) K-(A+1")
[3L,%] < MU 1)+ 140+ 1

(b) Theoretical communication for some examples, where [ = 37.

Value of B r Comm.
0.5-% - 165
0.8 % 3 <591

0.9999 - £ 14 <2153

0.999999 - 20 <3005
1-5 37 <5254

New protocol designs for real-world functions. Using
MW(x) as a foundation, we can compute the signed real
number from shares. Further, based on the representation of



Table 2: Theoretical communication for our division, ex-
ponential, and trigonometric protocols. The input bitwidth
is [, with precision f. Cpyw denotes the communication of
computing MW (x) protocol. I; = [logd], where d is the di-
visor. H}Exp denotes that the protocol takes input with range

Real(x) € [0,8), and the protocol marked by HEEXP works for
any Real(x) > 0.
Func. Protocol Comm.
I_%J IIp;y, Sec 5.1 AMlg+3)+50+ 181+ Cuw
sin(x) IL;,, Sec 5.2 69A + 1888 + Cyw
i I, Sec 5.3 28\ +2144f+897
%, Sec 5.3 A(I+29)+ 18/ +4f+897

Real(x), we propose a method for evaluating functions func(-)
with the property func(a+b+c) = Y21 fi(a) - gi(b) - hi(c).
This method is applied to several real-world functions, includ-
ing integer division (|  |), trigonometric (sin(x)) and expo-
nential functions (a*, e ™). The theoretical communication for
these protocols is detailed in Table 2. The experimental results
in Section 6.2 demonstrate significant improvements. For our
division protocol, we achieve 1.4x to 4.84 x improvement
over CrypTFlow?2 [27]. For the exponential function protocol,
compared to SirNN [26] and Bolt [25], we reduce communi-
cation costs to 31%, while improving runtime by up to 5.53x
and 3.09 x, respectively. Furthermore, when applied on the
activation function evaluation in PPML, our Softmax proto-
col, built on the optimized e™* and batch division protocols,
achieves 4.59x to 6.2x improvement over Iron [13], and
1.94x to 2.32x improvement over Bolt [25].

Our protocols not only reduce overhead but also achieve
higher accuracy. Specifically, the maximum ULP (units in the
last place) error of our sin(x) protocol is approximately 1.3.
Our e protocol achieves a maximum ULP error of 1.435,
outperforming prior works, which reports ULP errors of 2.64
in SirNN and 8.681 in Bolt.

2 Overview

2.1 Computing Real(x) from Shares

Guo et al. [12] introduced MW (x) to compute the signed
value int(x) from shares as int(x) = xo +x; — MW(x) - L.
The MW (x) is an abbreviation of MW (xg, x1,L) or MW (x, L),
with the constraint B < %, MW (x) can be computed as:

MW (x) =MW (x,L) = MW (xp,x;,L)
0, ifxp+x € [O,B),
=<1, ifxg+x; € [L—B,L+B),
2, ifxo+x; € 2L—B,2L).

)

Using MW/(x), the real value can be computed as

int(x)  xo+x; —MW(x)-L
2of 2f ’

Real(x) = )
where f denotes the precision. Therefore, the core task for
computing Real(x) is to compute MW (x). Guo et al. [12]
proposed an efficient method to compute MW (x) under con-
straint |x| < % However, many practical scenarios do not
allow this constraint to be satisfied.

Our work focuses on relaxing the constraint to |x| < B for
any B < % and therefore computing Real(x) with any con-
straint. In this case, determining whether MW (x) = 0 is equiv-
alent to checking whether xo +x; < B. Let oo = xp and f =
B — x|, we have that MW (x) = 0 if and only if o < B, which
can be determined using a comparison protocol. Moreover,
there is a constraint on the input of this comparison protocol,
as o0— B =xp+x €[-B,0)U[L—-2B)J[2L—-2B,2L — B).
Therefore, determining MW (x) = 0 reduces to performing a
comparison protocol with this specialized constraint. In this
work, we propose new protocols for comparison protocol un-
der such constraint in Section 4.1, and demonstrate how to
compute MW (x) by invoking only one comparison protocol
in Section 4.2. Finally, MW(x) can be efficiently computed
even if B is very close to % For the case B = %, MW (x) is
computed by invoking only one /-bit comparison protocol.

Furthermore, we consider the scenario in which an [/-bit
x is shared over the ring Z,,, where I, > [ 4 1. In this case,
MW x,2") can be computed efficiently since |x| < ZTlr [12].
However, protocols are more efficient when executed over
the small ring Z,; instead of Z,,., due to the shorter input
lengths involved. To benefit from the advantages of both ap-
proaches, we propose a method to derive MW (x mod 2/, 2)
from MW/(x,2"), as detailed in Section 4.3. Using this
method, we first compute MW (x, 21’) over the ring Z,,,, then
convert it to MW (x mod 2/,2'), and finally perform protocols
over Z,. This approach allows us to achieve the high effi-
ciency for computing MW (x,2") and benefits of performing
protocols with shorter input lengths.

2.2 Applications on Real-world Functions

Consider a class of functions func(-) with the following prop-
erties: func(-) takes a single real number x as input, by divid-
ing x as x = a+ b+ ¢, func(x) can be computed as:

k—1
func(x) =func(a+b+c) =Y fi(a) gi(b)-hi(c), (3)
i=0

where f;, g; and h; are public functions. For example, exponen-
tial function is an instance of func(-), as edtbte — gt gb . pc
In this case, k = 1, and fy, go and Ay are all exponential func-
tions. Using the real number representation in Equation 2,



func(-) with the form of Equation 3 can be computed as:

func(Real(x Zf, )hz(%f(x)ll) “4)

) can be computed lo-
cally by parties Py and Pj, respectively. hl(%) de-
pends on MW (x), which is a shared value. However, since
MW(x) € {0,1,2}, h,(%}xu) can take only three possible
values. To compute Equation 4 efficiently, we let parties to
compute wi = fi(3})-&i(5F) h(iL) for j € {0,1,2}. Here,
hi( =2 -7 ) is pubhc and known to both parties, and therefore

In this formulation, f;(3%) and g:(3}

multiplying h;( =7~ ) can be computed very efficiently. We

store the value wi in a lookup table T, and use MW (x) as the
index to retrieve w; = ﬁ(;‘o) &i(5r)- h (M) Finally,
by summing over all w; for i € {0,...,k— 1}, we can get the
result of func(Real(x)). The main overhead of this method
involves several multiplications, one computation of MW (x),
and one lookup table protocol. Moreover, the bitwidths and
precisions of the components f;(5%), gi(5;) and ; (ﬁ)
are independent of the input b1tw1dth and precision, and can
be set arbitrarily. Therefore, highly accurate approximations
can be derived by setting high-precision of these components.

If a function has the property of Equation 3, it can be se-
curely evaluated as Equation 4. Examples include truncation,
division, trigonometric functions, and exponential functions.
Thus, these functions can all be evaluated using this method.
The specific protocol designs are listed in Section 5.

3 Preliminaries

Notations. This work considers power-of-two ring Z;, where
L =2'. The indicator function 1{condition} returns 1 if the
condition holds and 0 otherwise. For an unsigned value x =
uint(x) € Zy, its signed representation is int(x) = uint(x) —
MSB(x) - L, where MSB(x) denotes the most significant bit
(MSB). We use [-] to denote the two-party additive secret
sharing. Specifically, [[-]]' denotes arithmetic sharing over Z;,
and [[-]® denotes Boolean sharing. For x € Z;, we define the
constraint |x| < B as x € [0,B) U[L — B,L). Note that this
differs from the traditional absolute value definition: in our
setting, we allow x to take value of L — B. Let S be a set, A
is a subset of S, and symbol S\ A denotes the difference set
{x|x € S,x ¢ A}. x > k denotes the right shift k-bit operation.
The security parameter A is set to 128 throughout this work.

Fixed-point representation. To perform secure computation
over real numbers, values are first encoded as integers over
a ring or field using fixed-point representation. Given a real
number x,.,; € R represented with / bits, and a fractional
precision of f bits, itis encoded as x = Fix(Xyea, I, f) = | Xrear -
27| mod 2'. To recover the original signed real value x,eq
from its unsigned fixed-point representation x, the signed

value int(x) = x — MSB(x) - L is first computed, then X, =
Real(x, 1, f) = ™.

ULP error. Suppose ais areal number and a is an approxima-
tion of a with precision f-bit. This work uses the "units in last
place" (ULP) error [10] to measure the approximation error
between a and a, which quantifies the number of minimum
representable units between the two values. Let the minimum
representable units of a and a be u and u, respectively. They
can be expressed as ¢ = k-u and a = k - u, where both k and

k are integers. The ULP error is then computed as @ Pre-
vious works [25,26] typically set u = i = 27/, resulting in
integer-valued ULP erTorS. In contrast, we set u = 10~ while
maintaining # = 2=/, which yields fractional ULP errors and
allows for more precise error measurement.

3.1 Two-party Secure Computation
3.1.1 Two-party additive secret sharing

In two-party additive secret sharing, a secret value x is
shared as x = xp + x; mod L, where participant Py holds
xo and P; holds xj. This sharing can be represented as
[x)" = ([x]5, [x])"), where [x]}} is usually abbreviated as x;
for i € {0,1}. The state "Py and P; hold [[x]/'" means that
each party P; holds [[x]! for i € {0,1}. This scheme ensures
information-theoretic privacy of the secret x, since each party
individually learns nothing about the value of x, even with
unbounded computational power.

3.1.2 Oblivious transfer

In 1-out-of-k Oblivious Transfer (OT) [4], denoted as (11‘) -0Ty,
the sender inputs k messages, each with length /. The receiver
inputs a value i and learns the message m;, while the sender
has no output. Utilizing the OT extension technology [18],
OT protocols can be efficiently implemented in batches. This
work employs the IKNP-style OT extension [16], achieving
communication of 2+l bits in 2 rounds for (})-OT;. Espe-
cially, for (%)-OT;, the communication is reduced to A + 21.
The correlated 1-out-of-2 OT [2] is a variant of OT, denoted
as (%) -COT;. In this functionality, the sender inputs a value x,
and the receiver inputs a choice bit b. As a result, the sender
receives a random value r, while the receiver obtains either
r or x + r, depending on the value of . The communication
cost of (%) -COT; is A+ in 2 rounds.

3.1.3 2PC functionalities

In two-party secret sharing, the expression "Py and P invoke
Fy(x,y) to learn [z]'" means that P, inputs x and P; inputs y,
and they output [[z])’ such that z = f(x,y). Especially, "Parties
input [[a]]" denotes Py inputs [a]jo and P; inputs [a];. This
work utilizes the following functionalities:



AND. Fanp allows Py to input a bit @ and P; to input a bit b,
such that both parties obtain a Boolean sharing [[c]? satisfying
¢ =aAb. This functionality can be implemented using Beaver
bit-triples [27], with communication A 420 in 2 rounds.

Bit multiplication (BitMul). The bit multiplication func-
tionality 7. takes the same inputs as Fanp, but outputs
an arithmetic sharing [[c]’ of the result ¢ = a A b. It can be
implemented using one instance of (%) -COT;, [12], with com-
munication A+ [ in 2 rounds.

Comparison. The comparison functionality Téomp also
known as the Millionaires’ functionality, takes /-bit x from Py
and [-bit y from P; as input, and outputs a Boolean sharing
[b])8 such that b = Comp(x,y) = 1{x < y}. CrypTFlow2 [27]
implemented an efficient protocol for Téomp, with communi-
cation less than Al 4 14/ in log/ rounds.

DReLU. The DReLU functionality #Jg.,, takes an arith-
metic sharing [[x]/' as input, and outputs Boolean sharing [5]|®
satisfying b = DReLU(x) = 1{x € [0,2/"1)}. Flgo y, can be
implemented by invoking Té;n:p, with communication less
than A(/ — 1)+ 14(/ — 1) [27].

Lookup table (LUT). The LUT functionality ;T takes a
public or shared table T and an arithmetic sharing index [[7]™
as input, where T contains M = 2™ entries, each of n bits.
The functionality returns the arithmetic sharing of the /-th
elementin 7 as output. #yT can be implemented by invoking
a (111/1 ) -OT,,, with communication 2A + Mn bits [6].

Boolean to Arithmetic (B2A). The 7.,, takes [x]? as input,
and outputs an arithmetic sharing [[y]’ such that x = y. It can
be implemented by invoking a ()-COT; [27], requiring A+
bits of communication in 2 rounds.

Multiplexer (MUX). The multiplexer functionality
takes an arithmetic sharing [[x]/ and a Boolean shares [b]® as
input, and outputs [[y]’ such thaty = x-b. %% can be imple-
mented by invoking two (%) -COT; [27], with communication
2(M+1).

Signed extension (SExt). The signed extension function-
ality ,‘Fslél;t takes [x]]' as input, and outputs [y]" such that
int(y) = int(x), where I’ > [. SirNN [26] implements this
functionality with communication A(I + 1)+ 13/+{'. Further,
for the case the input satisfies the constraint |x| < 272, Guo
et al. propose a more efficient implementation [12], reducing
the communication to A+ 1 — 1.

Cross term. The functionality 7\ 1., takes an m-bit x
from Py and an n-bit y from Py, and outputs [[z]"*" such
that z = xy. SirNN [26] proposes an implementation of this
functionality, with communication u(A+u/2+ 1/2) + mn,
where u = min(m,n).

3.1.4 Signed multiplication with non-uniform bitwidths

The signed multiplication with non-uniform bitwidths func-
. . m,n . . .
tionality ¥, supports various input formats. In its gen-

eral form, 7,/ takes [x]|" and [y]" as input, and outputs
[z]™*" such that int(z) = int(x) - int(y) [26]. This work pri-
marily considers the scenario in which Py holds an m-bit x
and P; holds an n-bit y. In this case, the signed product is
expressed as: int(z) = int(x) - int(y) = (x — 2" - MSB(x)) -
(y—2"-MSB(y)) = xy —2"-MSB(x) -y — 2" - MSB(y)x +
2m+n . MSB(x) - MSB(y). After applying the modulo opera-
tion, the last term is zero. The cross term xy can be computed
by invoking a functionality ) r...,- The remaining two
terms can be computed using two instances of the multi-
plexer functionality Fyyx. Further, for the special case where
MSB(x) = MSB(y) = 0, we have int(z) = x-y, and only a
single invocation of F. 1. is required.

For the case where the n-bit y is a public value, both x
and y can be (signed) extended to m + n bits using Fsext,
after which the multiplication xy mod 2" can be computed
locally. Since signed extension is free for public values, the
communication of this protocol is equivalent to that of a single

FsExt-

3.2 Two-party Geometric Method

For two-party secret sharing x = xo + x; mod L, Guo et al.
[12] introduce a MSB-Wrap coefficient MW defined as

MW (xo,x1,L) = MSB(x) + Wrap(xo,x1,L), ®)

where MSB(x) = 1{x > £} and Wrap(xo,x1,L) = 1{xo +
x1 > L}. Moreover, MW (xg,x1,L) is usually abbreviated as
MW (x,L) or MW(x). This coefficient MW(x) enables the
computation of the signed integer representation of x as
int(x) = xp +x; — MW(x) - L. This representation facilitates
direct computation of operations such as truncation, expressed
asx>k= L'";ﬁj . To compute MW (x), Guo et al. propose a
novel geometric method. Specifically, they interpret the shares
xo and x; as coordinates on a plane, treating secret sharing
of x as a point P(xp,x;) in the rectangular coordinate system.
For |x| < B, where 0 < B < L they define four sets as:

A - {(xo0,x1)|x0,x1 € Zr , 0 < xo+x1 < B},
31{()60,)6])‘)(0,)61 €Z;,L—B<xy+x <L}7 ©)
C: {(xo,xl)\xo,xl €Zp,L<xy+x| <L+B},

)

D : {(x0,x1)|x0,x1 € Zr , 2L—B < xp+x; <2L}.

Then MSB(x) and Wrap(xg,x1,L) can be computed by de-
termining the area point P falls into, as MSB(x) = 0 if and
only if P € 4|J C, and Wrap(x) = l ifand only if P € CJD.
Therefore, MW (x) can be written as:

0, ifPe A,
MW(x)=<¢1, ifPeBUJC, @)
2, ifPeD.

as shown in Figure 1(a).



Determining the area in which P falls into is costly for
x| < 5. However, Guo et al. observe that if x| < %, then only
two AND or BitMul operations are required for determining
whether P € Aor P € D,as 1{P € A} = 1{xo < §} " 1{x; <
%} and 1{P € D} = 1{xy > %}/\ 1{x; > %} (as shown in
Figure 1(b)). Moreover, for the case |x| < %, only one BitMul
operation is required to compute MW (x).

oIy
-

A=

] e
C A B
A B\ S DN

3 3

(b) Feasible region for |x| < £.

) 0
(a) Feasible region for x € Zy .

Figure 1: Feasible region of point P(xg,x1).

3.3 Threat Model and Security

This work considers secure two-party computation under the
threat model adopted by CrypTFlow2 [27]. We assume a
static, semi-honest, probabilistic polynomial-time (PPT) ad-
versary that is computationally bounded and may corrupt at
most one of the two parties. In the semi-honest model, the
corrupted party follows the protocol honestly but attempts
to learn private input information from the other party. We
formalize security using the simulation paradigm [5, 19]. For
a given function f, we compare two settings: the real interac-
tion and the ideal interaction. In the real interaction, the two
parties execute the protocol in the presence of an adversary
and an external environment 2. In the ideal interaction, the
parties send their inputs to a trusted third party, referred to as
the functionality ¥, which computes f and returns the shares
of output to parties. A protocol is secure if, for every real-
world adversary, there exists a simulator § in the ideal model
such that no environment 2 can distinguish between the real
and ideal interactions. If such a simulator exists, the real inter-
action reveals no information about the private inputs, and the
protocol is secure. In practice, a protocol IT is often built from
multiple sub-protocols, which is described as hybrid model in
CrypTFlow?2. The simulation of IT follows the structure of a
real interaction, except that each sub-protocol is replaced by
an invocation of the corresponding ideal functionality. When
IT invokes a functionality ¥, the protocol is said to operate
in the " F -hybrid model". The security of I1 then depends on
the security of the underlying sub-protocols it calls.

4 Compute MW (x) with Arbitrary Constraint

According to the definition of MW (x) in Equation 5 or Equa-
tion 1, computing MW(x) involves the invocation of com-
parison protocols. Moreover, under the constraint |x| < B,
there exists an additional constraint on the inputs to these
comparison protocols. In this section, we first give a method
for performing comparison protocol under special constraint,
and subsequently apply this approach to compute MW (x) for
|x| < B, with an arbitrary B < % Furthermore, for the case that
[-bit x is shared over /,-bit ring, where /, > [+ 1, we show how
to compute MW (x mod 2,2) from MW (x,2!r) efficiently.

4.1 Comparison Protocol with Constraint

In general comparison protocol, two participants Py and Py
hold inputs x,y € Zj, respectively. The goal is to compute
a comparison function defined as: Comp(x,y) = 1{x < y}.
This work considers a constrained scenario where a specific
relationship exists between x and y. Specifically, we assume
that x is either less than y or greater than y by a public value
A, where A € (0,L). Formally, the relationship between x
and y can be expressed as x —y € [A,L)J[—L,0). Under this
constraint, we present Lemma 1, which demonstrates that the
comparison protocol for inputs y and x can be reduced to the
comparison protocol with inputs | % | and | 5 |. Consequently,
the input length of the comparison protocol can be reduced
from / to [log|%]7, and the communication complexity is
reduced from O(1) to O([log| £ ]7). The proof of Lemma 1 is
provided in Appendix A.1.

Lemma 1. Lerx,y € Zy satisfy x—y € [A,L) J[—L,0), where
0 <A < L. Then, Comp(y,x) = Comp(| %], %))

In two-party secret sharing, the comparison protocol is usu-
ally used to compute Wrap function, which can be written as
Wrap(xo,x1,L) = Comp(L — x9,x1 ). Therefore, for the case
the range of xp + x| is constrained as xop +x; € [0,L) U[L+
A,2L), we give Lemma 2 to compute Wrap(xg,x;,L), whose
proof is provided in Appendix A.2.

Lemma 2. For x = xop + xymodL, if xo + x1 €
[0,L)U[L+A,2L), where 0 < A < L, then Wrap(xo,x1,L) =

Comp([ 552, [4)).

By applying Lemmas | and 2, the Wrap protocol can be
realized by a comparison protocol with input length [log| /%ﬂ
instead of /, leading to a reduction in communication com-
plexity from O(I) to O([log| % ]7). However, the communica-
tion of comparison protocol reported in CrypTFlow?2 [27] is
an estimated value, which makes it unsuitable for scenarios
with very small input lengths. In the following, we present a
detailed analysis of the communication complexity for com-
parison protocols with small input lengths.



4.1.1 Comparison protocol with very small input length

The comparison protocol in CrypTFlow?2 [27] relies on (%)-
OT and AND operations, where m is typically set to 4. For
small input lengths (e.g. [ < 4), the comparison protocol can
be implemented using a single (211) -OT, with communication
2) + 2!, Additionally, CrypTFlow2’s comparison protocol
outputs a Boolean sharing [b]|?, and an extra B2A protocol is
required to convert it to arithmetic sharing [[b])". Therefore,
the total communication of the comparison protocol with
arithmetic sharing output is 3\ +2/ +1' when I < 4.

For very small inputs, an AND-based method can also be
used to implement the comparison protocol. Moreover, we
can use BitMul instead of AND to directly output arithmetic
sharing. Specifically, suppose Py and P; hold inputs x and y,
where x,y € Z,. The comparison function can be computed
as: Comp(x,y) = Y= 1{x = i} A 1{y > i}. This requires
n— 1 BitMul protocols, directly producing [[6]", with a to-
tal communication cost (n — 1) - (A+{") in 2 rounds. When
comparing these two methods, we find that the AND-based
method is more efficient when n < 3. Notably, the method
in [12] can be regarded as an instance of the AND-based
comparison protocol.

4.2 Computing MW (x) with Constraint

From the definition of MW(x) in Equation 5, two com-
parison protocols are required to compute MSB(x) and
Wrap(xg,x1,L), respectively. However, using the idea of The-
orem 2 in [12], we can reduce the number of comparison pro-
tocols to one. Specifically, consider the case where |x| < B for
B < %. The feasible region of the point P(xo,x;) is illustrated
in Figure 2(a). By shifting this feasible region to the left by
B, we define a new point P*(xj;,x1) where x§ = xo —B mod L.
The feasible region for P* is depicted in Figure 2(b). We in-
troduce a new variable M* = 1{x{+x; > 2L — 2B}, which
indicates whether P* lies within the upper-right triangular
region in Figure 2(b). Using this definition, MW (x) can be
computed based on M*, as formalized in Theorem 1. The
proof of this theorem is provided in Appendix A.3.

Theorem 1. Let x=x+x; mod L and |x| < B, where B < &.
Define x; = xo — B mod L, M* = 1{xj+x; > 2L —2B} and
A =1{xp > B}. Then MW (x) = M* + A.

Notably, Theorem 2 in [12] is a special case of Theo-
rem | in this work, where they set B = %. Furthermore,
Theorem 1 also holds for B = %, enabling its application
to any x € Z; without constraint. In Theorem [, A can be
computed locally by Py. Thus, the primary challenge in
computing MW(x) lies in determining M* = 1{x{; +x; >
2L —2B}. For |x| < B, the value of xjj +x; is constrained to
the range [L —2B,L)|J[2L — 2B,2L), as shown in Figure 2(b).
If B= %, then Wrap(xj,x1,L) = Comp(x;,L —x1) @ 1. For
the case B # 15, from Lemma 2, we can derive that M* =

)

(a) Feasible ;egion of P(xp,x1). (b) Feasible region of P*(x{,x1).

Figure 2: Feasible region of P(xo,x) and P*(xg,x1).

Wrap(x§,x1,L) = Comp( %J, | =55])- Under the con-
straint |x| < B, defining I* = [log| ;%] for B # 5, and
I* =1when B= ’5 comparison protocol with /*-bit input is
required for computing M* and MW (x). The detailed proce-
dure for computing MW(x) is outlined in Algorithm 1.

In this Algorithm 1, the comparison protocol can be imple-
mented using either the AND-based method or CrypTFlow2’s
method, depending on which achieves the best efficiency.
Specifically, let the maximum input value of comparison pro-
tocol for computing M* be defined as K = | %5 |. The AND-
based method is more efficient for computing M* when K < 3,
which implies B < %. Under this constraint, computing M*
requires only K BitMul protocols. For the case B > %L, the
CrypTFlow2’s comparison protocol is invoked.

Correctness and security. The correctness of Iy is guar-
anteed by Theorem 1. The security of Il is ensured by
the security of the underlying protocols for functionalities
FsitMuls Fcomp»> and Fgoa.

Complexity. For B < %, IIpmw invokes K instances of the

TBZ;tMul, resulting in a total communication cost of K - (A+1")

in two rounds. For B > %, the protocol requires one Té;mp

and one F,, with a total communication cost of (I* + 1)A+
140* + 1" in 2 +log!* rounds.

4.3 Computing MW via Ring Conversion

Suppose a protocol Iy consisting of two parts: computing
MW (x) and other operations, with their respective communi-
cation complexity denoted as Cyw and Cother, Where Cother
scales linearly with the input length. Consider the scenario
that an /-bit value x is shared over ring Z,;,, where [, > [ + 1.
To evaluate f(x), the straightforward method is to perform
I1; over the ring Zy, , resulting Cpw ~ A as |x| < 272, while
Cother is O(I,). One can also first compute z; = x; mod 2! for
i € {0,1} and z = z9 +z1 mod 2/, and perform Iy with [z]’
as input. This reduces Cother to O(I), while Cyw increases
to O(1), as the I-bit comparison protocol is required to com-
pute MW (x,2"). To benefit from the advantages of both meth-
ods, we propose a technique to compute MW(z,2!) from



Algorithm 1: Computing MW (x) for |x| < B, wa’l\’N:

Input: Py and P; hold [[x]' satisfying |x| < B, where
B<Ek

Output: P and P; output [MW (x)]".

1 Let L=2" K= |55, 1" = [log| 53] 1if B< 5,

andI* =1ifB=1%.

2 Py computes 8 = 1{xo > B} and xj; = xo — B mod L.
// CrypTFlow2-based Comparison Protocol

3ifB> % then

4 | ifB=15 then

5 Py and P, invoke Tézmp(x(’;,L —x1) and learn
[temp])®.

6 Py and P; compute [M*]|8 = [temp]|B & 1.

7 end

8 else

9 Py and P; invoke Té:mp(LLL:;C%J, | 55]) and
learn [M*]5.

10 end

1 Py and P; invoke 781,2 A([M*]B) and learn [m*]".
12 end

// AND-based Comparison Protocol

if B < 3L then

14 | forie{0,..,K—1}do

[
w

15 Py sets a; = 1{ L%J =i} and P; sets
b= 1 2] > 1.
16 Py and Py invoke Fii (i, bi) to learn [c;]".

17 end

18 Py and P, compute [M*]! = Y&, [ei])”

19 end

20 Py and P; compute and output [MW]" = [M*]" +38.

MW (x,2") with low overhead, reducing the total communi-
cation complexity of ITy to A+ O(1).

4.3.1 Computing MW(z,2!) from MW (y,2/*1)

For x = xo+x1 mod 2", where |x| < 2/~!, let y; = x; mod 2/*!
fori € {0,1} andy = yo+y; mod 2/*!. Then int(x) = int(y),
ly| < 2!=1, and MW(y,2*1) can be easily computed as [y| <
2%1. Let z; = x; mod 2/ for i € {0,1} and z = z9 + z; mod
2!, we show how to compute MW (z,2!) from MW (y,2/*1).
Using the geometric method in [12], in addition to the feasible
regions A4, B, C and D defined in Equation 6, we introduce
two additional regions By and (y, for x € Zy, defined as:

N N
Bo : {(x0,x1)|(x0,x1) € B, x0 < 7% < 5}’

N N
Go : {(x0,x1)|(x0,x1) € C, x0 > 7% > 5}.

Then, the feasible region of point P;(yo,y1) (v € Zoy) is il-
lustrated in Figure 3(a), where in this figure the value of N
is 2L. By mapping point P(xo,x;) to point P,(z9,z;), where
zi = x; mod 2/ for i € {0, 1}, the feasible region of point P,
is shown in Figure 3(b). This region is divided into four sub-
regions, denoted as 4’, B, ' and D’. From these two figures,
the relationship between points Py(yo,y1) and P;(zo,z1) can
be summarized as follows:

¢ IfP,e AU, then P, € 4'.
« If P, e DUBy, then P, € D'
« IfP, € (BUC)\(BUG), then P, € B'UC'.

Thus, we can conclude that MW (y,2/*1) = MW/(z,2/), except
in cases where P, € (p U By. Furthermore, whether this ex-
ception occurs can be determined using two AND operations.
This allows us to compute MW/(z,2/) from MW(y,2/+1). The
following Lemma 3 formalizes this proposition, with its proof
provided in Appendix A.4.

x\\ CI
A B
FAN ER

(b) Feasible region of P;(zo,z1)-

AN 211, w
(a) Feasible region of Py(yo,y1).

Figure 3: Feasible region of Py(yo,y1) and P;(zo,z1), where
yeE Zzlﬂ and z € Zzz.

Lemma 3. Suppose y = yo +y; mod 2+ satisfying |y| <
271, Forie {0,1}, let z; = y; mod 2! and z = 70 +z; mod 2.
Define:

a=1{y € 2,2 +27)}Al{y € 21,2/ + 271},
b=1{yo €2/ =271 2O} A 1{y; € [2! =271, 21)}.

®)
Then MW(z,2") = MW(y,2/*1) —a+b.

4.3.2 Reducing the number of AND operations to one

For given MW(y,2!*1), only a — b is required to compute
MW(z,2%), which typically involves two additional AND
operations. Now, we demonstrate how to compute a — b
using only a single AND operation. From Equation 8 we
have that a = 1{P, € (3}, and b = 1{P, € By}. For point
P, in Figure 3(a), we map Py(yo,y1) to Py($0,91), where
$i = yi + 2 mod 2/*!, and let § = $o + $; mod 2/*!. Then
in Figure 3(a), we can deduce that:



* P, € (o (or equivalently, a = 1) if and only if 13} € A4 (or
equivalently, MW ($,2/*1) = 0).

* P, € By (or equivalently, b = 1) if and only if f’y € D (or
equivalently, MW ($,2/*1) = 2).

Therefore, computing a — b reduces to evaluating
MW ($,2/*1), which requires only a single AND oper-
ation as |y| < 2/~!. The formal explanation is provided in
Theorem 2, with its proof detailed in Appendix A.5.

Theorem 2. Supposey = yo+y; mod 2!1, where [y| < 2!-1,
and a, b are defined as Equation 8. Let $; = y; + 2! mod 2/*!
fori€ {0,1}, 5% =50 —2""" mod 2/*!, and § = 1{$p > 2"~}
Define M* = 1{3% > 2!} N1{1 >2'}. Thena—b=1-8—
M*.

Using Lemma 3 and Theorem 2, MW(z,2!) can be com-
puted from MW(y,2/*1) with only one additional AND oper-
ation. The details for computing MW(z,2) from x € Z, is
shown in Algorithm 2.

Algorithm 2: Computing MW (z,2') from x € Z,,
Il .
MWeony *

Input: Py and P; hold [[x]'", where |x| < 2/~! and
L >1+1.
Output: Py and P; output [MW._])", where
MW, = MW(z,2"). z is shared over Z, and
Iz} = [x] mod 2/ fori € {0,1}.
1 Fori € {0,1}, P, computes [y]\*! = x; mod 2/*!.
// Compute MW (y)
2 Py and P; invoke T,\l,m’l,([[y]]”l) to learn [MW, ]
// Compute a - b
3 Fori € {0,1}, P, computes §; = [y]/" +2/ mod 2/*!.
4 Py computes 9 = o —2'~! mod 2!+, and
5=1{j0 > 2} .
5 Py and Py invoke Fip(1{55 > 2}, 1{91 >2'}) and
learn [M*]".
6 Py and P; compute [[c] =1—8—[M*]" .
// Compute MW (z)
7 Py and P, compute [MW_]" = [MW,]" —[]".
8 Py and P output [MW._]""

. Iy
Correctness and security. The correctness of I, - is

ensured by Lemma 3 and Theorem 2. The security comes
from the security of protocols for Fpmw and Fgitmul-

. L. 1.0 .
Complexity. The communication of Iy,  “arises from the

. . I+, v +1,l :
invocation of #,, and Fgiyu- In Fyw™ > the constraint

is |y| < 2%1, resulting K = 1 in Algorithm [, and only one

Igitmul is required, with communication A + /. Therefore,

!
the total communication of Hf\’/l\l,v is2(A+1).
conv

4.4 Discussion of the Constraint

Our Iy requires |x| < B, and for the case the constraint is
not satisfied, an error may occur. Although the error e is a two-
bit value, MW (x) is typically used as MW (x) - L, resulting in
a large error term e - L. Therefore, the bound on |x| must
be carefully evaluated to avoid the large error. There are
also some PPML or secure computation works that assume
the values in the computation task are bounded by a given
bound [9, 15,23,24,33,34]. Although some works [34] have
demonstrated the plausibility of this assumption, we believe
that it does not always hold, and once an error occurs, the
entire inference or secure computation may be corrupted.
Therefore, in this work we use alternative methods to ensure
that the constraint is satisfied.

The prior work [12] has proposed some methods to sat-
isfy the constraint |x| < %. We further propose two additional
methods to satisfy this constraint. The first method computes
the bound of values in computation tasks in advance. Al-
though these values are secret-shared, their range can be com-
puted in plaintext, since the structure of the computation is
usually public. Thus, we can determine a suitable bound on

14 14
|x|. Taking the computation of a mean % as an ex-

ample, where each ¢; is a 10-bit value shared over Z,14. Let
[B]"* =Y.}, [@:]] ', then we have int(b) € [~7680,7680) and

=

|b| <0.9375- % Our method can then be applied to compute

MW(b) and the division % with high efficiency.

Another approach uses the ring conversion method. Specif-
ically, for x € Z; we encode and share it over Z,y, so that
the constraint becomes |x| < 24—L. This method was also pro-
posed in [12]; however, sharing over a larger ring introduces
additional overhead. To address this, we use the method in
Section 4.3 to reduce this overhead. In particular, we use ring
conversion to share values over a larger ring to satisfy the
constraint, while computing MW over a smaller ring. This
approach enables efficient computation of MW without intro-
ducing excessive additional cost. It is especially suitable when
the effective range of x is relatively small. For example, in the
e~* evaluation protocol in Section 5.3.1, we assume x € [0,8),
and MW(x) can be computed using ITuw,,,, without any
additional constraints.

S Application on Real-World Functions

This work focuses on evaluating a function func(-) with the
form of Equation 3. Once MW(x) is obtained, Equation 4 can
be used to compute func(-), following the approach outlined
in Section 2.2. The evaluation process proceeds as follows:

1. Fori€ {0,....k—1}, Py and Py locally compute fi(3%),
and gi(;—}), respectively. Then they compute public func-
tions h;(=5*) for j € {0,1,2}.



2. Fori€{0,...,k— 1}, parties invoke multiplication pro-

tocol to compute z; = fi(5%) - gi(5F)-
3. Forie{0,....k—1}, and j € {0,1,2} parties compute
t’ h,-( 57 ) and store them into a lookup table T;.

4. Py and P; invoke Fymw to get MW (x).

5. Forie{0,....k— 1}, Py and P; query the lookup table
T; with index MW (x) to get tMW.

6. Py and P; locally compute and output Z{-‘ t.

This method requires only a limited number of multiplications,
a computation of MW, and a lookup table protocol. In the
following subsections, we demonstrate the applicability of
this approach to real-world functions.

5.1 Division and Truncation Functions

The division function can be expressed in the form of Equa-
tion3as b = 4.1.141.5.141-1-5. This work adopts
the definition of signed integer division in CrypTFlow2 [27].
Given a shared input x, and a public divisor d encoded on ring
Zr, the integer division function can be written as:

—I\/IW(x)~LJ
¢ ©)
51 =MW () [ e,

X0 +x1

t
Div(x.d) = [0 — |
d
L 2]+
where e is a small error resultlng from the floor operations.

To realize faithful division protocol, the error e should be
computed and eliminated. We reformulate Equation 9 as:

int 1—MW(x)-L
R

where € € {0, 1} is a one-bit error. According to Lemma 2
from [12], € can be computed as:

Div(x,d) =

e=1{xo mod d+ (x; —MW(x)-Lmod d) >d}. (11)

The remaining challenge lies in computing the terms
L%j and (x; — MW(x)-L) mod d, which can be
computed using lookup table (LUT) technology. Specifically,
we construct two lookup tables, T9 and T€, where T¢ [j] =
L%J and T¢[j] = (x; —j-L) modd for j € {0,1,2}.
These tables are indexed by MW|(x), allowing parties to re-
trieve the required values efficiently. Finally, the parties in-
voke the DReLU protocol to compute the error €. The details
of the division protocol are shown in Algorithm 3.

Correctness and security. The correctness of I1p;, is ensured
by Equation 10 and Equation 11. The security relies on the
security of protocols for Fuw, FLuT, ForeLu> and Fpoa.

Complexity. The two 7yt invoked by Ilp;, can be com-
bined as one with 4 entries, each with [ 4+ [; + 1 bits. Let Cyw
denotes the communication of protocol for Fuw, the total
communication of TI5? is A(ly +3) + 51+ 1815 + Cuw.

Algorithm 3: Faithful division protocol, Hf:’,‘iiv:

Input: Py and P; hold [[x] and a public d, satisfying
x| < B where B < &.

Output: Py and P; output [[L'"t( L]

1 Letl; = [logd].
2 for j € {0,1,2} do
3 | Posets [70]] = 0 and [T (] =0.
a4 | Pysets [T94[j] = |21 and
(71 = (1~ j-L) modd.
5 end
6 Pyand P; invoke Fo, ([x])') and learn [MW])2.
7 Py and Py invoke Fyt([T4]!, [MW]?) to learn [[X;]'.
8 Py and Py invoke FLyt([T¢]/*!, [MW]?) to learn

[re]' .
9 Py and P; compute [temp]t! = (xo
mod d) + [[le]/a*! —d.
10 Py and Py invoke T4t ([remp]lat?) to learn [g]8.
11 Py and Py invoke 7, ([€]®) to learn [g].
12 Py computes and outputs L);J + [X1]5 + [€]l), and Py

computes and outputs [X; ]} + [e]}.

5.1.1 Truncation protocol

The truncation function can be viewed as a special case of
the division function, where the divisor is a power of two,
ie., d = 2%, In this case, Equation 9 can be rewritten as
Trun(x,k) = Div(x,2F) = [ 2|+ [ 2] - MW(x) - 2" + ¢/,
where ¢/ = 1{xo mod 2k 4 x| mod 2% > 2"}. Accordingly, the
truncation protocol can be implemented by invoking the com-
puting MW (x) protocol, a DReLU (or comparison) protocol,
and a B2A protocol. The total communication of the trunca-
tion protocol is A(k+ 1) + 1+ 13k + Cuw.

5.2 Trigonometric Function

We consider the computation of the trigonometric function
sin(x), where cos(x) can be computed using a similar method.
The function sin(x) fits the form of Equation 3 by applying
the sum formula for sine, which expresses sin(a+ b+ ¢) as:

sin(a+ b+ ¢) = sin(a) cos(b) cos(c) + cos(a) sin(b) cos(c)
+ cos(a) cos(b) sin(c) — sin(a) sin(b) sin(c).

Therefore, the value of sin(Real(x)) can be computed using
the following formulation:



—MW(x)-L
2f )

;?C)cos(zf)cos(—MW(x) . £)

2—})cos(—MW(x)~§) (12)
L
57

X0 . L
srn(zf)sm(y)srn( MW (x) - zf)

X0 + X1

sin(Real(x)) = sin(
= sin(

—i—cos(x—0

2f)sin(

+ Cos( )cos( ) sin(—MW/(x) -

2f 2f

The computation of sin(Real(x)) involves one invocation of
the MW(x), several multiplications, and two LUT protocols.
The details are listed in Appendix B.

5.3 Exponential Function

The exponential function is a typical instance of the function
in Equation 4. Let a > 0 be a public base and let x be an
exponent with bitwidth [ and precision f. Then, a®¢®) can
be computed as:

Real(x) I
a =a? a2 -a 2 . (13)

However, when [ is much larger than f, the bitwidth required
to represent azf is large increasing significantly overhead for
multiplying azf and a2f To mitigate this issue, we set [ = f +
o and restrict the input range to [-2%1 20~ 1) LetA; = azf

for i € {0,1}. Then, the range of A, is 1 to a¥ = . The
integer part of A; can be represented using u = (2f loga] +1
bits, where the additional one bit is used for the sign. We
also assign a precision of f4 bits to Ag and Ay, resulting in
a total bitwidth of [y = u+ f4. In practice, we set o = 3 and

fa = 10, which achieves both high efficiency and accuracy.
—MW(x)-L

For computinga 2/

a720(+l

, which can take values of 1, a2 and
, a higher precision fj is required to ensure accuracy,
since the latter two values are very close to zero. Fortunately,
Jfu has minimal impact on the total communication cost of the
protocol, and can be set large. For the setting a0 = 3, we set
Jfu =32, and use a total bitwidth of /3y = fir + 2, including
one bit for the integer part and one for the sign.

Based on these parameter settings, we present our exponen-
tial protocol HIE"IF‘,I,’f "in Algorithm 4. This protocol assumes
the input x is shared over / = f + 3 bits ring. Howeyver, it can
also be applied when x is shared over a larger ring Z,,, , as
long as |x| < 2/72. In such case, given an input [x]”", we com-
[/ = [ mod 23 for i € {0,1} to get [x]/*,
Real(x) )

pute ||x

and use [[x][/*3 as input to g ’f I o compute a

Correctness and security. The correctness of ITg,y, is ensured
by Equation 13. The security of I1g,, relies on the security of
protocols for Fyy, Fmw, and FyT.

LELS

Algorithm 4: Computing a*, ITg, ;

Input: Py and P; hold [[x]]' with precision f where
I = f+3, and a public positive a.
Output: Py and P, output [Exp]"" with precision £,
such that Real(Exp) = aR¢'"),

1 Letu=[2!"/-loga] + 1, fy = 10, and I,
2 Let fyy =32 and lyy = fur +2.
3 Fori € {0,1}, P; locally computes A; = aﬁif, and

encode A; as A; = Fix(Aj,la, fa).
4 Py and P; invoke ﬂ-'l\l,fL;,lA (Ag,A;) and learn [[B]*4.
s for j € {0,1,2} do }
6 Parties computes M; = aijz-*%, and encodes it as
Mj = FiX(Mj,lM,fM)
7 Py and P; invoke %y 2lA’lM ([B]*4,M;) and learn

[Exp, [+,

8 Fori € {0,1}, P, computes [[Expjﬂl-z”HJrf/ =
[Exp 7" > (2fa+ fu — f') mod 2244241,
9 | Pyand Py set [T]|[j]%#*+2+/ = [Exp,]2 2+,
10 end
11 Py and Py invoke Fpis ([[x]") to learn [MW]2.
12 Py and Py invoke Fyt([T]* 2/ [MW]?) and

learn [Exp]%+2+/",
13 Fori € {0,1}, P, computes [[Exp]]

mod 2",
14 Py and P; output [Exp])’.

=p+ fa.

= [Exp]

Complexity. Due to the properties of exponential function,
both the Ag and A; are positive, and the F;; A’ 'A"in line 4 can
be implemented using F A"

5 ) CrossTerm*
a fut (in line 7) can be realized by a single in-

vocation of fszé;‘(tZIA +m+2 ,as M is public and the value of B is

unchanged for j € {0, 1,2} Moreover since |Ag-A;| < 2472,

fszElitZZA T2 can be efficiently implemented using the
method proposed in [12], which incurs small overhead. Let
Cmw denote the communication cost of ﬂl,l\%v The total com-
munication cost of the exponential protocol is approximately:
Ml +3)+ 313 +8u+4f + Cuw, where u = [8-loga] + 1
and l4 = u+ 10. For the case where x is shared over a large
ring Zyi, for I, > f+ 3, IImw,,,, 1s invoked to compute MW,
with communication 2(A+2). In this scenario, the total com-
munication of ITg,, is reduced to A(l4 +5) + %lﬁ +8u-+4f'.

Furthermore, the three in-
stances of ¥y,

5.3.1 Evaluating e ™

Considering the function e, for x > 0, we first divide the
range of x into two intervals: x € [0,8)(J[8,+). When x
belongs to the second interval, we have e ™ < e 8<335x%
10~%, which is negligible. Consequently, e is approximated



as 0 for x > 8, resulting in the ULP error less than 1.37. For
x€[0,8),lety=—x+4,thene ™ =¢"-e*andy € (—4,4].
However, the input range of Ik, is [—4,4). To address this
discrepancy, we set y) =y — 1, where T =27/, Then, e is
approximated as ¢ e and y' € [—4,4) can serve as input
of Ilg.p. The details of our evaluating e protocol are shown
in Algorithm 5. In this algorithm, the DReLU protocol is em-
ployed to determine whether x lies in interval [0, 8) or [8, +<0).
For x € [0,8), ITg,p, is utilized to compute e~ *. Moreover, if
I = f+4, then the range of x is [—8,8). In this case, it is
unnecessary to check whether x > 8, allowing the DRelLU
protocol to be omitted, and only a single invocation of Ilg,,
is required.

Algorithm 5: Computing e~ for x > 0, Hij;p'

Input: Py and P; hold [[x]} with precision f, where
int(x) > 0and [ > f+4.
Output: Py and P; output [rExp])’ with precision f,
such that Real (rExp) = e~ Re2(¥),

1 Py and Py compute [[z]/ 3 = —[x]! +4-2/ -1
mod 2/ 13,
Py and P invoke E{jf A ([l=]); I3 to learn [[sExp]] .
Py and P; compute [Exp]’ = [sExp] - Fix(e™%,1, f).

s
Py and Py invoke Flgo o (—[x]' +8-27) to learn [B])5.
Py and Py invoke Fuux ([Exp]’, [b]?) to learn

[rExp]'.
6 Pyand P; output [rExp])’.

wm AR W N

Correctness and security. The correctness of Ilg,, comes

from that for x € [0,8), we have e ™ ~ e 42 o4 The
security relies on the security of protocols for Fe,,, FoRreLUs
and Fmux.

needs one call for each of TéReLU, il

Complexity. '/ Exp

rExp
and TMux- Since [ > f+ 3, the TI SLS invokes IIMmweyn, tO

compute MW. Moreover, in TEIX];If, u =13 and Iy = 23.

Therefore, the total communication of Hf’Epr is approximately

A(14+29)+ 181 +4f +897. Moreover, if | = f +4, then the

LS

LI
overhead of ITj,  is the same as ITg,

28N+ 4f +21+897.

, approximated as

5.3.2 Evaluating Softmax

The Softmax function is a commonly used activation function
in machine learning, particularly in multi-class classification
tasks. For an input vector 7 = {z0,21,..-,20—1}, Softmax is
defined as:
es

Zn 1 &%

j=0
In both PPML and plaintext implementations, each z; is nor-
malized as z = Z; — Zymax, Where Zyqy is the maximum value in

Softmax(z;) = (14)

Z. This normalization ensures that the inputs to the exponen-
tial function are non-positive while preserving the correctness
of Softmax. Consequently, the protocol Ilg., can be used
to compute ¢4 . The division required for Softmax can be
implemented using SirNN’s method [26]. First, the reciprocal
D= is computed. Then Softmax(z;) is obtained by

L ‘
computlgg esi-Dforie{0,1,....n—1}. Since D is computed
only once for the entire vector, its amortized overhead is neg-
ligible. In the multiplication step, the same D is multiplied
by n different values. Therefore, these multiplications are re-
formulated as a matrix multiplication [D] - [z0,z1,..-;Zn—1],
and computed by invoking the matrix multiplication pro-
tocol in SirNN [26]. Finally, we can get Softmax(z;) for
i€{0,1,...,n—1}.

6 Experiments

Experimental setup. Our experiments were conducted on a
server equipped with Intel(R) Xeon(R) Platinum processors
operating at 2.5 GHz, featuring 8 logical CPUs and 16 GB
of memory. To simulate various network conditions, we used
Linux Traffic Control (tc), emulating a LAN environment
with 1 Gbps bandwidth and 0.8 ms RTT latency, and a WAN
environment with 100 Mbps bandwidth and 80 ms RTT la-
tency. All experiments, except those in Section 6.2.5, were
built upon the SCI library [1], which employs IKNP-style OT
protocols. The experiments in Section 6.2.5 were conducted
with silent-OT [3] to evaluate performance under different
underlying OT extension technique.

6.1 Computing MW (x)

Prior work [12] proposed an efficient method for computing
MW (x) under the constraint |x| < %. In this work, we ex-
tend this approach by relaxing the upper bound to |x| < B
for any B < % We conduct experiments on our computing
MW (x) protocol ITpwy, under varying constraints of |x| < B,
where B € {0.5-%,0.8-5,0.9999-%,0.999999- % £} These
settings demonstrate the performance of Iy across dif-
ferent bounds. The experimental results are shown in Ta-
ble 3. For B=0.5- %, our [Ty is the same as the protocol
in [12], achieving maximum efficiency. However, for B > %,
the method in [12] fails, while our ITyw remains effective.
If it is known that |x| < 0.9999 - £, which makes 99.99% of
the values in Z; valid, ITyw achieves approximately a 2.5 x
improvement in efficiency compared to the baseline. Even
for B =0.999999 - L , where only 0.0001% of the values on
Zy are invalid, HMW st111 provides nearly a 2 x efficiency im-
provement over the baseline method. This implies that the
efficiency of IIpw can be significantly improved even there
is a very small gap between B and % For the case there is
no prior knowledge on the range of x, the baseline method is
used, which invokes only one /-bit comparison protocol.
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Table 3: Communication and runtime for protocol val’lw,
where [ = 37,1’ =2 and L = 2'. The communication and
runtime are accumulated for 22° runs of the protocols.

B - A;‘me (i))v o Comm. (MB)
05-% 0.19 2.04 16.25
0.8- % 0.67 5.51 49.25

0.9999 - £ 4.94 28.19 262.25
0.999999 - £ 6.35 35.65 336.25
1- £ (baseline) 12.13 7108 671.75

Table 4: Comparing the runtime and communication of divi-
sion protocol in CrypTFlow2 [27] with ours. For x € Zj, we
consider constraint B € {B}, B, B3, %} where By =0.5- %
B, =0.99- % and B3 = 0.999999 - % The communication and
runtime are accumulated for 2'® runs of the protocols.

Method B — A;‘me (i))v A~ Comm. (MB)
[27] - 775 4824 354.72
5 60 1136 8253
484 4.24x 429%
5, 212 1538 113.09
ure 3.65x  3.15x 313x
5 384 2236 167.59
- 2.01x 2.16x 2.11x
546 3299 35272
I T1dix  1.46x T.40x

6.2 Experiments on Real-world Functions

Table 5: Communication and runtime for our evaluating
sin(x) protocol Ilg,. The bitwidth and precision are / = 21
and f = 12. For x € Z, the values of constraint B are set as
B;1=0.5-5,B,=0.99-5, B3=0.999999- £ and £. Symbols
"aULP" and "mULP" denote the average and maximum ULP
error, respectively. The communication (in MB) and runtime
are accumulated for 2'® runs of the protocols.

Time (s)

B TAN WAN Comm. aULP mULP
B 473 43.44 381.59 0.500 1.280
B 5.52 46.64 407.84 0.505 1.295
B3 6.77 55.06 461.09 0.504 1.304
% 7.07 55.76 474.46 0.504 1.308

6.2.1 Division protocol

For x € Z;, we perform four experiments on our division
protocol Ip;,, with the constraints |x| < B for B € {0.5 -

%,0.9999 . %,0.999999 . %, %} and compare the performance
with CrypTFlow2’s division protocol [27]. The experimen-
tal results are presented in Table 4. When B =0.5- 15, I1p;iy
achieves the highest efficiency, demonstrating an improve-
ment of 4.24 X to 4.84x compared to CrypTFlow2’s method.
For B =0.999999 - %, our protocol outperforms CrypTFlow2
by 2.01x to 2.16x. Even for the case there is no extra con-
straint on |x|, [Ip;, achieves an approximately 1.4x improve-
ment. These experimental results demonstrate that the perfor-
mance gains of our Ip;, are not only from the optimization of
computing MW (x) protocol, but also from the novel design
of the division protocol. Moreover, I1p;, produces the exact
result | % | without error.

6.2.2 sin(x) protocol

We conduct experiments on our trigonometric protocol Ilg,
with the experimental results presented in Table 5. The com-
munication increases only slightly with the constraint B, as
the primary overhead arises from the multiplication protocols.
The experimental results also demonstrate the high accuracy
of I, with maximum ULP error as approximately 1.3. Vari-
ations in the ULP error are attributed to the randomness of
the input values in each experimental group.

6.2.3 Exponential protocol

The experimental results for our exponential protocol I,g,,
are presented in Table 6, with all precisions set as f = 12.
When compared with SirNN [26], we adopted SirNN’s set-
tings by choosing [ = 16, and / = f 4 4. Under these set-
tings, the input range of e is x € [0,8). Consequently, the
DReLU protocol in IT g4, can be removed. Our IT;g,, achieves
a 2.84x to 5.53x improvement in efficiency compared to
SirNN. For accuracy, although SirNN achieves high accuracy
for evaluating e ¥, our method achieves even higher accuracy,
with a maximum ULP error of 1.435 at a precision of f = 12,
corresponding to an error of approximately 3- 10~ in floating-
point. The ULP error is computed by testing all the inputs in
interval [0,8). When comparing with Bolt [25], we adjusted
the bitwidth to / = 37. In this configuration, the DReLU proto-
col is invoked, incurring greater overhead in IT,g,, compared
to the I = 16 case. Despite this, IT;g,p, achieves a 2.84x to
3.17x efficiency improvement over Bolt. In terms of accuracy,
we compute ULP error for e * with range x € (0, 1000]. The
maximum ULP error for our method is 1.435, significantly
outperforming prior works.

6.2.4 Softmax protocol

For Softmax function, the input used in our experiments is
a 128 x 768 matrix, where 128 Softmax functions are per-
formed, each with input length as 768. This setup reflects
the typical parameters of the Softmax function employed in



Table 6: Comparing the runtime and communication costs of our evaluating e~ protocol with SirNN [26] and Bolt [25]. For
SirNN, the bitwidth is set as [ = 16, and in Bolt, [ = 37. All the precision is set as f = 12. The communication and runtime are

accumulated for 2'® runs of the protocols.

I Method. e Time. (s) VAN Comm. (MB) avg ULP max ULP
6 SirNN [26] 10.30 50.49 501.12 1.183 2.640
Ours 1.86 17.75 156.90 0.353 1.435
5.53x 2.84 x 3.19x
3 Bolt [25] 15.09 98.22 04428 0.010 8.681
Ours 4.88 34.58 297.81 0.004 1.435
3.09% 2.84x% 317x

BERT (Bidirectional Encoder Representations from Trans-
formers) [7]. The experimental results are listed in Table 7.
The performance improvements of our Softmax protocol stem
from two key optimizations: our novel protocol for evaluat-
ing e, and an optimized batch division protocol. These
enhancements enable a 4.6 X to 6.2x improvement compared
to Iron [13]. When compared with Bolt [25], our protocol
reduces communication costs to 42% of its original level, and
achieves an approximately 2 x improvement in runtime.

Table 7: Comparing the runtime and communication costs
of our Softmax protocol with Bolt [25] and Iron [13]. The
bitwidth and precision are set as [ = 37 and f = 12. The
input of Softmax protocol is a 128 x 768-dimensional matrix,
where there are 128 vectors, each with dimension 768.

Time (s)
Method TAN WAN Comm. (MB)
Iron [13] 29.67 174.11 1660.68
Bolt [25] 9.80 73.63 630.16
Ours 478 3791 270.84

6.2.5 Evaluation with Silent-OT

Recently, silent-OT has been proposed as a new OT-extension
technique [3]. Its distinguishing feature is that, after a single
relatively small interaction (sending a short seed plus a small
amount of data), both parties can then locally and “silently”
expand the OT to a very large scale. Thus, although silent OT
requires substantially more computation, it incurs very little
communication overhead. There are many frameworks [15,21,
30] built on silent-OT that achieve substantial improvements
in communication efficiency.

Note that our focus is on upper-layer algorithmic design
and optimization, aiming to reduce either the OT count or the
OT input length. Consequently, our protocol can also benefit
from silent-OT, while still outperforming prior approaches
under the same OT-extension technique. To evaluate the per-
formance and improvement of our method in the silent-OT

setting, we conduct experiments and compare the overhead of
exponential protocol with BumbleBee [21], which use silent-
OT and bOLE techniques, and the experimental results are
shown in Table 8. This comparison show that our method
outperform prior work by a factor 3.95x to 4.88 x using the
silent-OT. Note that in this comparison, both our method and
BumbleBee use silent OT as the underlying primitive. Thus,
this comparison is fair and all performance improvements
stem from the new protocol design rather than from differ-
ences in the OT-extension technique.

Table 8: Comparing the runtime and communication costs
of our evaluating e~ protocol with Bumblebee [21] and ours
using silent-OT. The bitwidth is set as / = 32, and precision
is set as f = 12. The communication and runtime are accu-
mulated for 2!8 runs of the protocols.

Method T Al;]hme (;)V AN Comm (MB)
Bumblebee [21] 13.96 51.10 156.41
Ours 3.53 10.48 60.03
3.95x 4.88x 2.61x

7 Conclusion

This work proposes a new method to design secure two-party
protocols for a class of real-world functions with real-number
inputs. We first generalize the computing MW (x) protocol
to accommodate arbitrary constraint. Building on this foun-
dation, we give an efficient method for computing signed
real number from shares. Then we propose secure evalua-
tion methods for a variety of real-world functions, including
division, trigonometric, and exponential functions. Our ap-
proach enables these functions to be evaluated with both low
overhead and high accuracy. This work introduces a novel per-
spective on protocol design, and we anticipate that the ideas
presented here will inspire broader advancements in protocol
development and optimization.
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Ethical Considerations

This work focuses on the optimization and design for the effi-
cient secure two-party computation protocols. As underlying
computation operations, our designs involve no ethical consid-
eration. The ethical consideration may occur in applications.
We show that improving the efficiency of secure multi-party
computation can also give rise to certain ethical concerns.

* The techniques proposed in this paper can improve the
efficiency of secure two-party computation while fully
preserving privacy. This property, however, may be ex-
ploited by malicious or criminal organizations to evade
oversight. For example, multiple malicious parties could
combine their data to carry out illegal activities, but be-
cause all data are processed under encryption, effective
regulation becomes difficult.

* Recently, some works have taken advantage of the in-
herent inefficiency of secure multi-party computation
to design higher-level functionalities, such as the work
in [8]. This work builds on the fact that the hash function
is very efficient in plaintext but extremely slow in MPC.
The techniques proposed in this paper improve the effi-
ciency of secure multi-party computation and therefore,
to some extent, may undermine this type of design.

* MPC protects only the privacy of the intermediate com-
putation, not the privacy that may be revealed by the
output itself. For example, in the classic millionaire’s
problem, the protocol leaks no information during exe-
cution, but once one party learns the comparison result,
they can infer the possible range of the other party’s
value. Therefore, special attention is required when ap-
plying MPC.

Open Science

We fully endorse the principles of Open Science Policy.
To promote transparency and reproducibility, we have in-
tegrated our research artifacts into an open-source repos-
itory on GitHub https://github.com/geralt-tian/
GEO0_2025 and https://github.com/geralt-tian/GEO_
2025_VOLE, which is now ready for public access.
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A Proofs

A.1 Proof of Lemma 1

Proof. To prove this lemma, we need to prove that x > y if
and only if [%] > |%]. For necessity, x > y if and only if
x>y+Aasx—ye [AL)U[-L,0). Therefore ¥ > % +1,
then we have [£] > [ %].

For sufficiency, we use the method of proof by contradic-
tion. Suppose x <y, we have ¥ < § and [ %] < |5, which
contradicts the condition | %] > [%]. Therefore, we have
x>y O

A.2 Proof of Lemma 2

Proof. As xo+x; # L, we have that Wrap(xo,x1,L) = 1{xo+
x1 > L} = Hxo+x1 <L}®1 = Comp(x;,L —xp) & 1.
As A # 0, we have Comp(x;,L —x9) ® 1 = Comp(L —
x0,x1). Let a = x; and b = L — xp, we have a —b =
xo+x1 —L € [-L,0)U[A,L). Then from Lemma | we
can have that Comp(b,a) = Comp(|2],|4]). Therefore,
Wrap(xg,x1,L) = Comp(L — xo,x1) = Comp(| 2522 ], | X} ]).

O

A.3 Proof of Theorem 1

Proof. For |x| < B, we have xp +x; € [0,B)U[L — B,L +
B)U[2L — B,2L). The theorem is proven by considering the
following cases:

* For xo +x1 € [0,B), MW(x) = 0. In this case we have
xo € [0,B), and thus A = 0 and xj = xo — B+ L. Then
xy+x1 =xo+x1+L—B € [L—B,L), which means x; +
x; <2L—2Bas B < % and M* = 0. Therefore, MW (x) =
M*+A=0.

» Forxo+x; € [L—B,L+B), MW(x) = 1.

— Ifxo < B, we have A =0 and xj; = xo — B+ L. Then
xy+x1 =x0+x1+L—B¢€[2L—2B,2L), and thus
M*=1.



— If xo > B, we have A =1 and x§; = xo — B. Then
x3+x1 =xo+x1 —B € [L—2B,L), and thus M* =
0.

Therefore, MW(x) = M*+A=1.

 Forxop+x; € [2L—B,2L), MW(x) = 2. In this case xp >
L—B,andthusA=1asB< 15 Then, xj +x1 = xo +x1 —
B € [2L—2B,2L — B), which means M* = 1. Therefore,
MW (x) = M* +A = 2.

In all cases, MW (x) = M™* + A, completing the proof.
O

A.4 Proof of Lemma 3

Proof. We study the relationship between MW(z,2!) and
MW (y,2"+1) in the following cases.

e Case 1: yo+y; € [0,2!~1) (point P € A4). Fori € {0,1},
we have y; < 2!~! and z; = y;. Therefore, zg + 21 =
yo +y1 belongs to interval [0,2/71), and MW(z,2!) =
MW (y, 2171 = 0.

o Case2:yg+y € [2/T! —2/=1 2/+1 1. 2/=1) n this case,
we consider the following sub-cases:

- Case (i): yo < 2! and y; < 2! (point P € By). For
i €{0,1}, z; = y;. Therefore, zo +z1 = yo + y1,
belongs to interval [2/*! —2/=1 2/) 1In this case,
b=1,MW(y,2"*1) =1, and MW(z,2!) = 2. Thus,
MW(z,2") = MW(y,2/1) +b.

- Case (ii): yo > 2! and y; > 2/ (point P € (). For
i € {0,1}, z; = y; — 2'. Therefore, zo +21 = yo +
y1 —2/*1, belongs to interval [0, 21_1). In this case,
a=1,MW(y,2"*1) = 1,and MW(z,2!) = 0. Thus,
MW(z,2") = MW(y,2"*1) —a.

— Case (iii): yo > 2! and y; < 2/, or ygp < 2! and
y1 = 2!, In this case, zo +z1 = Yo +y1 — 2!, be-
longs to interval 2! — 2!~ 2/ 4 2/=1  Therefore,
MW (z,2") = MW(y,2"+1) = 1.

* Case 3: yo +y; € 2112 — 271 2142 (point P € D).
For i € {0,1}, we have y; > 2/*1 — 2/~ and z; =
yi mod 2! =y; — 2! Therefore, zo +2z1 = yo + y1 —
2!*1 belongs to interval 2/+1 —2/=1 2/*1 which means
MW(z,2!) = MW(y,2!1) = 2.

Note that both a and b are zeros except for case (i) and case (ii).
Therefore, we have MW(z,2!) = MW (y,2*1) —a+b. O

A.5 Proof of Theorem 2

Proof. Let § = yo + $1. The range of $o+ ¥ is Jo+ 31 €
[072171)U[21 _ 217]721 4 2171)U[21+l _ 21717214»])’ corre-
sponding to MW /($,2/*1) takes value of 0, 1 and 2, respec-
tively. Moreover, $o + 91 € [0,2/7!) if and only if » = 1, and

Yo +91 € [2/F1 =271 2/+1) if and only if a = 1. Therefore,
a — b can be written as:

1, MW ($,2/41) = 0
MW($,2"" 1) =1,
-1,  Mw@,2th) =2

which can be summarized as a — b = 1 — MW($,2/*1). We use
the idea in Theorem | to compute MW (¥), with the constraint
ly| < 2! fory € Zyi11. Defining M* = 1{; > 2/} A 1{5; > 2!}
and 8 = 1{9p > 2!"'}, we have M* = 1{j; +y; > 2"} =
1{5 > 2"y A1{ > 2'} and MW($) = M* + §. Therefore,
a—b=1-MW()=1-8—-M" O

B Evaluating sin(x) protocol

Our evaluating sin(x) protocol I, is shown in Algorithm 6.
In the multiplication protocol used in lines 47, the inputs
are held by Py and P; locally. Therefore, the method in
subsection 3.1.4 is used. Moreover, we can use the known
MSB method to improve the efficiently. For instance, when
computing the product s - c1, we first set §o = so + 2/ and
ér=c+2/, ensuring both values are non-negative. Then,
the product $p - ¢; can be computed using a single invocation
of FcrossTerm- The original product sg - ¢; can be recovered
viasy-c; =8o-C1 — 2f ey =2 50 — 22/ where the last three
terms can be computed locally. When computing (sc+cs)-Cj
and (cc —ss)-S;j for j € {0,1,2}, the signed extension proto-
cols Fsgy: are invoked since C; and S can be seen as public
constants (see Section 3. 1.4 for details). Only two Fsgx are re-
quired in the loop, one for sc + cs and one for cc — ss, as these
values are unchanged. Moreover, as the ranges of (sc + cs)
and (cc — ss) are small, Fsg, can be implemented using the
method in [12], resulting in very small overhead. Finally, af-
ter retrieving the value of sin(x) from the lookup table, an
additional Fsg. is invoked to extend the bitwidth to I/, which
can also be implemented using the method from [12].

Correctness and security. The correctness of I, is ensured
by Equation 12. The security comes from the security of

protocols for Fyui, FrLut, Fmw, and Fsext.

Complexity. Hi’if:’l " invoke protocols for four ﬂl/’.;lf , two

21 12 3£
Fail ™, one Fyiy, one Fryt, and one Fory * . The four

Il : I . ..
Furii can be realized by four F-\2% 1., with communication

4-(L- (A + % + %) +1?). The two T,al”lT can be realized by

ul
20 20l - o ,
two Fegor' T, with communication 2(A+ /7). The communi-

cation for Fmw is denoted as Cyy. Communication of proto-

cols for i yTt and the last one TSSET({ s 2A+4(2l, +1r) and
LIS

A+1'— f —3. Therefore, the total communication for I,

is approximately A(4l, +5) + 61> + 10, + 6l + Cyw.



Algorithm 6: C ting sin(x) el Based on MW(x) and Real(x), we can evaluate functions
i : Computing sin(x), [1;)" "

> Tsin func(-) with the property listed in Equation 3. The ideal func-
Input: Py and P; hold [[x]]' with precision f. tionality for evaluate Fgnc is listed below, and the functional-
Output: P and P; output [[z]" with precision f’, such ities for evaluate integer division, trigonometric and exponen-
that Real(z) = sin(Real(x)). tial functions are instances of func(-).
1 Letfi =14, = f; +2, fr =30and Ir = fr +2. - - - N
2 Fori € {0,1}, P; computes sin(%) and cos(5%), and Functionality Ffunc
de them as s; = Fix(sin(3% ), f;) and
?10_0 Fix(cos( ) l I, f) 2 it Constraint: For x € Z;, there is a known upper bound
ol A o B < £, imposing |x| < B. If there is no prior knowl-
3 Py and P; invoke the following functionalities: . L
I, iy edge about the range of x, B is set as 5.
4 Fatui (s0,¢1) to learn [[sc] .
5 T,\Zj [,lf (co,s1) to learn [[es]|?". o Frunc receives xo from Py and x; from P;.
Il
6 ﬂlﬂ"ulf(mm) to learn [cc] . * Ftunc computes mw = MW (xg,x1,L) according
7 Fuiui (50,51) to learn [[ss] . to Equation | and res = ):f;ol fi(55) - &i(5F) -
8 for j € {0,1,2} do h‘(fMW(x)-L)
9 Py and Py compute C; = cos(— - 2%) and R
S;=sin(—j- 2%) * Ffunc shares res to Py and Py, respectively.
10 | Pyand Py invoke Fat T ([[sc] ¥ + [es]*,C;) to
learn [[tempo]]* 7.
1 | Pyand Py invoke Fti'T ([ec]? — [ss]|?,S;) to

learn [[temp; |27

12 Py and P; set

[T ] = ([rempo] 2+ + [rempy]2i1r).
| Rand Pyset [T = [T (] >

(2f, + fr — f') mod 257",

14 end

15 Py and Py invoke Fyr ([x]]') to learn [MW]2.

16 Py and Py invoke Fiyt([T]*/, [MW]?) to learn
[sin]>*7".

17 Py and Py invoke T;g({/’l/([[sin]]?ﬁ /) to learn [[sin])! .

18 Py and P; output [[sin]"".

C Ideal Functionalities

For our computing MW (x) protocol, the ideal functionality
Frw is defined as follows.

Functionality Fyw

Constraint: For x € Z; , there is a known upper bound
B < %, imposing |x| < B. If there is no prior knowl-
edge about the range of x, B is set as %

¢ Tmw receives xg from Py and x; from P;.

* Fuw computes mw = MW (xp, x1,L) according
to Equation 1.

* Fmw shares mw to Py and Py, respectively.
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