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Abstract
Searchable Symmetric Encryption (SSE) schemes enable ef-
ficient keyword searches over encrypted documents at the
cost of some leakage. An SSE scheme is said to be system-
wide secure if it resists cryptanalysis by an adversary with
access to leakage from retrieval of both encrypted indices and
encrypted documents. The vast majority of state-of-the-art
SSE schemes are, in fact, not system-wide secure (Gui et al.,
IEEE S&P 2023). Currently, the only efficient system-wide
secure SSE scheme is SWiSSSE (Gui et al., PoPETS 2024).
However, SWiSSSE requires a client state that is updated per
query (which hinders adoption in various practical settings),
and its leakage is hard to characterize precisely (thus making
security analysis harder).

In this paper, we present DDR-SSE – a practically efficient,
system-wide secure SSE scheme that only requires a static
client state, and has a simple leakage profile. Technically, we
introduce a novel encrypted document retrieval scheme that
uses duplicated document storage and randomized document
retrieval to suppress access pattern leakage without compro-
mising on practical efficiency. A remarkable feature of our
scheme is its conceptual simplicity (unlike SWiSSSE, which
uses an extremely involved document retrieval mechanism).

We present a simulation-based security proof for DDR-
SSE with respect to a rigorously formal system-wide leakage
profile. Through extensive leakage cryptanalysis, we estab-
lish that DDR-SSE is resilient to query reconstruction attacks
(even under “unrealistically” strong attack assumptions). Fi-
nally, we benchmark a prototype implementation of DDR-
SSE and show that it scales smoothly to large databases of
the size seen in real-world applications.

1 Introduction

Searchable Symmetric Encryption (SSE). Searchable Sym-
metric Encryption (SSE) [1–4] allows a client to execute
queries over a symmetrically encrypted database stored at a
third-party server. Most of the SSE literature focuses on the

following simple single keyword query functionality: given
an encrypted document collection in which each document is
tagged with keywords, return the set of all documents tagged
with a given keyword w. SSE schemes for keyword search
can be broadly divided into two groups: static SSE schemes
that do not allow updates to the document collection, and
dynamic SSE schemes that allow the document collection to
be updated on-the-fly.

Leakage vs Efficiency. The main security goal of SSE is to
ensure data and query privacy of the client by minimizing
information “leakage” to the (untrusted) server. An ideal SSE
scheme would be provably leakage-free; however, achieving
this typically requires heavy cryptographic machinery such as
Oblivious RAM (ORAM) [5–11] or Private Information Re-
trieval (PIR) [12–16] that are not practically efficient at the re-
quired scale (see Appendix A for a more detailed discussion).
It is common in the SSE literature to design schemes that
trade-off some leakage for gains in efficiency. The leakage
can be formalised, and it can be proven that a given scheme
leaks no more than some specified leakage. However, this
leaves open the possibility of cryptanalytic attacks exploiting
the leakage [17–25]. It is challenging to design practically
efficient SSE schemes that also resist leakage cryptanalysis.

Index-only SSE and Index-retrieval Leakage. The vast
majority of existing SSE constructions [3, 4, 9, 26–35] con-
sider only index retrieval where, by the end of a query, the
client only obtains the relevant document identifiers instead
of the actual documents. We refer to these schemes as index-
only SSE schemes and the corresponding leakage as index-
retrieval leakage. There exist many index-only SSE schemes
that effectively suppress index-retrieval leakage [10, 36–39].
But these schemes do not consider the leakage from the actual
retrieval of documents. Many of these index-only SSE scheme
can be used as encrypted multi-maps where the payload can
be any (fixed-size) short data instead of document identifiers.

End-to-End SSE and System-wide Leakage. A recent
work [40] formally introduced the notion of system-wide leak-
age for SSE. In this setting, one considers end-to-end SSE



schemes that combine both index retrieval and document re-
trieval. In particular, an end-to-end SSE scheme is said to
be system-wide secure if it resists leakage cryptanalysis by
an adversary with access to leakage from the entirety of the
SSE system, including the retrieval of both the document
identifiers and the actual documents. We describe the con-
tributions of [40] using the following running example with
three documents:

• d0 = “Apple and banana are both fruits but they are not
the same fruit.”,

• d1 = “Apple is not banana.”, and
• d2 = “Banana is a tasty fruit.”.

Suppose we want to index the documents with the following
keywords (we use lower-case and stemmed keywords for
illustration purposes): “apple”, “banana”, and “fruit”, so that
we can use one of the keywords as a query and retrieve the
documents corresponding to the keyword. For example, if we
make a query on “apple”, we should obtain d0 and d1; for a
query on “fruit”, we should obtain d0 and d2.
Duplication in Index-only Schemes. Following the example
above, careful readers may already spot a problem. If we
store the documents naively (i.e., one copy each and retrieve
them as they are), then the query on “apple” and the query on
“fruit” reveal that d0 is shared between the two queries. This
is exactly the co-occurrence leakage exploited by numerous
attacks in the literature [17–25].

It turns out that this is not a big problem for index-only
SSE schemes (where the client only receives the document
identifiers matching the query, not the documents themselves).
The idea is that the client constructs an inverted search index
(as shown in Figure 1a) where each document identifier is a
fresh instance even if there are repetitions (as opposed to an
inverted search index where the values are pointers). As a re-
sult, after encryption, the client will be touching distinct parts
of the encrypted database and the access-pattern is suppressed.
We refer to this as the duplication technique.

In the index-only setting, the duplication technique scales
very well as the document identifiers (usually 8 bytes) have a
similar size as pointers (8 bytes). However, duplication does
not scale well on the documents as they are typically much
larger (on the order of kilobytes or more). The authors of [40]
considered extensions of index-only SSE to the system-wide
setting and showed that there is no extension using existing
techniques and primitives yielding an SSE scheme that is
simultaneously efficient and system-wide secure.
Natural Extensions are Insecure. A natural extension of an
index-only SSE scheme to system-wide secure SSE is to
use an index-only SSE scheme for index retrieval and store
and retrieve the (encrypted) documents naively. The authors
of [40] show that the natural extensions are not system-wide
secure. In particular, the system-wide leakage incurred by
these schemes (in the document retrieval phase) can be ex-
ploited for efficient and highly scalable query recovery attacks,
despite the index-only component having low leakage.

Known Techniques and Secure Primitives do not Scale. The
authors of [40] considered realizing the document retrieval
phase with different techniques and primitives that are secure
such as applying using an index-only SSE scheme on the
documents directly (see Figure 1b), storing the documents
in an ORAM, and storing the documents using a private in-
formation retrieval scheme. These techniques do not scale
in practice. In particular, for the Enron email database, the
techniques and primitives incur storage overheads ranging
from 4× to 800× and bandwidth overheads ranging from
20× to 110,000×, as compared to the natural end-to-end
SSE systems considered above (with no leakage mitigation
for document retrieval). It should be obvious that these ap-
proaches are impractical for the large databases of the size
seen in real-world applications.

System-wide Secure SSE. The above observations motivate
efficient end-to-end SSE schemes that are system-wide secure.
This is important as any deployment of encrypted document
search needs to be secure in the system-wide sense. Currently,
there are only two system-wide SSE schemes in the literature,
namely CLRZ [41] and SWiSSSE [42]. CLRZ was shown
to be insecure by many attacks [22, 25, 40]. And SWiSSSE
is the only system-wide SSE scheme that has not been bro-
ken yet. SWiSSSE has small query and storage overheads,
and resists highly refined system-wide leakage cryptanaly-
sis. A key technique used in SWiSSSE is delayed, pseudo-
random write-backs. Here, for each query, the corresponding
responses (both the encrypted document identifiers and the en-
crypted documents) are removed from the encrypted database,
stored temporarily in a client stash, and eventually written
back to the encrypted database (in freshly encrypted form)
after a (pseudo)random number of queries.

While pseudorandom write-backs efficiently suppress
document-retrieval leakage, it incurs two penalties. First, it
requires the client stash to be updated per query. This can be
a hindrance for practical scenarios (e.g., for web-based email
clients). Note that in the index-only SSE literature, it is usual
for the client to have some small static storage (for crypto-
graphic keys and some small metadata), which is considered
reasonable in practice. The requirement to maintain a fre-
quently updatable client stash presents a significant departure
from this well-accepted design paradigm. Secondly, due to the
delayed nature of the write-backs, it is complex to precisely
characterize the leakage of SWiSSSE. This makes it hard
to gain full confidence in its security, and may make it diffi-
cult to determine its resilience against any new system-wide
cryptanalytic techniques that may emerge in the future.

In this paper, we ask the following question: can we design
a practically efficient, system-wide secure end-to-end SSE
scheme with static client state such that its leakage can be
precisely characterized and analyzed?



Key Value
apple∥0 0
apple∥1 1
banana∥0 0
banana∥1 1
banana∥2 2
fruit∥0 0
fruit∥1 2

(a) The inverted search index after duplication. An inverted search index
of this form is typically used as an input to index-only SSE schemes.
Repeated document identifiers are duplicated in the inverted search index,
so queries on different keywords touch different parts of the inverted
search index (after encryption).

Key Value

apple∥0 Apple and banana are both fruits but they
are not the same fruit.

apple∥1 Apple is not banana.

banana∥0 Apple and banana are both fruits but they
are not the same fruit.

banana∥1 Apple is not banana.
banana∥2 Banana is a tasty fruit.

fruit∥0 Apple and banana are both fruits but they
are not the same fruit.

fruit∥1 Banana is a tasty fruit.

(b) An index-only SSE scheme with duplication is applied to the docu-
ments directly. This gives a secure end-to-end SSE (if the documents are
padded to a fixed length), but the storage overhead is impractical.

Figure 1: The duplication technique is typically used in index-only SSE schemes (left). It does not scale to the document retrieval problem (right).

1.1 Our Contributions

We answer the above question in the affirmative. We intro-
duce DDR-SSE – a practically efficient, system-wide secure
SSE scheme. DDR-SSE requires a small, static client state for
cryptographic keys and small metadata, as in traditional index-
only SSE schemes. Additionally, the leakage of DDR-SSE
can be characterized precisely using a simple leakage function.
As a result, it admits a simpler security analysis as compared
to SWiSSSE. Finally, DDR-SSE matches SWiSSSE asymp-
totically in terms of encrypted storage costs and computa-
tional/communication overheads for keyword searches, while
incurring a smaller volume of (static) client-side storage.

We present a simulation-based security proof for DDR-
SSE with respect to a rigorously formal system-wide leakage
profile. Through extensive leakage cryptanalysis, we establish
that DDR-SSE is resilient to query reconstruction attacks
(even for “unrealistically” strong attack assumptions). As
part of this, we prove that the co-occurrence leakage counts
of DDR-SSE are close to being uniform in a certain sense that
is made more precise in the sequel. Finally, we benchmark
a prototype implementation of DDR-SSE and show that it
scales smoothly to large databases of the size typically found
in real-world applications.

In the rest of this subsection, we present a more detailed
overview of our contributions. For simplicity of exposition,
we focus on a basic version of DDR-SSE here; details are
presented in Section 3.
Modular Realization of System-Wide Secure SSE. A natu-
ral and modular approach to design a system-wide secure end-
to-end SSE scheme is to combine a leakage suppressing index
retrieval mechanism (such as those based on volume-hiding
encrypted multi-maps [36–39]) with a leakage suppressing
document retrieval mechanism. This is the approach we take
here. However, [40] observed that there did not exist (prior to
this work) a candidate document retrieval mechanism that is
sufficiently leakage suppressing while also being efficient.
New Low-leakage Document Retrieval. As a core contribu-
tion, we address this open question by introducing a novel
encrypted document retrieval scheme that uses duplicated doc-

ument storage and randomized document retrieval to suppress
access pattern leakage without compromising on practical effi-
ciency. In particular, we show that by accessing the documents
in a carefully designed, pseudorandom manner, surprisingly,
we only need to store each document twice (as opposed to
once per keyword as in index-only SSE schemes [36–39]) in
order to suppress the co-occurrence leakage (i.e., the number
of common documents accessed by two queries) that has been
so heavily exploited in prior attacks against SSE schemes.
Uniformization of Co-occurrence Counts. More specifically,
we are able to show that, if the original co-occurrence count
for a pair of queried keywords wi,w j is C[i, j], then our design
produces co-occurrence counts for document retrieval that are
close to uniformly distributed over the interval [0,C[i, j]]. The
distribution still depends on C[i, j], but in a much weaker way
than prior to the application of our technique. We note that
these observed co-occurrence counts are fixed by the crypto-
graphic keys used by our scheme, hence there are no attacks
based on averaging out noise. We show that the uniformiza-
tion of co-occurrence counts is sufficient to thwart known
techniques for leakage cryptanalysis [17,18,20–23,25,40,43].
Building DDR-SSE. To build DDR-SSE, we combine our new
document retrieval scheme with a generic, low-leakage index
retrieval mechanism. Concretely, the index retrieval mecha-
nism of DDR-SSE can be instantiated with any volume-hiding
index-only SSE scheme, as long as its setup leaks no more
than the total number of keyword-document pairs, and its
query leakage is no larger than query equality leakage (i.e., if
two queries are the same) and the maximum query response
volume (i.e., the maximum number of documents matching
any query; this is, in fact, the leakage for several existing
volume-hiding index-only SSE schemes [36–39]). A remark-
able feature of DDR-SSE is its conceptual simplicity (un-
like SWiSSSE, which uses an extremely involved mechanism
for document retrieval due to its use of dynamic addresses
and a stash). We begin with a simplified construction called
DDR-SSE-FP in Sections 3.1 to 3.3. We present our final
construction DDR-SSE in Section 3.4.
System-Wide Leakage Analysis. We formally prove the se-
curity of DDR-SSE with respect to the system-wide security



definition of SSE introduced in [42] and the leakage of DDR-
SSE, which we characterize precisely in Section 4.1. In order
to establish the resistance of DDR-SSE to system-wide leak-
age cryptanalysis, we modify the powerful system-wide query
reconstruction attack in [40] to work against DDR-SSE. Our
experiments using the Enron email corpus show that DDR-
SSE is resilient against such attacks even for strong (and
unrealistically hostile) attack assumptions.
Instantiation and Implementation. We consider a concrete
instance of DDR-SSE where index retrieval is based on a mod-
ification of XorMM [39] – a state-of-the-art, volume-hiding
index-only SSE scheme with small leakage. We implement
this instance of DDR-SSE in Java and benchmark its perfor-
mance using the Enron email corpus. As a summary of our
results, for a database of 400K emails (which we split into
4KB chunks, or 1.6GB of plaintext emails in total) with 32K
unique keywords and 29M keyword-document pairs, the en-
crypted database consists of 1.3GB of encrypted metadata
and encrypted indices, and 3.1GB of encrypted emails (4.4GB
in total); the throughput of our scheme is 900 documents per
second for setup and 39,000 documents per second for search.
Multi-server and Dynamic Extensions. We discuss a multi-
server extension of basic DDR-SSE in Section 6 that can be
instantiated with just two servers. Under the assumption of
non-colluding servers, multi-server DDR-SSE has even less
leakage than DDR-SSE and maintains the same efficiency.
We leave the development of a dynamic version of DDR-SSE
to future work, but sketch an initial approach in Section 6.

2 Notations and Definitions

Notations. We write x ←$X to mean sample an element
x from the set X . We use the notation (outA;outB) ←
func(inA;inB) to denote an interactive protocol func() be-
tween parties A and B.

Databases. We define a database to be a set of documents,
i.e., DB= {di}. Each document is associated with a set of key-
words which we denote as W (di). We write w{DB} to mean
the multiset of keywords in all documents. For a keyword w,
we write DB(w) to mean the set of documents containing w,
i.e., DB(w) = {di | w ∈W (di)}.
Inverted Search Index. Given a database DB= {di}, an in-
verted search index I is defined to be a map between the
keywords in the database and the document identifiers that
contain the keywords. Specifically, I(w) = {i | w ∈W (di)}.
We write |I| to mean the total number of keyword-identifier
pairs in I, i.e., |I|= ∑w |I(w)|. Most of the literature on SSE
studies the encrypted index retrieval problem from the in-
verted search index (or equivalently, encrypted retrieval from
multi-maps with short values).

Key-Value Stores. The basic data structure used by DDR-
SSE is a “key-value store”. This data structure implements a

dictionary that maps (non-cryptographic) keys to values. We
require the following operations from a key-value store:

• Initialization: Create an empty key-value store.
• Put: S[x] = y means create key x in the key-value store S

and set the value associated to the key as y. If x is already
in S, then the old value is overwritten by y.

• Get: y← S[x] means get the value associate with key x
in the key-value store S.

2.1 System-Wide Static SSE
A system-wide static SSE scheme Π consists of protocols
Setup and Query between a client and a server:

• Setup(1λ,param,DB;) is a client-server protocol. The
client takes as input a security parameter 1λ, an addi-
tional parameter param and a database DB, and the server
takes no input. At the end of the Setup protocol, the
client obtains a secret key sk and a state stClt and the
server obtains an encrypted database EDB.

• Query(sk,q,stClt;EDB) is a client-server protocol to
support single-keyword queries. The query q contains a
keyword w and potentially some additional arguments.
The client takes as input a secret key sk, a search query q,
and its internal state stClt. The server takes as input the
encrypted database EDB. The client and server interact
with each other and by the end of the interaction, the
client gets (rspn,stClt) where rspn is the result of the
query (i.e., the actual documents matching the query)
and stClt is the new state of the client; the server state
EDB may also be modified following the execution.

We say that Π is correct if given a security parameter λ, for
all databases DB, for all sequences of queries q0, . . . ,qℓ,

(stClt;EDB)←Π.Setup(1λ,DB;)
(rspni,stClt;EDB)←Π.Query(sk,qi,stClt;EDB)

and rspni = DB(w(qi)), where w(qi) is the queried keyword.1

2.2 System-Wide Security for Static SSE
We say that a static SSE scheme is system-wide secure with re-
spect to a leakage function L = (LSetup,LQuery) if no (honest-
but-curious) adversary can distinguish between the real exe-
cution and an execution simulated given only the leakage, as
outlined below.

Definition 1 (System-Wide Security of Static SSE). Let
Π = (Setup,Query) be a static SSE scheme and consider
the following probabilistic experiment where A is a stateful,
probabilistic polynomial time (PPT) honest-but-curious ad-
versary, S is a stateful simulator and L is the leakage function.
RealΠ,A(1λ) :

1One may relax the correctness requirement to rspni ⊆ DB(w(qi)) for
schemes that include noise in the query response.



1. The adversary A selects a database DB and gives it to the
challenger C .

2. The challenger C generates a key sk, and encrypts the
database as EDB← Setup(1λ,sk,DB). The challenger C
sends the encrypted database EDB to A .

3. The adversary picks polynomially many keyword search
queries q1, . . . ,qpoly(λ). For each query, the challenger
C interacts with the adversary A to execute the search
query protocol (including the final document retrieval
phase), where the challenger plays the role of the server
and the adversary plays the role of the client.

4. Finally, the adversary A outputs a bit b ∈ {0,1}.
IdealΠ,A ,S (1λ,L = (LSetup,LQuery)) :

1. The adversary A selects a database DB and gives the
leakage LSetup(DB) to the simulator S .

2. Using LSetup(DB), the simulator S generates EDB and
returns it to A .

3. The adversary picks a polynomial number of search
queries q1, . . . , qpoly(λ). For each query qi, the simulator
S (playing the role of server) takes LQuery(qi) (includ-
ing the leakage from the document retrieval phase cor-
responding to the query) as input and interacts with the
adversary A (playing the role of client) to execute the
search query protocol.

4. Finally, the adversary A outputs a bit b ∈ {0,1}.
We say that Π is L-system-wide-secure if there exists a PPT
simulator S such that for all PPT adversaries A ,∣∣∣Pr

[
RealΠ,A (1

λ) = 1
]
−Pr

[
IdealΠ,A ,S (1

λ,L) = 1
]∣∣∣≤ negl(λ).

Index-Only SSE and Encrypted Document Retrieval.
DDR-SSE splits the construction of a system-wide secure
SSE scheme into two components. The first component is an
index retrieval scheme which allows the client to obtain the
document identifiers of the documents matching the query.
The second component is an encrypted document store which
allows the client to retrieve the actual documents (securely)
with the document identifiers obtained in the first step. There-
fore, it makes sense for us to talk about the syntax and security
of index-only SSE and encrypted document retrieval. The def-
initions of index-only SSE and encrypted document retrieval
can be easily derived by modification of the system-wide SSE
definitions presented above.
Discussion. We do not use the structured encryption frame-
work proposed in [3] because the document retrieval problem
is a different problem from the index retrieval problem, and it
is not a typical problem considered in the structured encryp-
tion framework, as we have demonstrated in Section 1.

3 DDR-SSE for Static Databases

In this section, we describe DDR-SSE for static databases.
We begin with a general construction (DDR-SSE-FP) which

uses an index-only SSE scheme in a black-box manner (Sec-
tions 3.1 to 3.3). We then show our final construction (DDR-
SSE) which uses an index-only SSE scheme in a grey-box
manner (Section 3.4). DDR-SSE-FP and DDR-SSE have the
same leakage, but DDR-SSE has better efficiency.

3.1 Overview of DDR-SSE-FP

Two-Stage System-Wide Secure SSE scheme. DDR-SSE-
FP makes use of two encrypted data structures to build a
system-wide secure SSE scheme, namely an index-only SSE
scheme for index retrieval and an encrypted document re-
trieval scheme to retrieve the actual documents.

Encrypted Index Retrieval. DDR-SSE-FP uses a generic,
volume-hiding, index-only SSE scheme for index retrieval,
with the restriction that this scheme should be correct, and it
has the size of the inverted search index as the setup leakage,
and the maximum query response volume and query equality
leakage as the query leakage. We note that several existing
volume-hiding index-only SSE schemes [36–39] can be used
to instantiate DDR-SSE-FP. We see modularity as a strength
of DDR-SSE-FP. We choose the XorMM scheme from [39] as
a concrete instantiation of the index-only SSE scheme used in
DDR-SSE-FP(and DDR-SSE) starting from Section 3.6. It is
used for discussions on performance and resistance to system-
wide leakage cryptanalysis of DDR-SSE-FP (and DDR-SSE).

Encrypted Document Retrieval. We devise a new construction
for encrypted document retrieval. The documents are stored
in a key-value store in our construction. The key features
of the construction are that: (1) it is stateless, (2) its storage
overhead with respect to naive document storage is only a
factor of 2, and (3) it has an optimal communication overhead.

Duplicated Document Storage and Randomized Docu-
ment Retrieval. Our encrypted document retrieval scheme
suppresses access pattern leakage by using two core tech-
niques, namely duplication and randomized document re-
trieval. In the setup phase, our encrypted document retrieval
scheme generates two encrypted copies (freshly encrypted
each time) of each document and stores them in two locations
(of a key-value store).

To run a query that retrieves documents i0, . . . , i j, we pick
a pseudorandom value k between 0 and j and generate a
pseudorandom bit b from {0,1}. If b = 0, then we retrieve
the first k documents from the first copy of the documents (by
accessing the documents with the addresses associated to the
first copy) and the other documents from the second copy;
otherwise we retrieve the first k documents from the second
copy of the documents and the other documents from the first
copy. The seed for the pseudorandom processes is fixed (and
only depends on the queried keyword) so that repeated queries
for the same keyword do not generate additional leakage.

We show in Section 4.2 that this simple randomization for
document retrieval is very effective in suppressing leakage.



As a technical remark, the document identifiers matching each
query need to be randomly distributed for the cryptanalysis
to hold. This can be achieved by randomizing the document
identifiers (by using a pseudorandom permutation) before run-
ning the setup procedure of our scheme. The randomization
does not affect the correctness of our scheme. For simplicity,
we thus omit this step in the presentation of our scheme.
Randomization of Document Identifiers. The main crypt-
analysis result of DDR-SSE (Theorem 3) only holds when the
document identifiers are randomly distributed. We achieve
this by using a small-domain pseudorandom permutation on
the raw document identifiers before running the setup proce-
dure of the index-only SSE scheme and encrypted document
storage in DDR-SSE.
Bucketization. Most of the volume-hiding index-only SSE
schemes achieve volume-hiding by retrieving maxw |DB(w)|
number of document identifiers for any search query. The
query response is then filtered on the client to extract the
document identifiers matching the query. Using the Enron
email corpus (400K emails) as an example, maxw |DB(w)| is
approximately 20K. Assume that we have a volume-hiding
index-only SSE scheme with optimal bandwidth cost, the
document identifiers are 4-byte long, and encrypting these
document identifiers does not introduce any storage overhead.
Then, each search query requires 80KB communication from
the server to the client. While the asymptotic communication
overhead looks terrible for search queries with a small number
of matching document identifiers, the concrete communica-
tion cost is completely acceptable.

On the other hand, retrieving 20K (encrypted) documents
for each search query has a huge concrete communication
cost. If we assume that each email has length 4KB, retrieving
20K emails costs 80MB of bandwidth even though the user
may only be interested in a handful of emails. Therefore,
we adapt the bucketization technique used in SWiSSSE [42]
to reduce the communication complexities of DDR-SSE-FP.
More details on the bucketization technique can be found in
Section 3.2 and a discussion on the parameter selection for
bucketization can be found in Appendix B.3.
Fixed-length Documents. For simplicity, we present DDR-
SSE for fixed-length documents. That is, for DB= {di}, we
assume that for all i, |di|= L for some constant L. Of course,
in practice, this does not hold. So in our implementation, we
split documents larger than 4KB into 4KB chunks (we treat
each chunk as a document; the chunks inherit all keywords of
the original documents). Then, all documents are padded to
size 4KB before encryption.

We present a detailed discussion of the effect of splitting
the documents on the leakage of DDR-SSE in Section 4.1.
The leakage cryptanalysis in Section 4.2 works with our im-
plementation directly.
Building Blocks. DDR-SSE-FP relies on:

• A volume-hiding index-only SSE scheme ΠI =
(Setup,Query). ΠI should be correct (i.e., the client

receives exactly the set of matching document identifiers
after each query). The leakage of ΠI should be no worse
than the size of the inverted search index as the setup
leakage, and the maximum query response volume and
query equality leakage as the query leakage.

• A pseudorandom permutation (PRP) P : {0,1}λ ×
{0,1}L → {0,1}L, where 1λ is the security parameter
of the PRP and L is the size of the input and output.

• A pseudorandom function (PRF) F : {0,1}λ×{0,1}∗→
{0,1}L, where 1λ is the security parameter of the PRF
and L is the size of the output.

• An IND-CPA secure symmetric encryption scheme
ΠEnc = (KGen,Enc, Dec).

3.2 The Setup Procedure of DDR-SSE-FP

The setup procedure of DDR-SSE-FP can be broken down
into five sub-procedures:

1. Randomization of document identifiers: The sub-
process is carried out when building the plaintext index
for the documents. We note while that the process uses a
PRP, we do not have to keep the key of the PRP around
after the setup, as the remaining procedures will work
with the permuted document identifiers directly.

2. Bucketization: The sub-procedure takes as input a
database DB = {di}, and outputs an inverted index I,
where the frequency of the keywords are padded into
“buckets”.

3. Setup of encrypted metadata: The sub-procedure gen-
erates a PRF key and builds encrypted metadata which
contains the real keyword frequencies and the padded
keyword frequencies.

4. Setup of encrypted inverted index: The sub-procedure
runs ΠI.Setup() with the inverted index I produced by
the bucketization sub-procedure. It produces a secret key
skI and an encrypted inverted index EI.

5. Setup of encrypted documents: The sub-procedure be-
gins by generating a PRF key and an encryption key.
Given the documents DB = {di} as the input, it then
produces an encrypted key-value store where each docu-
ment has two encrypted copies in the key-value store.

The output of the setup procedure consists of: (i) secret keys
used for the encrypted inverted index and the encrypted docu-
ments (stored on the client), (ii) encrypted metadata of the key-
words (i.e., real frequencies and padded frequencies; stored on
the server), and (iii) encrypted inverted index and encrypted
documents (stored on the server).

We give more details on the bucketization sub-procedure
and the setup of the encrypted documents below. The pseu-
docode of Setup appears in Algorithm 1.

Bucketization. As we have explained in the overview,
we want to avoid the communication overhead of worst-
case padding in the document retrieval phase. For that rea-



son, DDR-SSE adapts the bucketization technique from
SWiSSSE [42].

Concretely, let I be an inverted index obtained by parsing
a database naively and w0, . . . ,wl−1 be the keywords in I.
Without loss of generality, assume that |I[wi]| ≥

∣∣I[w j]
∣∣ for all

i < j. Let the bucket size be bkt ∈ Z+, then the bucketization
procedure adds random document identifiers to I such that
in the end, |I[wi]| =

∣∣I[w j]
∣∣ for all pairs of indices i, j with

⌊i/bkt⌋= ⌊ j/bkt⌋.
To ensure that the client can remove the random documents

in the end, I is implemented as a list and the random docu-
ment identifiers are added to its end. The true query response
volume (without bucketization) is stored in the encrypted
metadata and will be used to truncate the query response
during queries.

Setup of the Encrypted Inverted Index. The encrypted in-
verted index is set up with the bucketized inverted index. As
a result, the client will be able to retrieve the same set of
documents (including the random ones) for each query in
the document retrieval phase. This prevents an attacker from
removing the random documents from the access pattern leak-
age by observing multiple queries on the same keyword.

Setup of the Encrypted Documents. Let 1λ1 be the secu-
rity parameter of the PRF and 1λ2 be the security param-
eter of the encryption scheme. The sub-procedure begins
by generating a PRF key skF ←${0,1}λ1 and an encryp-
tion key skEnc ← ΠEnc.KGen(1λ2). It also initializes an
empty key-value store EDoc. Then for each document di,
the sub-procedure generates two addresses F(skF , i∥0) and
F(skF , i∥1) and stores a freshly encrypted copy of the docu-
ment Enc(skEnc,di) at each of these two addresses in EDoc.

3.3 The Query Procedure of DDR-SSE-FP
The query procedure consists of three sub-procedures:

Metadata retrieval. The client queries the encrypted meta-
data for a keyword w and retrieves the true and padded query
response volumes.

Index retrieval. For a query on w, the client and the server
run ΠI.Query() on w to retrieve a list of document identi-
fiers in DDR-SSE. See Algorithm 2 for the pseudocode of
the Query procedure. By correctness of ΠI, we expect to
see id0, . . . , idPFw−1 as the query response, where PFw is the
query response volume after padding of keyword w. Metadata
retrieval and index retrieval can be packed into a single round
of communication.

Document retrieval. The document retrieval sub-procedure
takes as input the queried keyword w, the list of document
identifiers id0, . . . , idPFw−1 obtained in the index retrieval and
the encrypted documents, and outputs the list of documents
did0 , . . . ,didPFw−1 to the client. The client then uses the true
query response volume obtained in the metadata retrieval
procedure to filter the query response. The client proceeds

Algorithm 1 The Setup Procedure of DDR-SSE-FP
1: Input: The security parameter of the index-only SSE scheme 1λ0 , the security

parameter of the PRF 1λ1 , the security parameter of the encryption scheme 1λ2 ,
the security parameter of the PRP 1λ3 , the bucket size bkt, and the plaintext
database DB.

2: procedure SETUP((1λ0 ,1λ1 ,1λ2 ,1λ3 ),bkt,DB)
3: /* Index Construction */
4: skP←{0,1}λ3

5: I← dict()
6: for di← DB do
7: for w←W (di) do
8: I[w]← I[w]+ [P(skP, i)] ▷ I[w] = [ ] if w /∈ I, the domain and

co-domain of P are |DB|
/* Bucketization */

9: (w0, . . . ,wl−1)← sorted({w ∈ I} ,key= |I[w]|) ▷ Sort the keywords from
the highest frequency to the lowest frequency

10: for i ∈ {0, . . . , l−1} do
11: while |I[wi]|<

∣∣I[w⌊i/bkt⌋·bkt]∣∣ do
12: r←${0, . . . , |DB|−1}
13: I[wi]← I[wi]+ [r]

/* Metadata on keyword frequencies */
14: skEMD←${0,1}λ1

15: EMD← dict()
16: for i ∈ {0, . . . , l−1} do
17: EMD[F(skEMD,wi ∥ 0)] ← (|DB(wi)| ⊕ F(skEMD,wi ∥ 1)) ∥ (|I[wi]| ⊕

F(skEMD,wi ∥2))
/* Setup of the encrypted inverted index */

18: (skI,EI)←ΠI.Setup(1λ0 ,I)
/* Setup of the encrypted documents */

19: skF ←${0,1}λ1

20: skEnc←ΠEnc.KGen(1λ2 )
21: EDoc← dict()
22: for i← 0, . . . , |DB|−1 do
23: EDoc[F(skF ,P(skP, i)∥0)]←Π.Enc(skEnc,di)
24: EDoc[F(skF ,P(skP, i)∥1)]←Π.Enc(skEnc,di)

25: return ((skEMD,skI,skF ,skEnc);(EMD,EI,EDoc))

by sorting (id0, . . . , idPFw−1) to (id′0, . . . , id
′
PFw−1) in increas-

ing order, which is a step necessary to get the desired query
leakage. Then, they generate two pseudorandom integers – a
bit b and an integer r ∈ {0, . . . ,PFw}. The bit b determines
from which of the two copies of the encrypted documents the
first r documents are retrieved. The remaining documents are
retrieved from the other copy. Hereby, the different copies can
be distinguished using an indicator bit. Given the secret key
and the queried keyword, the two pseudorandom integers are
deterministic which means that multiple queries on the same
keyword will not leak additional information. While some of
the choices made may at first appear arbitrary, we will show
how they help with leakage suppression in Section 4.1.

3.4 Grey-box Modification

In this section, we show an optimization we can apply to
DDR-SSE-FP if it is instantiated with an index-only SSE
scheme with certain properties. The optimization introduces
no additional leakage to our scheme.

Volume-hiding Index-only SSE with Adjustable Padding.
While this does not apply to all volume-hiding index-only
SSE schemes, there are constructions (such as [37, 39])
in which one can “adjust” the amount of padding in
queries. Loosely speaking, some constructions store en-
crypted document identifiers of a given keyword w at ad-



Algorithm 2 The Query Procedure of DDR-SSE-FP
1: Input: Secret keys skEMD,skI,skF ,skEnc and keyword w from the client; encrypted

metadata EMD, encrypted inverted index EI, and encrypted documents EDoc from
the server.

2: procedure QUERY((skEMD,skI,skF ,skEnc),w;(EMD,EI,EDoc))
/* Metadata Retrieval */
Run by the client

3: addr← F(skEMD,w∥0)
Run by the server

4: u∥ v← EMD[addr]
Run by the client

5: TFw← u⊕F(skEMD,w∥1)
6: PFw← v⊕F(skEMD,w∥2)

/* Index Retrieval */
7: (id0, . . . , idPFw−1)←ΠI.Query(skI,w;EI)

/* Document Retrieval */
Run by the client

8: (id′0, . . . , id
′
PFw−1)← sorted(id0, . . . , idPFw−1) ▷ Sort the document

identifiers in increasing order
9: b← RandInt(1;(skF ,w,0)) ▷ RandInt(n;seed) returns a pseudorandom

integer uniformly distributed over [0,n] for seed value seed
10: r← RandInt(PFw;(skF ,w,1))
11: addrs← /0

12: for i←{0, . . . ,PFw−1} do
13: if b = 0∧ i < r then
14: addrs← addrs∪{F(skF , id′i ∥0)}
15: if b = 0∧ i≥ r then
16: addrs← addrs∪{F(skF , id′i ∥1)}
17: if b = 1∧ i < r then
18: addrs← addrs∪{F(skF , id′i ∥1)}
19: if b = 1∧ i≥ r then
20: addrs← addrs∪{F(skF , id′i ∥0)}

Run by the server
21: rspn← /0

22: for addr ∈ addrs do
23: rspn← rspn∪{EDoc[addr]}

Run by the client
24: res←{Dec(skEnc,ed) | ed ∈ rspn}
25: Remove documents with identifier in {idTFw , . . . , idPFw−1} from res
26: return (res;(EMD,EI,EDoc))

Algorithm 3 The Query Procedure of DDR-SSE
1: Input: Secret keys skEMD,skI,skF ,skEnc and keyword w from the client; encrypted

metadata EMD, encrypted inverted index EI, and encrypted documents EDoc from
the server.

2: procedure QUERY((skEMD,skI,skF ,skEnc),w;(EMD,EI,EDoc))
/* Metadata Retrieval */
Run by the client

3: addr← F(skEMD,w∥0)
4: x← F(skEMD,w∥2)

Run by the server
5: u∥ v← EMD[addr]
6: PFw← v⊕ x

Run by the client
7: TFw← u⊕F(skEMD,w∥1)

/* Index Retrieval */
8: (id0, . . . , idPFw−1)←ΠI.Query(skI,w,PFw;EI)

(Same as Line 8 of Algorithm 2 from this point.)

dresses F(skF ,w ∥ 0), . . . ,F(skF ,w ∥ PFw− 1) in some data
structure, where F is a PRF, skF is a PRF key, and PFw is
the query response volume of w. During a query on w, in-
stead of just retrieving the encrypted document identifiers
from F(skF ,w ∥ 0), . . . ,F(skF ,w ∥ PFw − 1), the client also
retrieves encrypted document identifiers from F(skF ,w ∥
PFw), . . . ,F(skF ,w∥PFmax−1), where PFmax is the maximum
query response volume. With a careful choice of the data
structure, the latter addresses are also valid addresses in the
data structure, so the server is not able to differentiate these

dummy retrievals from the real ones, leading to the desired
volume-hiding property.

A direct consequence of these constructions is that it is
possible to adjust the amount of padding (at the cost of worse
leakage) in a grey-box manner. We call our scheme with the
grey-box modification DDR-SSE. Pseudocode for the query
procedure of DDR-SSE can be found in Algorithm 3; the
modification does not change the setup procedure from DDR-
SSE-FP.

A More Storage-Efficient Variant of DDR-SSE. Careful
readers may wonder why DDR-SSE needs to use a volume-
hiding index-only SSE scheme for index retrieval. Indeed,
any index-only SSE scheme suffices for the job in the way the
scheme is constructed, since padding is done explicitly during
the setup. However, there is a more storage-efficient vari-
ant of DDR-SSE which requires a volume-hiding index-only
SSE scheme. In this variant, we run the setup algorithm of
DDR-SSE without explicit bucketization (i.e., remove lines 9
to 13 of Algorithm 1 while still record the padded query re-
sponse volume on line 17 of Algorithm 1). Then, during a
query on keyword w, the client begins by querying EMD and
learning the true query response volume TFw and the padded
query response volume PFw. The client will then query the
volume-hiding index-only SSE scheme (with the query re-
sponse volume padded to PFw) and learn the TFw real docu-
ment identifiers matching the query. After that, the client can
pad the number of document identifiers to use for the doc-
ument retrieval pseudorandomly and locally to PFw, before
running the rest of the query procedure. This variant is more
storage-efficient than DDR-SSE, as the padded document
identifiers do not need to be stored explicitly. However, we
opt to not present this as our main construction as its security
proof would be more involved.

Comparing DDR-SSE to Other Leakage Suppression
Techniques. The padding strategy used in DDR-SSE is the
same as that in [42]. There were two padding strategies prior
to this. In [18], the authors propose to pad the number of
documents matching each keyword to a multiple of x (for
some predetermined x). In [10], the authors propose to pad
the number of documents matching each keyword to a power
of x. These padding strategies are different from that of DDR-
SSE as they do not ensure that multiple keywords will have
the same query response volume after padding. Thus, [18]
and [10] are more susceptible to attacks that exploit volume
leakage (e.g., [22]).

PANCAKE [44] is an encrypted key-value store which
is designed to suppress query equality leakage. While PAN-
CAKE also uses some form of duplication and randomized
accesses, these techniques and their goals are very different
from the ones used in DDR-SSE. Therefore, we consider
PANCAKE as an orthogonal work.

Correctness of DDR-SSE. We state the following theorem



for the correctness of DDR-SSE.2 Due to space constraints,
we defer a detailed proof of Theorem 1 to the full version of
the paper.

Theorem 1 (Correctness of DDR-SSE). Let DB be a database
and |DB| be the number of documents in the database. Let bkt
be the bucket size of the bucketization procedure. Let 1λ0 be
the security parameter of the index-only SSE scheme used in
DDR-SSE and 1λ1 be the security parameter of F used for
the addresses of the encrypted documents. Let ℓ denote the
output length of F . Let AdvCorr

ΠI
(1λ0 ,DB,bkt) be the failure

probability of the index-only SSE scheme on database DB after
bucketization with the bucket size bkt and AdvPRF,2·|DB|F,B (1λ1)

be the advantage of PPT adversary B in distinguishing F from
a true random function in 2 · |DB| queries. The advantage of
any PPT adversary A in breaking the correctness of DDR-SSE
over the database DB is at most:

|DB|2

2ℓ+1 +
|DB|2

2ℓ−1 +AdvCorrΠI
(1λ0 ,DB,bkt)

+AdvPRF,|DB|F,B (1λ1)+AdvPRF,2|DB|F,B (1λ1).

Proof. The correctness of DDR-SSE can be broken down
into the correctness of the encrypted inverted index and the
correctness of the encrypted metadata and encrypted doc-
uments. The failure probability of the earlier is bounded
by AdvCorr

ΠI
(1λ0 ,DB,bkt). For the encrypted metadata and

encrypted documents, DDR-SSE can fail if there are col-
lisions in the addresses of the metadata entries or the en-
crypted documents. The collision probability is bounded by
the collision probability of the underlying pseudorandom

function F which is |DB|
2

2l+1 +AdvPRF,|DB|F,B (1λ1) for the metadata

and |DB|
2

2l−1 +AdvPRF,2|DB|F,B (1λ1) for the encrypted documents re-
spectively. Combining the terms yields the desired failure
probability.

3.5 System-Wide Leakage of DDR-SSE
In this section, we formally define the leakage of DDR-SSE
and prove its security with respect to Definition 1.
Leakage at Setup. The leakage at setup can be broken down
into two parts. The first part of the leakage comes from the
setup of encrypted metadata and encrypted inverted index.
The encrypted metadata is a key-value store with |W | en-
tries, where W is the set of keywords. For the encrypted
inverted index, DDR-SSE inherits the setup leakage from
the volume-hiding index-only SSE as we simply invoke the
volume-hiding index-only SSE during the setup. One caveat is
that we ran bucketization on the inverted index before running
the setup of the volume-hiding index-only SSE. This means

2The query response includes noise in DDR-SSE so we are using the
weaker version of the correctness definition. It is possible to make DDR-SSE
achieve the stronger version of the correctness definition by letting the client
store the true query response volumes as well.

that instead of leaking the total size of the inverted index
(i.e., the total number of keyword-document pairs), DDR-SSE
leaks the total size of the bucketized version of the inverted
index. We denote the bucketized database as DBbkt and the
padded size of the inverted index as |W {DBbkt}|.

The second part of the leakage comes from the setup of
encrypted documents. DDR-SSE produces two encrypted doc-
uments for each raw document so DDR-SSE leaks the number
of documents |DB| in the setup of encrypted documents. Over-
all, the setup leakage of DDR-SSE is

LSetup(DB,bkt) = (|W |, |W {DBbkt}|, |DB|).

Leakage During Queries. Let w be the queried keyword. It
is easy to see that metadata retrieval and index retrieval leak
query equality and the bucketized query response volume.
For document retrieval, the query leakage can be viewed as
a reduced and (pseudo)random version of the naive access
pattern leakage. To see why DDR-SSE has a reduced leakage,
consider an SSE scheme with naive access pattern leakage. If
the first query retrieves documents d0,d1,d2 and the second
query retrieves d1,d2,d3, the access pattern leakage preserves
the information that both queries retrieve d1 and d2. Ignore the
randomization of document identifiers in DDR-SSE for a bit.
In DDR-SSE, we store two copies of each document and split
the retrieval of the documents between the two copies. If we
write the first copy of the i-th document as di and the second
copy as d′i , we may retrieve d0,d′1,d

′
2 in the first query (r =

1,b= 0 in Algorithm 2) and d1,d2,d′3 in the second query (r =
2,b = 0 in Algorithm 2). In this case, the access pattern no
longer contains the information that the two queries have two
matching documents in common. Of course, since the query
algorithm of DDR-SSE uses pseudorandom numbers (r and
b in Algorithm 2), the query leakage is (pseudo-)randomized.

Finally, the server does not learn the actual document identi-
fiers in DDR-SSE. This is because our design uses a response-
hiding index-only SSE scheme for index retrieval and the doc-
ument identifiers in the encrypted document store are masked
using a PRF. We also used a PRP to randomize the document
identifiers at the very beginning, but the main purpose of the
PRP is to give us randomly distributed document identifiers
(which is a property required to prove Theorem 3). In any
case, we can combine the hiding properties from the PRP and
the other mechanisms into a single permutation Perm in the
leakage function (Algorithm 4).

Let |DBbkt(w)| denote the query response volume of w on
the padded DBbkt after bucketization with bucket size bkt.
A full description of the query leakage of DDR-SSE can be
found in Algorithm 4. The following theorem formalizes the
security of DDR-SSE using the standard security notion. The
theorem holds for any volume-hiding index-only SSE scheme
(before the modification we described in Section 3) that has
the size of the inverted search index as the setup leakage,
and the maximum query response volume and query equality
leakage as the query leakage (which we assumed to be a part



Algorithm 4 LQuery of DDR-SSE
1: procedure LQUERY(w,DB,bkt;st)

/* Parse the state as query history (a list of queried keywords), access pattern
history (a dictionary with keywords as the keys and lists of document identifiers
as values), and a permutation on [2 · |DBbkt|] */

2: qryHist,APHist,Perm← st
3: if Perm = /0 then
4: Initialize a random permutation on [2 · |DBbkt|] and store it as Perm

/* Query equality leakage */
5: qeq←{i | wi ∈ qryHist∧wi = w}
6: qryHist← qryHist+[w]

/* Reduced and randomized access pattern leakage */
7: AP←{}
8: if w ∈ APHist then
9: AP← APHist[w]

10: else
11: b←${0,1} ,r←${0, . . . , |DBbkt(w)|}
12: AP←{Perm(idi +b · |DBbkt|) | idi ∈ DBbkt[w]∧ i < r}∪{Perm(idi +(1−

b) · |DBbkt|) | idi ∈ DBbkt[w]∧ i≥ r}
13: APHist[w]← AP

14: st← qryHist,APHist,Perm
15: return qeq,AP

of our construction). Due to space constraints, we defer a
detailed proof of Theorem 2 to the full version of the paper.

Theorem 2 (System-Wide Security of DDR-SSE). Let the
system-wide setup leakage of database DB with bucket size
bkt be given by LSetup(DB,bkt) = (|W |, |W {DBbkt}|, |DB|)
and the system-wide query leakage of keyword w on database
DB with bucket size bkt be LQuery(w,DB,bkt;st) defined in
Algorithm 4. DDR-SSE is a (LSetup,LQuery)-secure end-to-
end SSE scheme.

A Note on the Stateful Leakage Function. We argue that
the stateful leakage function of DDR-SSE is not worrisome.
Specifically, the state of LQuery in DDR-SSE records two
pieces of information, namely query equality leakage and the
pseudorandom numbers (b and r) for the queries that have
been made. Query equality leakage in the literature is typically
formulated as a stateless leakage as the leakage function takes
all queries up to the current query as an input [37]. On the
other hand, LQuery only takes the last query as input in our
formulation. Hence, we need to keep the previous queries in
the state. We also need to keep the pseudorandom numbers
for the queries that have been made in the state as repeated
queries need to have consistent access pattern leakage. We
show why the resulting access pattern leakage is significantly
more resilient to leakage-abuse attacks in Section 4.

3.6 Instantiation and Performance Analysis
Instantiation. We now instantiate the volume-hiding index-
only SSE scheme with XorMM [39], the state-of-the-art
scheme with the smallest server storage. Of course, one may
choose a different volume-hiding index-only SSE scheme to
optimize for different metrics.
Asymptotic Performance Analysis. Let DB be a database
and bkt be the bucket size used in the bucketization proce-
dure. Let 1λ0 be the security parameter of the index-only SSE

C/C→S S/S→C

Storage O(λ0 +2λ1 +λ2)
O(3|W | · l1 +2|DB| · (l1 + l2)
+(1.23|W {DBbkt}|+β)l0)

Comm.
Metadata O(l1) O(l1)
Index O(λ0) O(|DBbkt(w)| · l0)
Documents O(|DBbkt(w)| · l1) O(|DBbkt(w)| · l2)

Computation O(|DBbkt(w)|) O(|DBbkt(w)|)

Table 1: The key performance metrics of DDR-SSE. C/C→S means client
or client to server. S/S→C means server or server to client.

scheme used in DDR-SSE and 1λ1 be the security parameter
of F used for the encrypted metadata and the encrypted doc-
uments. Let 1λ2 be the security parameter of the encryption
scheme used for the encrypted documents. Let l0 be the length
of a ciphertext in the encrypted inverted index, l1 be the output
length of the PRF, and l2 be the length of an encrypted docu-
ment. We present the key performance metrics of DDR-SSE
in Table 1. A detailed breakdown of them appears in the full
version of the paper.
Comparison to SWiSSSE. Compared to SWiSSSE, DDR-
SSE requires a smaller client storage (since DDR-SSE does
not require a client stash). The communication and computa-
tion costs of the two schemes are similar concretely as both
are linear in the query response volume.

4 System-Wide Leakage Cryptanalysis of
DDR-SSE for Static Databases

In this section, we discuss the leakage of DDR-SSE, and
analyze its security via a highly refined query reconstruction
attack which we modified from [40] to tailor to the leakage
of DDR-SSE. This attack is one of the most refined leakage-
abuse attacks in the literature. We also show that DDR-SSE
is secure against existing attacks in the literature. We use the
Enron email corpus as the target dataset and show that DDR-
SSE is secure against this attack for an appropriate choice of
bucket size.

4.1 Discussion of the Leakage Profile
Query Equality Leakage. DDR-SSE leaks query equality.
This is in line with most of the SSE constructions in the liter-
ature. However, unlike other leakage suppression techniques,
DDR-SSE ensures that every group of bkt keywords have the
same (padded) query response volume. We show that DDR-
SSE is very effective at thwarting attacks such as [22, 25] in
Section 4.3.
Volume Leakage. As DDR-SSE uses bucketization, a query
only leaks the bucketized query response volume. We show
that if the bucket size is chosen carefully, DDR-SSE will
remain secure against leakage-abuse attacks while enjoying
better search efficiency than worst-case padding.
Access Pattern Leakage. The access pattern leakage of the
(non-repeating) queries contains the information which en-
tries of the encrypted database are touched by each query.



Most of the attacks in the literature focus on a reduced ver-
sion of it known as co-occurrence leakage [17, 18, 20, 21, 45].
Co-occurrence leakage is often represented as a co-occurrence
matrix C where C[i, j] is equal to the number of documents
that are accessed by both the i-th and the j-th query. An at-
tacker is assumed to observe the co-occurrence matrix and try
to recover the queries and/or the data with the help of some
auxiliary dataset.

For an SSE scheme that leaks the naive co-occurrence pat-
tern (i.e., C[i, j] equals to the number of documents containing
the i-th queried keyword and the j-th queried keyword ex-
actly), the attack described above is very effective. This is
not surprising, as C contains a lot of information. We show
next that the co-occurrence matrix C obtained from DDR-SSE
contains significantly less information than the naive access
pattern. Specifically, if C[i, j] = c, i ̸= j with the naive access
pattern, the corresponding C[i, j] in DDR-SSE will almost
be distributed uniformly between 0 and c. Furthermore, the
observed co-occurrence counts are pseudorandom, meaning
that running the same queries again will produce the same
co-occurrence counts. Thus no attacks are possible based
on running more queries and averaging out noise (indeed,
there is no noise). DDR-SSE results in a highly obscured co-
occurrence leakage that is very effective in defending against
leakage-abuse attacks. We state the following theorem. The
proof is deferred to Appendix B.1.

Theorem 3 (Distribution of Co-occurrence Counts). Let DB
be a database after bucketization. Let C : [k]× [k]→ N be a
co-occurrence matrix for database DB and queries on (distinct)
keywords w0, . . . ,wk−1. Then, the distribution of the observed
co-occurrence counts C′ of DDR-SSE, over the randomness
from the randomization of the document identifiers, and the
randomness in the query procedure (the r’s and b’s), are:

Pr
[
C′[i, j] = c

]
=

1 if i = j and c = C[i, j],
1

C[i, j]+1 +
1−δ

(C[i, j]+1)2 if i ̸= j and 1≤ c≤ C[i, j]−1,
1−δ

2(|C[i, j]|+1) +
δ

C[i, j]+2 +
1−δ

(C[i, j]+1)2 +
δ

(C[i, j]+2)(C[i, j]+1)

if i ̸= j and c ∈ {0,C[i, j]} ,
0 otherwise,

where δ = (C[i,i]−C[i, j])(C[ j, j]−C[i, j])
(C[i,i]+1)(C[ j, j]+1) .

One can check that for any c ∈ {0, . . . ,C[i, j]},
Pr [C′[i, j] = c] ≤ 1

C[i, j]+1 + 1
(C[i, j]+1)2 . So the probability

mass function of C′[i, j] is almost identical to that of a discrete
uniform distribution between 0 and C[i, j]. As a result, the
observed co-occurrence counts carry little information about
the real co-occurrence counts.
Discussion. A natural alternative to our document retrieval
approach is as follows: to retrieve (id0, . . . , idk−1) for
queried keyword w, the client generates pseudorandom bits

(b0, . . . ,bk−1) where each bit is pseudorandomly determined
by the queried keyword and the index of the document identi-
fier, and retrieves document idi from copy bi of the encrypted
documents. While this would reduce the leakage of the queries
as compared to a scheme that leaks the naive access pattern,
the observed co-occurrence counts in the off-diagonal entries
would actually be tightly distributed about a value equal to
half of the true co-occurrence count. Thus the attacker could
still extract useful information from the leakage and exploit
it in a leakage-abuse attack. This explains why we adopt a
different approach in DDR-SSE, targeting almost uniformly
distributed co-occurrence counts.

Variable-length Documents. The construction in Section 3
assumes fixed-length documents. To handle variable-length
documents, our implementation splits documents larger than
4KB into 4KB chunks before encryption. In Section 4.2, we
present additional leakage cryptanalysis (where we work with
variable-length documents directly) to establish that the “ad-
ditional” leakage from document-splitting is not detrimental
to the security of DDR-SSE. See Appendix B.2 for a more
detailed discussion.

4.2 System-Wide Leakage-Abuse Attacks

Attack Assumptions. Let DB be a database (after large doc-
uments are split into smaller chunks) and bkt be the bucket
size used in the bucketization procedure. Let w0, . . . ,wk−1 be
a sequence of keyword queries on DB. We assume that the
attacker has access to the database DB, the bucket size bkt,
a transcript of the queries w0, . . . ,wk−1 on the database, and
the queried keywords as a set {w0, . . . ,wk−1}. The goal of the
attacker is to recover the queried keywords w0, . . . ,wk−1.

Note that the attack assumptions made here are very strong.
In particular, it is not clear how the attacker could obtain the
original database DB (a typical leakage-abuse attack uses an
auxiliary database that is statistically close to DB) or the set
of keywords (as the universe of keywords is much larger).
Needless to say, if DDR-SSE is secure under these attack as-
sumptions, DDR-SSE will also be secure under more realistic
attack assumptions.

Attack Details. Our attack follows the blueprint of [40], i.e.
we identify the likelihood function of an assignment (between
the queries and the keywords) given the observed leakage and
auxiliary information. We then run simulated annealing with
the likelihood function to identify the most likely assignment.
Note that even though the attacker has access to the true co-
occurrence counts in our attack setting, they are unable to run
the count attack [18] due to the large amount of noise in the
co-occurrence counts. In the interest of space, we refer to [40]
for the technical details of the leakage-abuse attack.

Cryptanalysis Results on the Enron Email Corpus. We
run the likelihood-based simulated annealing attack described
in [40] against the Enron email corpus. We pre-process the
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Figure 2: Query reconstruction rates of our attack against DDR-SSE on
the Enron email corpus. x-th percentile (the x-axis) means the queries in
the attack are chosen in the x-th percentile. 100%-th percentile means the
most frequent keyword. The query reconstruction rate is measured as the
percentage of queries correctly recovered by our attack.

emails to obtain 400K variable-length documents with key-
words associated to them. We try to compress the docu-
ments with GZIP. If the compressed document is larger than
4KB in size, we split the document into smaller chunks such
that all chunks (treated as separate documents) have com-
pressed size less than 4KB. Each chunk inherits all key-
words of the original document. We then pad all documents
to 4KB length. After that, we build a plaintext inverted in-
dex on these documents. We run the setup of DDR-SSE on
these documents and the inverted index with bucket sizes
bkt= 50,100,200 and 400. For each bucket size, we make
1,200 queries where the queried keywords are chosen from the
pct= 100,95,90,85,80 and 75-th percentile frequencies re-
spectively. Here, the 100-th percentile frequency corresponds
to the most frequent keywords. From each experiment, we
extract the leakage (from our implementation of DDR-SSE;
the leakage is identical to the one described in Section 3.5)
and run the attack on it. The process above is repeated 10
times and the average query reconstruction rate for each bkt
and pct is reported in Figure 2.

It is apparent from the experiments that bkt= 50 or 100 are
not sufficient to protect against query reconstruction attacks.
For bkt = 200 and 400, and pct between 80 and 100, the
query reconstruction rate is well below 20% and DDR-SSE
should be deemed secure. Interestingly, the query reconstruc-
tion rate of our attack increases for keywords in the 75-th
percentile. This may be counter-intuitive as the keywords
in those ranges have much lower query response volumes,
and thus, contain less information. We attribute the higher
query reconstruction rate to the attack assumptions we make.
Specifically, we assume that the attacker has access to the
exact (plaintext) database that it tries to recover the queries
from. This means that the attacker has access to the exact
co-occurrence counts. In the preprocessing step of the attack,
we eliminate potential keyword candidates for each query
by checking if all observed co-occurrence counts (which are
uniformly distributed between 0 and the actual co-occurrence
count) are smaller than or equal to the auxiliary co-occurrence
counts. For keywords with smaller query response volumes,

the co-occurrence counts are also smaller. This makes obfus-
cation of the larger co-occurrence counts among the smaller
ones harder, leading to a better query reconstruction rate.

We stress that the phenomenon above only occurs because
the attacker knows the exact database. In a more realistic at-
tack setting where the attacker only has access to an auxiliary
database that is statistically close to the target database, query
reconstruction will be harder for keyword at around the 75-th
percentile. We demonstrate this with additional experiments
in the full version. Finally, we refer to Appendix B.3 for a
detailed discussion on security versus efficiency trade-offs for
bucketization, and to Appendix B.4 for a comparison with the
leakage of SWiSSSE [42].

4.3 The Other State-of-the-Art Attacks
In addition to our own query reconstruction attack, we modify
the SAP attack [22], the IHOP attack [25] and the Jigsaw
attack [46] to DDR-SSE, and show that it is resilient against
these attacks as well. We also report the attack accuracies
of these attacks against a scheme with no defence and the
(system-wide) SSE scheme by Chen et al. [41] (known as
CLRZ) for reference.
Description of the Attacks. SAP [22] is an attack that ex-
ploits search pattern and volume leakages. It is significantly
more effective than an attack that exploits the search pattern
leakage or the volume leakage by itself. IHOP [25] is an at-
tack that exploits search pattern and access pattern leakages.
It was claimed in [25] to beat all other attacks in the litera-
ture at the time. Jigsaw [46] improves on IHOP by exploiting
the query equality leakage more effectively. Jigsaw is able
to achieve impressive query recovery rates in settings where
IHOP struggles.
The Attacks Against Countermeasures. The attacks are
designed for naive SSE schemes which leak the naive search
pattern and volume (or access pattern). The authors adapt
their attacks to schemes with countermeasures by modify-
ing the auxiliary volume (or co-occurrence) information; see
Equation (19) in [22], Equation (9) in [25], and Equation (8)
in [46] for examples.

We apply the same approach to make these attacks com-
patible with DDR-SSE. Specifically, we apply bucketization
to the auxiliary database before generating the auxiliary vol-
ume and co-occurrence information. This means that for the
auxiliary volume information and the diagonal entries of the
co-occurrence information, we expect groups of bkt entries
to have the same value. We further modify the auxiliary co-
occurrence information by setting the off-diagonal entries to
their expected values (i.e., half of the original values).
Cryptanalysis Results with the Other State-of-the-Art At-
tacks. We run SAP, IHOP, and Jigsaw with their respective
default parameters (see [22, Sect. 6 ], [25, Sect. 5], [46, Sect.
5]), and report the query reconstruction rates of these attacks
against (1) no defence, (2) CLRZ with TPR = 0.999 and
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(c) The Jigsaw attack results.

Figure 3: Cryptanalysis results with the state-of-the-art attacks.

FPR = 0.1, and (3) DDR-SSEon the Enron email corpus (the
dataset used by these attacks contains fewer emails than the
one we used in Section 4.2; we decide to not change the
dataset so that the experimental results will be consistent
with the original papers). The cryptanalysis results are shown
in Figure 3. We see that SAP and IHOP achieve less than
10% attack accuracy, whereas Jigsaw achieve 20%. These
are significantly lower than the attack accuracies on CLRZ,
demonstrating the effectiveness of leakage suppression of
DDR-SSE.
Discussion. The cryptanalysis results in Sections 4.2 and 4.3
make it evident that the uniformization of the co-occurrence
counts is very effective at thwarting leakage-abuse attacks.

5 Performance Evaluation of DDR-SSE

5.1 Experimental Setup
Choice of Primitives. We use HMAC-SHA-256 for the PRFs
and AES-128-CBC for symmetric-key encryption.
Implementation. We make a single-thread implementation
of the client and server in Java, using the Java Cryptography
Extension as the underlying cryptographic library. The client
and server are implemented in a single program so there is
no network element in the implementation (and the experi-
ments). We made this choice as the network latency is not
the main source of overhead and implementing DDR-SSE
without the network layer is a lot simpler. We also did not use
a commercial database management system (e.g., Redis) in
our implementation as XorMM is incompatible with that. We
use a single-thread implementation as it provides the most
accurate performance measurements.
Document Preprocessing. We use the Natural Language
Toolkit3 to extract keywords from emails. English stop words
and keywords with frequency higher than 5% are removed
from the set of keywords for each email. Emails are com-
pressed with gzip. If the compressed email is larger than 4KB,

3https://www.nltk.org/

it is split into smaller chunks (each chunk is treated as a sepa-
rate email that inherits all keywords from the original email)
such that the compressed chunks have size less than 4KB. In
the baseline benchmark, we pad all emails to 4KB. To inves-
tigate the scalability of DDR-SSE on larger documents, we
also pad the emails to 8KB and 16KB respectively. We note
that this choice allows us to use the same inverted index for
all experiments, so that any difference in the performance we
measure must come from the emails themselves.

Bucket Size. We use bkt= 400 in our experiment.

Environment. We run our experiments on an AMD EPYC
7543P 32-Core Processor with 950 GB of RAM.

5.2 Benchmarks
Setup Time. If we split the emails into 4KB chunks, the setup
of DDR-SSE takes 447 seconds. Most of the setup time (430
seconds) is spent on the setup of XorMM. This is expected
as the setup of XorMM involves the construction of an XOR
filter of size 225 (there are 29M keyword-document pairs in
the database). On the other hand, the setup of the metadata
and the encrypted documents only took 0.3 seconds If we split
the emails into 8KB or 16KB chunks instead, the setup of
DDR-SSE takes 448 seconds and 502 seconds, respectively.
One may expect the setup time to grow linearly with the
chunk size. However, this is not the case for DDR-SSE. This
is because the number of keywords does not change with
the chunk size, so the setup time of the encrypted metadata
remains a constant. The number of keyword-document pairs
does not change significantly with the chunk size, so the setup
of XorMM does not grow with the chunk size. However, the
setup of XorMM involves trial insertions in a hash table, so
the setup time is not a constant. Lastly, the setup time of
the encrypted documents does grow linearly with the chunk
size, as a larger chunk size implies more data to be encrypted.
DDR-SSE took 16 seconds, 56 seconds, and 62 seconds to
build the encrypted documents with chunk size 4KB, 8KB,
and 16KB respectively.

Server Storage. The experimental data contains 20M
keyword-document pairs and 400K documents (before
chunking). The documents are compressed, split into
4KB/8KB/16KB chunks, and padded to 4KB/8KB/16KB
before encryption. The encrypted database consists of
encrypted metadata of size 1MB, an encrypted search
index of size 1.3GB, and encrypted documents of size
3.1GB/6.2GB/12.5GB in total. The overall server storage
is 4.4GB/7.5GB/13.8GB.

Query Response Time. The query response time of DDR-
SSE for various document sizes is shown in Figure 4. Here,
query response volume refers to the query response volume
before bucketization and query response time is defined to be
the time from the start of a query to the point of time for which
the client obtains the plaintext documents. DDR-SSE has an

https://www.nltk.org/
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Figure 4: Query response time of the DDR-SSE on 400K documents and
document size 4KB, 8KB, and 16KB (log scale).

end-to-end query throughput of 39K documents per second,
35K documents per second and 31K documents per second for
documents of size 4KB, 8KB, and 16KB respectively. DDR-
SSE should be considered practical with these numbers. One
may expect a lower query throughput for larger document size,
but this is not the case because the bottleneck of the search
queries is the retrieval of the documents (using pseudorandom
search tokens), not their decryption.

Comparison to SWiSSSE. We give a quantitative compari-
son between SWiSSSE and DDR-SSE. Assuming 400K doc-
uments and the documents are split into 4KB chunks, the
server storage of SWiSSSE is 3.6GB, and the server storage
of DDR-SSE is 4.4GB. The client storage of SWiSSSE varies
(due to the use of the stash) and can be up to 10MB in size.
On the other hand, the client storage of DDR-SSE is 64B.

The next few performance numbers should be taken with a
grain of salt, as the server of SWiSSSE is implemented using
Java as an interface and Redis as the actual storage, while
the server of DDR-SSE is implemented using Java directly.
It is not natural to use Redis as the actual server for DDR-
SSE, as the encrypted data structures (i.e., arrays) are not
Redis-friendly (which expects key-value stores). Part of the
overhead of SWiSSSE comes from the use of Redis. The setup
of SWiSSSE takes 170 seconds, whereas the setup of DDR-
SSE takes 447 seconds. SWiSSSE has a search throughput
of 8.4K documents per second, whereas DDR-SSE has a
search throughput of 39K documents per second. In addition
to the “normal" queries, SWiSSSE also requires auxiliary
write-backs after each query. These auxiliary write-backs
typically take about 1 second to complete.

Comparison to ORAM and PIR. DDR-SSE is significantly
more efficient compared to other, more secure primitives that
can be used for document retrieval, such as ORAM or PIR.
EnigMap [47] is the state-of-the-art ORAM-based encrypted
key-value store. Each document in EnigMap is only 0.5KB in
size. On a database with 100K documents (much smaller than
the 400K documents in our experiments), each query (that
retrieves one document) takes about 128 microseconds. In
other words, the search throughput of EnigMap (for document
retrieval only) is around 8K documents per second on 0.5KB
documents, or one order of magnitude slower than DDR-SSE.

If EnigMap were instantiated with larger documents, its per-
formance would drop significantly. This is because EnigMap
is optimised for page efficiency, and larger documents means
fewer documents can be fitted into a page and more page
swaps are required to run a query in EnigMap.

On the other hand, Spiral Batch PIR [15,48], a state-of-the-
art PIR scheme, takes 846 seconds to retrieve 512 documents
of size 8KB each and 1,290 seconds to retrieve 512 documents
of size 16KB each (the experimental results appear in [49]). In
other words, Spiral Batch PIR has query throughput (for doc-
ument retrieval only) of 0.61 documents per second on 8KB
documents and 0.40 documents per second on 16KB docu-
ments. Hence Spiral Batch PIR is 4-5 orders of magnitude
slower than DDR-SSE.

6 Extensions and Future Work

Multi-server DDR-SSE. It is surprisingly easy to convert
DDR-SSE into a multi-server scheme with even less leakage,
under the assumption that servers do not collude. For the en-
crypted documents, we create two encrypted documents for
each real document (with document identifier id) and store
them in addresses F(skF , id ∥0) and F(skF , id ∥1). We then
set up two servers, and store all encrypted documents with
addresses of the form F(skF , id ∥ 0) at the first server and
store all encrypted documents with addresses of the form
F(skF , id∥1) at the second server. Under the non-collusion as-
sumption, each server only observes part of the overall access
pattern leakage. Finally, we also use a multi-server encrypted
inverted index such as DORY [50]. We leave the detailed
leakage analysis as future work.

Dynamic DDR-SSE. A natural question to ask is whether
DDR-SSE can be made dynamic. Assuming an upper bound
on the number of keywords and documents supported by the
encrypted database, a similar strategy to SWiSSSE [42] can
be used to achieve dynamic DDR-SSE. We briefly sketch the
idea here. The encrypted inverted index and the encrypted doc-
uments initially contain dummy entries. An insertion query
replaces a dummy entry in the encrypted inverted index and
potentially a dummy encrypted document. A deletion query
turns a real index entry into a dummy one, and potentially
turns a real encrypted document into a dummy one. Search
queries on a particular keyword produce the same access
pattern regardless of the corresponding update queries.

However, dynamic DDR-SSE for arbitrary updates is chal-
lenging. This is because volume-hiding and dynamism are
at odds with each other. A naïve volume-hiding technique is
to pad each query response volume to the maximum query
response volume. This strategy does not work for dynamic
SSE since the maximum query response volume can change.
Most dynamic (index-only) SSE schemes [32, 35, 51, 52] are
not volume-hiding. Dynamic SSE schemes that are volume-
hiding [10, 38, 53] are index-only schemes and do not scale



well for document retrieval. We leave dynamic DDR-SSE for
arbitrary updates as future work.

Ethical Considerations

In this paper, we proposed a new privacy-enhancing cryp-
tographic scheme, namely DDR-SSE, that enables efficient
keyword searches over encrypted document collections while
ensuring system-wide security. We established the resilience
of DDR-SSE to highly refined query reconstruction attacks
through leakage cryptanalysis experiments (described in Sec-
tion 4), which use the Enron email corpus. We distinguish
broadly between two groups of stakeholders potentially af-
fected by our research: stakeholders that are impacted specif-
ically by our leakage cryptanalysis methodology, and stake-
holders that are impacted more broadly by the technology
researched and developed in this paper. We analyse the po-
tential harms and benefits for these two groups using a conse-
quentialist approach.

The natural set of stakeholders potentially impacted by our
leakage cryptanalysis study is the set of individuals named
(or identified otherwise) in the Enron email dataset. We argue
that it is justifiable to use the Enron email corpus for leak-
age cryptanalysis given: (a) the lack of alternative realistic
datasets for conducting attack experiments, (b) this dataset
has been used extensively for attack experiments in previous
works [17, 21, 22, 25], (c) the corpus has been public for a
long time, (d) researchers have attempted to curate the dataset
to remove data concerning individuals upon request,4 (e) in-
dividuals could request to have their data redacted if they so
wished at any point of time, (f) no specific elements of the
dataset are reported in our paper, and (g) our results depend
only on statistical properties of the dataset.

Our research enables secure search over outsourced, en-
crypted databases and improves over the state-of-the-art in
the sense that our proposed scheme DDR-SSE is: (a) either
substantially more efficient than known techniques such as
ORAM [5–11] or PIR [12–16] while still achieving secu-
rity against highly refined system-wide leakage cryptanaly-
sis attacks or (b) has a much simpler leakage profile than
system-wide secure SSE schemes with comparable security
and efficiency, such as SWiSSSE [42]. The main group im-
pacted by our research are potential users of secure encrypted
computation. Increased efficiency broadens the availability of
encrypted computation, especially to economically marginal-
ized groups. A simpler leakage profile allows for an easier
security analysis, which improves the confidence of users
in the security of the scheme, and significantly reduces the
possibility of undetected attacks that could otherwise com-
promise the privacy of honest users. Overall, we believe that
our proposal has the potential to enable increased adoption of
encrypted document search, thus benefiting society at large

4See https://www.cs.cmu.edu/~enron/ for detailed documentation.

from the point of view of privacy of outsourced data.

Open Science

The implementations of DDR-SSE and the cryptanalysis at-
tack against DDR-SSE are all publicly available: https:
//doi.org/10.5281/zenodo.17965794.
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A Additional Related Work

ORAM. ORAM allows realization of end-to-end SSE with
little (access pattern) leakage. Despite a long line of works on
realizing efficient (multi-server) ORAMs [5–7] and ORAM-
based SSE [8–11], the bandwidth lower bound for ORAMs
(per document retrieval) is logarithmic in the number of doc-
uments [54], and typical ORAM schemes require one round
of interaction per document retrieved, leading to a linear (in
the total number of documents being retrieved) round com-
plexity and high latency. In contrast, searches in DDR-SSE
require only two rounds of interaction with a significantly
lower bandwidth requirement.
PIR. PIR [12–16] can be used to realize end-to-end SSE
with no access pattern leakage. However, (single-server, com-
putational) PIR schemes need to access all documents per
document retrieval. On the other hand, the number of accessed
documents during a search operation in DDR-SSE is linear
only in the size of the result set (typically much smaller than
the total number of documents). Consequently, DDR-SSE is
significantly more efficient than PIR-based schemes, at the
cost of incurring some leakage.

B System-Wide Leakage Cryptanalysis: Addi-
tional Proofs, Results, and Discussion

B.1 Proof of Theorem 3
We begin with a more formal description of the theorem and
a proof sketch.

Without loss of generality, we focus on the queries of the
keywords wi and w j for some i ̸= j.

Let Π : [|DB|]→ [|DB|] be a random permutation applied to
the document identifiers. We write A :=

{
id0, . . . , id|A|−1

}
and

B :=
{

id′0, . . . , id
′
|B|−1

}
for the sets of document identifiers

matching the query of wi and w j, respectively, after applying
the permutation Π to the document identifiers. Further, we
denote their intersection by I := A∩B.

In our analysis we use the following assumption.

Assumption 1. Given |A|, |B| and |I|, we assume for our
analysis that A and B are subsets of our database DB sampled
uniformly at random from all possible subsets of the given
cardinality that intersect in |I| elements.

Note that Assumption 1 is equivalent to the sets of identi-
fiers matching the first and second keyword being randomly
distributed among all sets intersecting in |I| elements. This
is because the bijection Π merely rearranges elements of DB
and thus only shuffles the corresponding subsets of DB.

Let r0, r1 be integers sampled uniformly at random from
[0, . . . , |A|] and [0, . . . , |B|], resp., and let b0,b1 be random bits.

We define the observed co-occurrence count C′[i, j] for
wi and w j as a random variable where the sample space Ω

is defined over all possible values of (Π,r0,r1,b0,b1), and
C′[i, j] maps a realization of (Π,r0,r1,b0,b1) to

C′[i, j]((Π,r0,r1,b0,b1)) :=

∣∣∣{id0, . . . , idr0−1}∩
{

id′0, . . . , id
′
r1−1

}∣∣∣
+
∣∣∣{idr0 , . . . , id|A|−1

}
∩
{

id′r1
, . . . , id′|B|−1

}∣∣∣, if b0 = b1∣∣∣{id0, . . . , idr0−1}∩
{

id′r1
, . . . , id′|B|−1

}∣∣∣
+
∣∣∣{idr0 , . . . , id|A|−1

}
∩
{

id′0, . . . , id
′
r1−1

}∣∣∣, if b0 ̸= b1

Clearly, the definition of C′[i, j] above resembles closely
our construction, except that we replaced the PRP used to ran-
domize the document identifiers with a random permutation.

In the proof that we will present shortly, we show that
it is sufficient to focus on the document identifiers in the
intersection instead of all the document identifiers. To explain
why this is the case, we introduce two additional random
variables s0 and s1 with outcome space {0, . . . , |I|}.

For an arbitrary but fixed permutation Π (used to define the
sets A,B and I), and a realization r0, we define s0 to be the out-
come |{id0, . . . , idr0−1}∩ I|. Analogously, given a realization

of r1, we define s1 to be the outcome
∣∣∣{id′0, . . . , id

′
r1−1

}
∩ I

∣∣∣.
In other words, s0 is the number of documents matching

both keywords, restricted to the first r0 documents matching
the first keyword after the randomization of the document
identifiers (if r0 = 0, then the number of documents is 0).
Similarly, s1 is the number of documents matching both key-
words retrieved by restricting to the first r1 documents (after
randomization by Π) matching the second keyword (if r1 = 0,
then the number of documents is 0).

Given s0 and s1, we can rewrite C′[i, j] as follows.

C′[i, j]((Π,r0,r1,b0,b1)) =

{
|I|− |s0− s1|, if b0 = b1

|s0− s1|, if b0 ̸= b1.

(1)

In Lemma 1, we show that s0 and s1 are uniformly dis-
tributed. Then, we give their joint distribution in Lemma 2
which we will use to derive the distribution of C′[i, j].

Lemma 1. The random variables s0, s1 are uniformly dis-
tributed, i.e. s0,s1 ∼U(0, |I|).

Proof. Note that for any given set I of size |I| there exist an
equal number of sets of size |A| containing it. Under Assump-



tion 1, the distribution of s0 thus only depends on I and r0.
Consider the following two cases:
Case 1 (r0 is such that idr0−1 ∈ I or r0 = 0): Each of the
|I|+ 1 possible assignments for r0 in this case is equally
likely to appear as r0 is chosen uniformly at random from
[0, . . . , |A|].
Case 2 (r0 is such that idr0−1 ̸∈ I and r0 ̸= 0): In this
case, picking |I|+ 1 elements from the database DB and
then determining which of them is idr0−1 ̸∈ I yields the
same distribution as picking the set I of cardinality |I| and
idr0−1 ̸∈ I. Given these |I|+ 1 elements, each one of them
is equally likely to be picked as idr0−1 and thus a simple
stars and bars argument gives the uniform distribution of
|{id0, . . . , idr0−1}∩ I| ∼U(0, |I|) in this case.

The case of s1 is analogous and the lemma follows.

Lemma 2. Let (k, ℓ) ∈ [0, . . . , |I|]2. The density function of
the joint distribution of s0 and s1 is given by

Pr [s0 = k,s1 = ℓ]

=
1−δ

(|I|+1)2 +
δ

(|I|+2)(|I|+1)
·

{
2 if k = ℓ

1 else
,

where δ = (|A|−|I|)(|B|−|I|)
(|A|+1)(|B|+1) .

Proof. As in the proof of Lemma 1, the joint distribution
depends on the relation of idr0−1 and id′r1−1 relative to I only.
This is again because one obtains the same distribution over
sets whether we first pick A, B of the required cardinality and
with an intersection I of a given size, or if we first pick this
intersection I, the special elements idr0−1 and id′r1−1 and then
extend to all candidates for A and B. Thus, we only need to
consider the following three cases:
Case 1 (r0 such that idr0−1 ∈ I or r0 = 0 and r1 such that
id′r1−1 ∈ I or r1 = 0): Since in this case r0 and r1 are picked
independently uniformly at random from the |I|+1 possible
assignments within [0, . . . , |A|] and [0, . . . , |B|], respectively,
we get a uniform distribution over all (|I|+1)2 pairs for (k, ℓ).
Case 2 (r0,r1 such that either idr0−1 ̸∈ I and r0 ̸= 0 or
id′r1−1 ̸∈ I and r1 ̸= 0): Without loss of generality let r0 such
that r0 = 0 or idr0−1 ∈ I. Again we have the same distribution
for this case by picking |I|+ 1 elements and then deciding
which one of them corresponds to id′r1−1 ̸∈ I. For r0, there are
again |I|+1 equally likely choices, i.e. r0 = 0 or any index
corresponding to a document identifier of I. Further, we have
|I|+ 1 equally likely assignments which of the |I|+ 1 ele-
ments corresponds to id′r1−1 each of which leads to a different
value for s1. Since both of these assignments are independent,
we again have a uniform distribution over all (|I|+1)2 pairs
for (k, ℓ).
Case 3 (r0 ̸= 0,r1 ̸= 0 and idr0−1 ̸∈ I and id′r1−1 ̸∈ I): To de-
termine the distribution, we consider picking |I|+2 elements
from DB uniformly at random and then assigning which ones
correspond to idr0−1 and id′r1−1. There are (|I|+ 2)(|I|+ 1)

ways of assigning these two elements, each of which is equally
likely. Note that the 2(|I|+1) assignments where there is no
element of I in between idr0−1 and id′r1−1 lead only to |I|+1
different values for (s0,s1), namely with s0 = s1, (in these
cases the order of idr0−1 and id′r1−1 does not matter).

Overall, one observes a bias only in Case 3, where the
|I|+ 1 outcomes with s0 = s1 are twice as likely to hap-
pen as the remaining ones. Case 3 happens with probabil-
ity (|A|−|I|)(|B|−|I|)

(|A|+1)(|B|+1) , i.e. when r0 ̸= 0,r1 ̸= 0, idr0−1 ̸∈ I and
id′r1−1 ̸∈ I, and the result follows.

Lemma 2 shows that the joint distribution of s0 and s1 is
uniform for all outcomes with s0 ̸= s1 and that it has a bias
bounded by 2 (depending on the ratio between the cardinality
of A, B and |I|) towards s0 = s1. Hereby, the bias is larger
whenever |I| is small compared to |A| and |B|.

Proof of Theorem 3. The cases i = j and |I|= 0 are obvious
so we omit their proof. For the case i ̸= j, let I again denote
the document identifiers in the intersection of A, the ones
matching wi, and B matching w j. There are two cases to
consider:
Case 1 (C′[i, j] ̸= 0 and C′[i, j] ̸= |I|): As is easy to see from
Equation 1 this case only appears when s0 ̸= s1. There are
two sub-cases to consider when C′[i, j] ̸= 0 and C′[i, j] ̸= |I|.
The first is when b0 = b1 and the second is when b0 ̸= b1.
For b0 = b1, the 2(c+1) possible pairs (s0,s1) that lead to a
particular C′[i, j] = c are (n, |I|−c+n) and (|I|−c+n,n) for
n = 0, . . . ,c. One such case is depicted in Figure 5a.

For b0 ̸= b1, the possible pairs (s0,s1) that lead to a par-
ticular C′[i, j] = c are of the form (n,c+n) and (c+n,n) for
n = 0, . . . , |I| − c, i.e. 2(|I| − c+ 1) distinct pairs (s0,s1) in
total. One such case is depicted in Figure 5b.

From Lemma 2, the probability of observing any pair
(s0,s1) with s0 ̸= s1, as they occur in both sub-cases, is

1−δ

(|I|+1)2 +
δ

(|I|+2)(|I|+1)
,

where δ = (|A|−|I|)(|B|−|I|)
(|A|+1)(|B|+1) . Note, this probability is indepen-

dent of c. As b0 = b1 and b0 ̸= b1 both appear with probability
1
2 , the probability of observing C′[i, j] = c for c = 1, . . . , |I|−1
is simply

2(c+1)+2(|I|− c+1)
2

·Pr [s0 = 0,s1 = 1]

= (|I|+2) ·Pr [s0 = 0,s1 = 1]

=
1
|I|+1

+
1−δ

(|I|+1)2 .

Case 2 (C′[i, j] = 0 or C′[i, j] = |I|):
As above, we can iterate through all relevant cases.
For C′[i, j] = 0, there are 2 distinct choices of s0 and s1

whenever b0 = b1, and s0 ̸= s1 in these cases. Further, there
are |I|+1 pairs (s0,s1) when b0 ̸= b1, each with s0 = s1.



(a) “Same side” (b0 = 0,b1 = 0).

(b) “Opposite side” (b0 = 0,b1 = 1).

Figure 5: The two sub-cases where co-occurrence counts are generated.
The boxes represent the documents in the intersection (the true co-occurrence
count is 5 in the figures). The solid lines below the boxes represent the
document retrieved with addresses of the shape F(skF , idi ∥0) and the dashed
lines represent the document retrieved with addresses of the shape F(skF , idi ∥
1). The dashed boxes represent the documents that are retrieved by both
queries. The number of dashed boxes is the observed co-occurrence count
between the two queries.

Similarly, for C′[i, j] = |I|, there are |I|+1 pairs (s0,s1) for
b0 = b1, each with s0 = s1. Further, there are 2 distinct pairs
(s0,s1) for b0 ̸= b1 and s0 ̸= s1 in these cases.

Overall, we can write the probability of observing C′[i, j] =
c for c ∈ {0, |I|} as

2
2
·Pr [s0 = 0,s1 = 1]+

|I|+1
2
·Pr [s0 = 0,s1 = 0]

=
1−δ

(|I|+1)2 +
δ

(|I|+2)(|I|+1)

+
|I|+1

2

(
1−δ

(|I|+1)2 +
2δ

(|I|+2)(|I|+1)

)
=

1−δ

2(|I|+1)
+

δ

|I|+2
+

1−δ

(|I|+1)2 +
δ

(|I|+2)(|I|+1)
,

where δ = (|A|−|I|)(|B|−|I|)
(|A|+1)(|B|+1) . This completes the proof of Theo-

rem 3.

B.2 Variable-length Documents
The construction we presented in Section 3 assumes that all
documents have a fixed-length. On the other hand, documents
in practice have variable length, so our implementation splits
documents larger than 4KB into 4KB chunks before encryp-
tion. This effectively means that the query leakage of our
implementation is LSetup(D̄B,bkt) and the setup leakage of
our implementation is LQuery(w, D̄B,bkt;st) where D̄B is the
database after splitting the large documents, as opposed to the
leakage specified in Theorem 2.

More specifically, the setup leakage will leak the total num-
ber of keyword-document pairs after splitting and bucketiza-
tion (as opposed to just bucketization) and the total number
of documents after splitting. For a keyword where at least
one document in which it is contained has to be split, the
query response volume of the keyword will be larger than
the query response volume without splitting the documents.

Similarly, the access pattern of the said keyword will contain
more documents.

However, we argue that the “additional” leakage as the
result of splitting the documents is not detrimental to the
security of DDR-SSE. Intuitively, this is because the security
of our scheme comes from bucketization, duplication and
(pseudo)randomized document retrieval. We demonstrate this
concretely with leakage cryptanalysis in Section 4.2 (where
we work with variable-length documents directly).

B.3 Trade-offs for Bucketization
It is clear from the cryptanalysis results that DDR-SSE should
be instantiated with bucket size greater or equal to 200 on
the Enron email corpus (400K emails). Here, we examine the
effect of the choice of the bucket size on efficiency.

Interestingly, we observe that in some cases, it is possible
to use a slightly larger bucket size than initially planned to
enhance the resilience of DDR-SSE against leakage-abuse
attacks, with no additional storage cost and a small increase
in the communication cost. Specifically, we note that the en-
crypted inverted index (instantiated with XorMM) used in
DDR-SSE works with inverted indices of size powers of two
(padding is used if the inverted index does not have size a
power of two; this padding is different from the padding in
bucketization). This means that as long as the size of the in-
verted index is below the next power of two, we can use a
larger bucket size without affecting the storage cost of DDR-
SSE at all (the size of the encrypted documents are not af-
fected by the bucket size). Of course, a larger bucket size
leads to a larger communication cost. However, for text-based
databases where the true query response volumes are expected
to follow a Laplace distribution, we do not expect a slightly
larger bucket size to lead to a significant increase in the com-
munication cost (as the keywords in the same bucket already
have similar true query response volumes).

B.4 Leakage: DDR-SSE vs SWiSSSE
While DDR-SSE seems to outperform SWiSSSE [42] in terms
of its resilience against leakage-abuse attacks, we stress that
we used the exact leakage of DDR-SSE in our attack but the
authors of SWiSSSE had to make pessimistic assumptions on
the leakage of SWiSSSE in their attack (as it is unclear how
SWiSSSE can be attacked otherwise). This makes the leakage
cryptanalysis results for the two schemes not directly compa-
rable. Nonetheless, DDR-SSE and SWiSSSE offer different
leakage trade-offs, making them useful in different scenarios.
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