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Abstract
Text-to-image (T2I) models are increasingly embedded in
creative workflows, where well-crafted prompts function as
valuable forms of intellectual property (IP). However, these
models are susceptible to prompt stealing attacks (PSAs),
where adversaries aim to reconstruct the original prompts used
to generate images. In this paper, 1) we identify key shortcom-
ings in current evaluation practices and propose two improved
metrics: Style Similarity (SS) and a novel Prompt Significance
(PS) score, which together provide a more faithful assessment
of PSA effectiveness. Rather than existing metrics that rely
solely on semantic similarity between original and stolen in-
formation across text or image modalities, the new metrics PS
and SS assess attack effectiveness with a more practical focus
by explicitly accounting for the importance of modifiers and
the style replication of images generated from stolen prompts.
2) Through extensive evaluation using these metrics, we find
that existing PSA methods, ranging from soft prompt stealing
in white-box settings to hard prompt stealing in black-box
settings, are not as effective as reported, especially in recover-
ing high-contribution prompt components. We attribute this
to fundamental constraints: white-box methods suffer from
mismatched optimization objectives that poorly align with
token-level visual semantics, while black-box approaches ex-
perience severe information loss due to their decoupling from
the target T2I model’s generation process. 3) We further in-
troduce PromptThief, a black-box PSA framework that ad-
dresses the information loss in prior methods by leveraging
reinforcement learning with Semantic Text-Text Similarity
(STS) and SS to guide high token-level contribution recov-
ery. PromptThief significantly outperforms existing baselines
across multiple metrics and real-world scenarios. 4) We pro-
pose and evaluate two defense mechanisms: an adversarial-
example-based active approach and a passive scheme through
feature-level prompt watermarking. Our evaluation reveals
that the active defense offers only limited robustness against
adaptive PSAs, highlighting the need for further exploration
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in this direction. In contrast, the passive watermarking scheme
demonstrates strong and consistent detection performance,
even under various image transformations, offering a practical
and reliable path forward for prompt IP protection.

1 Introduction

Text-to-image (T2I) generation models such as Stable Dif-
fusion [29], DALL-E [22], and Midjourney [1] have signifi-
cantly reshaped creative industries, enabling users to synthe-
size visually rich content from natural language prompts. At
the core of this process lies prompt engineering [15, 20], a
meticulous and often time-consuming task of crafting high-
quality prompts that specify both subjects and stylistic modi-
fiers to guide generation outcomes [6, 12, 23]. These prompts,
increasingly treated as intellectual property (IP), are now
traded on commercial marketplaces such as PromptBase [2],
PromptHero [3], and Promptrr [4], incentivizing professional
prompt creators and establishing an emergent “Prompt-as-
a-Service” ecosystem. The global market for prompt engi-
neering, valued at approximately US$ 222 million in 2023, is
expected to expand at a compound annual growth rate (CAGR)
of 32.8% through 2030 [27].

This commodification, however, has simultaneously sur-
faced a critical security threat: prompt stealing attacks (PSAs),
in which adversaries attempt to reverse-engineer prompts
from the generated images. Prior research has demonstrated
both the feasibility and severity of such attacks. For example,
PSteal [33] proposed a dual-module framework to reconstruct
both the subject and stylistic modifiers, showing that even of-
fline, black-box approaches can yield highly similar prompts.
As shown in Table 1, we categorize PSAs into two primary
types: soft prompt stealing is conducted in a white-box set-
ting, where latent semantic representations are optimized and
mapped to human-readable tokens (e.g., PEZ [41], PH2P [19],
and Textual Inversion [10]). In contrast, hard prompt steal-
ing is carried out in a black-box setting, directly optimizing
human-readable prompts based solely on original images Mori
(e.g., PSteal [33], and DI-FT [43]).



Table 1: The overview of existing Prompt Stealing Attacks.

Methods Original Functionality Reusability Efficiency Existing Metrics New Metrics Adversary

Task O1 O2 O3 SIIS STS SITS SS PS Knowledge

BLIP [17] Image Captioning / / Black Box
CLIP-IG [25] Image Captioning / / Black Box
GPT-4o [13] Image Understanding / / Black Box

PEZ [41] Soft prompt Stealing / / White Box
PH2P [19] Soft prompt Stealing / / White Box

Textual Inversion [10] Soft prompt Stealing / / White Box
PSteal [33] Hard prompt Stealing / / Black Box
DI-FT [43] Hard prompt Stealing / / Black Box

Ours Hard prompt Stealing Black Box

: the item is not considered; : the item is partially considered; : the item is considered; / : the item is not applicable at that time.
: indicates that evaluating this metric (SITS) exposes issues in the PSA method (Figure 3).

While recent studies have established the feasibility of
PSAs, we highlight the need for a fundamental re-examination
of existing approaches, particularly with respect to their evalu-
ation metrics and reported performance. First, metrics widely
adopted to assess PSA effectiveness, such as Semantic Image-
Text Similarity (SITS), which measure prompt-image align-
ment, do not track attack performance and overlook token
contributions in image generation. Our analysis reveals that
such coarse-grained metrics often overlook subtle but high-
impact modifiers, leading to misleading evaluations. Second,
despite various proposed PSAs, current methods underper-
form in realistic black-box settings. Many rely on oversim-
plified prompt models or limited modifier sets, resulting in
low recovery fidelity, especially for high-value tokens. These
limitations highlight the need to revisit both the evaluation
framework and the methodological design of PSAs to more
accurately characterize their threat potential in the real world
and guide the development of more robust defenses.

Contribution 1. In this paper, we challenge the prevailing
assumptions in evaluating PSAs by rethinking the metrics
commonly used to assess them (§4). We begin with a criti-
cal analysis of existing evaluation protocols, revealing that
widely-used metrics such as SITS shows poor correlation
with the actual visual and semantic fidelity of reconstructed
prompts (See Figure 3). To address this gap, we adopt Style
Similarity (SS), a previously proposed metric for measuring
stylistic alignment between images [37], and further introduce
a new metric, Prompt Significance (PS), which quantifies the
contribution of stolen prompts to the stolen image. These
two metrics provide a more fine-grained and faithful evalua-
tion framework, enabling a deeper understanding of the true
effectiveness of PSAs.

Contribution 2. Next, we revisit and systematically evaluate
a range of existing PSAs (§5), including both white-box (e.g.,
PEZ, PH2P, Textual Inversion) and black-box (e.g., BLIP,
CLIP-IG, GPT-4o, PSteal, DI-FT) PSAs, as summarized in
Table 1. Through extensive experiments, we demonstrate that
these methods, even under relaxed settings (white-box), fail

to recover high-value, high-contribution tokens essential for
guiding image generation. Our analysis reveals two key fail-
ure modes: white-box PSAs suffer from mismatched discrete
optimization objectives, while black-box PSAs encounter sig-
nificant information loss because the prompt stealing process
is decoupled from the target T2I model’s generation process,
leading to suboptimal prompt reconstruction.

Contribution 3. To this end, we introduce PromptThief, a
novel black-box PSA framework that addresses the informa-
tion loss inherent in prior black-box methods (§6). Prompt-
Thief mitigates this loss through two key mechanisms: (1) it
incorporates a reinforcement learning-based reward function
that encourages the generation of high-contribution tokens,
using STS to guide token-level relevance, and (2) it strate-
gically couples with the target T2I model within a limited
query budget, leveraging Style Similarity (SS) to directly eval-
uate the contribution of candidate tokens to the final generated
image. The design is grounded in our proposed token contribu-
tion analysis, allowing PromptThief to prioritize high-impact
prompt components and achieve significantly higher align-
ment with original prompts under strict query budgets. Our
method achieves superior performance both in in-distribution
and real-world prompt marketplace scenarios, with an average
improvement of over 14% in SIIS compared to existing base-
lines. Furthermore, PromptThief yields over 16% gains on our
proposed SS and PS metrics, highlighting its effectiveness in
recovering both stylistic and semantically significant prompt
components.

Contribution 4. We propose two practical and comple-
mentary defenses against prompt stealing attacks (PSAs).
First, we design an adversarial-example-based active defense
grounded in a token contribution perspective, which selec-
tively perturbs high-contribution tokens, identified using im-
pact and rarity, to mislead prompt reconstruction models while
preserving generation quality. Second, we introduce a feature-
level prompt watermarking scheme that embeds imperceptible
and verifiable signatures into the latent features of generated
images. The prompt watermarking scheme provides a guaran-
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Figure 1: An example of prompt structure in T2I models.
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Figure 2: Illustration of cross attention in diffusion models.

tee on the false-positive rate for the watermark verification,
while also providing robustness against evasive attacks that
may cause false negatives. We evaluate both defenses against
state-of-the-art attacks and demonstrate their effectiveness in
mitigating prompt stealing attacks with minimal visual degra-
dation. However, our evaluation reveals that current PSAs
remain robust against the adversarial-example-based defense,
indicating their limited effectiveness in practical scenarios.
In contrast, the feature-level prompt watermarking scheme
demonstrates strong detection performance, providing a reli-
able and resilient mechanism for tracing stolen prompts even
under adaptive attack settings.

2 Preliminaries and Related Work

2.1 Prompt Structure in T2I Models
Unlike prompts for large language models (LLMs), text-to-
image (T2I) prompts (See Figure 1) typically follow a two-
part structure [33, 43]: a subject describing the main visual
content, and a set of modifiers specifying stylistic or com-
positional attributes. The subject usually refers to tangible
elements (e.g., buildings, characters), while modifiers describe
abstract properties such as layout, lighting, and artistic style.
Modifier phrases are commonly comma-separated.

2.2 Cross Attention in T2I Models
We illustrate how cross attention integrates text and image
features in conditioned diffusion models [24, 26] in Figure 2.
Given a noisy latent image zt , the U-Net extracts spatial
features φcross(zt), which are linearly projected into queries
Qcross = ℓq(φcross(zt)). Meanwhile, the text prompt P is en-
coded by a frozen CLIP encoder fp(P), and projected into

keys and values: Kcross = ℓk( fp(P)), Vcross = ℓv( fp(P)). The
cross attention map is computed via scaled dot-product at-
tention: Mapcross = Softmax

(
QcrossKT

cross√
dcross

)
, where dcross are

the dimensions of the keys and queries. This equation cap-
tures how each spatial location in the image attends to to-
kens in the prompt. The fused representation φ̂cross(zt) =
MapcrossVcross injects textual semantics into the image fea-
tures and is fed back into the denoising U-Net. Intuitively,
the cross attention map Mapi gauges how much the i-th
prompt token influences the image’s spatial features as a
whole. The fused representation is obtained by aggregating
the value vectors with their corresponding attention weights:
φ̂cross(zt) = ∑

N
i=1 Map(i)cross V (i)

cross, where N is the number of
tokens in the prompt. This cross-attention mechanism en-
ables the diffusion model to align specific prompt tokens with
corresponding regions in the generated image.

2.3 Prompt Stealing Attack
Prompt stealing attacks against T2I models by inferring the
original prompt Pori from a generated image Mori, threaten-
ing the intellectual property of creators who rely on carefully
crafted prompts for artistic or commercial purposes [8, 30].
These attacks can lead to unauthorized replication, resale, and
loss of exclusivity. Existing PSAs fall into two categories:
soft and hard stealing attacks. Soft PSAs (under white-box
settings), such as PH2P [19], PEZ [41] and Textual Inversion
(TexInver) [10], aim to generate prompts with similar internal
latent representations to the original but face challenges in ex-
act replication due to the discreteness of tokens and high com-
putational cost [16]. For hard PSAs (under black-box settings),
PSteal [33] formulate the task as a multi-label classification
problem over a large vocabulary. However, they achieve lim-
ited success, for example, recovering only 9.88% of prompt
modifiers, highlighting the inherent difficulty of faithfully
reconstructing original prompts. Similarly, DI-FT [43] em-
ploys BLEU as a reward function for prompt inversion across
modalities (e.g., T2T, T2I, T2V). However, BLEU primar-
ily captures surface-level n-gram overlaps and word order,
rather than the high-contribution tokens encoded by the target
T2I model’s prompt-to-image mapping fp(P), resulting in
degraded performance in the T2I setting.

3 Threat Model

In this section, we define the threat model of both the adver-
sary and the defender.
Adversary’s Objectives. Given a valuable image Mori that
was originally generated from a proprietary prompt Pori via
a text-to-image (T2I) model G , the adversary’s goal is to
reconstruct a prompt Pstolen such that 1) the stolen prompt
Pstolen should accurately maintain the meaning of the origi-
nal prompt Pori and the stolen image Mstolen = G(Pstolen) is



visually similar to Mori (O1: Functionality); 2) the stolen
prompt Pstolen should ensure high reusability by enabling the
generation of visually similar images, even when the main
subjects are replaced (O2: Reusability); and 3) for commer-
cial T2I models, the attacker aims to minimize the number
of queries needed to recover the stolen prompt Pstolen (O3:
Efficiency). These three objectives (O1/O2/O3) jointly re-
flect the economic reality of modern prompt marketplaces,
where commercially purchased prompts are explicitly mar-
keted and valued as reusable templates that can be applied
across many generations and use cases, rather than as one-off
instructions [14, 21]. Consequently, an attack that only sat-
isfies O1 but fails O2 would not truly recover the economic
value of the original proprietary prompt. At the same time, O3
(Efficiency) enforces economic rationality: if the total query
cost of stealing a prompt exceeds, or even approaches, the
market price of purchasing a high-quality reusable prompt, a
rational adversary would simply buy the prompt instead of
mounting the attack.
Adversary’s Capabilities. The attacker operates in a practical
black-box setting without access to the internal parameters
or architecture of the T2I model G . The adversary can only
submit text prompts and observe the generated images. The
model name is publicly available, as disclosed in prompt
marketplaces such as PromptBase [2] and PromptHero [3].
Additionally, the ground-truth image Mori is often displayed
to attract potential buyers on these platforms. Importantly, the
attacker’s query budget is constrained by economic factors,
including the average prompt price and the per-query cost.
The average prompt price is listed at $3.991, and under the
Midjourney $30/month standard plan2, yielding a per-query
cost of approximately $0.006 (as detailed in Appendix A).
Consequently, the attacker can afford at most 665 queries per
target prompt within the budget.
Defender’s Objectives. The defender, represented by indi-
vidual prompt engineers, aims to safeguard their intellectual
property within the prompt markets by preventing unautho-
rized extraction and misuse of their prompts. 1) For active
(prevention-based) defense, such as adversarial examples, the
defender seeks to thwart attackers from accurately reconstruct-
ing the original prompt, ensuring that images generated from
any stolen prompt do not closely resemble those produced by
the original. 2) For passive (detection-based) defenses, such
as watermarking, the defender enables the tracing of unautho-
rized prompt usage and to attribute generated images back to
their original prompts.
Defender’s Capabilities. The defender operates under prac-
tical constraints typical of individual prompt engineers par-
ticipating in a benign prompt market platform. They possess
complete knowledge of their original prompt Pori and the
ground-truth image Mori it generates. The defender is also

1http://promptbase.com/marketplace?sortBy=score&time=month
2https://docs.midjourney.com/hc/en-us/articles/27870484040333-
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Figure 3: Correlation comparison between STS/SIIS and Other
metrics.

able to modify the prompt Pori and image Mori before submit-
ting it to the platform, as long as the intended image output
remains unchanged on human perception. In our study, we
consider both white-box and black-box defenses. In the white-
box setting, the defender has full knowledge of the attacker,
including the attack method and model. In contrast, the black-
box setting assumes no prior knowledge of the attacker’s
strategies, but allows the defender to leverage publicly avail-
able prompt datasets (e.g., Lexica) to estimate the frequency
distribution of modifiers.

4 Evaluation Metrics for PSAs

In this section, we first review and assess several widely used
evaluation metrics in PSAs, and then propose two novel met-
rics: style similarity and prompt significance.
Evaluation Metrics of Functionality (O1). To satisfy O1,
existing works [10, 19, 33, 41] employ three metrics:
1) Semantic Text-Text Similarity (STS) measures the similarity
between two text descriptions using CLIP’s text encoder:

STS(Pori,Pstolen) = cos( fp(Pori), fp(Pstolen)). (1)

2) Semantic Image-Image Similarity (SIIS) is computed based
on the image embeddings’ similarity between two images:

SIIS(Mori,Mstolen) = cos( fm(Mori), fm(Mstolen)). (2)

3) Semantic Image-Text Similarity (SITS) quantifies the align-
ment between a text and an image embedding:

SITS(Pstolen,Mstolen) = cos( fp(Pstolen), fm(Mstolen)), (3)

We argue that SITS is uncorrelated with both SIIS and
STS, exhibiting the lowest alignment between text and image
embeddings due to the suboptimal performance of CLIP. Al-
though CLIP’s contrastive loss derives from both text and
image data, the text predominantly describes tangible ob-
jects (i.e., subject) rather than abstract concepts, such as style,
which substantially reduces the effectiveness of this metric
in evaluating PSAs, particularly those containing numerous
abstract modifiers. As shown in Figure 3, we conducted corre-
lation experiments on Lexica dataset [33] between STS/SIIS



and other metrics. SITS lies in the “Poor Metrics Region”
with near-zero or negative correlations with both SIIS and
STS, indicating its limited effectiveness.

In addition, we introduce two novel metrics, Style Simi-
larity (SS) and Prompt Significance (PS), to provide a more
comprehensive evaluation of both the final and intermediate
performances of prompt stealing attacks.
1) Style Similarity (SS) is evaluated using Contrastive Style
Descriptors (CSD) models:

CSD(Mori,Mstolen) = cos( fcsd(Mori), fcsd(Mstolen)) (4)

CSD models are employed for style similarity measurement
because traditional CLIP-based models often struggle to cap-
ture fine-grained stylistic details [37]. In contrast, CSD is
specifically designed to emphasize stylistic features, such as
color, textures, and artistic styles, by applying augmentations
that retain style while minimizing content-related cues.
2) Prompt Significance (PS) measures how much a prompt
phrase (i.e., subject or modifier) contributes to the stolen
image. In a successful attack scenario, we ideally expect both
high semantic similarity (STS) between prompts and high
visual similarity (SIIS) between images. However, as shown
in Figure 4, high textual similarity (STS) does not always
correlate with high image similarity (SIIS). This discrepancy
makes it difficult to judge the effectiveness of an attack using
either metric alone.

To address this limitation, we introduce a comprehensive
metric, Prompt Significance (PS), which jointly considers
both textual and visual alignment. Initially, we define it as
a simple multiplication of the two metrics: PS = ST S ·SIIS.
However, we observed that SIIS exhibits a narrow sensitive
range (see Figure 4(a), often saturating and failing to reflect
subtle yet meaningful variations. To mitigate this, we propose
a normalized version of PS:

PS(Pori,Pstolen,Mori,Mstolen) = ST S(Pori,Pstolen)·(
SIIS(Mori,Mstolen)−SIIS(Mori,Mbase)

SIIS(Mori,M′
ori)−SIIS(Mori,Mbase)

)
,

(5)

where Mbase is the image sampled from other unrelated im-
ages 3, serving as a baseline for similarity comparison, and
M′

ori is the image reproduced from the original prompt. As
validated in Figure 4(d), our proposed metric PS provides a
sharper contrast across different PSA methods. The distribu-
tion of PS scores spans a wider range compared to SIIS and
SS, allowing for better discrimination between PSAs. More
importantly, PS captures both the final performance: i) how
well the reconstructed prompt guides image generation (at-
tack performance), and the intermediate semantic alignment,
and ii) the textual similarity between the original and recon-
structed prompts. This dual consideration makes PS a more
comprehensive and sensitive metric, effectively highlighting

3SIIS(Mori,Mbase) is computed on the Lexica dataset as the average score
between Mori and 100 randomly sampled unrelated prompts.

the performance gap between vanilla, hard, and soft PSAs.
Therefore, we employ four metrics of PSAs in our evaluation,
SIIS, STS, SS, and PS.
Evaluation Metrics of Reusability (O2). To satisfy Reusabil-
ity (O2), we evaluate it using the CSD model [34], which mea-
sures Style Similarity (SS). Specifically, we assess whether
altering the subject noun in the prompt affects the generated
image’s style. If the style remains consistent despite changes
in the subject, it indicates higher reusability of the prompt.
Evaluation Metrics of Efficiency (O3). To satisfy Efficiency
(O3), we evaluate Query Efficiency (QE) by measuring the
number of queries an attacker makes to the target T2I models.

5 Limitation of Existing PSAs

We revisit two types of representative prompt stealing attacks:
soft prompt stealing (e.g., PH2P [19], PEZ [41], and Textual
Inversion [10]) and hard prompt stealing (PSteal [33] and DI-
FT [43]). To conduct the evaluation, we randomly sampled
1000 prompt-image pairs from the Lexica dataset [33] and
assessed them using five metrics: SIIS, STS, SS, and PS. We
selected all methods listed in Table 1. Additionally, we refer
to off-the-shelf models such as BLIP, CLIP-IG, and GPT-4o
as vanilla methods.

5.1 Evaluation of Existing PSAs Success
The first question we want to investigate is whether a suc-
cessful PSA was executed. (See Figure 4). We can make the
following two key observations:

1) On SIIS and SS metrics (Figures 4(a) & 4(c)), hard
PSAs show no significant difference from vanilla methods,
i.e., BLIP, CLIP-IG, and GPT-4o. Even though soft PSAs
have access to the parameters of the target diffusion models,
Only TexInver shows a statistically significant performance in-
crease, surpassing the best-performing vanilla baseline. How-
ever, it requires over 2000 queries per prompt, exceeding the
cost of simply purchasing the target model.

2) In contrast, for STS metrics (Figure 4(b)), black-box
PSAs (PSteal and DI-FT) outperform vanilla methods, indi-
cating they can extract more tokens (either exact matches or
semantically similar ones). However, because these gains do
not translate into improvements on SIIS and SS (Figures 4(a)
& 4(c)) , we conclude that most of the stolen tokens are low-
value or irrelevant to actual image generation quality.

5.2 Why Existing PSAs Fail
The second question is why these PSAs failed. We investigate
this question from the following two aspects (See Figure 4):
Why white-box PSAs fail. As illustrated in Figure 4(c), only
TexInver achieves the highest SS performance, demonstrat-
ing statistically significant improvements over CLIP-IG. In
contrast, both PH2P and PEZ exhibit limited performance.



(a) (b) (c) (d)

Figure 4: Performance comparison of existing PSAs across four metrics (O1). Upper bounds reflect intra-prompt variation (averaged across
multiple same prompt generations), while lower bounds reflect inter-prompt baselines (averaged over unrelated images/prompt). The null
hypothesis (H0): Vanilla PSA performs no better than Hard/Soft PSA (≤). Statistical significance is indicated as follows: ns (not significant,
p > 0.05), ∗ (p ≤ 0.05), ∗∗ (p ≤ 0.01), ∗∗∗ (p ≤ 0.001), and ∗∗∗∗ (p ≤ 0.0001).

This discrepancy stems from the fact that, PH2P and PEZ
indirectly aim to recover hard prompts (i.e., human-readable
words). This introduces a fundamental mismatch between
the prompt recovery process and the underlying optimiza-
tion objective. Concretely, these methods should attempt
to find an embedding v̂ that minimizes the following loss:
minv̂ ∥G(v̂|z′t)−G( fp(Pori|zt))∥2

2 , where zt and z′t ∼ N (0, I)
are the Gaussian noise sampled at each denoising step in the
diffusion process. Then, the actual goal in PEZ and PH2P is
to recover the discrete prompt Pstolen, which satisfies:

min
Pstolen

∥ fp(Pstolen)− v̂∥2
2 . (6)

This two-stage recovery process inevitably introduces an op-
timization gap, minimizing the embedding distance does not
ensure semantic consistency or accurate reconstruction of the
discrete prompt. Furthermore, since most prompt-based mod-
els are deployed within diffusion frameworks, the reverse gen-
eration process inherently involves sampling a random noise
vector z′t from a Gaussian distribution at step T . Crucially,
this sampled z′t differs from the original ground-truth noise zt
used during the forward diffusion process. Such stochasticity
exacerbates the reconstruction error, making it inherently dif-
ficult to reliably recover the original discrete prompt from its
embedding, even when v̂ closely approximates fp(Pori).
Why Black-box PSAs Fail. Vanilla methods (BLIP, CLIP-
IG, GPT-4o) and Black-box PSAs (PSteal, DI-FT) generally
follow a two-stage pipeline: an image encoder fm projects
the target image M into a joint vision-language space, and a
language generator g(·) produces a candidate prompt Pstolen =
g( fm(M)), Pstolen ∈ P , where P denotes the space of plausi-
ble natural language prompts. The objective is to approximate
the original prompt Pori and enable reconstruction of Mstolen.
However, this indirect “image → embedding → text” map-
ping is inherently lossy: the projection discards fine-grained

semantics, while the cross-modal generation introduces ad-
ditional ambiguity. As a result, these methods show limited
effectiveness in alignment-sensitive tasks (e.g., SIIS and SS).

PSteal and DI-FT attempt to mitigate this shortcoming but
remain limited. PSteal appends modifiers predicted from an
auxiliary classifier, yielding semantically richer captions and
higher STS scores. DI-FT fine-tunes the generator on high-
BLEU samples to produce prompts closer in surface form
to Pori. Yet both primarily optimize for text-level similarity
rather than alignment with the diffusion model’s internal rep-
resentations. Consequently, despite apparent gains in STS
(Figure 4(b)), they yield little benefit for SIIS and SS (Fig-
ures 4(a) & 4(c)).

Given that information loss is inevitable in both white-box
and black-box PSAs, our core idea is to avoid relying on
exhaustive prompt reconstruction and instead concentrate on
identifying and recovering high-contribution tokens, those
that most strongly influence the T2I model behaviours.

5.3 Token Contribution

Given conditioning tokens Pori = (X1,X2, ...,Xn) used by dif-
fusion models to generate images, the contribution of token
Xi is defined as:

C(Xi) = H(M)−H(M−i), (7)

where M−i = G(P−Xi) represents the image generated by the
T2I model G when token Xi is excluded. M = G(Pori) is the
image generated with prompt Pori. H(·) denotes the image
quality evaluation function. A larger value of C(Xi) indicates
that token Xi plays a more significant role in determining the
final quality of the image.



Figure 5: Token contribution effects are evaluated using SIIS, STS,
SS, and PS on prompts sampled from Lexica, where perturbations are
created by removing either the subject (–Sub) or a modifier (–modN).

Theorem 1 (Token Contribution in diffusion models). For any
token Xi in the conditioning prompt, the token contribution
C(Xi) satisfies:

C(Xi)≤

 α∥Map(i)cross∥2 ∥V (i)
cross∥2︸ ︷︷ ︸

the direct contribution of the removed token


+β ∑

j ̸=i
∥Map( j)

cross −Map( j,−i)
cross ∥2 ∥V ( j)

cross∥2︸ ︷︷ ︸
the effect on remaining tokens

due to attention re-normalization

,
(8)

where α,β > 0 are model-dependent constants and
Map( j,−i)

cross is the re-normalized attention map for token X j
after removing token Xi. Theorem 1 characterizes the influ-
ence of a single token in the text prompt on the cross-modal
feature fusion during generation. It shows that token contri-
bution is determined both by the direct contribution of the
removed token and the effect on remaining tokens (detailed
proof in Appendix E).

By quantifying how each token shapes image genera-
tion through cross-attention, and bounding its direct and re-
normalized effects, token contribution identifies the true IP-
critical parts of a prompt for both attack and defense. Due
to the black-box nature of our setting, the exact token contri-
butions defined in Equations 8 cannot be directly computed,
since both Mapcross and Vcross are inaccessible without knowl-
edge of the target model G . To approximate token contribu-
tion, we instead rely on metrics of functionalities (O1). As
shown in Figure 5, the sensitivity of different metrics to token
removal varies: STS responds sharply to the removal of a
few critical word chunks (e.g., mod11), whereas SS exhibits
broader sensitivity across diverse modifiers. Motivated by
these results, we employ STS as a proxy for token contribu-
tion during the reinforcement learning stage (§6.2), which
reduces query overhead and avoids direct dependence on T2I
models. In the subsequent selected search phase (§6.3), where
querying T2I models is feasible, we switch to the SS metric,
leveraging its stronger sensitivity to modifiers for identifying
the final set of significant tokens.

6 A New Method of Prompt Stealing Attack

In this section, we introduce a novel prompt stealing attack,
named PromptThief, which is designed based on the obser-
vations and insights discussed in §5. The attack is structured
into three parts (See Figure 6):
Part 1: Technical Warm-up. LMM is warmed up using super-
vised fine-tuning on the Lexica dataset [33].
Part 2: Reinforcement Learning. We apply the Group Relative
Policy Optimization (GRPO) [32], leveraging our estimated
token contribution (STS as rewards to encourage the high-
contribution token). Theoretical justifications for our choice
of GRPO are presented in Appendix F.
Part 3: Selected Search. To compensate for the shortcomings
in token contribution estimation using STS (as discussed in
§5.3), we perform a limited number of searches and select the
final stolen prompts based on SS scores.

6.1 Part 1: Technical Warm-up
In this stage, we conduct supervised fine-tuning (SFT) on
the policy model πθ using a dataset of (image, instruction,
original prompt) pairs (Mori, I,Pori). The model learns to au-
toregressively generate the stolen prompt Pstolen conditioned
on (Mori, I), modeling the generation as a next-token predic-
tion task until the special end token ⟨eos⟩ is emitted on Lexica
dataset [33] D . The SFT objective is:

LSFT(θ) =−EPstolen∼D

[
L

∑
t=1

logπθ(at | st)

]
, (9)

where at is the action taken at time step t, and st is the corre-
sponding state. After three training epochs, we observe stable
convergence of LSFT(θ), indicating the model has acquired
basic prompt reconstruction capabilities. The trained policy
π0

θ
is then used to initialize the reinforcement learning stage.

6.2 Part 2: Reinforcement Learning
In this stage, we aim to enhance the policy model’s per-
formance through online self-learning using a dataset of
(M, I,Pori) with customized reward functions. Specifically,
the initial policy model from the warm-up part samples stolen
prompts, evaluates their correctness using GRPO Objective
JGRPO, and updates its parameters in real time via GRPO [32].
Formulating Objective JGRPO. To further optimize the pol-
icy model beyond supervised learning, we adopt a goal-
conditioned reinforcement learning framework. Specifically,
we define a reward function that balances semantic quality
and lexical overlap between the generated prompt and the
original prompt. Our objective is inspired by Group Relative
Policy Optimization (GRPO), where the reward at time step t
is defined as:

r(st ,at ,st+1) = α ·ST S(st+1)+(1−α) · Jac(st+1), α ∈ [0,1],
(10)
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Figure 6: The overview of the proposed Prompt Stealing Attack, termed PromptThief.

where ST S(st+1) estimates token contribution using a seman-
tic similarity score ( fp(·)), while Jac(st+1) denotes the Jac-
card similarity between the generated tokens and ground truth
tokens at step t.

Although ST S effectively captures semantic alignment and
was initially considered a standalone metric (see §5.3), we
found through empirical analysis that relying solely on ST S
can cause training instability. This stems from the continuous
nature of semantic similarity metrics, which do not always cor-
relate well with discrete token predictions, leading to volatile
gradients during learning (reflected in Equation 6). To miti-
gate this issue, we introduce the Jaccard score as a stabilizing
component. It explicitly captures token-level overlap, helping
regularize the learning signal when semantic similarity fluctu-
ates. Our hybrid reward design (STS + Jaccard) resolves the
gradient misalignment that undermined prior reinforcement
learning approaches, enabling stable and efficient learning
under strict query budgets.

In our experiments, we conducted hyperparameter tuning
over α ∈ {0.3,0.5,0.7} and observed that setting α = 0.5
achieved the best performance in terms of both convergence
speed and generation quality. Therefore, we fix α = 0.5 for
all subsequent training and evaluation phases.

To control the extent of policy updates and prevent drastic
changes, the total reward can be augmented with a regular-
ization term as follows: rtotal(st ,at ,st+1) = r(st ,at ,st+1)−
βKL

(
πθ(· | st),π

(0)
θ
(· | st)

)
. For each image M and instruc-

tion I, a set of outputs {o1,o2, . . . ,oG} is sampled from the
old policy model π

(0)
θ

. For each sampled output, the corre-
sponding reward is computed using the total reward function,
resulting in a reward set rtotal = {r1

total,r
2
total, . . . ,r

G
total}. Based

on this reward set, the estimated advantage for each sample is

computed as:

Âi = r̃i =
ri −mean(rtotal)

std(rtotal)
.

The Objective JGRPO can be defined as follows:

JGRPO(θ) = EM,I∼P(M,I),{oi}G
i=1∼πθold (O|M,I)

[
1
G

G

∑
i=1

1
|oi|

|oi|

∑
t=1

{
min

[
πθ(oi,t | M,oi,<t)

πθold(oi,t | M,oi,<t)
Âi,t ,

clip
(

πθ(oi,t | M,oi,<t)

πθold(oi,t | M,oi,<t)
, 1− ε, 1+ ε

)
Âi,t

]
−βDKL

(
πθ ∥π

(0)
θ

)}]
(11)

After reinforcement learning, we can take the new trained
policy model πθ into next part.

6.3 Part 3: Selected Search
The trained policy model serves as a sampler to extract can-
didate subjects and modifiers from the target images. We
conduct B = 10 4sampling rounds, where in each round, the
model generates one subject and R modifiers. After B rounds,
we obtain a subject pool {Sub1, . . . ,SubB} and a modifier
pool {Mod1, . . . ,ModB×R}.

Subject selection is performed first, since subject tokens
have a dominant influence on prompt semantics. For each
candidate in the subject pool, we append the subject to a
base prompt, generate an image with the target T2I model,
and compute the SS score. We then select the subject that
achieves the highest SS score.

4We found B = 10 is enough to extract the 95% word chunks.



For modifiers, we first apply frequency-based filtering, mod-
ifiers appearing in over half of the samples are directly se-
lected. The remaining modifiers are ranked by frequency and
added one by one in a greedy manner, evaluating each ad-
dition with the SS score. This process continues until the
composed prompt reaches 77 tokens. This strategy typically
requires 30-67 queries to construct a high-quality prompt
while maintaining efficiency in the search process.

7 New Defenses for Prompt Stealing Attacks

As shown in Figure 5, different word chunks have varying
impacts on image generation. Modifiers often play a critical
role in shaping the style, quality, or uniqueness of the output,
and thus exhibit distinct IP value compared to other parts of
the prompt. Unlike prior defenses [33], we argue that selec-
tively identifying valuable modifiers and applying targeted
protection to them is key to effectively safeguarding the core
intellectual property (IP) embedded in a prompt, especially
since subjects can often be easily replaced without signifi-
cantly affecting the underlying creative intent. Motivated by
this insight, we propose TokenGuard, a comprehensive defen-
sive framework focused on the selective protection of critical
modifiers. TokenGuard integrates both adversarial-example-
based defenses and prompt-level watermarking, providing
robust IP protection in the evolving prompt marketplace.

7.1 Valuable Token Selection for Selective Pro-
tection

Before devising any defensive mechanism, we first identify
the subset of valuable modifiers whose protection yields the
greatest intellectual-property (IP) benefit. Drawing on practi-
cal prompt–engineering workflows [9, 11], a modifier’s value
is governed by two complementary criteria:
C1 (Impact). The modifier contributes substantially to im-
age generation, as quantified by the token contribution score
C(Xm) defined in Eq. 7.
C2 (Rarity). The modifier is not among the most prevalent
terms in the marketplace, so an attacker cannot trivially guess.
Notation. Let D be a corpus of N proprietary prompts and
M the multiset of all modifiers extracted from D . For a mod-
ifier m ∈ M , let f (m) := #occurrences of m

|M | denote its empirical
frequency, and let C(Xm) be its token-contribution score.
Step 1: Frequency-based pruning (satisfying C2). We re-
move ubiquitous modifiers whose market presence suggests
low IP value. Specifically, sort M in descending order of
f (m) and discard the head portion

Mhead :=
{

m ∈ M
∣∣ rank f (m)≤ τ

}
, τ =

⌈
0.10 · |M |

⌉
,

i.e. the top 10 % most-frequent modifiers.5 The tail set M̃ :=
5The 10 % cut-off follows empirical observations that the long-tail vocab-

ulary begins almost immediately after this point.

M \ Mhead contains those modifiers whose rarity endows
them with higher potential IP worth.
Step 2: Impact-weighted ranking (satisfying C1). Within
M̃ , we prioritise tokens according to their influence on the
generated image. We normalise contributions to obtain a prob-
ability mass function w(m) := C(Xm)

∑
m′∈M̃

C(Xm′ )
for m ∈ M̃ , which

serves two purposes: (i) it yields a continuous importance
weight, avoiding an arbitrary threshold on C, and (ii) it fa-
cilitates stochastic sampling in downstream defences (e.g.
probabilistic watermark embedding). We use SS metrics to
estimate the token contribution C(Xm). The final high-impact
set is obtained by selecting the top-K modifiers under w(·),
M ⋆ := arg topK

m∈M̃
w(m), where K is chosen to satisfy bud-

getary or perceptual constraints (e.g. total prompt length).
Discussion. By decoupling rarity and impact, the above two-
stage procedure ensures that only those modifiers whose ab-
sence would noticeably degrade generation quality and whose
appearance is insufficiently common to be guessed are ear-
marked for protection. Empirically, we find that filtering by
f (m) reduces the candidate pool by ≈85 %, while the sub-
sequent C(Xm)-based ranking concentrates over 90 % of ag-
gregate contribution mass into fewer than 20 tokens. These
M ⋆ modifiers therefore represent the most cost-effective tar-
gets for the adversarial perturbations (§ 7.2) and watermark
embedding (§ 7.3) that follow.

7.2 Adversarial-example-based Active Defense

Existing prompt stealing attacks, such as PSteal [33], con-
struct a multi-label classifier [28] to build the mapping be-
tween images and the associated prompt modifiers [35]. Let
the target multi-label classifier be denoted as f : X → [0,1]K ,
where X is the input space (e.g., the space of RGB im-
ages), and K is the number of possible labels. For an in-
put image x ∈ X , the classifier outputs a confidence vector
f (x) = ( f1(x), f2(x), . . . , fK(x)), where fk(x) ∈ [0,1] repre-
sents the confidence that label k applies to x.
White-box Defense. In the white-box setting, where full ac-
cess to the target model f is available, we propose White-box
Perturbation, which crafts an adversarial example x′ to min-
imize the classifier’s confidence over a target label set T ,
subject to an Lp-norm constraint ∥x′− x∥p ≤ ε. The objec-
tive function incorporates a token-weighted loss, defined as
LTC

adv(x
′) = ∑k∈T (ck[− log(1− fk(x′))]), where ck represents

the normalized contribution score of each label, encouraging
stronger perturbation of semantically important tokens. This
weighting scheme prioritizes high-impact features under a
constrained perturbation budget, resulting in more targeted
and efficient white-box adversarial defenses. More detailed
in Appendix G.
Black-box Defense. In the black-box setting, where no access
to the target model f ’s gradients, parameters, or architecture
is available, we propose a two-stage defense framework. First,



a pre-trained conditional diffusion model generates a target
image xtarget conditioned on either a negative prompt (e.g.,
“without cats or dogs”) or a prompt from the complement
label set S = {1, . . . ,K} \ T . To improve semantic control,
we introduce token-weighted classifier-free guidance, which
scales null-conditioned deviations during the denoising pro-
cess based on normalized token contributions. This mecha-
nism emphasizes visually salient concepts while suppressing
semantically weak ones, and maintains the O(1) inference
complexity of standard guidance. Second, we perform latent
space optimization using a pre-trained VQ-VAE, aligning the
adversarial image x′ with xtarget in latent space via an adversar-
ial loss, while preserving perceptual similarity to the original
image x through a regularization term. The total objective bal-
ances these two goals, resulting in effective black-box pertur-
bations that are semantically targeted yet visually constrained.
More detailed in Appendix H.

7.3 Feature-level Watermarking Passive De-
fense Scheme

We introduce a feature-level watermarking scheme that lever-
ages the semantic discrepancy between original and adversar-
ial images for detecting the presence or absence of target label
features in the feature space of a multi-label classifier. The
key idea is to treat the features corresponding to specific tar-
get labels as an implicit watermark embedded in the image’s
latent representation.

Let E : X → Z be a fixed pre-trained image encoder that
maps an input image x ∈ X to a high-dimensional feature
vector z = E(x)∈Rd . A binary watermark extractor W : Z →
[0,1], typically implemented as a neural network, is trained
to detect these target label features.

We define two datasets: Dpos, consisting of images con-
taining at least one target label (positive samples), and Dneg,
consisting of images with no target labels, including adver-
sarial examples (negative samples). The watermark extractor
W is trained to distinguish these using the following binary
cross-entropy loss [44]:

Lwm(W ) =−Ex∼Dpos [logW (E(x))]−Ex∼Dneg [log(1−W (E(x)))].
(12)

During training, the parameters of the encoder E are frozen,
and only the watermark extractor parameters are optimized,
greatly reducing computational overhead.
Robustness analysis of watermarking. To ensure the trust-
worthiness of the watermark detection process, we formally
analyze the false-positive (FP) guarantee and the robustness
against changes in z in this part. Note that we have a limited
test set of size N =Ntest, pos+Ntest, neg, to provide a confidence
interval of the FP rate, we compute the Wilson interval [42]
of the FP rate such that the highest FP rate can be bounded.

Specifically, we have the upper bound of the FP rate as

FP =
1

1+ρ2/N

[
FP+

ρ2

2N
+ρ

√
FP(1−FP)

N
+

ρ2

4N2

]
,

where ρ = Φ−1(1−α) is the inverse of the standard normal
cumulative distribution function, given a confidence level 1−
α. On the other hand, to analyze the robustness of detection
towards changes in the extracted representation z, we have
the following theorem:

Theorem 2 (Robustness of watermark detection). Given the
extracted feature z and a one-layer neural network detector6

σ(w⊤z+b), let zpos be the feature of a positive sample and
z′pos be that of a perturbed sample. The detection results will
be guaranteed to change only if

∥z′pos − zpos∥ ≥
2

∥w∥
. (13)

Proof. As we have a single-layer neural network with Sig-
moid as the activation function, it is easy to know that
σ(w⊤z+b) is 1

4∥w∥-Lipschitz. Therefore,

|W (zpos)−W (z′pos)| ≤
∥w∥

4
∥zpos − z′pos∥. (14)

There is a guaranteed FN only if

|W (zpos)−W (z′pos)| ≥ 0.5. (15)

Plugging Equation 14 into Equation 15 concludes the proof.

Theorem 2 provides a lower bound for improving the robust-
ness of the detection. The detector will demonstrate a false
negative (FN) under evasive attacks when the ℓ2 distance be-
tween z′pos and zpos is no less than 2

∥w∥ . Based on the analysis,
larger ∥w∥ may compromise the robustness of the detector by
reducing the minimal required distance between z′pos and zpos
for fabricating an FN.

8 Evaluation of Attacks and Defenses

In this section, we present a comprehensive evaluation of the
proposed attack and defense strategies. A detailed description
of the experimental setup is provided in Appendix B.

8.1 Main Results on Attacks
8.1.1 Attack Functionality (O1)

As shown in Table 2, we present a detailed comparison be-
tween PromptThief and eight baseline methods, which include
three white-box PSAs and four black-box PSAs. Here, our

6Our detector is precisely the single-layer network used in Eq. 12.



Table 2: In-distribution performance: Functionality (O1) results on
PSAs. gray indicates white-box PSAs, while others correspond to
black-box PSAs. OS denotes Open source.

Model Test Set Method SIIS STS PS SS

SD1.4
(OS)

Lexica
(In-distri)

PEZ 0.69 0.09 0.03 0.39
PH2P 0.63 0.14 0.06 0.27

TexInver 0.76 0.20 0.11 0.63
BLIP 0.63 0.18 0.07 0.22

CLIP-IG 0.77 0.50 0.30 0.50
GPT-4o 0.74 0.40 0.21 0.44
PSteal 0.75 0.69 0.37 0.46
DI-FT 0.74 0.54 0.28 0.40
Ours 0.89 0.69 0.53 0.63

analysis primarily focuses on the quantitative results related
to attack functionality (O1). Qualitative results are presented
in Appendix C.
In-distribution performance. In the Table 2, where the
T2I model is SD1.4 and the test set is Lexica, PromptThief
achieves the best results across all four evaluation metrics:
SIIS (0.89), STS (0.69), PS (0.53), and SS (0.63), outperform-
ing even the white-box methods. For example, CLIP-IG, the
best-performing black-box baseline in this setting, scores 0.77
on SIIS and 0.50 on STS, with lower scores on PS (0.30) and
SS (0.50). Compared with PSteal, which is specifically de-
signed for black-box prompt recovery, PromptThief achieves
a substantially higher PS score (0.53 vs. 0.37), suggesting that
our method recovers prompts that are much closer to the orig-
inal ones in wording and style. These results demonstrate that
PromptThief can conduct highly effective and semantically
consistent attacks even without knowledge of the model’s in-
ternal structure, while also delivering superior prompt fidelity
relative to prior black-box baselines (see qualitative results
(Figure 8, Appendix C)).
Out-of-distribution (OOD) performance. Illustrated in Ta-
ble 3, we retain the same model (SD1.4) but evaluate on a test
set (PromptBase/hero) collected from commercial platforms,
representing an out-of-distribution scenario. PromptThief con-
tinues to demonstrate its superiority, achieving scores of 0.84
(SIIS), 0.63 (STS), 0.47 (PS), and 0.59 (SS). It consistently
outperforms all baseline methods, including white-box ap-
proaches, highlighting its strong generalization capability
across diverse data domains. Notably, the substantial im-
provement on SS (0.59 vs. 0.47 for DI-FT) indicates that
our method recovers not only semantically faithful but also
stylistically closer prompts in commercial settings, further
underscoring its threat to proprietary prompt marketplaces
(see qualitative results (Figure 9, Appendix C)).
OOD performance across T2I models. The third and most
challenging setup considers a cross-model, out-of-distribution
scenario by evaluating on DALL·E with the same Prompt-
Base/hero test set (Table 4). In this proprietary setting, white-
box methods are not applicable, so the comparison focuses
exclusively on black-box baselines. Even under these con-

Table 3: OOD performance: Functionality (O1) results on PSAs.

Model Test Set Method SIIS STS PS SS

SD1.4
(OS)

PromptBase/hero
(Commercial)

PEZ 0.71 0.12 0.05 0.41
PH2P 0.70 0.22 0.09 0.44

TexInver 0.73 0.25 0.12 0.58
BLIP 0.66 0.17 0.06 0.21

CLIP-IG 0.74 0.41 0.21 0.39
GPT-4o 0.77 0.45 0.25 0.40
PSteal 0.73 0.55 0.27 0.39
DI-FT 0.78 0.58 0.26 0.47
Ours 0.84 0.63 0.47 0.59

Table 4: OOD performance across T2I models: Functionality (O1)
results on PSAs. CS denotes closed source.

Model Test Set Method SIIS STS PS SS

DALLE
(CS)

PromptBase/hero
(Commercial)

BLIP 0.71 0.23 0.10 0.22
CLIP-IG 0.81 0.56 0.38 0.53
GPT-4o 0.78 0.41 0.24 0.50
PSteal 0.77 0.63 0.37 0.51
DI-FT 0.73 0.46 0.21 0.48
Ours 0.89 0.71 0.61 0.70

straints, PromptThief achieves the best results across all met-
rics (SIIS: 0.89, STS: 0.71, PS: 0.61, SS: 0.70), clearly sur-
passing the strongest alternatives. These findings demonstrate
that PromptThief maintains high effectiveness without in-
ternal access, showcasing robust generalization across both
model architectures and data domains (see qualitative results
(Figure 10, Appendix C)).

8.1.2 Attack Reusability (O2)

Table 5 reports the results on the Reusability (O2) objective
under different subject swap scenarios. Our method achieves
the best performance across all settings. In the original subject
setting, PromptThief reaches 0.63, compared to 0.50 for CLIP-
IG, 0.46 for PSteal, and only 0.22 for BLIP. When identities
are swapped, baseline methods exhibit sharp performance
drops, for example, BLIP falls close to zero (0.02–0.03),
and PSteal drops from 0.46 to as low as 0.22. Even the
stronger baselines, such as CLIP-IG (0.41–0.43) and DI-FT
(0.29–0.32), struggle to retain reusability. In contrast, Prompt-
Thief consistently maintains high scores (0.51–0.53), showing
only a minor decrease compared to the original setting. These
results highlight that our method is significantly more robust
to identity variations, demonstrating its ability to generalize
across diverse conditions. More qualitative examples are pro-
vided in Appendix D.

8.1.3 Computation Costs (O3)

We evaluated both training and evaluation costs, as summa-
rized in Table 6. All GPU-h values are computed using A100
GPU rental rate in Lambda ($1.79/h)7, and per query cost

7 https://lambda.ai/pricing

https://lambda.ai/pricing


Table 5: The effectiveness of Reusability (O2). YW = Young wife,
YH = Young husband, EM = Elderly man.

Swap to BLIP CLIP-IG GPT-4o PSteal DI-FT Ours
Original 0.22 0.50 0.44 0.46 0.40 0.63
YW 0.02 0.41 0.39 0.27 0.32 0.53
YH 0.02 0.42 0.38 0.24 0.30 0.51
EM 0.03 0.43 0.40 0.22 0.29 0.51

Table 6: Computation cost breakdown for PSAs. Training costs
only account for methods that require training. QE stands for query
efficiency defined in § 4.

Training Costs (One for All)

Method GPU-h Peak GPU Mem (GB) Cost ($)

PSteal 53.2 30.6 95.2
DI-FT 312.2 113.6 558.8
PromptThief (Ours) 199.6 75.2 357.3

Inference Costs (Per Sample)

Method Run-time (mins) Min QE Max QE Avg Cost ($)

PEZ 8.3 1000 1000 6.25
PH2P 73.3 > 2000 > 2000 > 12
TexInver 18.2 > 2000 > 2000 > 12

BLIP 0.01 / / < 0.01
CLIP-IG 16.3 / / 0.49
GPT-4o 0.04 / / 0.04
PSteal 0.02 / / < 0.01
DI-FT 0.2 / / < 0.01

PromptThief (Ours) 3.6 30 67 0.27

is set to $ 0.006 (details in Appx. A). PromptThief offers
up to 44× lower inference cost than soft PSAs, making it
significantly more scalable in real-world settings. Although
BLIP, GPT-4o, PSteal, and DI-FT exhibit very low inference
costs, their reconstruction utility is substantially lower than
PromptThief (See Table 2-4). Moreover, the training cost of
PromptThief remains at a moderate level: higher than PSteal
but still far below DI-FT, achieving a more favorable balance
between computational overhead and reconstruction quality.

8.1.4 Ablation Study on Attacks

Attack performance on each part contribution. As shown
in Table 7, we conduct an ablation study to analyze the in-
dividual and combined contributions of the key components
in our attack framework: Warm-up, Reinforcement Learning
(RL), and Selected Search. The baseline configuration with
none of these components enabled (first row) yields relatively
low performance, with SIIS/SS at 0.69/0.37 and STS at 0.34,
indicating limited effectiveness in both visual alignment and
prompt similarity. Introducing the Warm-up phase alone re-
sults in a notable performance increase (SIIS improves to 0.73,
and SS rises to 0.42), suggesting its importance in providing a
good initialization for subsequent optimization. When Warm-
up is combined with RL, we observe further improvements
across all metrics (e.g., SIIS: 0.79, SS: 0.51), demonstrating
that RL helps to effectively explore the search space for more
optimal prompts. Interestingly, even without reinforcement
learning or warm-up, enabling Selected Search still yields

Table 7: Ablation study on our attack method.

Warm-up RL Selected Search SIIS STS PS SS

0.69 0.34 0.13 0.37
0.73 0.39 0.19 0.42
0.79 0.50 0.31 0.51
0.78 0.49 0.30 0.47
0.89 0.69 0.53 0.63

Table 8: The Effectiveness of Transferability across different T2I
models.

Swap to SIIS STS PS SS
SD1.4 → SD1.4 0.89 0.69 0.53 0.63
DALLE → DALLE 0.89 0.71 0.61 0.70
DALLE → SD1.4 0.80 0.59 0.38 0.53
SD1.4 → DALLE 0.79 0.53 0.33 0.48

strong performance (SIIS: 0.78, SS: 0.47). This indicates its
effectiveness in steering the search process toward seman-
tically richer candidates. The best performance is achieved
when all three components are used together, resulting in the
highest scores across the board (SIIS: 0.89, STS: 0.69, PS:
0.53, and SS: 0.63). These results clearly show that each com-
ponent contributes meaningfully to the final performance, and
their combination yields a highly effective and robust attack
strategy.
Attack performance on unknown target model G . Ta-
ble 8 presents the evaluation of attack transferability across
different text-to-image (T2I) models. When the attack is
performed on the same model used for query generation
(e.g., SD1.4→SD1.4), we observe strong performance across
all metrics, indicating high attack effectiveness. However,
when transferring the attack to a different target model
(e.g., DALLE→SD1.4 or SD1.4→DALLE), performance de-
creases consistently across SIIS, STS, PS, and SS metrics.
Despite this drop, our approach still achieves reasonable trans-
ferability, suggesting its potential applicability in black-box
scenarios where the target model G is unknown.

8.2 Key Findings on Defenses

8.2.1 Adversarial-example-based Active Defense

Performance of Adversarial-example-based Active De-
fense. As shown in Table 9, the adversarial-example (AE)-
based defense with ε= 0.05 yields only marginal performance
degradation across both black-box and white-box settings.
For instance, in the black-box setting, CLIP-IG drops slightly
from 0.77 (SIIS) without defense (Table 2) to 0.76, and PSteal
decreases from 0.75 to 0.74. Our PromptThief remains the
most effective under this defense, achieving SIIS of 0.85, STS
of 0.67, PS of 0.51, and SS of 0.61, values only slightly lower
than its undefended performance (0.89, 0.69, 0.53, 0.63). A
similar trend holds in the white-box setting, where Prompt-
Thief still attains the highest results (0.86/0.67/0.53/0.61),
while baselines such as BLIP (0.61/0.18/0.05/0.21) and PSteal



Table 9: Experimental results on adversarial-example-based defense
against various attacks. ε denotes the perturbation budget.

Model Defenses Method SIIS STS PS SS

Black-box AE
(ε = 0.05)

PEZ 0.68 0.08 0.03 0.39
PH2P 0.62 0.13 0.03 0.27

TexInver 0.75 0.19 0.10 0.62
BLIP 0.61 0.17 0.04 0.20

CLIP-IG 0.76 0.50 0.28 0.46
GPT-4o 0.74 0.39 0.20 0.42
PSteal 0.74 0.62 0.32 0.45
DI-FT 0.73 0.50 0.23 0.39

PromptThief 0.85 0.67 0.51 0.61

White-box AE
(ε = 0.05)

PEZ 0.67 0.08 0.03 0.38
PH2P 0.62 0.12 0.03 0.26

TexInver 0.73 0.18 0.09 0.60
BLIP 0.61 0.18 0.05 0.21

CLIP-IG 0.76 0.48 0.29 0.50
GPT-4o 0.73 0.39 0.29 0.41
PSteal 0.72 0.61 0.27 0.41
DI-FT 0.73 0.50 0.27 0.39

PromptThief 0.86 0.67 0.53 0.61

Table 10: Adaptive results on the adversarial-example-based active
defense on the Lexica with SD1.4.

Method SIIS STS PS SS

PromptThief 0.89 0.69 0.53 0.63
PromptThief + AE 0.86 0.67 0.53 0.61
PromptThief_adaptAE + AE 0.88 0.69 0.54 0.63

(0.72/0.61/0.27/0.41) remain far behind.
To better understand the limitations of our adversarial

design method, we conduct additional experiments focus-
ing specifically on valuable word chunks. Table 11 reports
the STS scores across different variants, where ST Smodi f ier

value

and ST Smodi f ier
all represent the semantic similarity of valuable

and all modifiers, respectively, and ST SPrompt
value and ST SPrompt

all
denote the corresponding values computed over the entire
prompt. Our method demonstrates a clear advantage in sup-
pressing the extraction of valuable modifiers, as indicated by
the notably lower ST Smodi f ier

value scores. However, the defense
becomes less effective when evaluated on all modifiers or
full prompts. This is likely due to semantic overlap between
valuable and non-valuable tokens, which allows attackers to
partially recover the original semantics. These findings un-
derscore the severity and subtlety of PSAs, particularly when
key semantic components lack protection.
Adaptive attacks against adversarial-example-based ac-
tive defense. To model a stronger adversary, we further con-
sider an adaptive variant of PROMPTTHIEF, denoted as
PromptThief_adaptAE . This adaptive attacker is explicitly
trained on samples generated by our adversarial-example-
based active defense (ε = 0.05), by re-running both the warm-
up stage (Part 1) and the reinforcement learning stage (Part 2)
on the perturbed data distribution. At test time, the adaptive
attacker only observes defended images and is never exposed
to the corresponding clean counterparts.

Table 11: Experimental results on adversarial-example-based de-
fense, focusing on the valuable word chunks.

Method ST Smodi f ier
value ST Smodi f ier

all ST SPrompt
value ST SPrompt

all

PSteal 0.16 0.46 0.48 0.62
Ours-wb 0.01 0.26 0.40 0.58
Ours-bb 0.13 0.48 0.44 0.62

The results in Table 10 show that when the attacker is
explicitly trained on the adversarial-example distribution,
PromptThief_adaptAE slightly improves over the non-adaptive
variant and even matches or marginally exceeds the perfor-
mance achieved on clean samples. This indicates that knowl-
edge of the AE-induced data distribution allows the attacker
to partially adapt and recover its extraction capability.

8.2.2 Feature-level Watermarking Passive Defense
Scheme

Table 12 summarizes the bit accuracy of watermark extraction
under various image transformations, both with and without
white-box or black-box adversarial-example-based defenses.
Our passive watermarking scheme demonstrates high robust-
ness when integrated into two prompt stealing methods, i.e.,
PSteal and PromptThief, achieving consistently high bit accu-
racy across image transformations (e.g., cropping, brightness
adjustment, contrast changes, JPEG compression, and their
combination). This indicates that our passive watermark can
be reliably extracted even under significant visual distortions,
highlighting its effectiveness.

In contrast, when adversarial-example-based defenses are
applied (either white-box or black-box), the watermark ac-
curacy drops significantly, especially for the PSteal variant
(e.g., from 0.95 to 0.39 under no attack). However, as shown
in Table 9, these perturbations fail to meaningfully impair
the functionality of prompt stealing itself. This indicates that
while adversarial perturbations can obscure watermark detec-
tion, they do not mitigate the underlying threat, and thus fail
to serve as effective defenses.
Adaptive attacks against feature-level watermarking pas-
sive defense. We also evaluate an adaptive attacker that ex-
plicitly optimizes to evade our feature-level watermark de-
tector. Building on PromptThief, we modify the GRPO re-
ward in Eq. 10 by adding a watermark-avoidance penalty
based on the detector output W (E(Mstolen)), marked as
PromptThief_adaptAE . The adaptive reward is defined as

rwm(st ,at ,st+1) = r(st ,at ,st+1)−λℓwm(W (E(Mstolen))),

where W (E(·)) is the watermark detector operating on feature
embeddings, and ℓwm is calculated using eq. 12. This encour-
ages the attacker to jointly (i) produce high-utility stolen
prompts and (ii) adjust them to reduce the watermark detec-
tion probability.

Our experiments (Table 13) reveal that
PromptThief_adaptAE remains a strong attacker when



Table 12: Experimental results on watermark bit accuracy under
various data transformations. Higher bit accuracy indicates better
watermark retention. "WB" refers to the application of white-box
adversarial-example-based defense, while "BB" denotes black-box
adversarial-example-based defense.

Method None Crop Brigh. Cont. JPEG Comb.

PSteal 0.95 0.86 0.93 0.94 0.94 0.93
PromptThief (Ours) 0.89 0.77 0.87 0.88 0.89 0.87
PSteal-WB 0.39 0.39 0.41 0.41 0.40 0.41
PSteal-BB 0.39 0.39 0.41 0.42 0.40 0.41
PromptThief (Ours)-BB 0.57 0.53 0.58 0.59 0.59 0.59

Table 13: Adaptive results on the feature-level watermarking passive
defense (watermark bit accuracy) under various data transformations.

Method λ None Crop Brigh. Cont. JPEG Comb.

PromptThief (Ours) / 0.89 0.77 0.87 0.88 0.89 0.87
PROMPTTHIEF_adaptWM 0.1 0.71 0.61 0.76 0.69 0.72 0.71
PROMPTTHIEF_adaptWM 0.3 0.61 0.66 0.63 0.60 0.61 0.63

optimized to evade feature-level watermarking, substantially
reducing watermark bit accuracy across all transformations
as λ increases. This shows that our attack remains effective
even under watermark-aware adaptive attacks.

9 Discussion

Key takeaways. We have two main takeaways, on PSAs and
on defenses. For PSA, PromptThief exhibits strong generaliza-
tion across data distributions and target models. Experimental
results show that contribution-aware PSA via GRPO training
coupled with model-guided selected search at inference is
more stable, robust to distribution shifts, and consistently con-
verges toward high-contribution token subsets that preserve
both semantic intent and visual fidelity. For defenses, our re-
sults indicate that adversarial-example-based active defenses
that perturb only high-contribution tokens are fundamentally
limited: attackers can "reward-hack" the contribution-aware
objectives by replacing protected modifiers with semantically
overlapping alternatives, thereby largely bypassing token-
level perturbations. In contrast, our feature-level watermark-
ing embeds a binary signature in the classifier feature space
and trains a detector on positive/negative pairs with formal
FP/FN guarantees, so the watermark remains stable under
image transformations, allowing reliable ex-post detection of
unauthorized prompt usage and offering a more practical path
for prompt-IP protection.
Failure cases. Representative failure cases arise when the
ground-truth prompt reflects a highly realistic photographic
style with rich lighting descriptions (Figure 7). Although the
original prompt specifies detailed illumination cues, Prompt-
Thief often recovers only coarse substitutes such as "cinematic
lighting," resulting in mismatched photographic atmosphere.
Moreover, realistic prompts frequently encode complex back-
ground structures and object interactions that our method only
partially captures. For example, in case (a), fine-grained de-

Target Image Ours

(a)

Target Image Ours

(b)

Figure 7: Failure Example for PromptThief.

tails of the bed and window lighting are missing, while in case
(b), the recovered prompt omits key background elements
such as the bookshelf and the associated light-environment
interactions. While subject semantics are preserved, the stolen
images lose the nuanced realism of the original scenes.

Practical implications. Our results point to two concrete
design shifts for the emerging "prompt-as-a-service" ecosys-
tem. First, SS and PS should replace SITS metrics as the
primary criteria for auditing both PSAs and active defenses:
they explicitly expose when recovered prompts are missing
high-contribution modifiers and thus more faithfully reflect
the IP that is actually at risk. Second, our attack demonstrates
strong effectiveness even against commercial prompt market-
places, achieving high reconstruction quality at a substantially
lower cost than the typical marketplace price. This highlights
an urgent need for platforms to adopt stricter mechanisms to
safeguard creators’ prompt IP and prevent unauthorized reuse
(e.g., Feature-level Watermarking Passive Defense).

10 Conclusion

In this work, we examined eight methodologies for evaluating
PSAs in text-to-image T2I models, identifying shortcomings
in metrics such as SITS. To address these, we proposed two
metrics: SS and PS, providing a more comprehensive view
of PSA effectiveness. We introduced PromptThief, a black-
box PSA framework that reduces information loss and better
targets high-impact prompt components via SS and SIIS. Ex-
tensive evaluations show that PromptThief outperforms prior
approaches under both white- and black-box settings. We fur-
ther proposed two defenses: an adversarial-example-based
(active) and a feature-level prompt watermarking (passive)
scheme. Our evaluation shows that while adversarial defenses
offer limited robustness, feature-level watermarking ensures
robust attribution even under image transformations.
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Ethical Considerations

Data Sources and Compliance. All experiments were
conducted using pre-trained large vision-language models
(LLaVA-1.5) obtained from Hugging Face and trained on
publicly available datasets. Our prompt-stealing evaluation
primarily relied on test prompts derived from open-source
datasets. In addition, a small subset of prompts was legally
acquired from commercial marketplaces such as PromptBase
and PromptHero under their respective terms of service. No
private, user-generated, or personally identifiable data were
collected or used. All datasets were stored locally on secure
servers accessible only to the author team and were neither
redistributed nor transmitted to third parties. All model usage
and data acquisition complied with licenses/policies.
Stakeholders. The stakeholders potentially affected by this
research include: (1) prompt engineers, independent creators,
and commercial prompt-marketplace providers, whose intel-
lectual property and platform reliability may be impacted
by the disclosure of prompt-stealing vulnerabilities but who
ultimately benefit from stronger protection mechanisms; (2)
end-users, who rely on model services and expect their in-
teractions and data to remain private; and (3) the research
community, which benefits from a clearer understanding of
the realistic capabilities and limitations of prompt-stealing
attacks and corresponding defenses.
Ethical Principles. Our study follows the four principles of
the Menlo Report. Beneficence: The primary goal of this work
is to improve intellectual property protection by rigorously
evaluating prompt-stealing threats and proposing effective
defenses, thereby supporting the development of more real-
istic and robust security mechanisms. Respect for Persons:
As described above, we avoided the use of any private, user-
contributed, or personally identifiable data, relying exclusively
on public or legitimately purchased datasets. Justice: We care-
fully considered the distribution of risks and benefits, partic-
ularly recognizing power asymmetries between researchers
and independent prompt creators. To avoid amplifying harm,
no proprietary prompt content is reproduced or redistributed,
and access to sensitive attack implementations is restricted.
Respect for Law and Public Interest: All datasets and models
were obtained and used in compliance with licensing terms,
and no scraping, circumvention of access controls, or interac-
tion with private services was performed.
Potential Harms and Mitigations. We identified two pri-
mary categories of potential harm. First, misuse of attack
methods: our prompt-stealing techniques could be misinter-
preted as providing a blueprint for more effective attacks. To
mitigate this risk, the full attack implementation was made
available only to reviewers during the peer-review process
for reproducibility. Post-publication access to the complete
codebase is restricted and granted upon request to verified
researchers conducting legitimate security analysis, following
a responsible disclosure approach. Second, data privacy and

intellectual property risks: these were mitigated by strictly
avoiding private or user-generated data and by ensuring that
all prompts were either publicly available or explicitly sold
under commercial terms. No acquired data were redistributed.

We actively pursued harm reduction by designing and eval-
uating new defenses of PSAs. These defenses provide a prac-
tical mechanism for protecting prompt intellectual property
and reduces the likelihood that the evaluated attacks can be
successfully misused in real-world settings.
Decision Rationale. We weighed the potential risks of mis-
use against the benefits of advancing scientific understanding
and improving defensive capabilities. By clarifying common
misconceptions about prompt stealing, evaluating realistic
threat models, and proposing concrete detection mechanisms,
the benefits of this work substantially outweigh the residual
risks. The study was designed to minimize harm, respect legal
and ethical boundaries, and protect the interests of affected
stakeholders. We therefore conclude that conducting and pub-
lishing this research is ethically justified.

Open Science

The source code of our work is publicly available at the repos-
itory. During the review stage, we provide all artifacts nec-
essary for reproducing our results, including our proposed
attack method, both defense mechanisms (active and passive),
and all configuration files, hyperparameter settings, and envi-
ronment specifications.
Code Organization. 1) Attack Method. All components re-
lated to the attack pipeline are located under the attack/
directory. A detailed README is provided within this folder,
offering step-by-step instructions for downloading datasets,
preprocessing them, obtaining the required base models, and
executing the full attack procedure end-to-end. 2) Defense
Methods. The two defense mechanisms, Adversarial-example-
based Active Defense and Feature-level Watermarking Pas-
sive Defense, are implemented under defense/. The corre-
sponding README file in this directory describes their usage
and provides instructions for running the defenses.
Accessibility Policy. During the review stage. We grant full
access to both the attack and defense implementations through
our public repository, ensuring that the review committees can
comprehensively verify all experimental claims. Upon publi-
cation. To mitigate potential misuse, the attack code will be
removed from the public repository after acceptance and sub-
sequently shared only with verified researchers upon request.
The defense code, by contrast, will remain permanently and
openly accessible to support community-wide deployment
and research on mitigation strategies.
Data Availability. All model training in our work uses pub-
licly available datasets. A small portion of prompts used for
evaluation was purchased from commercial prompt market-
places such as PromptBase/Hero. Due to possible intellectual

https://doi.org/10.5281/zenodo.18250472
https://doi.org/10.5281/zenodo.18250472


property concerns regarding the sellers of these proprietary
prompts, we do not release these specific examples.
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Appendix

A Per-query Cost

The per-query cost depends on the attacker’s chosen sub-
scription plan. Taking Midjourney as an example, the stan-
dard plan is priced at $30/month and includes 15 hours of
fast GPU time and unlimited relax GPU time8. Accord-
ing to official documentation, each fast GPU query takes ap-
proximately one minute, resulting in: 15 hours×60 minutes/hour

1 minute/query =
900 fast queries/month. For relax mode, which ranges from
0 to 10 minutes per image, we conservatively assume 10 min-
utes per query. If the system is used continuously (24 hours/-
day), the monthly relax-mode query capacity is: 24×60

10 =
144 queries/day, 144 × 30 = 4320 relax queries/month.
Summing both modes yields a total query capacity of:
900 (fast)+4320 (relax) = 5220 queries/month. This leads
to an effective cost of: 30

5220 ≈ 0.0057 USD/query ≈
0.006 USD. Hence, attackers can achieve large-scale query-
ing at minimal cost under this subscription model.

B Experimental Setup

Metrics for Attack.
Functionality (O1). Measured using STS, SIIS, SS,and PS to
assess attack performance
Reusability (O2). Evaluated with SS to check style consistency
when changing the image subject.
Efficiency (O3). Assessed via Query Efficiency (QE), indicat-
ing the number of queries needed to obtain a usable prompt.
Attack Datasets. Following previous work [33], we use the
test split of the Lexica dataset (containing 12,293 examples)
as our in-distribution evaluation benchmark. To further assess
the real-world applicability of our methods, we also evalu-
ate them on 10 prompts sourced from commercial prompt
marketplaces, such as PromptBase [2] and PromptHero [3],
selected or purchased at random.
Attack Baselines. As summarized in Table 1, we select eight
representative prompt-stealing attacks as baselines, encom-
passing both white-box methods (PEZ [41], PH2P [19], TexIn-
ver [10]) and black-box approaches (BLIP [17], CLIP-IG [25],
GPT-4o [13], PSteal [33], and DI-FT [43]).
Attacked T2I Models. We consider two representative T2I
models: Stable Diffusion v1.4 (SD1.4) and DALLE3. SD1.4
serves as a representative open-source model, while DALLE3
is a proprietary commercial model accessible via API. For
each image generation process, we sample 50 steps with de-
fault settings [40].
Our Attack Setup. In our attack implementation, we utilize
Llava-1.5-7b [18] as the policy model, which is trained on
the Lexica dataset’s training split, consisting of 61,467 ex-
amples [33]. The training procedure begins with a 3-epoch

8https://docs.midjourney.com/hc/en-us/articles/32016412137741-GPU-
Speed-Fast-Relax-Turbo

Figure 8: An Example of PSAs on the Lexica Dataset using SD1.4.
The text below each image is the original/stolen prompt.

Figure 9: An Example of PSAs on the PromptHero using SD1.4.

warm-up phase, followed by 30 epochs of reinforcement learn-
ing until convergence. Throughout the training, the model’s
maximum output length is constrained to 1024 tokens.
Our Defense Setup. In our defense setup, we utilize real-
world prompts from the test split of the Lexica dataset. For
the text-to-image (T2I) generation, we employ Stable Diffu-
sion 1.4 (SD 1.4). To simulate various deployment conditions
and enhance robustness, we apply a range of image transfor-
mations, including cropping, brightness adjustment, contrast
modification, JPEG compression, and a combined transfor-
mation set (Comb).
Metrics for Defense. Similar to PSAs, we apply SIIS/STS/P-
S/SS to evaluate the defense performance of the adversarial
example. An effective defense should achieve low SIIS/ST-
S/PS/SS. Additionally, we assess the effectiveness of the wa-
termark on a held-out test set via bit accuracy:

Accuracypos =
1

Ntest,pos
∑

xi∈Dtest,pos

I(W (E(xi))> 0.5),

Accuracyneg =
1

Ntest,neg
∑

x j∈Dtest,neg

I(W (E(x j))< 0.5),

where I is the indicator function. High values of both accu-
racies indicate robust separation between images with and
without target label features.



Figure 10: An Example of Attacks on the PromptBase using DELLE
models. indicates word chunks same as the original prompt.

Figure 11: Reusability results of the example.

C Qualitative Attack Results of O1

Across Figures 8-10, which span in-distribution PSAs on
the Lexica dataset using SD 1.4, out-distribution PSAs on
PromptHero using SD 1.4, and cross-model PSAs on Prompt-
Base using DALLE, we observe a consistent pattern: Prompt-
Thief reliably reconstructs both semantic and stylistic ele-
ments with high fidelity.

D Qualitative Attack Results of O2

Figure 11 shows that PromptThief’s reconstructed prompts
remain highly reusable: even after controlled subject swaps
(e.g., "young husband," "elderly man"), the generations pre-
serve strong stylistic coherence and maintain high SS scores.

E Proof of the Token Contribution (Theo-
rem 1)

Proof. Recall the cross-attention output at diffusion step t:
φ̂cross(zt) = ∑

n
j=1 Map( j)

cross V ( j)
cross, where for each token X j and

each spatial location ℓ, Map( j)
cross[ℓ] =

exp
(

Q[ℓ,:]·K( j)
cross/

√
dk

)
∑

n
k=1 exp

(
Q[ℓ,:]·K(k)

cross/
√

dk

) .
1. Remove token Xi. When Xi is deleted, the renormalized

maps for j ̸= i satisfy Map( j,−i)
cross [ℓ] = exp(Q[ℓ,:]·K( j)

cross/
√

dk)

∑k ̸=i exp(Q[ℓ,:]·K(k)
cross/

√
dk)

=

Map( j)
cross[ℓ]

1−Map(i)cross[ℓ]
. Hence for each ℓ,

∣∣Map( j)
cross[ℓ]−Map( j,−i)

cross [ℓ]
∣∣=

Map( j)
cross[ℓ] Map(i)cross[ℓ]

1−Map(i)cross[ℓ]
.

Vectorizing over ℓ and using ∥a ⊙ b∥2 ≤ ∥a∥2 ∥b∥∞,
we can get the following bound that characterizes the

effects of removing token i: ∥Map( j)
cross − Map( j,−i)

cross ∥2 ≤
∥Map( j)

cross⊙Map(i)cross∥2

1−∥Map(i)cross∥∞

≤ ∥Map(i)cross∥∞

1−∥Map(i)cross∥∞

∥Map( j)
cross∥2.

2. Decompose the output difference. Let
φ̂
(−i)
cross(zt) = ∑ j ̸=i Map( j,−i)

cross V ( j)
cross, so ∆φ̂ = Map(i)crossV

(i)
cross +

∑ j ̸=i

(
Map( j)

cross −Map( j,−i)
cross

)
V ( j)

cross.

By the triangle inequality and submultiplicativity,
∥∆φ̂∥2 ≤ ∥Map(i)cross∥2 ∥V (i)

cross∥2 + ∑ j ̸=i ∥Map( j)
cross −

Map( j,−i)
cross ∥2 ∥V ( j)

cross∥2.

3. Relate to the quality metric. Assume the quality met-
ric H(φ̂cross) is differentiable (or Lipschitz) in its argu-
ment. A first-order expansion gives ∆H := H

(
φ̂cross(zt)

)
−

H
(
φ̂
(−i)
cross(zt)

)
≈ ∇

φ̂
H · ∆φ̂, and by Cauchy–Schwarz [5],

|∆H| ≤ ∥∇
φ̂
H∥2 ∥∆φ̂∥2. Set α = ∥∇

φ̂
H∥2 and β = ∥∇

φ̂
H∥2.

Combining the above bounds yields exactly the statement of
Equation (8), finishing the proof.

F Theoretical Analysis for RL Selection

This section justifies why we adopt GRPO rather than the
more widely-used Proximal Policy Optimisation (PPO) to
improve the policy model in Stage 6.2. The analysis proceeds
in three steps: (i) a unified objective under a KL–trust-region,
(ii) closed-form optimality of GRPO, and (iii) a performance-
gap bound showing that GRPO’s expected improvement is
never worse, and is usually strictly better, than PPO’s under
the same update budget.
(i) Unified objective under a KL–trust-region. Let π de-

note the current policy and π′ a candidate update. Denote the
advantage under π by Aπ(s,a). Using the Performance Differ-
ence Lemma [7] we have V π′(s1)−V π(s1) = Eπ′ [Aπ(s,a)].
Imposing a KL budget KL(π′ ∥π)≤ δ, the update is the solu-
tion of

max
π′

Eπ′ [A
π] s.t. KL(π′ ∥π)≤ δ. (16)

(ii) closed-form optimality of GRPO. Problem (16) is a
linearly-constrained convex program whose Lagrangian ad-
mits the mirror-descent solution (See Eq. (15) §4 in [36])

π
′
opt(a | s) =

π(a | s) exp
(
ηAπ(s,a)

)
∑a′ π(a′ | s) exp

(
ηAπ(s,a′)

) ,
with η chosen to satisfy the KL constraint. GRPO realises
this update exactly: the group baseline yields a zero-mean,
unit-variance, minimum-variance advantage estimator, and
the exponentiated reweighting applies the mirror-descent soft-
max step. Hence GRPO matches the closed-form optimum
of (16), while PPO only approximates it.
(iii) Performance-Gap Bound. Combining the facts above
yields the following guarantee:



Theorem 3 (GRPO Dominates PPO). Let π′
G and π′

P be the
GRPO and PPO updates obtained from the same batch of
trajectories under the same KL radius δ. Assume the PPO
critic has bias εc s.t. E[Aπ

PPO]=E[Aπ]− εc. If εc ≥0 or any
clip event occurs, then

V π′G(s1)−V π(s1) ≥ V π′P(s1)−V π(s1),

with equality only if no ratio is clipped and εc = 0.

Empirically we almost always face critic bias and at least
a few clipped ratios; Theorem 3 therefore predicts (and our
experiments confirm) that GRPO achieves a larger per-update
improvement as well as faster overall convergence.
Practical Implications. GRPO offers clear advantages in
sample efficiency, computation, and stability. Its lower-
variance, unbiased group baseline makes each trajectory more
informative, while the removal of the value network cuts GPU
memory usage by roughly one policy-model copy and re-
duces wall-time per step by about half. Moreover, eliminating
value-function drift and gradient truncation yields markedly
smoother and more predictable learning dynamics.

G White-box Adversarial Example-based De-
fense

Given an original image x ∈ X and a subset of target la-
bels T ⊆ {1,2, . . . ,K}, the defender’s goal is to construct
an adversarial image x′ ∈ X such that fk(x′) is minimized
for all k ∈ T , implying that the classifier assigns low con-
fidence to the target labels for x′. Additionally, we enforce
that the perturbation remains imperceptible by constraining
∥x′ − x∥p ≤ ε, where ε > 0 is the perturbation budget, and
∥ · ∥p is the Lp-norm (typically p = 2 or p = ∞). Thus, we
define our TokenGuard-WP (White-box Perturbation) loss
function as: minx′ LTC

adv(x
′) s.t. ∥x′ − x∥p ≤ ε, LTC

adv(x
′) =

∑k∈T
(
ck

[
− log

(
1− fk(x′)

)])
, where LTC

adv(x
′) leverages the

logarithmic properties of the loss, providing numerically sta-
ble gradients [39]. Here, ck ∈ (0,1] represents the normalized
token contribution of label k, which is approximated using
the STS score to simulate Eq.8 in Section 5.3, since prompt
engineers typically do not have direct access to the internal
mechanisms of T2I models. Such weighted cross-entropy
loss assigns greater emphasis to labels corresponding to high-
impact modifiers, as identified by their token contribution
scores. Consequently, adversarial examples are optimized to
disrupt these critical features more strongly, while depriori-
tizing less meaningful tokens. This fine-grained adjustment
allows for better resource allocation under a fixed perturba-
tion budget ε and enhances the effectiveness of the white-box
protection strategy.

H Black-box Adversarial Example-based De-
fense

In the black-box setting, we have no access to the internal
workings of f , including its gradients, weights, or architecture.
Since direct optimization of x′ with respect to f is infeasible
without gradient information, we adopt a two-stage approach:

1) Target Image Generation via Diffusion Model: A pre-
trained conditional diffusion model is used to sample a tar-
get image xtarget that semantically excludes the labels in
T [29]. The model is conditioned on either a negative prompt
(e.g., “an image without cats or dogs”) or a positive prompt
from the complement label set S = {1, . . . ,K}\T . Formally:
pθ(x0|c) =

∫
pθ(x0,x1, . . . ,xTdiff |c)dx1 . . .dxTdiff . To integrate

token contributions, we adopt a token-weighted classifier-
free guidance approach, inspired by the classifier-free guid-
ance in conditional image generation. Let c̃i = ci/max j c j
be the normalized contribution score (using STS score) for
each modifier i. During each denoising step in the genera-
tive process, we apply a cancellation factor γi = 1− c̃i to
scale the null-conditioned deviation term. The updated de-
noising distribution is defined as: p̃θ(xt−1 |xt ,c) ∝ pθ(xt−1 |
xt ,c) + w∑i γi

(
pθ(xt−1 |xt)− pθ(xt−1 |xt ,ci)

)
.

When a modifier has low contribution (c̃i → 0), the cancel-
lation factor γi → 1, resulting in near-complete null-prompt
scaling, thus minimizing its influence on the generated im-
age. Conversely, highly contributive modifiers (c̃i ≈ 1) are
preserved with minimal cancellation. This design ensures that
visually critical modifiers are emphasized in the generation
process, while semantically weak modifiers are automatically
suppressed. Importantly, this technique requires no additional
model queries and retains the O(1) complexity of standard
classifier-free guidance.

2) Latent Space Optimization via VQ-VAE: Inspired
by [31], given xtarget, we optimize x′ such that it is seman-
tically aligned in the latent space of a pre-trained VQ-VAE
encoder [38]. The TokenGuard-BP (Black-box Perturbation)
loss function is defined as: Ladv(x′) = ∥E(x′)−E(xtarget)∥2

2.
To maintain visual similarity to the original image x, we
add a perceptual regularization term: Lperc(x′) = ∑l ∥φl(x′)−
φl(x)∥2

2. The total loss function used to generate the adversar-
ial example is: Ltotal(x′) = Ladv(x′)+λLperc(x′), where λ > 0
balances the adversarial and perceptual objectives. This ap-
proach effectively fools the black-box classifier by aligning
x′ with xtarget in semantic space, while keeping perturbations
within a perceptual and norm-constrained range.
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