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Abstract (zk)-SNARK additionally ensures that the proof reveals no

SNARKS are powerful cryptographic primitives that allow
a prover to produce a succinct proof of a computation. Two
key goals of SNARK research are to minimize the size of the
proof and to minimize the time required to generate it. In this
work, we present new SNARK constructions that push the
frontier on both of these goals.

Our first construction, PARI, is a SNARK that achieves the
smallest proof size amongst all known SNARKS. Specifically,
PARTI achieves a proof size of just two group elements and two
field elements, which, when instantiated with the BLS12-381
curve, totals just 160 bytes. This is smaller than the sizes for
Groth16 [Groth, EUROCRYPT ’16] and Polymath [Lipmaa,
CRYPTO ’24]. PARI also achieves the lowest known gas cost
for on-chain SNARK verification, reducing the gas cost by
6% compared to Groth16 and 17% compared to FFLONK.

Our second construction, GARUDA, is a SNARK that re-
duces proof generation time by supporting, for the first time,
arbitrary “custom” gates and free linear gates (in terms of
cryptographic costs) for non-uniform computations. These
benefits enable significant prover-time savings compared to
state-of-the-art SNARKS.

Both constructions rely on a new cryptographic primitive:
“equifficient” polynomial commitment (EPC) schemes that
enforce that committed polynomials have the same represen-
tation in particular bases. We provide both rigorous security
definitions for this primitive as well as efficient constructions
for univariate and multilinear polynomials.

Our constructions are obtained via a new compiler that
obtains a succinct argument by combining polynomial IOPs
with our EPC schemes.

1 Introduction

Succinct Non-interactive ARguments of Knowledge
(SNARKS) are cryptographic proofs that enable a prover to
efficiently convince a computationally weak verifier of claims
of the form “Given a program P and public input x, I know a
private input w such that P(x,w) = 1”. A zero-knowledge

information about the witness beyond the validity of the
claim.

(zk-)SNARKSs have found numerous applications in prac-
tice, including in blockchain systems [5, 41, 51], verifiable
machine learning [42, 46], and verifiable image transforma-
tions [22], privacy-preserving network packet inspection [53],
and more. Two fundamental metrics in the study of SNARKSs
are prover time and proof size.

Prover time. From a prover time perspective, all known
SNARKS require time at least linear in the size of the cir-
cuit C being proven, and so much effort has been invested
in reducing the size of C. An important line of work in this
direction has been the study of more expressive circuits that
support “custom” gates that can compute arbitrary functions
of their inputs, rather than just addition and multiplication.
Examples of such gates include high-degree polynomial gates
[26] and lookup gates [28]. State-of-the-art SNARKSs are able
to prove such expressive circuits in time linear in the circuit
size [17, 49]. Unfortunately, the proving algorithms of these
SNARKS perform cryptographic operations that scale with
the number of linear and non-linear gates in the circuit. In
contrast, prior SNARKSs for simpler circuit models [30, 32]
only pay cryptographic costs for non-linear gates, and are able
to prove linear gates “for free”. A key open question in the
literature has been whether we can obtain the best of both
worlds and construct SNARKSs for non-uniform computations
that support both custom gates and free linear gates.

This question is interesting from both theoretical and prac-
tical perspectives. From a theory standpoint, cheap linear
gates would align custom-gate SNARKSs not only with prior
SNARKS [30, 32], but also with other cryptographic primi-
tives such as MPC [21, 38] and FHE [31] where linear oper-
ations are often much cheaper than non-linear ones. From a
practical perspective, linear gates can comprise a significant
fraction of circuits that arise in practice, and so eliminating
cryptographic costs for them can lead to significant perfor-
mance improvements. Indeed, we show in Section § that
constraint systems that support free linear gates can be much
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smaller than those that do not.

Proof size. From the proof-size perspective, the state-of-the-
art SNARKSs are Groth16 [32] and Polymath [39]. Over the
BLS12-381 curve, Groth16 proofs are just 192 bytes, while
Polymath proofs are 176 bytes. An important open question
has thus been: what is the shortest proof size for a SNARK
for NP?

1.1 Our contributions

We answer all the foregoing questions in the affirmative by
constructing two new SNARKSs: GARUDA and PARI. While
both schemes share a common construction methodology,
they exhibit different performance profiles and target dis-
tinct application scenarios. We detail the ideas behind these
SNARKSs next.

GARUDA: custom gates and free linear gates. GARUDA
is a SNARK for Generalized Rank-1 Constraint Satisfiability
(GRICS), an NP-complete language that we introduce, which
extends the popular Rank-1 Constraint Satisfiability (R1CS)
with support for custom gates. For a constraint system of size
n, GARUDA’s prover requires O(n) field operations and O(n)
group operations. It also achieves O(logn) proof size and
verifier time. We prove (an interactive version of) GARUDA
secure in the algebraic group model (AGM) [25].

PARI: a 2-group element SNARK. PARI is a new SNARK
for ‘square’ R1CS [34] that achieves a proof size of two
group elements (and two field elements) over Type-III pairing-
friendly groups. When instantiated with the BLS12-381 curve,
PART achieves a proof size of just 1280 bits, which is the small-
est in the literature. More generally, no matter the choice of
pairing-friendly curve, PARI’s proof size is always smaller
than that of the state-of-the-art prior work [32, 39]. The
prover and verifier times for PARI are also similar to those for
Groth16 [32]: for a circuit of size n, PART’s prover requires
O(nlogn) field operations and O(n) group operations, while
its verifier cost is dominated by 3 pairings. Like GARUDA,
we prove an interactive version of PARI secure in the AGM.

New methodology: succinct arguments from equifficient
polynomial commitments. We present a methodology for
constructing succinct arguments for GR1CS that extends the
popular ‘Polynomial Interactive Oracle Proof (PIOP) + Poly-
nomial Commitment (PC)’ framework [19, 14] to work with
a new kind of PC scheme that enforces “equal-coefficient”, or
equifficient, constraints. Roughly, such equifficient PC (EPC)
schemes enforce the additional property that given a batch of
polynomials py,...,p, and associated bases 4y, ...,%,, the
coefficient vectors of these polynomials in their respective
bases are equal.

Our new ‘PIOP + EPC’ methodology leverages EPC
schemes to enforce linear constraints, as opposed to prior
PIOP-based constructions [19, 48] which use complex PIOPs
for this task. This shift enables constructions of succinct ar-
guments that can use simpler PIOPs that are responsible only

for non-linear checks.

We provide a generic construction of EPC schemes from
any pairing-based (plain) PC schemes where the commitment
to a polynomial is a Pedersen-like commitment [45]. A num-
ber of popular PC schemes satisfy this constraint, including
the KZG [36] and PST [44] schemes.

We also describe an extension that allow producing a single
batch commitment to multiple polynomials where the com-
mitment size is independent of the number of polynomials
in the batch. This property is crucial for attaining the small
proof size in our construction of PARI. Our constructions are
inspired by prior “Linear PCP”-based SNARKSs [35, 9]. We
believe that our EPC schemes could find application in places
where PC schemes are used today (e.g., verifiable secret shar-
ing); we leave these explorations to future work.

Implementation and evaluation. We implement GARUDA
and PARI in a new library built atop the arkworks frame-
work [20]. Our library flexibly extends the constraint-writing
framework of arkworks to support GR1CS. We use our im-
plementation to compare the performance of both SNARKSs
to numerous baselines, and show that when benchmarked on
the same computation (iterations of the Rescue-Prime [50]
hash function), our implementation of GARUDA is almost 5 x
faster than Groth16 and 2.67 x faster than HyperPlonk, thus
demonstrating that the combination of free linear gates and
custom gates indeed leads to much faster proving times. We
also benchmark GARUDA on real-world application circuits
of interest, and show that even without custom gates, it offers
improved proving times over Groth16. We also show that
PARI achieves comparable native verification cost and bet-
ter verification cost in blockchain applications than Groth16.
Concretely, we implement a Solidity verifier for PARI and
demonstrate that it achieves the lowest known gas cost among
state-of-the-art SNARKS for on-chain verification, reducing
gas consumption by 6% compared to Groth16 and 17% com-
pared to FFLONK [27].

Remark 1.1 (circuit-specific setup). GARUDA and PARI re-
quire a circuit-specific trusted setup. While not ideal, we
view this as a worthwhile trade-off for the benefits (such as
faster on-chain verification) we gain in return. Indeed, numer-
ous blockchain applications today rely on the circuit-specific
Grothl6 [32] zkSNARK for this reason. It is also likely that
for both SNARKs, one can design trusted-setup ceremonies
that closely resemble existing ceremonies for Grothl6 [13].

2 Technical overview

To understand the techniques behind GARUDA and PARI, it
is instructive to first recall how prior SNARKSs for R1CS are
constructed, and why they fall short of our goals. We focus on
R1CS both because we will later generalize it to add support
for custom gates, and because it is the constraint system of
choice for many SNARKSs [30, 8, 32, 19, 48] and underlies



popular circuit programming frameworks [4, 20].

Background: R1CS. Recall that the NP relation Kz cg is
the set of triples (§,x,w) = ((F,m,A,B,C),x,w) where F is a
finite field, A, B, C are matrices in F"*™, and 7 := (x,w) € F""
satisfies Azo Bz = Cz.

In RICS, addition gates are captured via the linear combi-
nations introduced by the matrix-vector products Az, Bz,Cz,
while multiplication gates are captured by the Hadamard prod-
uct relation between the latter. Thus, a SNARK with “free”
addition gates for R1CS would pay cryptographic prover costs
that scale only with the cost of the Hadamard product, as op-
posed to costs that scale also with those of the matrix-vector
multiplications. In other words, the cryptographic work of
such a SNARK scales with the number of rows in the matrix,
as opposed to the number of non-zero entries in the matrix.

2.1 Circuit-specific-setup SNARKSs for R1CS

The checks performed by all existing SNARKSs for R1CS can

be decomposed into two complementary kinds:

e Linear checks (linchecks) enforce that there exist vectors
2,24,2p,2c satisfying z, = Az, zz = Bz, and zo = Cgz, and

* Non-linear checks (rowchecks) enforce that z, o zp = 7.

Existing circuit-specific SNARKSs perform these checks as

follows.

For linear checks, these SNARKSs rely on the following
probabilistic test for each matrix M € {A,B,C}: (r,zy) <
<rTM ,2), where r < " is a random vector. In fact, for effi-
ciency, r is replaced by X (t), which is a vector whose i-th
element is the i-th Lagrange polynomial L,»K(X ) for K C F,
evaluated at a random field element T < F \ K. (K has size
equal to the number of constraints m). The check thus be-
comes (£5(1),2,) L (£X(1)"M,z), and its soundness fol-
lows from the Schwartz—Zippel lemma [47, 54].

To construct a SNARK from this check, the key insight in
prior work [30] is that the special form of the vector £LX(X)
allows us to write the foregoing check as (L£X(1),z)) =
(m(t),z), where m(X) is the vector whose i-th element
m;(X) = (LX(X),M,) is the polynomial interpolating the i-th
column of M. For efficiency, these checks can then be further
batched together via random coefficients o4, Olp, Oic:

Yrme{aBC) Oy (L8 (),2) = (Xmeiapc) Oy -m(T),2)

To compile this into a SNARK, existing works [30, 8] rely on a
pairing-friendly group (group) = (G,,G,,Gr,G,H,e) as fol-
lows. A setup phase, on input the R1CS index (F,m,A,B,C),
samples 0y, 05,0 < F and T < F\ K, and constructs the
proving key pk = (£; = £5(1) - G, I, = (L aym(1)) - G)
and the verification key vk = (o4 H, 0gH,0,-H ). The prover,
for each M € {A,B,C}, commits to z,, via the Pedersen [45]
commitment ¢, := (z)7, X, ) and to z via the Pedersen commit-
ment ¢ := (z,X,). The verifier checks that the linear relation

is satisfied via the following pairing check:

e(cho(‘MH) :e(CaH) . (1)
Me{A,B,C}

This SNARK is highly efficient, requiring only 4 m-sized G-
MSMs from the prover, and 4 pairings from the verifier. It
can be proven sound in the Algebraic Group Model [25].

For non-linear row-wise checks, SNARKSs for R1CS rely
on the following polynomial identity:

20(X)25(X) = 2c(X) =0 modvg(X) . 2

Here 2,,(X) = (LK(X),ZM> is the polynomial interpolating
Zy> and v (X) = [Trex (X — k) is the polynomial that is O at
every point in K. (For an exposition of this identity, see prior
work [30, 7]). To see how we can compile this check into
a SNARK, notice that the group elements c4,cp,cc in the
linear-check SNARK are Pedersen commitments to 24,25, 2¢
respectively. Prior work [30, 8] performs the check directly
over these commitments via pairings:

First, the prover’s commitment cp to Zp is changed to be
over G, instead of G;. Second, the prover provides a com-
mitment ¢;, € G; to the polynomial 4(X) := (84 (X) - 25(X) —
2c(X))/vg(X). Then, the verifier uses the following pairing
equation to check Equation (2) at a random point T in the
exponent:

e(ca,cp) = e(ce,H) - e(cp, v (T)-H) 3)

This check can be proven sound in the AGM [25].

Shortcomings. This approach has shortcomings for both
goals: small proof size and support for custom gates.

On the proof size front, even optimized versions of this
approach, namely Groth16 [32] require the proof to include a
witness-dependent G, element for the non-linear check, and
it seems like this is inherent for publicly verifiable SNARKS.
Because G, elements are larger than G, elements, this re-
sults in a proof size that is larger than necessary. This also
worsens verifier time as one cannot take advantage of pre-
processing techniques to speed up pairings involving this
witness-dependent G, element.

On the prover time front, this approach cannot generalize
to support higher-degree custom gates, e.g. checks of the form
Azo BzoCz = Dz. This is because non-linear checks rely on
bilinear maps to multiply polynomials “in the exponent”, and
the latter only supports degree-2 multiplication.

2.2 Universal-setup SNARKSs for R1CS

Notice that the shortcomings of the prior approach stem from
limitations imposed by the non-linear rowchecks. Recent
work on universal-setup SNARKSs bypasses these limitations
via a new approach that directly checks identities like those
of Eq. (2) in plain, outside the exponent.



These SNARKSs follow the popular ‘PIOP + PC scheme
— SNARK’ methodology [19, 14]. Briefly, this methodol-
ogy combines two components: a Polynomial Interactive
Oracle Proof (PIOP), and a Polynomial Commitment (PC)
scheme. We describe these components in detail in Section 4,
but briefly, a PIOP is an interactive proof system where the
prover’s messages are polynomials, and the verifier does not
read these messages but instead queries them at evaluation
points of its choice, while a PC scheme is a cryptographic
tool that allows the prover to commit to a polynomial and
later prove that it evaluates to a claimed value at a claimed
point. One can combine these components to construct a
SNARK by replacing the PIOP prover’s polynomials with
commitments to them, and then using the PC scheme to prove
that the commitments are consistent with the PIOP verifier’s
queries.

Shortcomings. Unfortunately, in existing constructions that
follow this approach [19, 15, 48, 49], the PIOP is responsible
for both linear and non-linear checks. While non-linear checks
like those of Eq. (2) have efficient PIOPs, linear checks require
PIOPs whose proving costs scale with the number of non-zero
entries in the matrix, and which require the prover to compute
numerous oracles. After compilation to a SNARK, this results
in proving costs that require cryptographic work for addition
gates, and also result in larger proof sizes.

2.3 Our approach

To overcome these issues, we propose a new method to com-
bine the best of both worlds: we use efficient PIOPs for non-
linear custom gates, efficient linear-check SNARKSs for linear
gates. To do so, we introduce a new notion of equifficient PCs
that allows us to link the two components cleanly.

We will use as a running example the following gener-
alization of RICS that enforces that Az o BzoCz = Dz for
some matrices A, B,C,D. This generalization can be seen as
enforcing a degree-3 custom gate.

* Linchecks: We can adapt the linear-check SNARK from
Section 2.1 for our generalized R1CS by simply increas-
ing the number of matrices in the check of Eq. (1):
[veqascnye(cm oyH) = e(c, H).

» Rowchecks: Instead of proving the R1CS identity of Eq. (2)
via pairings directly, we can use a PIOP that enforces a gen-
eralization of Eq. (2), i.e., 24(X) - 25(X) - 2c —2p(X) =0
mod v (X), by sending the additional quotient polynomial
h(X) == (24(X) - 2(X) - 2¢ — 2p(X)) /v (X). One can com-
pile this PIOP into a SNARK for rowcheck via, e.g., the
KZG PC scheme [36]; the resulting SNARK requires com-
mitments to 24 (X), 2z(X), Zc, 2p(X), and h, and an opening
proof for the evaluation of these at a random point.

The key thing that is left to do now is to link the commitments

created in rowcheck with those created in lincheck. But this

is actually trivial: we can simply use the same commitments
for both! In particular, the commitment c,, is actually a KZG

commitment to the polynomial 2, (X).

In the rest of this paper, we formalize this high-level intu-
ition by introducing a new type of PC scheme that allows us
to provide not only to commit to polynomials and then later
provide evaluation proofs for them, but also to enforce that the
coefficients of the committed polynomials satisfy particular
linear constraints. In particular, our tool, called equifficient
polynomial commitment (EPC) schemes, enforce a particu-
lar constraint: that the coefficients of a list of polynomials
in a given basis are equal. We elaborate on this next in Sec-
tion 3, and show how to formalize the foregoing informal
construction in Section 4.

3 Equifficient polynomial commitments

We recall the standard notion of PC schemes [36], and then
describe our new notion of equifficient PC that extends the
standard one. Throughout, fix a finite field F and a polynomial
vector space K over [ consisting of polynomials of size D.

3.1 Background: polynomial commitments

Formally, a PC scheme for polynomials of size D is a tuple
of algorithms PC = (Setup, Commit, Open, Verify) with the
following syntax.

PC.Setup(lk,D) samples public parameters (ck,ok,vk).
PC.Commit(ck, p) produces a commitment ¢ to a polyno-
mial p € K. One can prove that the committed polynomial
evaluates to v at a point u by producing an evaluation proof
7t using PC.Open(ok, p,u). Finally, the verifier can check the
evaluation claim by running PC.Verify(vk,c,u, v, ), which
accepts if and only if the proof confirms that ¢ corresponds to
a polynomial that evaluates to v at u.

For use in SNARKSs, PC schemes must be complete and
extractable [19]. Roughly, the latter property says that when-
ever the verifier is convinced by an adversarial committer’s
evaluation proof, then the committer must “know” a polyno-
mial underlying the commitment that evaluates to the claimed
value at the claimed point. We defer the formal definition to
Section B.4.

3.2 Definition of EPC schemes

An equifficient polynomial commitment scheme (EPC) is a
PC scheme in the standard sense with the additional prop-
erty that equifficient constraints are enforced on committed
polynomials. We define these constraints next.

3.2.1 Coefficient-equality constraints

We extend the standard notion of extractability by enforcing
a new property called coefficient equality. Let py,...,p, be
polynomials in K. Associate with each p; a basis %; of K,
and denote by [p;] 5, the coefficients of p; when expressed

"For example, univariate polynomials of degree D — 1 or multilinear
polynomials in log D variables.



in the basis %;. Then, a coefficient-equality (or equifficient)
constraint A on polynomials p = [py,...,p,] in K is a list
[B,...,B,] of bases for K that enforces that the coefficient
vectors of the polynomials in their respective bases are equal;
thatis, [p1] g, =+ = [pa]z,. We denote this constraint sat-
isfaction by the predicate A(p) = 1. If A is specified by a
single basis, then we call the constraint trivial, and assume
without loss of generality the basis is the canonical basis for

K, denoted by % ?
3.2.2 Definition

An EPC scheme consists of algorithms whose syntax and
properties are as follows.

Syntax. EPC.Setup samples public parameters pp con-
taining a description of K along with its canonical basis
% . The algorithm EPC.Specialize then specializes these
public parameters pp for a set of equifficient constraints
Q={Q,,...,Q,}, constructing committer, opener, and veri-
fier keys (ck,ok,vk) that collectively enforce the constraints
in Q on committed polynomials.

The committer can then use EPC.Commit to commit to a
list of polynomials p = [py,..., p,] while enforcing that these
polynomials are subject to an equifficient constraint A € Q.
Later on, the committer can use EPC.Open to produce a proof
that the committed polynomials evaluate to claimed evalua-
tions v = [vy,...,v,] at a claimed point u. Finally, the verifier
can use EPC.Verify to check this proof, with the guarantee
that if the proof passes, then the resulting evaluations are cor-
rect, and moreover that the committed polynomials satisfy the
equifficient constraint A.

Extractability. EPC schemes are required to satisfy equif-
ficient extractability guarantees. Roughly, this means that,
given an equifficient constraint A € Q, for every adver-
sary who can produce a commitment-proof pair that causes
EPC.Verify to accept, there exists an efficient extractor that
outputs the polynomials in the adversarial commitment that
satisfy the evaluation claims and the claimed equifficient
constraints.

Hiding. We can also optionally require that EPC schemes
are hiding, meaning that the commitment ¢ and evaluation
proof © do not reveal any information about the committed
polynomials p beyond their evaluations at u. We will use this
property in Section 4 to ensure that the SNARKSs we construct
from EPC schemes are zero-knowledge.

We note that formalizing the foregoing informal descrip-
tion in a way that suffices for our application requires some
care. For instance, we generalize our definition to support
committing to batches of polynomials such that each batch is
subject to a different equifficient constraint. We also consider
a strong extractability definition that supports multiple com-
mitments produced across multiple rounds of interaction. We

%For example, for univariate polynomials of degree at most D, the canon-
ical basis is % = {1,X,X%,..., xP1y,

formalize these in the full version.

3.3 Construction from Pedersen-like PC
schemes

We construct an equifficient PC scheme (EPC) from any
Pedersen-like polynomial commitment scheme PC and a zk-
SNARK for linear subspaces I1; . Throughout, fix a bilinear
group (group) = (G, G,,Gy,G,H,e) of prime order g with
generators G, H.

3.3.1 Building block: Linear subspace SNARKSs

To enforce equifficient constraints, we will use a linear sub-
space SNARK for the relation & g that checks whether a list
of group elements ¢ = [c|,...,c,] € G} can be expressed as
the matrix-vector product M - p, where M € GIIXD is a matrix

of group elements, and p € [FqD is a vector of coefficients.

3.3.2 Building block: Pedersen-like PC schemes

Let PC be a PC scheme where the commitment key ck con-
tains a set of group elements £ = [Gy,...,Gp| € [F;). The
commitment algorithm PC.Commit takes as input a poly-
nomial p whose coefficients in the canonical basis % are
. D
[p1,---,Pp), and outputs a commitment ¢ := ¥, p; - G;

3.3.3 Construction

EPC.Setup(lk,D) invokes PC.Setup to obtain keys
(ckpc,vkpc) and sets pp = ck.

To specialize to a single equifficient constraint Q =
[%,...,%,], where each basis %; is a list of linearly-
(P

i ] 1 (expressed in the canonical

basis), the algorithm EPC.Specialize proceeds as follows:

* Encode each basis %; by committing to basis elements:
B, := [PC.Commit(ckpc,b\"), ..., PC.Commit(ckpc,b\))].

 Construct a matrix M whose i-th row is the vector of group
elements B;.

* Run the generator for the subspace SNARK with respect to
M: (ipk.s,ivks) < Gis(1*,M).

¢ Output committer key ck := (ckpc,ipk ), opener key ok :=
okpc, and verification key vk := (vkpc,ivk;g).

independent polynomials [b

Commit. To commit to polynomials py,...,p, € K whose
coefficient vectors in the bases %,...,%, are equal, the
committer converts each p; to its representation p;- in the
canonical basis. It then computes the commitments ¢; =
PC.Commit(ck,p/j) € G, for each j € [t]. Finally, it proves
that the polynomials p,..., p, have the same coefficient vec-
tor when expressed in the bases 4,..., %, by construct-
ing a SNARK proof 7, g « P, s(ipk.s, (i, --,¢;),p), Where
p is the shared coefficient vector. The final commitment is
c= [clﬂ"'vctanLS}'

Open. To open the commitment at a point x € F, the opener
computes evaluation proofs 7t; = PC.Open(ck, p;,x) for each
Jj € [t]. The full proof is = (my,..., 7).



Verify. To verify a proof T = (n,...,m,) that claims
that polynomials committed in ¢ = [cy,...,¢,Tg] eval-
uate to [y,...,y;] at a point x, the verifier first checks
that each evaluation proof m; is valid by checking that
PC.Verify(vk,c;,x,y;,7;) = 1 foreach j € [t]. Then, it checks
that the commitments satisfy the equifficient constraint by
checking that V] g (ivk;s, (¢1,..-,¢,),Tg) = 1

3.3.4 Extractability

At a high level, by extractability of the underlying PC scheme
PC, if the verifier accepts an evaluation proof, then one can
extract polynomials pq,...,p, that evaluate to the claimed
values yq,...,Y, at the claimed point x. Hence, we are left to
show that these polynomials indeed have the same coefficient
vector when expressed in the bases %, ..., %,. This follows
from the soundness of the linear subspace SNARK: if the
EPC verifier accepts, then the LS verifier also accepts, which
in turn means that there exists a vector p such that ¢; = M; - p
for each i € [t], where M; is the i-th row of the matrix M
constructed in EPC.Specialize.

Now, assume for contradiction that there exists an
index i* such that the above holds, but the polyno-
mial p underlying c» has a coefficient vector P in
%~ that does not equal p. That is, there exists a vec-

tor p' # p such that pr = ):JD:I p;. . b(],i ) This would

in turn mean that cx = PC.Commit(ck,py) = Z?:1p3-~

PC.Commit(ck,bEi )) = Z?:l p;- “M;» ;. However, since %
(i)
) J
dependent, and hence each p; must be equal to the coefficients
pj; otherwise, one can break the binding of the PC scheme.

is a basis, the elements PC.Commit(ck, b ’) are linearly in-

Remark 3.1. The foregoing analysis assumes that each B; is
a basis for K, i.e. that M is full rank. However, in our applica-
tions to constructing SNARKs, it might occur that 9; does not
form a basis, or even a set of linearly independent polynomi-
als. In this case, one has to settle for enforcing equifficiency
only on those locations in 9; where the polynomials are in-
deed linearly independent. This suffices for our applications.

3.3.5 Extensions and optimizations

In our SNARK constructions, we consider several optimiza-
tions and extensions of the foregoing EPC construction.

Batch opening proofs. The construction in Section 3.3.3
provides a single opening proof for each polynomial commit-
ted in the EPC commitment. However, many Pedersen-like
PC schemes, such as KZG [36], support batch opening proofs,
where the prover can produce a single proof that proves the
evaluation of multiple polynomials at the same point. Our
EPC construction inherits this feature out-of-the-box.

Hiding. Achieving hiding in EPC schemes is helpful for
constructing zero-knowledge SNARKSs down-the-line. We
briefly sketch how to adapt the foregoing EPC construction
to achieve hiding. Hiding in Pedersen-based PC schemes

is typically achieved by switching to hiding Pedersen com-
mitments where the commitment key contains additional ele-
ments &' = [G’l yeens G})] that are used to incorporate a random
“masking” polynomial into the commitment. The opening
proof additionally contains the evaluation of this masking
polynomial at the evaluation point, and asserts that this evalu-
ation is consistent with the commitment.

To extend our EPC construction to achieve hiding, we
can have EPC.Specialize add to ck additional powers
[,Z,...,0,Z'] for random a; € F. The linear-subspace
SNARK would now be defined with respect to the matrix

a- 0 ... 0
M/:MH 0 0 >
0 0 a,-X

and the commitments and opening proofs for p; would be
computed with respect to the elements [Z, o, - Z'].

The astute reader might notice that M’ is now no longer
full rank, and hence Remark 3.1 now applies. But this is not
a concern, as equifficiency is only “violated” for the mask-
ing polynomials, and not for the actual polynomials p; that
we care about. Note that this means of achieving hiding is
incompatible with the batch opening proofs described above.

4 Succinct arguments from EPC schemes

With this new tool in hand, we are now ready to describe
how to construct succinct arguments that meet our goals. We
begin by defining a generalized version of R1CS; the SNARK
we construct will support this relation. As we will see, our
generalization can be specialized both for the small proof case
(i.e., Square R1CS) and for the custom gate case.

Generalized R1CS. GRICS generalizes R1CS by allowing
the NP relation to enforce an arbitrary predicate L on vectors
M,z,...,M,z for some matrices M, ...,M,. More precisely,

Definition 4.1 (informal version of Definition B.3). The NP
relation GRICS is the set of triples (i,x,w) = ((F,m, € ), x,w)
where [ is a finite field and € is a set of constraints, each
of which is a tuple (M ,...,M,,L) such that 7 := (x,w) € F"
satisfies L(M,z,...,M,z) = 0.

We now describe how to use an EPC to construct succinct
arguments for GRICS. We make two simplifying assumptions
when discussing the techniques.

* We assume that there is a single local predicate. We explain
the case for multiple predicates in Section A.

* We assume that the NP instance x is empty, and defer de-
scribing the modifications required to handle non-empty
instances to Remark 4.3.

At a high level, our construction follows the ‘PIOP + PC’

recipe [14, 19, 29], but replaces the standard PC scheme

used in that recipe with an equifficient PC scheme. This EPC



scheme is then used to enforce linear constraints, while the
PIOP is tasked only with enforcing non-linear constraints.

Construction intuition. Recall that the construction attempt
in Section 2.3 enforces 1ineaqr constraints via the randomized
check Y o (LK(T),zMi> = (Y'_ | o;-m;(t),z). Our insight
is that this check can be viewed as an equifficient constraint
on the polynomials 2y ,...,Zy : they are required to have
the same coefficient representation (i.e., z) in their respective
“matrix” bases (my,...,m,). Therefore, to enforce these con-
straints, we can just require the argument prover to commit to
the polynomials 2y ,...,Z, with an EPC scheme under the
equifficient constraint A = (my,...,m,). We can then use a
PIOP that enforces non-linear constraints over these commit-
ted polynomials to complete the argument.

We provide a detailed overview of the construction below.

Construction overview. We begin by introducing some nota-
tion. A GRICS index i = (F,m, %) is satisfied by an instance-
witness pair (x,w) = (x,w) if the local predicate L is satisfied
by the vectors M, z,...,M,z. In the exposition below, we as-
sume that the matrices M1, ..., M, are square matrices of size
m, and moreover that their columns are linearly-independent
(and hence form a basis for F™).” Below D will be a sub-
set of the field F of size m. (The particular choice of subset
depends on whether we are using univariate or multilinear
polynomials; it does not affect the exposition.)

Our construction will rely on PIOPs for the non-linear
component of GR1CS, which we characterize as follows:

Definition 4.2. The rowcheck relation is a tuple (i,x,w) =
((F,L, D), [[])i21, [2]i21 ), where the index consists of a field
F, a local predicate L, and a subset D of F. The instance
contains polynomial oracles [2,],...,[2], while the witness
contains the corresponding polynomials. A triple is in the
relation if the local predicate is satisfied by the polynomials
at all points in D, i.e., for all x € D, L(Z;(x),...,2,(x)) =0.

Given a PIOP for rowcheck, and an appropriate compatible
equifficient PC scheme EPC, we are now ready to describe
our SNARK construction.

Generator. On inputa GRICS index i = (F,m, ([M,]}_;,L)),
the argument generator G samples proving and verification
keys (ipk, ivk) as follows.

First, G samples EPC public parameters via EPC.Setup.
Then, for each matrix M;, G constructs the basis set .Z; :=
;. j]1;21 where 7i1; ; is a polynomial that interpolates the j-
th column of M; over the domain 9D. It then invokes the
EPC specialization algorithm with input the equifficient con-
straint A := (#,,...,#,) to obtain the commitment keys
(ck, ok, vk) specialized to these constraints. (It also ensures
that these keys allow committing to unconstrained polyno-
mials.) We note that it is this specialization step that samples

3Ensuring that the matrices are square and full-rank can be done by adding
an appropriate number of dummy constraints and/or variables.

randomness specific to the GR1CS instance, and hence leads
to a circuit-specific proving key.

Next, it constructs from the GR1CS index i a corresponding
rowcheck index, and invokes the PIOP indexer on the latter
to obtain indexer polynomials p,. It commits to these via
EPC.Commit to obtain the commitment c.

Finally, G constructs the proving key ipk = (ck, ok, py) and
the verification key ivk = (vk, cg), and outputs these.

Prover and verifier. We describe the interaction between the
argument prover P and verifier V. The prover gets as input
the proving key ipk, the GR1CS instance x, and the GR1CS
witness w, while the verifier gets as input the verification
key ivk and the instance x. (Recall that in this high-level
exposition, we assume that the GR1CS instance x is empty.
We include it here syntactically anyway for familiarity.)

The prover P starts by setting z := (x,w), and then comput-
ing the vectors z; := M;-z € F" foreach iin 1,...,t. It then
interpolates these vectors over the domain D to get the poly-
nomials Z1,...,Z,. P uses EPC.Commit to commit to these
polynomials under the equifficient constraint A, and sends the
resulting commitments to the verifier V.

The prover and verifier then proceed as in the methodology
of Chiesa et al. [19], i.e., by simulating the rowcheck PIOP
prover and verifier respectively. In each round, instead of send-
ing the polynomials produced by the PIOP prover in the plain,
P instead commits to these using EPC.Commit, but without
enforcing any equifficient constraints. At the end of the inter-
action, when the PIOP verifier wishes to query the committed
polynomials, ¥ sends the query set to P, who responds with
the claimed evaluations and the evaluation proofs produced
by EPC.Open. ¥ concludes the protocol by checking that
these evaluation proofs are valid, and by checking that PIOP
verifier accepts with the provided evaluations.

To compile this to a non-interactive argument in the random
oracle model, we can invoke the Fiat—Shamir transform [24].

Remark 4.3 (handing non-empty public inputs). So far we
have assumed that the GRICS instance x is empty. When x
is non-empty, the GRICS variable assignment z is the con-
catenation (x||\w). In our full construction, we handle this by
enabling the verifier to directly and soundly obtain oracle
access to the correct Z;. The key idea is to force the prover to
leave “empty slots” in the commitments to these polynomials
that can be filled in with the instance by the verifier.

In more detail, we leverage the linearity of the low-degree
extension operation to write Z; as the sum of X; and w;, where
X; and w; are the LDEs of M; - (x||0) and M; - (0||w).

Then, if the prover can be forced to send commitments to
W;, the verifier can evaluate Z; at any point u by computing
the sum %;(u) +W;(u): the first part the verifier can compute
itself,4 while the second part will be provided by the prover
(along with a corresponding evaluation proof).

*In general this might cost more |x| field operations, but one can (and we
do) apply a transformation from prior work [39] to avoid this blow-up.



To enable this sketch to work, we modify the EPC to sup-
port equifficient constraints over “punctured bases” where
equifficient constraints are enforced only over certain basis
elements, while the remaining “punctured” coefficients are
zero. For a detailed discussion of puncturing, see Section B. 1.

5 Constructing GARUDA

To construct GARUDA, we instantiate the blueprint from Sec-
tion 4 with a new multilinear EPC scheme and a PIOP for
rowcheck that supports multiple predicates.

Multilinear PIOP for rowcheck. We choose multilinear
zero-check PIOP, to check if at all points in D, i.e., for all
x €D, L(%(x),...,%(x)) = 0. Multilinear zero-check PIOP
is based on the multilinear-sumcheck protocol, and allows us
to obtain the desired linear prover time.

Multilinear EPC scheme. We instantiate the EPC scheme
from Section 3.3.3 with the PST multilinear PC scheme [44]
and the linear subspace SNARK from [37] that is proven
secure in the AGM [16].

Using these ingredients gives us great efficiency: a commit-
ment to ¢ V-variate polynomials is of size r 4+ 1 G; elements
(t commitments and one linear subspace SNARK proof, each
of size 1 G, element), while the opening proof, after applying
batch opening optimizations, is just v G; elements.

Theorem 1 (informal). GARUDA (Fig. 1) is a succinct argu-
ment for GRICS that achieves linear cryptographic prover
costs and logarithmic proof size and verifier time.

Zero-knowledge. To achieve zero-knowledge,

* Similar to prior work [29] we avoid the use of hiding Ped-
ersen commitments for Z;, and instead directly add random-
ness to Z; by adding dummy random constraints.

* To ensure that the opening proofs do not leak information,
we require the prover to provide a hiding commitment to
a zero polynomial. This polynomial is then batch-opened
with the other commitments.

* We apply sumcheck masking techniques used in prior work
[18, 52] to prevent leakage from sumcheck messages.

6 Constructing PARI

To construct PARI, we instantiate the blueprint from Section 4
with a new univariate EPC scheme and a univariate PIOP for
rowcheck specialized to ‘Square’ R1CS. We briefly describe
this PIOP below, and provide details about the EPC scheme
construction in Section 6.1.

Square R1CS [34] is a special case of GR1CS previously
introduced by Groth and Maller [34]. It enforces constraints of
the form Azo Az = Bz. This translates to a rowcheck relation
where the local predicate is the claim that 23 (X) — 23(X) = 0
on D. A PIOP for this relation is obtained straightforwardly
by adapting PIOPs for R1CS ‘rowcheck’ (i.e., 24 (X) -25(X) —
2-(X) = 0) from prior work e.g. Aurora [6] or Marlin [19].

Applying the blueprint from Section 4 with the univariate
EPC scheme and this univariate PIOP gives the following:

Theorem 2 (informal). PARI (Fig. 2)is a SNARK for NP with
proof size consisting of 2 G| and 2 F elements.

6.1 An EPC scheme for univariate polynomials

We construct an EPC scheme for univariate polynomials by
instantiating our construction from Section 3.3.3 as follows.
For the PC scheme, we use the Pedersen-like KZG PC scheme
[36], while for the linear subspace SNARK, we use the con-
struction of Kiltz and Wee [37] that is proven secure by Cam-
panelli et al. in the AGM [16].

These ingredients provide almost ideal efficiency: commit-
ments and opening proofs for KZG are of size 1 G, element
each, while the linear subspace SNARK also has a proof size
of 1 G; element, and the verifier has to perform ¢ + 1 pairing
checks to enforce an equifficient constraint on ¢ polynomials.
However, this is insufficient for achieving Theorem 2. We fur-
ther use a new batch commitment that allows us to commit to,
and open, multiple polynomials with commitment and proof
size equal to that required for a single polynomial.

To see this, we need to recall the construction of the LS
SNARK of Kiltz and Wee [37]. Briefly, to enforce that, given
amatrix M € GIIXD of group elements and a vector ¢ € G| of
group elements, there exists a scalar vector p € F” such that
¢ =M - p, the generator samples o, ..., a, € F and constructs
the row vector m’ = [ay,..., ] - M. It also samples a ran-
dom field element a, and publishes the proving key ipk, s = '
and the verification key ivk s = (a-H, [a-o;H];_,). The proof
then is T g := (m', p) = Xiy o~ (p;, M;).

Our key observation is that when M is full rank, m' func-
tions as a “batch” commitment key for committing to p, and
T g is the commitment to p (and hence to the polynomials
P1,---,P;)- Hence, instead of committing to each polynomial
p; separately, we can commit to them all just once via T s.

Adjusting the opening proofs can be done as follows. Re-
call that the KZG opening proof for a polynomial p; at a
point & is a commitment to the polynomial w;(X) := (p;(X) —
p;(u))/(X —u). To avoid separate commitments to each w;,
we instead commit to them all at once as Y, ; &, - w;(X). To
enable this commitment, we publish commitment keys of the
form ck; = a; /8- X for eachi=1,...,z. Here 8 is a random
field element that serves as “domain-separator”. The batch
opening proof is then computed as ¥':_; (w;, ck;), and the ver-
ifier checks that this is consistent with the commitment 7, g.

7 Implementation

We implemented GARUDA and PARI as a Rust library in
around 5000 lines of code.” Our library is built atop the

5 https://anonymous.4open.science/r/garuda-pari/
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Generator g(lx,ﬁ) — (ipk, ivk):

™

SAIARE I

7.
8.
9.
10.

Parse the index i as (F,n,k,m,c,t,[Li, (M;y,...,M;,),m]i_;), and set v := [logm].
Construct the ‘succinct’ index i, := (F,n,k,m,c,t,[L;, (Ml{,, yeen ,Ml{’t),mi}f:]) where M,{J only has the first n columns of

M.
Sample a bilinear group (group) = (G,,G,,Gr,G,H,e) + SampIeGrp(l)”).

Sample uniformly random field elements T & F¥and o,...,0 < F. Setivky := (04 H,...,0,H).

Construct the unconstrained commitment key: ck; := [x;(T)]i;.

For each i € [t], construct the stacked matrix M;, and extend its columns over B, to obtain basis polynomials ;" =
[ ;(X)] e -

Construct the consistency commitment key ck,. := [(¥}_, (x,»m:]-('t))G].];:n 4l

Construct the consistency verification key vk, := [(¥}_; o ;(T))Gl-y.

Compute the selector polynomials ipk, := [S;(X)]i_; as in the PIOP, and commit to them: ivk, := [S;(T)G]i_;.

Set ipk = (i, (group), ck,, ck;,ipk,) and ivk = (i, (group),ivky, ivk,, vk.), and output the keys (ipk, ivk).

Prover PP (ipk,x,w) — T

1.
2.
3.

~

9.

10.

Parse ipk as (i, (group), ck.,ck;,ipk,), the instance x as x, the witness w as w, and define z := (x||w).
Parse the GRICS index as i = (F,n,k,m,c,t,[L;,(M; 1,....M;,),m]i_y).
For each i € [t],
(a) Construct the vectors z; := M; z and w; := M; (0||w), and their MLEs over B,: 2;(X) and w;(X).
(b) Commit to w;(X): ¢,,; := W;(T) - G.
Compute the consistency commitment ¢, := Y1 w[i] - ck_[i] and assemble the commitments c,, := [cw,,-]f-:l.
Simulate the prover-verifier interaction for the PIOP for the polynomial P :=Y;_; S;-L;(,...,%,). Namely, in the i-th
round of the PIOP where i € [v]:

(a) Compute the next prover message and state: (p;,st; ) < P;(st;, [pj]j;ll).
(b) Sample a random field element from the random oracle p; := p(transcript).

Form the set of PIOP prover messages T, := [p;];_;.
Compute the evaluations v := [;(p)]i_; U[S:(P)]_;.

. Sample linear combination coefficients i,...,{,, . := p(transcript), and use these to obtain the linearly combined

polynomial B(X) := ¥ §;8;(X) + Xi—g §io:(X).
Compute the PST opening proof for B: m, := [W;(T)Glcy), where the polynomials W; are given by the equation
B(X) = B(p) = Liepy (X[i] — p[i]) - Wi(X).

Output the proof 7t := (c,,, ¢, T, V, T,

Verifier VP (ivk,x,m) — {0,1}:

L.
2.
3.

N s

!

Parse ivk as (i, (group),ivke, ivk,, vk.), and i, as (F,n,k,m,c,t,[L;, (M,_yl,...,M,Q,),m,»]f:l).
Parse the instance x as x and the proof T as (¢, ¢, T, V,T,).

Simulate the prover-verifier interaction for the PIOP for the polynomial P:= Y S;-L;(2;,...,%,). Namely, in the i-th
PIOP round where i € [V]:

(a) Obtain the prover’s next message from 7, and add it to the transcript.

(b) Sample a random field element from the random oracle: p, := p(transcript).

For each i € [t]: compute the vector x; := M; x and the evaluation of its MLE: 2;(p) := w;(p) + &, (P)-

For the last round of the PIOP, provide v and [2;(p)]:_; to the PIOP verifier V and check the PIOP decision.

Check that the equifficient constraint is satisfied: e(c,,H) 2 [Ty e(c,, [i], ivkg i)

Sample coefficients (y, ..., . := p(transcript), and use these to obtain a commitment cp to B(X), and the evaluation
vp of B at p by linearly combining the commitments to, and evaluations of, S; and W;.

Check the evaluation proof for B: e(cg —vpG,H) L 1., e(m,[i],©;H —p[i] - H)

Figure 1: The unrolled GARUDA SNARK.




(1% = (ipk, ivk):
. Parse the Square RICS index i as (F,n, k m,A,B) whereA € [Fka BeF™*
. Set the succinct index i, := (F,n,k,m,A’| B ) where A" € F"", B € F"*".

G
1
2
3. Sample a bilinear group (group) (Gy,G,,Gr,G,H,e) + SampIeGrp(lx).
4. Sample random field elements o, 3,8,,0,,T + F.

k
5 ()] and 2 := [b;(X)]i-y.
6
7
8

. Interpolate the columns of A and B over K to obtain the bases <7 := [a
. Compute the commitment keys £ = [MG}f ap1and X, = [g—G]le

. Compute the opening keys: X, := ["‘T Gt 3p = [B—[G], 1,andZ =[s G]f I

. Output ipk = ((group),u,E,Zq,ZA,ZB,Zq) and ivk = ((group},us,ocG, BG,S H,5,H,tH,5,tH).

PP (ipk, x,w) — T

Parse ipk as ((group), Z,Zq,ZA,EB,E;).

Parse the Square R1CS index i as (F,n,k,m,A, B) where A, B are matrices in F
Construct the variable assignment z by concatenating the instance and witness assignments: z := (x||w).
Compute z,4 := Az and zp := Bz, and interpolate these over K to obtain polynomials Z, and Zp.

Compute wy :=A - (0||w) and wg := B (0||w), and interpolate these over K to obtain polynomials W4, g.

mxk

Compute a batched commitment to the polynomials W, and Wwg: Typ := ):f:,, w2

2 4
Compute the quotient polynomial g := ZAV;:B, and commit to it: Ty := Yiepm q[i1Z[1]-
Batch the commitments: 7' := —(Typ +Tp)
Sample an evaluation point from the random oracle: r := p(transcript).
Evaluate w, and W at r to get evaluations v, := w4 (r) and v;, := wg(r), respectively.
Compute the opening witness polynomials:
X)—w . vp(X)—Ww N X)—
W00 e PR ) (), _ 4~
(X —r)
12. Compute the separate opening proofs:

IS o e

—_

Wyi= Y Walil - Zulils Wei= Y Weli]-Zplils W= Y Wpli]-X,[i]
i€[m] i€[m] i€[m]
13. Batch the opening proofs: U := W, +Wp +W,,
14. Output proof m:= (T,U,v,,vp).

VP (ivk,x, ) — b:

Parse the verification key ivk = ({(group), i,,aG,BG,d,H,5,H,TH, 5,TtH).

Parse the proof m as (T,U,v,, ;).

Sample an evaluation point from the random oracle r := p(transcript).

Compute the vectors x, := A - (x||0) and x := B- (x]|0), and interpolate them on K to obtain £, and £5.
Compute the quotient polynomial evaluation:

a2 (0))’ = (v +25(r)

Ya v ()

EAEIR S

6. Check the following pairing equation:

e(T,8,H)-e(U,TH) - e(vy- 4G +v,-BG+v,-G —r-U,H) =0

Figure 2: The unrolled PART SNARK.




arkworks, and uses components from the HyperPlonk imple-
mentation.” Our implementation contributions are as follows:

Interface for programming GR1CS. We extend the R1CS
programming interface in the ark-relations crate to also
support programming GR1CS constraints in just 1500 lines of
code. Our extension is user-friendly, and can take advantage
of arkworks’ strong library of R1CS constraint “gadgets”.7

Implementation of GARUDA. We implement GARUDA
atop ark-poly’s multilinear polynomials. Our implementa-
tion supports multiple polynomial predicates, but we plan to
extend it to support more general custom gates in the future.

Implementation of PARI. We implement PARI atop
ark-poly’s univariate polynomials. We additionally provide
an adapter that converts R1ICS constraints to SRICS con-
straints. We also provide a Solidity code generator for PART’s
verifier that on input the SRICS instance size, outputs a So-
lidity contract that can be readily deployed on Ethereum.

Implementation of Polymath. We implement the Polymath
SNARK [39] in Rust using the arkworks ecosystem with the
same optimizations used for PARI.

8 Evaluation

Experimental setup. All measurements were conducted
using a MacBook Pro with 18 GB of RAM and a 12-core
Apple M3 Pro chip. For consistency across implementations,
all benchmarks are single-threaded.

8.1 GARUDA

We investigate GARUDA’s prover cost, verifier cost, and proof
size. Our experiments run GARUDA on both RI1CS and
GRICS, i.e. with and without custom gates.

Baselines. We compare against numerous baselines that
represent the state-of-the-art in prover efficiency: (1) Groth16
[32], which supports free addition gates but not custom gates.
2) HyperPlonk8 [17], which supports custom gates but not
free addition gates. (3) Spartan [48], which supports R1CS,
and SuperSpartan [49], which supports CCS. When the com-
putation is uniform, the prover cost in both scales only with
multiplication gates. However, when for non-uniform compu-
tations, cost scales with the fotal number of gates.

All SNARKSs except (Super)Spartan use BLS12-381; the
latter two use Curve25519. We note that, to our knowledge,
there are no easily available implementations of SuperSpartan.
Hence, in our experiments we approximate its prover cost by
running the Spartan proof system on an R1CS instance that
has the same total number of non-zero entries (= addition
gates) and the same number of constraints as the GR1CS

6 github.com/EspressoSystems/hyperplonk.

7 github.com/arkworks-rs/rlcs-std and github.com/arkworks-rs/crypto-
primitives.

8 github.com/EspressoSystems/hyperplonk.

instance used for GARUDA. This simulation is realistic, and
in fact favours SuperSpartan: instead of paying for a more
complicated zerocheck which enforces custom gates, this sim-
ulation pays the cost of checking simpler R1CS constraints.
We also benchmark HyperPlonk using only high-degree
custom gates, which is again favorable to HyperPlonk, as it
excludes the overhead of addition or multiplication gates.

Experiments. We evaluate GARUDA’s performance on three
key metrics: prover time, verifier time, and proof size. We do
so via both synthetic benchmarks (Sections 8.1.1 and 8.1.2),
and via benchmarks on deployed applications (Section 8.1.3).

8.1.1 Prover time

To evaluate the performance of GARUDA’s prover, we seek to
answer three questions: (1) how does the prover’s cost scale
with increasing instance size? (2) what are the benefits of free
addition gates? (3) what are the benefits of custom gates?

Scaling on synthetic circuits. In this experiment, we eval-
uated performance on a synthetic benchmark consisting of
randomly-sampled R1CS instances of increasing size. The
constraint systems were sampled as follows. Fix a maximum
number of variables m in each constraint. Then, sample two
m-sized linear-combinations (LCs) of variables uniformly at
random, and enforce a multiplication constraint on these LCs.

The relevant baselines here are Spartan and Grothl16, as
these support R1CS. We excluded HyperPlonk, because it
does not support R1CS.

The results are reported in the left plot of Fig. 3. The key
takeaway is that GARUDA performs the best. It performs
better than Spartan since addition gates are free, and performs
better than Groth16 because it avoids G2 MSMs and FFTs.

Benefits of free addition gates. In this experiment, we
evaluate the impact of free addition gates for non-uniform
computations. We use the same setup and baselines as the
previous experiment with the following tweaks. We fix the
number of constraints to 216, and instead vary the number of
variables in each constraint from 2 to 32. (This corresponds
to varying the number of addition gates.)

The middle plot of Fig. 3 reports the results. As expected,
prover time for both Groth16 and GARUDA does not vary as
the number of addition gates increases, while Spartan’s cost
increases linearly. The gap grows quite large (almost 100x)
when there are 32 variables in each constraint.

Benefits of custom gates. In this experiment, we evaluate the
impact of custom predicates on prover time. Our benchmark
circuit contains numerous iterations of the arithmetization-
oriented Rescue-Prime hash function [50]. Over the scalar
field of the BLS12-381 curve, the S-box exponent of Rescue-
Prime o is 5 in the forward S-boxes.

Our GRICS arithmetization of this circuit utilizes two types
of local predicates: a standard R1CS predicate and a polyno-
mial predicate of degree 5 that evaluates the exponentiation
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Figure 3: Comparison of prover time for GARUDA against the baselines. The left figure plots prover time for a synthetic random R1CS
circuit. The middle plot demonstrates how cost scales as the number of addition gates increases. Finally, the right figure plots the effect
of custom gates on prover time for the iterated-Rescue benchmark.

by «; the latter is used to check the correct evaluation of both
the forward and inverse S-boxes.

We compare against all baselines here because HyperPlonk
implements a benchmark circuit for Rescue-Prime. Since this
circuit is uniform, the Spartan and SuperSpartan provers do
not incur cryptographic costs for addition gates.

The right plot of Fig. 3 reports the results. In short, Garuda
with custom gates (denoted Garuda-GR1CS) is consistently
4 x faster than Groth16, and is 2.5 faster than Garuda over
plain R1CS. However, SuperSpartan’s cost is equal to or lower
than Garuda’s as it also supports both custom gates, and, for
this uniform computation, free addition gates.

8.1.2 Verifier time and proof size

In all experiments from Section 8.1.1, GARUDA’s verifier
required roughly 3ms to verify proofs. This is only slightly
slower than Groth16 (2 ms), and is significantly faster than Hy-
perPlonk (= 10ms) and Spartan/SuperSpartan (10-1000ms).
Similarly, GARUDA’s is concretely small, ranging from
5kB to 8kB. This is quite a bit larger than Groth16 (192
bytes), but is smaller than HyperPlonk (13kB to 19kB) and
Spartan/SuperSpartan (20kB to 5S0kB).

8.1.3 Application benchmarks

To further evaluate the practical efficiency of GARUDA, we
benchmark it on two real-world blockchain applications: Ap-
tos Keyless [2] and Anon Aadhaar [1]. These applications
represent settings where zkSNARK provers are executed on
lightweight client devices. We compare the zero-knowledge
instantiation of GARUDA against Spartan and Groth16, noting
that current deployments of both applications rely on Groth16.
As shown in the following table, GARUDA achieves lower
proving times than Groth16 on both circuits, reducing prover
latency by 57.8% on Aptos Keyless (from 11.6s to 4.9s) and
by 64.4% on Anon Aadhaar (from 10.4s to 3.7s). Spartan is
significantly slower as the computations are non-uniform.

zkSNARK  Aptos Keyless ~ Anon Aadhaar
Spartan 162s 156s
Groth16 11.6s 10.4s
Garuda 4.9s 3.7s
8.2 PARI

To assess the efficiency benefits of PARI, we compared it
against two state-of-the-art baselines: Polymath [39] and
Groth16’ [32]. For benchmarking verifier gas costs, we also
compared PART against the FFLONK smart contract'’ [27].

Number of constraints. Both PARI and Polymath use
Square RICS (SRICS), whereas Groth16 uses R1CS. Con-
verting RICS to SRICS increases the number of constraints
by a constant factor of at most 2.

Proof size. PARI’s proof comprises 2 G; elements and 2
field elements. In 128-bit-secure curves, this is always smaller
than that of Groth16 (2 G, elements and 1 G, element) and
Polymath (3 G; elements and 1 field element).

Scalability of proving. Fig. 4 shows the proving latency
of PARI and non-zk variant of Groth16 over BLS12-381. As
expected, for the same number of R1CS constraints, PARI
incurs a higher (~ 2x) proving latency than Groth16, and
Polymath incurs an even higher cost of ~ 4 x that of Groth16.

Verifier time. As shown in Fig. 4, for an input size of 1,
Groth16 achieves the fastest verification time (~ 0.8 ms),
while PARI incurs slightly higher but still small costs (~ 0.9
ms). Polymath, in contrast, has a higher verification time of
around 1.1 ms. However, as the input size increases, the veri-
fication time of PARI and Polymath remains nearly constant,
whereas Groth16’s verification time grows significantly. This
is because, for large input sizes, Groth16’s verification time

o github.com/arkworks-rs/groth16.
10https ://github.com/kiwi202202/circom-gas-test.
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Figure 4: Comparison of the prover time, verification time, and gas cost for PARI, Groth16, and Polymath over BLS12-381

is dominated by a MSM of size equal to the input, whereas
PART and Polymath need much cheaper field operations.

Gas cost. For an input size of 1, PARI incurs a gas cost of
180,659, which is ~ 6% lower than Groth16 (191,396) and
~ 17% lower than FFLONK (215,720), but is about ~ 1.6%
higher than Polymath (177,597). As the input size increases,
the gas costs of PARI, FFLONK, and Polymath all grow at
the same rate (~ 900 per additional public input), whereas
Groth16’s gas cost increases at a significantly higher rate
(~ 7,160 per additional public input).

9 Related work

We begin by first comparing our use of linear-subspace
SNARKS for equifficiency to their use in LegoSNARK [16].
In brief, when limited to proving equifficiency for two commit-
ted polynomials, the two approaches are identical. However,
they differ when the number of commitments increases. This
is because LegoSNARK uses LS SNARKS to prove that one
committed message is the concatenation of other committed
messages while we use it to show that all committed messages
are equal. This affects the handling of hiding as well.

9.1 SNARKS with small proof size

Groth16 [32] achieves the smallest known SNARK proof
size with just three group elements. PARI improves upon
this with proofs consisting of two group elements and two
scalar field elements, and is always no larger than Groth16
(indeed strictly smaller when instantiated over BLS12-381)
though it loses rerandomizability due to its use of Fiat—Shamir
transformation. Moreover, while Groth16’s verifier requires
an MSM linear in the public input size, PARI performs only
field operations of comparable size, making it more scalable
for large inputs. Hashing the public input could help reduce
the Groth16 verifier’s group operations, but it is not free: a
non-SNARK-friendly hash (e.g., SHA-256) increases prover
costs, while a SNARK-friendly hash (e.g., Poseidon) increases

verifier costs. GARUDA/PARI avoid this trade-off entirely.

Recent work. Polymath [39] is a SNARK consisting of
three G; elements and one [ element. Over BLS12-381, Poly-
math proofs require 1408 bits, smaller than Groth16 proofs
(1536 bits), but larger than PARI proofs (1280 bits). Polymath
implicitly uses similar checks as PARI, but does not formalize
these into a separate primitive as we do, and also does not
support commitment batching. On the other hand, Polymath
supports zero-knowledge, and proves security directly in the
AGM with oblivious sampling (AGMOS) [40], whereas we
prove security in the AGM. While we believe that PARI can
be extended to support zero-knowledge and can be proven
secure in the AGMOS, we leave this for future work.

Other related work. Barta et al. [3] construct a designated-
verifier SNARK that achieves two-group elements in the des-
ignated verifier setting, but by relaxing their soundness error
to be non-negligible. They also construct a single group ele-
ment SNARK by relying on a non-standard assumption, and
by settling for non-negligible completeness error.

Groth [32] and Groth and Maller [34] note that applying
this idea to groups with Type-I pairings results in a two-group
element SNARK. This work focuses on the more challenging
setting of Type-III pairings, for which no prior two-group
element SNARK was known.

Finally, a line of work [11, 12] constructs succinct
designated-verifier proofs from lattice assumptions. Nitulescu
[43] constructs an LIP for SAPs [34] that requires two queries,
and showed that using this LIP in the methodology of Bitan-
sky et al. [9], the resulting SNARK achieves a proof size of
two lattice ciphertexts.

9.2 SNARKS supporting custom gates

TurboPlonk [26] introduced the concept of “high-degree”
polynomial gates in circuits, while Plookup [28] introduced
“lookup” gates. Both works require quasilinear prover time.
Setty, Thaler, and Wahby [49] introduced a generalization
of RICS that they call “Customizable Constraint Systems”



(CCS), and described how to generalize Spartan [48] to sup-
port CCS. The resulting SNARK, called SuperSpartan, also
achieves linear prover time. Our generalization of RICS
(GRICS) subsumes both CCS and its variant CCS+ which ad-
ditionally supports lookup gates, and we find it easier to work
with. HyperPlonk [17] supports custom gates while providing
linear prover time. As noted in Section I, for non-uniform
computations, all the foregoing works must pay cryptographic
proving costs (e.g., group scalar multiplications) for linear
gates. In contrast, GARUDA avoids these costs.

Ethical Considerations

This work presents new cryptographic constructions,
GARUDA and PARI that improve prover efficiency and reduce
proof size for SNARKSs. As a theoretical and systems-oriented
contribution to cryptography, our research does not involve
human subjects, personal or sensitive data, or experiments on
live or deployed systems. All evaluations are conducted on
synthetic benchmarks and publicly described circuits, and the
work introduces no new attack surfaces beyond those already
present in standard cryptographic assumptions.

Stakeholders and impact. The primary stakeholders of
this work are cryptography researchers, protocol designers,
and developers of systems that rely on verifiable computa-
tion. The expected benefits are improved efficiency, reduced
costs, and expanded design flexibility for SNARK-based sys-
tems, which may enable broader adoption of verifiable and
privacy-preserving computation in benign applications such
as verifiable computation, auditing, and integrity verification.
End users may indirectly benefit from systems that become
more efficient or accessible as a result of these improvements.

Dual-use considerations. As with many advances in cryp-
tography, our techniques are dual use. More efficient and
smaller SNARKSs may be incorporated into systems whose
downstream applications raise societal concerns, such as cer-
tain blockchain-based financial systems or privacy-enhancing
technologies that could be misused to obscure illicit activity.
These risks are not unique to our constructions and are inher-
ent to general-purpose cryptographic primitives. Our work
does not target any specific application domain, nor does it
meaningfully lower barriers to misuse beyond incremental
efficiency gains typical of research in this area.

Research and publication decisions. We chose to pub-
lish this work openly and with full technical detail because
peer-reviewed dissemination enables scrutiny, validation, and
responsible reuse by the research community. Transparency
allows limitations, assumptions, and trade-offs, such as the
requirement of circuit-specific trusted setup to be clearly un-
derstood and debated. We believe that the benefits of advanc-
ing the foundations of verifiable computation outweigh the
indirect risks associated with dual use, and that open publi-
cation best supports long-term responsible development in

cryptography.

Overall, this work adheres to established ethical norms in
cryptographic research and contributes technical advances
while acknowledging their broader context and implications.

Open Science

All artifacts needed to evaluate our work are publicly available
athttps://zenodo.org/records/17970155. Our library is
structured as a Rust workspace. It contains:

* Implementations of GARUDA and PARI.

* Benchmark harnesses for our experiments.

» Comparative baselines, including both third-party SNARK
libraries imported as Rust crates and our own re-
implementations when crates were unavailable.

The benchmarks cover prover time, verifier time, and proof

size, and reproduce all results reported in the paper. The repos-

itory includes build instructions and scripts to run experiments
on different parameter sizes.
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A Handling multiple predicates

To support multiple predicates Lq,...,L,, we propose to
“stack” the matrices for different predicates together to get
a single set of matrices Mj,...,M;. Then, the prover’s or-
acles consist of the multilinear polynomials Z;,...,Z that
interpolate the matrix-vector products M; - z. To enforce the
J-th'local predicate L, the PIOP leverages selector polyno-
mials S; that activate the entries of M - z that correspond
to the j-th predicate. That is, instead of directly checking
L;(Zy,---,%) = 0 (which would not work), we instead use the

polynomials S;-Z,...,S; ~21.] ' The satisfaction of each local
predicate L; is then enforced by a separate PIOP for rowcheck

"Tn fact, when L; is a polynomial predicate, we can leverage a better
strategy that avoids doubling the individual degree of each polynomial by
simply applying the selector to the entire expression L j(ﬁl yeeesZy)-

that checks that the polynomials S; - 2;,...,S; - Z, satisfy the

predicate at all points in D."”

In the case where there is only a single local predicate (e.g.,
in R1CS), there is no need for stacking and using selectors.
This reduces proof size and (slightly) improves prover time
complexity.

B Preliminaries

We denote by A € N a security parameter, and negl(A) denotes
an unspecified function that is negligible in A.

We denote by [n] the set {1,...,n} CN. We use a = [a,]7_
as a shorthand for the tuple/list (ay,...,a,); |a| denotes the
number of entries in a. If M is a matrix then ||M|| denotes the
number of nonzero entries in M. If each element v; in the list
v is itself a vector, then v[j] denotes the list containing the
j-th element of each vector, i.e., v[j] = [v;[j]]iz;-

If f is a function, then [f] denotes an oracle for the func-
tion. Also, we sometimes abuse the notation and write [f] to
denote the list of oracles [fi] s

We generally denote variables by the uppercase letters
Xi,...,X,, while values that the variables can take on are
denoted by the lowercase letters xq,. .., x,.

Random oracles. We denote by T, the set of all functions
that map {0,1}" to {0, 1}}”. We denote by U, the set Uy e U,
A random oracle with security parameter A is a function
p: {0,1}" — {0, 1};‘ sampled uniformly at random from .

B.1 Algebraic background

For a D-dimensional polynomial vector space K over a field [F,
we denote by 4 a basis of K. A punctured basis & = (J,%)
is any subset of %, where J C [D] is an indexing set that
enumerates the basis elements of % appearing in &2. We say
that a polynomial p is expressible in a punctured basis & if
it can be written as p =Y ;cqa; - b; for coefficients a; € F
and basis elements b; € %. As before, we denote by [p] 5 the
coefficient vector of p when expressed in &7. We emphasize
that p is expressible in a punctured basis & if and only if its
coefficients with respect to basis elements b; for j ¢ 7 are
zero.

B.1.1 Univariate polynomials

A smooth subgroup K of the multiplicative group F* of a
finite field F is a subgroup with size equal to a power of two.
We associate with such subgroups an ordering ¢, that is a
bijection from K to the set {0, 1,...,|K| —1}.

Polynomial encodings. For a finite field F, multiplicative
subgroup K C [F*, and function f: [|K|] — F, we denote by
f the (unique) univariate polynomial over F with degree less
than |K| such that f(a) = f(9,(a)) forevery a € K.

21 practice, PIOPs for separate predicates can again be batched together
to reduce the prover work and proof size.
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Vanishing polynomials. Every element of a subgroup K

vanishes on the polynomial vg (X) = X Kl _ 1, and Vg can be
evaluated in O(log|K]|) field operations.

Lagrange polynomials. For a subgroup K and element
ack, Lf denotes the unique polynomial of degree less than
K| such that £X(a) = 1 and £X(b) =0 forall b € K\ {a}.

B.1.2 Multivariate and multilinear polynomials

The boolean hypercube {0,1}" is denoted by B,

Multilinear extension (MLE). A multivariate polynomial
p(X) is multilinear if each variable has individual degree
1. Any function f : B, — F has a unique multilinear ex-
tension defined as the polynomial f(X) such that f agrees
with f on all points in B,. For a given point & € B,, the
Lagrange multilinear basis polynomial eq(a,X) is defined
aseq(o, X) :=[T—; (1 — (1 —2a;)X;). The multilinear exten-
sion of any function f : B, — [ can be computed in O(2")
operations as f(X) := Yoen, f() eq(a, X).

We denote the 2¥-dimensional vector space of multilinear
polynomials over F by Mult(F[X,...,X,]).

B.2 Cryptographic assumptions

The cryptographic primitives that we construct rely on cryp-
tographic assumptions about bilinear groups. We formalize
these via a bilinear group sampler, which is a probabilistic
polynomial-time algorithm SampleGrp that, on input a se-
curity parameter A (represented in unary), outputs a tuple
(group) = (G,,G,,Gyr,G,H,e) where G,G,,G; are cyclic
groups of a prime order g € N, G generates G, H generates
G,, and e : G| X G, — Gy is a (non-degenerate) bilinear map.

B.2.1 Strong Diffie-Hellman

Assumption 1 ([10]). The Strong Diffie—-Hellman (SDH) as-
sumption states that for every efficient adversary A4 and degree
bound d € N, the following probability is negligible in the
security parameter A:

(group) «+ SampIeGrp(lx)
‘ BT,

L {{B'G)io,pH)
(¢,C) < A({(group),X)

_ 1

B.2.2 Algebraic group model

In order to achieve additional efficiency, we construct PC
schemes in the Algebraic Group Model (AGM) [25] which re-
places specific knowledge assumptions (such as Power Knowl-
edge of Exponent [33] assumptions).

Definition B.1 (algebraic algorithm). Let G be cyclic group of
prime order q and A,, a probabilistic algorithm. During its
execution A, may interact with oracles or other parties and
receive further inputs including obliviously sampled group
elements (which it cannot sample directly). Let L € G" be
the list of all group elements A, , has been given so far such

that all other inputs it has received do not depend in any
way on group elements. We call 4, algebraic if whenever
it outputs a group element G € G it also outputs a vector
a =i, € ¥} such that G = Y_, a;L;. The coefficients a
are called the “representation” of G with respect to L.

B.3 Indexed relations

In this work, we will consider constraint systems that support
arich variety of constraints. We begin by formalizing these
constraints first, and then describe our new constraint system
relation, which we call the Generalized Rank-1 Constraint
System (GRICS) relation.

Definition B.2 (local predicate). Given a finite field F and an
input arity t € N, a local predicate L is a function L : F' —
{0,1}. An input x € F' is said to satisfy L if L(x) = 0.

Examples of local predicates include:

* Polynomial predicate P defined by a multivariate polyno-
mial p € F[X;,...,X,], so that P(X{,...,X,) = 0if and only
if p(Xy,...,X,) =0.

e Table membership predicate T defined by a finite sub-
set T C F', so that T(X;,...,X,) = 0 if and only if
Xp,..,X)eT.

For simplicity, we will stipulate that all the local predicates

considered in this paper have the same number of input vari-

ables n, same number of total variables k, and same arity ¢.

This is without loss of generality, as one can always pad the

arity of the predicates with dummy variables.

Definition B.3 (generalized RI1CS). The indexed re-
lation Rgrics is the set of all triples (i,x,w) =
(([F,n,k,m,c,t,cﬁ) , X, w) where:

* [ is a finite field,

* n is the number of public input (instance) variables,

* k is the total number of variables in the constraint system,
* c is the number of constraint sets.

* t is the arity of the predicates

e ¢ =I[C;=(L;,M;,m;)|;_, are custom constraints s.t.:

- M;:=M,,,....M;, € F""** are constraint matrices,

- L;isalocal prediéate (Definition B.2).
A triple is in Rgrics if, for each (L;,M;,m;) € € and each
j € [my), and with z := (x,w) € FX, it holds that

L((Mi,lz) []]v R (Mi,zz) []]) =0

RICS is a special case of GR1CS where t = 3 and L is the
quadratic polynomial predicate L(a,b,c) = ab — c. We will
also consider Square RICS [34], which is a special case of
GRICS where t =2 and L(a,b) = a* — b. Groth and Maller
[34] show that R1CS can be reduced to SR1CS, thus making
SR1CS NP-complete.

Remark B.4. In this paper, we will consider instances of
GRICS where the matrices obtained by concatenating the



constraint matrices all have rank at least equal to the number
of variables in the GRICS instance. This is without loss of
generality, as one can always add a small number of dummy
constraints to ensure this property. This requirement arises
due to technicalities in the knowledge-soundness proof of our
SNARK construction.

B.4 Polynomial commitment schemes

A polynomial commitment scheme PC must satisfy the fol-
lowing completeness and extractability properties, and option-
ally also the following hiding.

Completeness. For every maximum bound D € N and effi-
cient adversary A4:

. (ck,ok,vk) < PC. Setup(l ,D)
d‘m(’jf =D (p,u)  A(ck,ok)

Pr PC.Verify(vk, ¢4 PC Commit(ck,p) | =1 .
cunm) = 1 7 + PC.Open(ok, p,u)
v:i=p(u)

Extractability. For every maximum bound D € N and effi-
cient adversary A4, there exists an efficient extractor £ such
that for every round bound r € N, every efficient public-coin
challenger C, efficient query sampler Q, and efficient adver-
sary ‘B, the following probability is overwhelming:

I ST +— EPC.Setup(lx,D) 1
Vie{l,...,r}: where srs = (ck, ok, vk)
PC.Verify(vk, ¢;, u, Forie {l,...,r}:
Pr v, W) =1 p; + C(ck, ok ,0)
(3 c; « A(ck,ok [p]} )
dm((p)) <D, p; + E(ck, ok, [p,]’—))
pilu)=v;
l l u<—Q<Ckvok’[L P ] 1)
i B(u) < (viliz1 [milizr)
Hiding. There exists a polynomial-time simulator § =

(Setup, Commit, Open) such that, for every dimension bound
D € N, round bound r € N, and unbounded adversary 4 =
(4,,4,, 25, 4,), the probability that » = 1 in the following
two experiments is identical.

Real(l}”,D,ﬂ):

1. (ck,ok,vk) + EPC.Setup(1*, D).

2. Lettingcy:=L,fori=1,...,r:

(a) pi < ﬂZ(Ck70k7C07cl7 s aci—l)'

(b) Sample randomness ®; and compute the real commit-
ment: ¢; < PC.Commit(ck, p;; ®;).

c:=[c]iz, 0= o]

u + A;(ck,ok,c,®).

Fori=1,...,r, set w; + PC.Open(ck, p;,u; ®;).

o= [m]imy, v i= i)z

b« A4,(vk,c,u,v, ).

NownsEw

Ideal(1*,D, 4):
1. (ck,ok,vk,trap) < S.Setup(lx,D).
2. Letting ¢y := L, fori=1,...,r:
() p; < A(ck,0k,co,cqy-.05¢i1)-
(b) Sample randomness ®; and compute the simulated
commitment: ¢; < S.Commit(trap; ®;).

3. cr=leling, 0= 0]
4. u <+ Az(ck,ok,c,m).
5. Fori=1,...,r:

(a) m; < S.Open(trap, p;(u),u; ®;).

6. T:=[m]iy, v:i=[p;()]iz;.
7. b+ A (vk,c,u,v, ).

B.5 Succinct arguments of knowledge

An argument of knowledge ARG for an indexed NP relation X
is a tuple of algorithms (G, P, V) that satisfies the following
syntax and properties.

» The generator G is a probabilistic algorithm that takes as
input a security parameter A (in unary) and an index i and
outputs the proving and verification keys (ipk, ivk).

* The prover P is a probabilistic algorithm that takes as
input the proving key ipk, an instance x, and a witness w
and outputs a proof 7.

* The verifier 1 is a deterministic algorithm that takes as
input the verification key ivk, an instance x, and a proof ©
and outputs a bit indicating whether 7 is valid.

These above algorithms must satisfy standard complete-
ness, knowledge-soundness, and optionally (perfect) zero
knowledge properties.

B.6 Linear subspace SNARKSs

Fix a bilinear group (G,,G,,Gy,G,H,e). Then a linear sub-
space SNARK for this group proves the following relation.

Definition B.5. The indexed relation R s is the set of all
index-instance-wimness triples (i,x,w) = (M, y, x) where F
is a finite field, M € G'th is a matrix of group elements ,
y € G} is a vector of group elements in G,, and x € F' is a
vector of scalars, such that the equality y = M - x holds.

Kiltz and Wee [37] provide a zkSNARK for &, 5 under the
k-Matrix Diffie-Hellmann Assumption [23], and Campanelli
et. al. [16] prove it knowledge-sound in the AGM.

C Equifficient polynomial commitments

C.0.1 Extractability

Theorem C.1. The construction EPC in Section 3.3.3
achieves equifficient extractability.

Proof. Let (4;,4,) be an efficient stateful adversary against
EPC. We construct an efficient extractor £ against (4;, 4, )
that succeeds with overwhelming probability, such that for



every round bound r € N, efficient public-coin sampler C,
query sampler Q, constraint sampler ¥, and adversary 4,
the following probability is negligibly close to 1:
Denote by @ the set of non-trivial constraints in Q, and by W
the first non-trivial constraint appearing in Q. Also, denote
by A; N @O the set of non-trivial constraints in A;, and by m;
the number of constraints output by the constraint sampler ¥
for round i.

For each round i € [r], we construct the extractor E for EPC
below and argue that it succeeds.

E(ck, 0k, [A;)i—1,[p;]j=1) = P

1. Parse ck as (K,(group),Q,ckpc, [ipks]scane), and get okpc
from the opener key ok.

2. Parse A, as [A1:~~-7Ami];‘11~

3. [aAjAl-,~~70A_,.\Aj\751\,]7;‘1 — A (ck, ok, [A]i—1, [p;]5=1)-
4. Forward [“A,.u---aa/\,.\/\j\]?;] to Epc(ckpe; okpe, [p;]j—1) and
receive [WA,-,I*"'7WA,'.\AI-\]?;1’ or L if Epc aborts. In the latter

case, output L.

5. For each non-trivial constraint A; € A; N ®, express the vector
WA, x in the punctured basis &, € A;, transforming it from its
representation in the canonical basis % . If this is not possible,

. ! !
output L. Otherwise, set p; := KWAJ.,I: P, <wAjv‘Aj‘7<@‘Aj‘>]’
where w;\j,K are the resulting vectors in the new basis.

6. For each trivial constraint Ay € A;N O, set py := (Wp, 1, % ).

7. Output the polynomials P := [py,..., p,, |-

The extractor E can fail with non-negligible probability due

to at least one of three reasons. We analyze each case sepa-

rately and argue it occurs with negligible probability, or that
it contradicts our original assumptions.

1. Incorrect evaluation: there exists a polynomial p; ; € P
whose evaluation is incorrect.

2. Coefficient non-equality: the equifficient property fails, i.e.,
there exists a round i € [r] and a (non-trivial) constraint
Aj € A; such that A;(p;) = 0.

3. E outputs L : either Epc outputs L, or there is an extracted
polynomial p; , that is not expressible in its associated
punctured basis &, . € A;.

(1) Incorrect evaluation. This straightforwardly follows
from the evaluation binding property of PC.

(2) Coefficient non-equality. We proceed by contradiction.
Suppose that in round i € [r], EPC.Verify accepts, the extrac-
tor £ does not output L, and there exists a list of extracted
polynomials p; € P; that do not satisfy their equifficient con-
straint; in particular, A;(p;) = 0. Let[cy, ... ,c‘A/,‘] be the com-
mitments from which the polynomials in p; were extracted
from, and denote this list by x, 5. Since EPC.Verify accepts,
it follows that the verifier for the linear subspace argument
I, s for A; also accepts; that is, 'VLs(inLs.Aj,XLsJELs) =0.
However, this occurs with negligible probability by the sound-
ness property of I g, as the polynomials committed to in x g
are equifficient if and only if they satisfy the linear subspace
relation R s.

(3) E outputs L. Suppose there exists a round i € [r] where
EPC.Verify accepts and the E outputs L, then either the ex-
tractor Epc for PC outputs L, or there is an extracted poly-
nomial not expressible in its associated punctured basis. For
the former, a union-bound over the probabilities that Epc
aborts for any a A in Step 4 is negligible by the knowledge-
soundness property of PC. For the latter, a polynomial not
expressible in its punctured basis would fail to satisfy the
linear subspace relation as expressing it would require linear
combinations of ambient basis elements not inside its punc-
tured basis (in particular, these extra basis elements do not
appear in i ). This occurs with negligible probability by the
soundness of I1, 3 whenever EPC.Verify accepts.

O

D EPC scheme for univariate polynomials

We describe a construction of EPC schemes for univariate
polynomials that supports batched commitments.

D.0.1 Construction

Setup. EPC.Setup samples public parameters pp as follows.
Sample a bilinear group (group) + SampIeGrp(lx,q) and
parse (group) as a tuple (G,,G,,Gr,G,H,e). Let K be the

vector space FqSD [X] whose canonical basis % is the set of

monomials {1,x,x2, . ,xD_1 }. Sample T «— [, uniformly at

random, and compute the vector of monomial encodings:
Y= (G,’C~G,’52-G,...,‘CD_1 ~G) € Gll)

Set pp := (K, (group),X,t- H) and output the public param-
eters pp. These public parameters will support univariate
polynomials over the field F, of degree at most D — 1.

Specialize. Given oracle access to public parameters pp
and input a set of equifficient constraints Q = {Q;}7,,
EPC.Specialize will compute committer, opener, and verifier
keys as follows.

Sample randomness as follows. For every non-trivial con-
straint S € Q, sample uniformly random field elements
o= (1,0,03, . .. ,(xlssl_l) — [F,JS| and g, 85 < [, Then, for
every trivial constraint V € Q, sample the uniformly random
field element o, := (o) < F,.

Construct the committer key ck as follows. First, for each
non-trivial constraint S € Q,
1. Parse S as [, ..., P, and each Z; as (J;,%;), and

each %, as the basis elements {bgi) 12| (expressed in the
monomial basis).
2. Foreach i € [|S|], compute encodings of the basis elements
in 2: by == (b)(1)- Gy € 6,71
. Construct the ‘consistency’ committer key ckg for S by

(1 psD

taking a linear combination of the vectors bg’,..., bg

W



with respect to the coefficients Oig:

5s
Next, to construct keys for trivial constraints, denote by W the
first non-trivial constraint in Q; commitments to polynomials
with trivial constraints will be batched with commitments to
polynomials constrained by W. (Note that W is not necessar-
ily the first constraint Q,.) For every trivial constralnt V €Q,
compute the committer key for V as cky, := 8 Xe Gl (Re-
call that we assume that all trivial constraints are just the canon-
ical monomial basis.) Finally, construct the committer key

ck := (KK, (group),Q, X, (cky)req)-

Next, construct the opener key ok as follows. For each
non-trivial constraint S € Q, compute the opener key for

\ -
= (L.y % : ISI-D
Sasokéi..—(ys Z,YSZ‘. E ) € G,
every trivial constraint V € Q, construct the opener key

as oky = % ‘X e G?. Set the opener key to be ok :=
(Ka <group>,Q,Z, (OkT)TGQ)'

, while for

Finally, construct the verifier key as follows. Denote by @

the set of non-trivial constraints in . Then the verifier key
oy-G -G o G)
3

vk is defined as vk := (K, (group), Q, (== T )VEQ\G’{(\S(T

(Ys-H),(YsT-H), (85 G) }sce)-

Commit. On input ck = (K, (group),Q,Z, (cky)rcq), a list
of polynomial lists P = [p,]i_;, and equifficient constraints
A = {A;}i2,, EPC.Commit computes a commitment ¢ as
follows.

First, if for any p; ; € P, deg(p; ;) > D, output L.

Next, compute the commitments to the constrained polyno-

mials. For every list p; € P such that A; is a non-trivial
constraint, proceed as follows. For notational convenience,
set t:=p; and S := A;. Parse t as [t},...,7|g] and S as
[2,,. ?‘ s Denote by t the coefficient vector of the poly-

nomial # in 91. 7 Construct the * consistency’ commitment
of t with respect to S as cg := (r,ckg) € Gy.

Then, compute commitments to the unconstrained polynomi-

als. For every list p; € P such that A is a trivial constraint,
proceed as follows. Parse p; as h and set V := A;. Commit
to 4 under cky, via the Pedersen commitment ¢y := (h,cky).
Let W be the first non-trivial constraint in Q and let ¢y be
the commitment to the polynomials in P constrained by W
(if there are no such polynomials, i.e., W & A, then set ¢y :=
0-G). Update cy to ey + Yyeo\@Cv-

Finally, output the commitment ¢ := (cg)gcane U (¢ ), where
AN O denotes the set of non-trivial constraints in A.

13Note that if the polynomials in ¢ are equifficient, then ¢ is the coefficient
vector for each 7; in the &7; punctured basis.

Open. On input opener key ok parsed as

ok := (K,({group),Q X, (okr)rco), a list of polyno-

mial lists P = [p;]i~;, a set of equifficient constraints

A = {A;};~,, and an evaluation point u, EPC.Open outputs

an evaluation proof  computed as follows.

First, if for any p; ; € P, deg(p; ;) > D, output L.

Next, compute evaluation proofs for the constrained poly-
nomials. For every list p; € P such that A; is a non-trivial
constraint, proceed as follows. For notational convenience,
set?:=p;and §:=A
1. Parsetas [f),...,1g] and okg as (oky, ..., ok ).

2. For each i € [|S|], compute the unique witness polynomial
wi(X) = (1;(X) —1;(u)) /(X —u) € F<P[X], and commit to
it under the opener key ok; via the Pedersen commitment
W; = (w;,0k;) € G;.

3. Compute the batched evaluation proof for the polynomials
intaswg:= Zlﬂl W;.

Next, compute evaluation proofs for the unconstrained poly-

nomials. For every list p;, € P such that A; is a non-

trivial constraint, proceed as follows. Parse p; as i and set

V := A. Compute the witness polynomial w(X) = (h(X) —

h(u))/(X —u), and commit to w under the opener key oky,

via the Pedersen commitment wy, := (w,oky) € G;.

Let W be the first non-trivial constraint in Q and let wyy, be the

evaluation proof for the polynomials in P constrained by W

(f W ¢ A, then set wyy := 0). Set wy :=wy + Yyco\@Wy-

Finally, output the proof T := (wg)scane U (Wy ), where AN
® denotes the set of non-trivial constraints in A.

Verify. On input the verifier key vk parsed as ( (group>
-G -G
Q>(L«‘;W Jve@\@: {(%)»(’YS' H),(vst-H), (85 G)}sco)s

commitment ¢ = (cg)sepne Y (cw ), an evaluation point u,
claimed evaluations V = [v;]/L;, a set of equifficient con-
straints A = {A;}/~;, and a proof T = (wWg)gcane U (W),
EPC.Verify proceeds as follows.

First, check that the constraint A; is contained in the vk; that
is, A; € Q.

Next, let W denote the first non-trivial constraint appearing in
Q. For notational clarity, let v; denote v; where i is the index
of T in A. If there are no polynomials constrained by W (that
is, W € A), then set vy, :=0.

For each constraint S € AN®\ {W}, check the equality:

Og,
e<cs,65H>=e(< fen s YSH> (ws, 5TH — ygu- H)

Else for S = W, check the pairing equality:

e(cW,SW-H)=e<<aW’vW>-G+ ) <av’vv>,'yW-H>

Tw VEA\® w

e(Wy,YwT-H—"Yyu-H)
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