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Abstract

Microarchitectural attacks represent a critical security concern
in public cloud environments, as they can cause information
leakage between cloud tenants with conflicting interests. Ex-
isting solutions usually require provider-level resources, such
as hardware performance counters or host processes, which
may be inaccessible to cloud tenants. The lack of aware-
ness among cloud tenants may persuade cloud providers to
postpone the deployment of vendor patches, as evidenced by
patched-yet-active threats, such as PRIME+PROBE and Spec-
tre variants. In this paper, we propose PDM, a solution that
enables cloud tenants to independently detect and mitigate mi-
croarchitectural attacks without providers’ help. First, PDM
introduces tenant-based detection based on an interesting
observation, i.e., probing the memory space of victim applica-
tions using the popular FLUSH+RELOAD attack technique
can actually enable detection. Second, PDM achieves efficient
tenant-based mitigation by selectively triggering obfuscation
and in-memory encryption techniques upon detection. Third,
we tackle several key challenges including (i) attacks not in-
volving evictions (e.g., Spectre), (ii) the need for source code
or binary instrumentation, (iii) benign noises from the victim
or co-resident tenants, and (iv) the tradeoff between accuracy,
delay, and overhead. Our experiments show that PDM allows
tenants to detect and mitigate various microarchitectural at-
tacks, including PRIME+PROBE and Spectre, in an accurate
(e.g., >99.72% TPR and <0.13% FPR on our testbed, and
>98.63% TPR and <0.83% FPR on AWS Fargate), timely
(e.g., 7Tms lead time for triggering mitigation), efficient (e.g.,
<2.47% overhead on SPEC CPU 2017), and robust (against
both noises and evasive attacks) manner.

1 Introduction

Microarchitectural attacks exploit the shared CPU cache
and insecure hardware optimization to uncover private
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information, through either analyzing the victim’s memory
access patterns [30, 69, 86] or directly accessing confidential
data [48,56]. Such attacks are particularly concerning inside
a multi-tenant public cloud environment where different
tenants with conflicting interests may potentially share the
same physical host. The shared resources [42,44,58,89,92]
and/or hardware vulnerabilities [8,74,75,81] may enable an
attacker to steal sensitive information about other co-resident
tenants, such as their passwords and cryptographic keys.
While cloud tenants are responsible for securing their own
data (e.g., “security is a shared responsibility between the
provider and the tenant” [5]), they may feel helpless when
it comes to defending against microarchitectural attacks. As
illustrated on the left side of Fig. 1, cloud tenants typically
lack direct access to the host or hardware-level information,
such as hardware performance counters (HPCs)' and system
processes, which is usually necessary for existing solutions
to detect microarchitectural attacks [12, 18,30,32,53,75, 80].
On the other hand, preventing microarchitectural attacks with
existing code/binary hardening techniques, such as constant
time code [41], inserting memory fences [15, 61,66, 78] or
in-memory encryption [70, 83], may incur significant over-
head if applied non-selectively, while page table modification
solutions like marking pages as uncacheable [73] or using
execute-only memory [35] typically require access to the host
or hypervisor, which again may be infeasible for the tenants.
The lack of means for dealing with microarchitectural
attacks may cause cloud tenants to lose interest and decide
to simply live with what providers offer, e.g., dedicated L1
and L2 cache in EC2 [4] and dedicated EC2 instances [0].
However, these either only provide limited protection
against microarchitectural attacks [4], come with additional
costs [6], or become infeasible altogether (e.g., in serverless
platforms like AWS Fargate [7, 81]). Moreover, knowing
such a lack of interest or awareness among cloud tenants,
cloud providers may be less motivated to deploy all the

'For instance, in Amazon AWS, HPCs are only accessible in dedicated
instances (regardless of the instance size), and are disabled on shared
instances due to their security implications [28].
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Figure 1: Motivation and Our Ideas

latest vendor patches since these are known to result in
considerable performance penalty [10]. In addition, the
timely development of vendor patches also proves to be chal-
lenging [61,63], and each resolved vulnerability usually leads
to the discovery of new ones. As a result, microarchitectural
attacks remain a critical security concern in today’s cloud
environments, as evidenced by patched-yet-active threats like
PRIME+PROBE on shared last-level caches [42,58,92] and
Spectre [9,61,63,65,75,81,84].

Therefore, there is a need for enabling cloud tenants
to defend themselves against microarchitectural attacks.
This can (i) raise tenants’ awareness of microarchitectural
attacks, and draw further public attention to this active threat;
(ii) pressure vendors and providers to more timely develop
and deploy vendor patches; (iii) provide an additional
layer of protection that can work in tandem with existing
provider-level detection and mitigation solutions.

Our Ideas. As illustrated in the middle of Fig. 1, our
main ideas are twofold. First, we can enable a cloud
tenant to independently detect microarchitectural attacks by
applying similar probing techniques used in such attacks. For
instance, the popular FLUSH+RELOAD [86] attack involves
repetitively flushing the cache, whose effect may be directly
observed as slow memory reads by a tenant who probes (ac-
cesses) the memory. Second, we can then leverage this newly
gained detection capability to selectively trigger attack mitiga-
tion only when a potential attack is detected. This can avoid
the undue overhead incurred by constantly applying tenant-
level mitigation solutions such as obfuscation and encryption.

Challenges. There are several challenges toward realizing
those ideas. First, the previous idea of monitoring unexpected
cache misses can only detect malicious evictions, but many
microarchitectural attacks do not involve a malicious eviction,
e.g., Spectre [48] variants. Second, injecting the probing pro-
cedure into the victim’s process may require modifying the
victim’s source code (impractical) or binary instrumentation
(expensive [21]). Third, as microarchitectural attacks occur at
the hardware level, a tenant-level solution is naturally subject
to various background noises (e.g., those coming from the
application workload or co-resident tenants sharing the same
CPU), which can cause significant false positives in detection

and mitigation. Finally, both machine learning (ML)-based
detection and binary-level mitigation may become too
expensive in this context when applied at runtime.

To address those challenges, we introduce PDM, a solution
for cloud tenants to defend themselves against microarchitec-
tural attacks without cloud providers’ help. First, we develop
a series of probing schemes to enable cloud tenants to inde-
pendently detect various types of microarchitectural attacks
(Section 3.1). Second, we integrate PDM as a thread into the
victim’s binary to avoid the need for source code modification
or binary instrumentation, and enhance PDM’s robustness
against potential noises through feature engineering (Sec-
tion 3.2). Third, we balance between the overhead and
accuracy through selectively triggering different mitigation
solutions, i.e., a fast model triggers immediate and non-
disruptive mitigation, and a slow model verifies the attack, and
then either deactivates the mitigation (false positive), or trig-
gers more drastic mitigation (confirmed attack) (Section 3.3).

The following summarizes our main contributions:

* We design PDM as a true tenant-based solution that
requires no special support or access from the cloud
provider. This enables cloud tenants to independently detect
and mitigate the threat, giving them more control and an
additional layer of protection. This can also raise cloud
tenants’ awareness of microarchitectural attacks, and attract
more public attention to this important threat.

* We tackle several key challenges in realizing PDM:
(i) covering various types of microarchitectural attacks,
(ii) avoiding the need for source code modification or binary
instrumentation, (iii) handling noises from various sources,
and (iv) balancing between the overhead and accuracy.

* We implement and evaluate PDM using both an in-house
multi-tenant cloud testbed (using KVM-based virtualization
and Kubernetes-based containerization) and a public cloud
(AWS Fargate), against various proof-of-concept microarchi-
tectural attacks, diverse sources of noises, and slow evasive
attacks. All our artifacts are publicly available.”

* Qur evaluation demonstrates that PDM is effective
against various attacks including PRIME+PROBE and
Spectre, with high accuracy (e.g., >99.72% TPR and <0.13%
FPR on our testbed, and >98.63% TPR and <0.83% FPR on
AWS Fargate), short delay (e.g., 7ms lead time for triggering
mitigation), low overhead (e.g., 2.47% overhead on SPEC
CPU 2017), and reasonable robustness (against both noises
and evasive attacks). Finally, in comparison to state-of-the-art
solutions, PDM achieves (i) comparable detection accuracy,
despite its lack of access to provider-level resources, and
(ii) far less mitigation overhead (negligible when idle).

2 Preliminaries

This section gives background and defines our threat model.

Zhttps://github.com/arashd021/pdm/


https://github.com/arashd021/pdm/

2.1 Microarchitectural Attacks

Cache Side-Channel Attacks. Those attacks exploit the
shared CPU cache by measuring memory access laten-
cies to determine whether a target cache line was brought
into the cache by the victim. This can expose the vic-
tim’s secret-dependent memory access patterns, and po-
tentially enable the recovery of sensitive information
such as cryptographic keys. These attacks typically be-
gin by evicting target addresses to clear data previously
cached by other processes. FLUSH+RELOAD [86] and
FLUSH+FLUSH [30] use the clflush instruction to directly
flush targets. EVICT+RELOAD [31] fills the cache set with
congruent addresses to evict targets, while PRIME+PROBE
variants [22,42,58,69,71,92] do the same without shared
memory. Next, the attacker infers victim access patterns:
in FLUSH+RELOAD and EVICT+RELOAD, fast reloads
indicate cache hits from the victim; in FLUSH+FLUSH,
slow flushes indicate such hits; in PRIME+PROBE,
slow accesses indicate victim-induced cache misses.
RELOAD+REFRESH [13] exploits replacement policies in-
stead of actively evicting victim’s data. The attacker refreshes
the replacement ages so that only their own line gets evicted
if the victim touches the target. The victim’s data will be kept
in the last-level cache but is evicted from L1 and L2 [85].

Disabling memory sharing can mitigate some of those at-
tacks, but leads to increased memory usage and performance
degradation, and is ineffective against PRIME+PROBE vari-
ants that do not require shared memory [22,42,58,69,71,92].
Randomized secure caches [24] can mitigate the latter, but
require hardware changes. Last-level cache partitioning can
also achieve this, though at the expense of performance [57].

Transient Execution Attacks. Those attacks exploit modern
CPU optimizations that allow instructions to be executed
speculatively or out-of-order. Specifically, mispredictions
lead to transient execution whose effect is rolled back, while
the microarchitectural effects (e.g., inside the cache) remain,
allowing attackers to extract victim’s data. For instance, in
Spectre variants, an attacker having access to presumably
safe segments of the program can divert normal execution
toward a series of instructions (i.e., gadgets) that read
secret data. This is achieved by forcing conditional branch
misprediction (PHT [48]), indirect branch misprediction
(BTB [48]), return address misprediction (RSB [49, 60]), or
memory read misprediction (STL [34]). The data being read
can then be extracted using a cache covert channel. Since
Spectre [48] and Meltdown [56] appeared, there has been a
constant stream of similar attacks [9, 14,60, 74,75,77, 84].
Transient execution attacks have traditionally been kept
under embargo until mitigated by the vendor. Examples of
vendor mitigations include KPTI [29] for Meltdown, and
preventing speculation with memory fence instructions [66]
for Spectre. However, most such solutions are either
incomplete (leaving some attack vectors unprotected) or too

aggressive (causing performance degradation) [14,15,61,63].
Finally, new speculative execution paths and branch target
injection techniques are regularly discovered by researchers
to defeat existing mitigation solutions [65, 84].

2.2 Threat Model

Following the literature on microarchitectural attacks, the
attacker is assumed to be a regular cloud tenant who is co-
resident with the victim on the same physical host [91]. The
co-residency leads to sharing the CPU, memory, and last-level
cache (LLC) between the victim and attacker. The attacker can
only execute unprivileged code within his/her own cloud in-
stance, with no privileged instructions or elevated access. The
cloud provider is assumed to have disabled direct access by
tenants to host or hardware-level information, including HPCs
due to their own security implications. The tenants are as-
sumed to trust the provider, but are also aware of the risks that
the provider may struggle to keep up with the constant stream
of newer attack variants, or be reluctant to deploy all the miti-
gation solutions, e.g., due to the implied overhead of disabling
resource sharing or hardware optimization techniques. Finally,
we only consider realistic cloud environments which are natu-
rally noisy so a data leakage can only occur at a relatively low
rate, e.g., real-world Spectre-PHT leaks at 41B/s [48,73], and
cross-VM FLUSH+RELOAD [44] and PRIME+PROBE [42,
58,92] can both take seconds or minutes.

Table 1: PDM’s Security Coverage

PDM’s Attack Categor Impact on the Victim’s
Security Coverage sory Cache Occupancy State

Eviction-based
Cache Attacks
[30,42,58,69, 86,92]
Eviction-based
Cache Attacks
(non-inclusive cache) [72]

Data evicted out of
all levels of cache

Data evicted (demoted)

from L1 to L3
Fully Covered rom-to

(Detection/Mitigation)

Data’s replacement
ages are refreshed
(evicted from L1 and L2)
Data cached due to
attacker’s speculative access

Cache Attacks Exploiting
Replacement Policies [13]

Spectre-type Data Leakage
[9, 14,34,48, 60, 84]
Non-secrecy Misuse of
Spectre (e.g., Control Flow
Integrity [25])

Memory DoS [88]

MDS [77], L1TF [76],
Rowhammer [47],
TLB [27], and
Port Contention [3], etc.

Data cached due to

Partially Covered attacker’s speculative access

(Detection/No Mitigation)

Data evicted out of
all levels of cache

Not Covered

(Out of Scope) No impact

Security Coverage. First, Table | shows the attacks affecting
the victim’s cache occupancy state (i.e., data distribution
within the cache-memory hierarchy) that PDM can detect
and mitigate (fully covered). Specifically, eviction-based
cache attacks increase cache misses across different levels of
cache, while Spectre-type data leakages increase cache hits
by pulling victim data into L1 through speculative accesses.
Since PDM targets the speculative-access phase (not the
covert channel data exfiltration), coverage remains effective



against variants using other types of covert channel [11,20].
Second, the attacks leveraging Spectre for intents other than
direct data leakage and memory DoS are detected but not
mitigated (partially covered) by PDM, since they target
integrity or availability rather than confidentiality. Finally,
the attacks that do not alter the victim’s cache occupancy
state are out of scope (not covered).

To place such attack coverage in context, we examined
169 microarchitectural attack papers published over the past
decade at major security venues (IEEE S&P, USENIX Secu-
rity, ACM CCS, and NDSS). We found that 28% target Spec-
tre and 37% target cache-based side-channels, indicating that
PDM covers a substantial portion of the common attacks de-
spite the fact that it only has access to tenant-level resources.

3 Methodology

We provide an overview before detailing PDM’s components.

Overview. As shown in Fig. 2, PDM consists of three major
components, namely, probing, detection, and mitigation.
First, the probing component monitors the victim’s memory
space for potential attacks, and captures unexpected cache
hits or misses as features for detection. Second, the detection
component has three sub-components: (i) Injection extracts
secret-dependent addresses from the victim process and
spawns a new thread to gain the control and visibility nec-
essary for probing, detection, and mitigation. (ii) Detection
engine first organizes the detection features received from the
probing component as multivariate time series, and then per-
forms a two-stage detection process to handle false positives,
which is conditionally triggered using an inference switch
when secrets were accessed or evicted. (iii) Noise handling
deals with both victim noise and co-resident noise by collect-
ing extra detection features, such as the load on cache and the
victim’s secret access frequency. Finally, upon detecting an
attack, the mitigation component is activated to mitigate the
attack through cache obfuscation or in-memory encryption.

3.1 Probing

This section designs a series of probing schemes to monitor
the victim’s memory space and collect data for detection.

Scheme 1: Access+Reload. As mentioned in Section 1, a
straightforward way to detect microarchitectural attacks is to
focus on abnormal cache misses caused by the attacker’s evic-
tion operations. Attackers employ such eviction operations
to clear footprints of previous access patterns, such that the
victim’s subsequent access patterns can be inferred through
cache hits. When an attacker evicts [31], flushes [30, 86],
or primes [42,58,69,92] the victim’s data out of the cache,
we can detect the attack by probing (accessing) the same
memory addresses, since the access will be slow due to the
cache misses caused by the attack.
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Figure 2: Overview of PDM

However, a challenge arises here since we typically need to
probe not just one memory address, but a range of addresses,
namely, probing range. During the delay before we can return
to probe the same address again, noises may arise (e.g., from
benign applications or hardware prefetchers) to cause false
detection results. To address this, we learn from the attacker,
i.e., we clear any existing footprints, by adding another access
operation (Access) before our probing access (Reload), with
a wait interval in-between as the time window for detection.

Specifically, as Fig. 3 (top-left) shows, each probing cycle
of Scheme 1 starts with a memory access operation (Access
Memory[i] in the figure). It then waits for a given time
interval (Wait), before performing the second access operation
at the same address (Reload Memory[i]). Next, it measures
the reload time (Measure Time), and compares the result to
a pre-defined threshold (Slow?). If the comparison indicates
a cache miss, a detection counter” is incremented (Miss++);
otherwise, this probing cycle ends. Fig. 3 (middle-left)
illustrates how this scheme can detect the eviction step
(F'lush) of cache side-channel attacks, i.e., the flush will be
indicated by a slow reload.

Scheme 2: Flush+Reload. As Scheme 1 only monitors for
cache misses, it cannot detect transient execution attacks
which rely on speculative memory access instead of evictions
(e.g., Spectre [48]). To address this, we borrow the probing
technique used in the popular FLUSH+RELOAD [86] attack
for detection, i.e., we first flush the memory (Flush) before
accessing it (Reload), with a wait interval in-between as the
window for detection. Any speculative memory accesses oc-
curring inside this window can then be detected as unexpected
cache hits. Specifically, as Fig. 3 (top-right) shows, Scheme 2
starts with a memory flushing operation (Flush Memory[i]),

3To monitor variations in the victim’s cache occupancy state across all
levels of the cache-memory hierarchy, we use four detection counters with
different thresholds for each scheme (not shown in the figure). These will then
be used as features for our detection classifier, as detailed in Section 3.2.2.
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Figure 3: PDM Probing Schemes (Flowchart and Timeline)

waits for a given time interval (Wait), and finally performs an
access operation on the same address (Reload Memory[i]). It
then measures the access time (Measure Time) and compares
the result to the cache hit threshold (Fast?) to increment the
detection counter (Hit++). Fig. 3 (middle-right) illustrates
how a transient execution attack’s unauthorized access can
be detected under this scheme as a fast reload.

Scheme 3: Scheme 1+Scheme 2. As both Scheme 1 and
Scheme 2 can only detect a subset of attacks, Scheme 3
naturally combines those two building block schemes. Specif-
ically, as Fig. 3 (top) shows, Scheme 3 basically alternates
between the two previous schemes for the probing of each
address, i.e., it first performs Scheme 1 (Access+Reload[i])
on every address in the probing range, and then it switches
to Scheme 2 (Flush+Reload[i]). Fig. 3 (middle) illustrates
how Scheme 3 can detect both types of attacks.

Scheme 3+: Scheme 3 Multiplexed. Although Scheme 3
is sufficient for most use cases (as demonstrated in Sec-
tion 4.3.2), we further extend it through multiplexing the
probing during wait intervals. Specifically, as illustrated in
Fig. 3 (bottom), Scheme 3+ leverages each wait interval to
sequentially perform the first probing operation (i.e., access or
flush) on multiple addresses until the total elapsed time since
the first operation matches the original wait interval. It then
performs the reload (second access operation) on all those
addresses to complete the probing cycle. Those addresses are
selected using a 4KiB stride to avoid prefetching and ensure
spatial independence across probing operations. This mul-
tiplexing design allows Scheme 3+ to cover up to 512KiB
using a single probing thread (if the required probing range
is insufficient to fill the entire wait interval, the thread sleeps
for the remaining duration). This scheme gives tenants more
flexibility in covering a larger probing range with slightly
more CPU usage, as will be demonstrated in Section 4.3.2.

3.2 Detection

This section details how PDM injects itself into the victim
process to detect attacks while handling noises.

3.2.1 Injection

The injection of PDM takes two steps.

Address Extraction. PDM applies existing approaches to
locate both the secret-dependent memory access instructions
(for cache side-channel attacks) and the secrets themselves
(for transient execution attacks). First, the former can
be achieved through manually profiling a cryptographic
library, i.e., triggering the encryption while probing memory
addresses using FLUSH+RELOAD (addresses showing a
high cache hit rate may be secret-dependent [31]). However,
since this approach can be time-consuming and lead to
over-annotation, we instead rely on existing automated cache
side-channel vulnerability detectors [79, 82, 87] to scan
cryptographic implementations for identifying suspicious
leak sites (i.e., secret-dependent memory access instructions
that actually allow leaking secrets). Second, to locate the
secrets and track their propagation, we leverage dynamic
binary instrumentation (DBI) based on Intel Pin [40] for
manually annotating secret offsets within the binary, and
apply dynamic taint analysis (DTA) based on 1ibdft [46]
for tracking secret propagation [83].

Address extraction is performed offline, when instrumen-
tation overhead is acceptable. Extracted addresses are stored
as offsets within the victim binary and its shared libraries, en-
suring resilience against ASLR. These offsets define PDM’s
probing range (detailed in Section 3.1).

Code Injection. Next, PDM obtains access to the addresses
in the probing range. Dynamic binary instrumentation can
achieve this but is expensive. On the other hand, cross-process
memory access is not feasible since each process is assigned a
dedicated virtual address space. Using the mmap syscall to map
aread-only copy of the victim binary [31] can overcome this
limitation, but it only provides visibility into static addresses.

Instead, we take the opposite approach, i.e., making the vic-
tim process load PDM into its memory on our behalf, and run
PDM as a thread. This approach has two benefits: (i) PDM
and the victim share the exact same memory (including dy-
namically allocated addresses); (ii) running PDM as a sepa-
rate thread minimizes performance impact (Section 4.3.2).

Specifically, we compile PDM as a shared library (. so
object) that will spawn a new thread once loaded (using
__attribute__ ((constructor))), pinned to the same
core as the victim. We inject the library into the victim
in two ways (for victim applications given as binaries and
running processes, respectively): (i) using LD_PRELOAD to
load the library at startup; (ii) injecting the library at run-
time using ptrace [51]. The runtime injection approach
starts by attaching to the victim process and locating the
__libc_dlopen_mode function. It then injects a small pay-
load at the 1ibc entrypoint to trigger dlopen, and updates
the instruction pointer to the injected code. When execution
resumes, the victim loads PDM thread as a shared library.
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Figure 4: PDM Detection Engine
3.2.2 Detection Engine

The PDM detection engine organizes its detection features as
a multivariate time series, and employs an inference switch to
trigger a two-stage detection process for balancing between
accuracy, overhead, and lead time.

Multivariate Time Series. We employ a multivariate time
series to enable the analysis of dependencies between all the
features, including detection counters (Section 3.1) and noise-
handling features (Section 3.2.3). Specifically, as illustrated
in Fig. 4 (upper left), the detection counters Access+Reload
and Flush+Reload capture the ratio of probes that hit each
level of the cache-memory hierarchy, separated with different
thresholds (BigMiss refers to latencies exceeding 450 cycles,
which typically occurs due to cache coherence, cross-slice
L3 access delays, interconnect contention, TLB misses, and
page table walks [39]). Other features collected for noise
handling will be detailed in Section 3.2.3.

To enhance the accuracy of the classifier and mitigate
unwanted fluctuations in the time series data, we compute
the moving average and moving standard deviation over all
the features and then normalize them using the RobustScaler
technique. The constructed data point is then given to the
encoder layer of a transformer-based classifier to make the
detection decision. Since PDM is designed as an online secu-
rity tool, one requirement here is to ensure that the classifier
remains lightweight and efficient enough for online inference.
To achieve this, we minimize the size (depth, number of
layers, number of heads) of our classifier while maintaining
sufficient accuracy, using the Optuna [2] parameter tuning
library. We then import the classifier into the PDM thread
using the ONNX Runtime [68], which is configured to only
spawn one extra thread to minimize the overhead.

Inference Switch. Although our classifier is lightweight and
executed in a single ONNX thread, constantly performing ML
inference would still introduce unnecessary overhead and
delay. To avoid this, we introduce an inference switch that
conditionally triggers ML inference depending on whether
the secrets have been accessed or evicted. As illustrated in
Fig. 4 (upper right), the inference switch is turned off, i.e.,
it will not trigger the detection process, when both of the

following conditions are true: (i) all Access+Reload probes
return L1 cache hits; (ii) all Flush+Reload probes return 1.3
cache misses. Those conditions together indicate the absence
of any ongoing attack, and hence performing ML inference
would cause unnecessary overhead. Otherwise (if at least one
of those conditions is false), the inference switch is turned
on to pass detection features to the fast model.

Two-Stage Detection. Another challenge is to balance be-
tween the detection lead time and accuracy. Since real-world
microarchitectural attacks may cause data leakage in a matter
of seconds [42, 44,48, 58,73, 92], a shorter detection lead
time is necessary to activate the mitigation earlier. However,
this also requires more frequent detection decisions to be
made based on less input data, which naturally results in
more false positives and unnecessary mitigation. To address
this challenge, we introduce a two-stage detection process
composed of both a fast detection classifier and a slower but
more accurate classifier, as illustrated in Fig. 4 (middle).

The fast classifier is tuned for the least amount of false neg-
atives (i.e., not missing any attacks), while the slow classifier
is tuned for the least amount of false positives (i.e., verifying
the former’s detection results), as demonstrated in Section 4.3.
Mitigation is activated as soon as the fast classifier detects an
attack (for a shorter detection lead time). If the slow classifier
identifies this as a false positive, the mitigation is deactivated
on the affected addresses (to reduce unnecessary overhead).
Otherwise (if the attack is confirmed), the mitigation stays
active (to provide additional response time), while the tenants
are alerted to migrate their workloads and the cloud provider
is notified to apply additional protection.

3.2.3 Noise Handling

Victim Noise. As PDM probes memory addresses, concurrent
victim accesses may shift the baseline, i.e., a benign increase
in cache hits due to normal workload can trigger false
positives or hide attacks. To address this, PDM introduces a
new component to identify legitimate victim accesses. Specif-
ically, the offsets at which the process is accessing secrets are
identified using dynamic binary instrumentation [40] and a
dedicated probing thread is spawned to monitor those offsets
using probing Scheme 2 (Section 3.1). This enables the
collection of extra features, as shown in Fig. 4 (Victim Noise),
that determine whether the victim has executed relevant code
before accessing secrets. In addition, PDM dynamically
adjusts its Flush and Reload wait interval based on the
victim’s access frequency to preserve probing resolution.

Co-resident Noise. In multi-tenant clouds, even with isolation
measures such as Linux cgroups, Amazon Firecracker [81],
and dedicated L1/L2 caches [4], tenants on the same host still
share underlying resources like the CPU and last-level cache.
Consequently, cache-intensive workloads from co-resident
tenants and from the victim’s other applications can both
generate noise. Such co-resident noise has a similar effect
as victim noise in hiding attack patterns or generating false



positives. Unlike victim noise, co-resident noise causes an in-
crease in cache misses instead of hits. Nonetheless, the access
patterns of co-resident applications are inherently different
from those of eviction-based attacks, i.e., eviction-based at-
tacks mostly follow a repetitive and predictable access pattern
and affect specific cache lines, while cache intensive applica-
tions generally exhibit more temporal and spatial variability.

Based on such observations, PDM introduces a noise han-
dling thread to detect cache-intensive workloads, follow-
ing a similar technique used by the PRIME+PROBE at-
tacks [42,58,69,92] to probe addresses mapped to different
L3 cache sets. Since physical addresses are evenly distributed
across slices [62], a single probe per set can serve as a repre-
sentative sample of L3 cache and enables detection of heavy
system load. The collected features are appended to the mul-
tivariate time series (Fig. 4), while PDM dynamically adjusts
its Access and Reload wait interval based on noise intensity.

3.3 Mitigation

This section describes how PDM achieves efficient attack
mitigation by only triggering mitigation solutions upon
detection. PDM leverages several user-space mitigation
approaches, including obfuscation (for cache side-channel
attacks), in-memory encryption (for transient execution at-
tacks), and migration (for confirmed attacks). Those solutions
are chosen to meet two unique requirements: (i) deployable at
the tenant level, and (ii) non-disruptive in the sense that false
positives in detection will not disrupt the victim application.

Mitigation for Cache Side-Channel Attacks. Since those
attacks aim at inferring the victim’s memory access patterns, a
well-known mitigation solution is to obfuscate such patterns
to increase the noise observed by attackers, and hence
reduce their attack success rates [23, 64]. PDM adopts a
two-stage obfuscation approach. First, the access and flushing
operations performed by PDM during probing already
introduce an obfuscation effect. Second, upon detecting an
attack, PDM intensifies its obfuscation effect by aggressively
prefetching the memory pages containing the addresses under
attack, following existing approaches [23, 64]. This creates
overwhelming noises to significantly reduce the attacker’s
ability to infer the victim’s memory access patterns,” while
being non-disruptive (the prefetching actually enhances the
application’s performance by reducing its cache misses [64]).

Mitigation for Transient Execution Attacks. To mitigate
transient execution attacks at the tenant level, we cannot
employ existing solutions like preventing unsafe speculative
execution [15, 61, 66, 78] (which requires offline code
analysis), marking memory pages uncacheable [73], or using
execute-only memory [35] (which require access to the host

4While such security-by-obscurity mitigation approaches can eventually
be defeated by attackers, e.g., using better signal processing techniques,
PDM only relies on those approaches for a short time before its slow
classifier can confirm the attack.

Original Instruction Sequence:
7ffff7dc6104: xor ebx, dword ptr [rdi]
7ffff7dc6106: mov r9d, dword ptr [rsi + 8]
7ffff7dc610a: mov r8d, ebx
7ffff7dc610d: bswap eax
7ffff7dc610f : bswap ecx

After Trampoline Building:
7ffff7dc6104: jmp 0x7fff97dc6000
7ffff7dc6109: nop
7ffff7dc610a: mov r8d, ebx
7ffff7dc610d: bswap eax
7ffff7dc610f: _bswap ecx

Trampoline Code:
7ff97dc6000: movg  xmm8, r8 7fff97dc604e:: lea r10, [rdi + MASK_DELTAE
7fff97dc6005:: movq xmm13, rdi 0 7fff97dc6051:: mov  r8d, dword ptr [r10] 9
7fff97dc600a::movqg  xmm14, ril : 7fff97dc6054:: xor  rlld, r8d :
7fff97dc600f :imovg  xmm15, r10 : 7fff97dc6057:i jmp  0x7fff97dc6062
7fff97dc6014:: lea r11, qword ptr [rdi] :g 7fff97dc605c:i mov  rdi, ril :
7fff97dc6017::movabs ri0, secret_lo 7fff97dc605f :i mov  rlld, dword ptr [rdi] e
7fff97dc6021::cmp rll1, r10
7fff97dc6024:: jb 0x7fff97dc605¢
7fff97dc602a::movabs r10, secret_hi
7fff97dc6034::cmp rll1, r10
7fff97dc6037:: jae 0x7fff97dc605¢ i 7fff97dc6074::movq r8, xmm8
7fff97dc603d:iadd  ril, SHADOW_DELTA:  7fff97dc6079:imov r9d, dword ptr [rsi+8] :
7fff97dc6044:: mov rdi, r11 e 7fff97dc607d::jmp  Ox7ffff7dc610a 0
7fff97dc6047::mov r1ld, dword ptr [rdi] :

7fff97dc6062: i xor ebx, riid
i 7fff97dc6065:: movq r10, xmm15
7fff97dc606a: imovq r1l, xmmld @
7fff97dc606f :: movq rdi, xmm13

Figure 5: PDM Mitigation: Trampoline Building

or hypervisor, respectively). Instead, PDM leverages the
in-memory encryption approach [70, 83]. Specifically, upon
attack detection, PDM immediately encrypts the memory
content stored at the affected addresses using XOR masking
with a cryptographically secure pseudorandom mask. It
then intercepts memory reads (and writes) that involve
under-attack addresses, and decrypts (and encrypts) the data
on the fly. Applying this solution to only a handful of victim
memory addresses allows PDM to keep a low overhead on
the victim process. This solution is also non-disruptive since
the only impact to a mistakenly detected application is a
slight delay (which will be evaluated in Section 4.4).

To avoid the overhead of instrumenting every memory ac-
cess at runtime or locating all secret-accessing instructions
through static analysis, PDM makes the application self-
declare instructions accessing secrets and self-modify them
to integrate the on-the-fly encryption and decryption logic.
Specifically, we leverage the mprotect system call to mark
pages containing secrets as PROT_NONE such that any access
to these pages triggers a SIGSEGV signal [16]. This signal is
then handled using a custom signal handler installed in the
application to build a trampoline for each faulting instruction
using inline binary rewriting [83]. To allow the trampoline to
access the encrypted secrets without lifting the page protec-
tion, a RW encrypted shadow copy of the secret is allocated,
and any secret access in the trampoline is redirected to the
corresponding offset in the shadow page.

The trampoline is built by allocating a RW memory within
+1.5 GiB of the faulting instruction pointer (RIP), enabling
5-byte jmp rel32 branches that are limited to +2 GiB. If a
nearby allocation is not possible, a generic allocation is used
anywhere in the address space, requiring a 13-byte absolute
indirect jump (e.g., mov rll, immé64; jmp rll). Fig. 5il-
lustrates how PDM builds a trampoline in the following seven
steps for an xor load instruction accessing a secret.

First, the trampoline saves the scratch registers (r8, r10,
r11, and rdi) into xmm registers to avoid clobbering (step @).
The faulting address cannot be hard-coded into the trampoline
since the accessed address may vary across runs. Instead, a



lea instruction is generated to compute the effective address
at runtime (step @). If the operand is RIP-relative, the effec-
tive address is derived from a constant offset. Otherwise, the
original addressing form is reconstructed by emitting the re-
quired REX, ModR/M, SIB, and displacement bytes to replicate
the CPU’s own decoding.

Next, in step @, the effective address is emitted unchanged
if it falls outside a secret page (jump to step @). Otherwise,
the corresponding shadow address is extracted by generating
an add instruction to apply the offset between the secret and
the shadow page. For loads, the encrypted shadow value is
fetched into a scratch register, unmasked, and then placed
in the destination register (step @). For stores, a fresh mask
is generated using an AES-based PRNG [83], the value is
masked in a scratch register with this fresh mask, and the
resulting ciphertext is written to the shadow address. Scratch
registers are restored after the instruction (step @). To replace
the faulting instruction with the trampoline, we generate either
a 5-byte jmp rel32 or a 13-byte indirect jmp depending on
the trampoline distance. As shown in Fig. 5 (top left), since
both xor and mov are smaller than 5 bytes, both (6 bytes
in total) must be stolen [83] to insert a 5-byte jump. The
stolen mov instruction is copied verbatim into the trampoline,
followed by a jump back to the original instruction sequence
(step @). Finally, the faulting instruction is replaced with the
jump; residual bytes are padded with nops; the instruction
cache is flushed, and the trampoline page is set to RX.

During a transient execution attack, the CPU does not
immediately deliver exceptions and instead suppresses them
while speculating. Therefore, any speculative access to the
protected memory pages by the attacker will not invoke the
signal handler, and no trampoline is built. As a result, the at-
tacker will not be able to invoke the decryption logic, and any
transiently received memory content will remain encrypted,
which mitigates the attack. On the other hand, any legitimate
memory accesses by the victim will invoke the handler and
trampoline building for decryption, ensuring non-disruptive
mitigation. Appendix A provides further details.

Mitigation for Confirmed Attacks. As mentioned in
Section 3.2.2, once the slow classifier of PDM has confirmed
a detected attack, more drastic mitigation measures such
as migrating the workload and notifying the cloud provider
could be taken by the tenants. A challenge is that major cloud
providers like Amazon AWS, Google Cloud, and Microsoft
Azure still lack support for tenant-initiated live migration.
To overcome this limitation, tenants can utilize user-space
checkpoint/restore tools such as CRIU [19] to migrate
containers while maintaining their network connection states.
Since such migration could take some time (e.g., CRIU takes
around 3.5 seconds to migrate a container with 11 tasks [19]),
the aforementioned intermediate mitigation approaches are
essential for providing security during the transition period.

4 Evaluation

We evaluate PDM to answer three research questions:

RQ1: What is PDM’s detection (i) accuracy (in our testbed,
and in a real cloud deployment) and (ii) overhead (Ww.r.t.
application response time and resource consumption), and
(iii) how does it compare to existing detection solutions?
RQ2: How effective is PDM in mitigating (i) cache
side-channel attacks and (ii) transient execution attacks, and
(iii) how does it compare to existing mitigation solutions?
RQ3: How robust is PDM in handling (i) victim noise,
(i1) co-resident noise, and (iii) evasive attacks?

4.1 Evaluation Environment

Testbed. We evaluate PDM using an in-house testbed (where
more attacks can be safely performed). Our testbed utilizes
a physical server with an Intel Xeon Gold 5120 (Skylake)
CPU with 19.25MB L3 cache, divided into 14 slices (one per
core), and 1MB L2 cache per core.’

Real Cloud. We also evaluate PDM using a Kubernetes
cluster deployed on Amazon EKS based on Amazon
Fargate® where PDM is integrated into a container with one
vCPU and 1GB of memory. PDM’s deployment in AWS
turns out to be straightforward. The only required Linux
capability, CAP_SYS_PTRACE, is already enabled on Fargate
containers [7]. This confirms the practicality of deploying
PDM as a tenant-based solution (in contrast, HPCs are
inaccessible in AWS instances on a shared host [28]).

Attacks. We implemented both cache side-channel attacks
(e.g., FLUSH+RELOAD [86], FLUSH+FLUSH ([30], and
PRIME+PROBE [42,58,92]), and transient execution attacks
(e.g., Spectre [48] variants PHT, BTB, STL, and RSB). We
leveraged open-source implementations [1, 36, 37] for the
former, and proof-of-concept codes [14, 38] and Google
SafeSide [26] for the latter.

Victim Applications. Following [12, 18, 32, 53, 75, 80],
our victim applications include the vulnerable AES T-table
implementation in OpenSSL [30, 42, 44] and RSA in
Libgcrypt [86] for cache side-channel attacks, and Nginx,
Redis, and OpenSSH for transient execution attacks.

Datasets. We train PDM’s detection classifier only once for
each environment. The training lasts two hours during which
the aforementioned attacks are executed in a random order,
and for a random number of iterations, while we vary the
attack speed (to cover slowed evasive attacks), the victim’s
workload, and the co-resident noises. The trained models
are then evaluated online under different scenarios in each
experiment, without any re-training or parameter re-tuning.

SWe have also obtained similar results on several other Intel CPUs,
including Skylake, Haswell, Alder Lake, and Kaby Lake.

SFargate is the serverless platform of AWS, where tenants can run their
applications in Kubernetes Pods without the need for deploying VMs [7].
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Figure 6: Impact of PDM’s Parameters on Lead Time (a—c), Accuracy (d—f), and Overhead (g-h)

4.2 Parameters Evaluation

We study how PDM’s parameters affect its lead time,
accuracy, and overhead.

Lead Time. Fig. 6a shows that the lead time for detection
to trigger mitigation increases with longer wait intervals, as
a longer delay between two probing operations means each
probing iteration also takes longer. Fig. 6b shows that the
lead time slightly decreases for batch sizes up to 8 (due to
less frequent triggering of ML inference by the inference
switch), and then increases for larger batch sizes (due to
larger numbers of probes). Fig. 6¢ shows that increasing the
probing range has a negligible effect on the lead time until
almost 512KiB. This is achieved with multiplexing (Scheme
3+), which can fit almost 8,192 probes (i.e., 512KiB) inside
one wait interval, without much impact on the lead time. All
three figures also demonstrate that a lead time below 17ms is
sufficient for completely eliminating leakage (i.e., mitigation
is triggered before any bytes can be leaked).

Accuracy. Fig. 6d shows that PDM has a true positive rate
(TPR) of almost 100% and a false positive rate (FPR) of
almost 0% with wait intervals between 0.1ms and 0.8ms
(smaller or larger intervals either render the intervals too
small for attacks to fall inside, or reduce the probing
resolution [71, 86]). Fig. 6e shows that PDM can achieve
nearly 100% TPR and 0% FPR with batch sizes smaller than
8 (larger batches cause increased imbalance between normal
and attack data points). Fig. 6f shows PDM achieves nearly
100% TPR and 0% FPR for probing ranges less than 256KiB
(PDM becomes more susceptible to noises for larger ranges).

Overhead. Fig. 6g shows PDM’s CPU usage decreases with
larger wait intervals, whereas the effect on the application
itself remains negligible. Larger intervals also cause a slightly
increasing LL.C miss rate (54.36% without PDM)), since less
frequent probing means less aggressive prefetching. Fig. 6h
shows the CPU overhead with the inference switch applied
remains negligible, while constant ML inference has more
overhead (though decreasing in batch sizes).

Based on those results, for the remaining experiments, we
choose (i) an average wait interval of 0.3ms, (ii) a batch size
of 8, and (iii) a probing range of 8KiB (which is sufficient for
the secrets of real-world applications used in our experiments,
and can be expanded for special cases up to 512KiB).

4.3 Detection Evaluation

We answer RQ1 by evaluating PDM’s detection accuracy
and overhead, and compare it to existing works.

4.3.1 Accuracy

Testbed. Following the literature [12, 18, 30,32, 53,75, 80],
we evaluate PDM by performing various cache side-channel
and transient execution attacks (detailed in Section 4.1) while
running 20 instances of the SPEC CPU 2017 benchmark [33]
as co-resident noises. As Table 2a shows, PDM’s fast detec-
tion classifier (Section 3.2.2) can detect all the attacks with
a >99.72% TPR and a <0.13% FPR. PDM’s slow detection
classifier maintains an FPR of almost 0% for all attacks,
showing its ability to verify the fast classifier’s results.

Real Cloud. We evaluate PDM in AWS Fargate against the
FLUSH+RELOAD and FLUSH+FLUSH attacks as well as
the four Spectre attack variants.” As shown in Table 2b, PDM
can effectively detect all those attacks, with comparable
results to our in-house experiments, despite the potentially
noisier environment of AWS Fargate (reflected in slightly
higher FPRs/lower TPRs).

Table 2: Detection Accuracy

(a) Testbed (b) AWS Fargate
Fast Slow Fast Slow
Attack TPR|FPR|TPR|FPR Attack TPR|FPR|TPR|FPR
(%) | (%) | (%) | (%) (%) | (%) | (%) | (%)
wn |F+R/O.SSL 199.94 0.05[99.83] 0 ‘é F+R/O.SSL [99.59/0.57199.78| 0O
ﬁ F+F/O.SSL [99.990.09 [99.81] 0O < [F+F/O.SSL | 100 [0.19[99.77] 0O
P+P/O.SSL  [99.99 0.04 [99.73] 0O é F+R/LibgC ]99.9(0.25(99.52] 0
§J F+R/LibgC [99.72/0.04 [99.91] 0 & [F+F/LibgC [99.78/0.23[99.8[ 0
& [P+P/LibgC [99.9[0.06(99.79] 0O F+R/LibGDK][98.94( 0.83 |98.93| 0.09
® PHT 100 | 0.05 [99.87| .003 2 PHT 100 | 0.2 {99.79] 0O
% |BTB 99.99/0.13[99.77| 0 % |BTB 98.63/0.34 (99.92] 0
:n; RSB 99.99/0.03| 100 | O é. RSB 99.13(0.26 [ 100 | O
STL 99.99/0.01| 100 | O STL 99.64]0.54 [99.71] 0

False Positives. Assuming there is no microarchitectural
attack by other tenants targeting our container during the
testing, we observe an FPR of 0.02% over 12 hours of an
attack-free dataset. The fast detection classifier performs
around 100 inferences per second, with an FPR of 0.02%,
which means one false positive can be expected at only one of
the 8KiB addresses every 50 seconds. Moreover, as explained
in Section 3.2.2 and Section 3.3, such false positives will
be handled by our two-stage detection approach: (i) the

TPRIME+PROBE is excluded (explained in Ethical Considerations).



fast classifier only triggers non-disruptive mitigation (i.e.,
the only impact to a falsely detected application is a small
overhead applicable only to a few addresses), and (ii) as soon
as a false positive is confirmed by the slow classifier, such
mitigation will be deactivated.

4.3.2 Overhead

We evaluate PDM’s detection overhead in terms of both
application response time and resource consumption. Probing
threads must be pinned to the victim’s hardware thread
(vCPU) to capture its cache occupancy state, while ML
inference thread does not require pinning. Since PDM
is designed to operate without consuming an additional
hardware thread, we pin all PDM’s threads (probing,
ML, victim and co-resident noise) to the same hardware
thread as the victim (except in the two vCPUs setup used
for performance-cost tradeoff analysis). We disable CPU
frequency scaling to avoid a false sense of low overhead.

Table 3: PDM’s Overhead on Response Time

One vCPU (ms) Two vCPUs (ms)

App With PDM With PDM

: Baseline| w/o w/ |Baseline| w/o w/
switch | switch switch | switch

OpenSSL AES 0.006 | 0.006 | 0.006 | 0.006 | 0.006 | 0.006
OpenSSL RSA 1.012 | 1.015 | 1.01 1.012 | 1.013 | 1.012

= @ Libgcrypt RSA 0.146 | 0.147 | 0.147 | 0.14 [ 0.143 | 0.143
= E Libgcrypt EIGamal 19.41 | 19.63 | 19.37 | 19.41 | 19.47 | 19.36
g ‘5 Libgcrypt EADSA 2.98 3.1 2.9 2.98 299 | 2.98
= % [Nginx 2.12 221 2.15 2.13 219 | 212
& é’- Redis 0.06 | 0.065 | 0.061 | 0.061 | 0.064 | 0.061
OpenSSH 78.5 80.7 | 79.1 78.4 789 | 785
Tomcat 0.388 [ 0.394 [ 0.389 | 0.381 | 0.388 | 0.386
SQLite 72.62 | 75.02 | 72.89 | 72.63 | 72.98 | 72.65
600.perlbench 526e3 | 576e3 | 539e3 | 524e3 | 531e3 | 526e3

= 602.gcc 775e3 | 834e3 | 790e3 | 776e3 | 798e3 | 780e3
= » [605.mcf 1.14e6 [ 1.20e6 | [.14e6| 1.14e6 [1.15e6 | 1.14e6
NT; 620.0mnetpp 554e3 | 540e3 | 552e3 | 553e3 [ 555e3 | 555€3
E £ |623.xalancbmk 409e3 | 435e3 | 414e3 | 409e3 | 415e3 | 408e3
O 5 [625.x264 4643 | 496e3 | 465e3 | 464e3 | 470e3 | 4643
SE 631.deepsjeng 635e3 | 681e3 | 636e3 | 635e3 | 642e3 | 636e3
B 641.1ecla 883e3 [ 955e3 [ 858e3 | 883e3 [ 912e3 | 884e3
648.exchange2 605e3 | 653e3 | 606e3 [ 60623 | 6293 | 6003
657.x2 3.33e6 [3.54e63.33¢6 3.33¢6 [3.21e6[3.33¢6

Overhead on Response Time. We deploy PDM on both com-
mon cryptographic primitives and real-world applications run-
ning on one VCPU and two vCPUs. The upper half of Table 3
compares user-experienced response time (without consider-
ing other delays such as network latency) averaged over 1,000
iterations, with and without PDM. The results show that PDM
introduces negligible overhead over the baseline in all cases.
As the applications and the intspeed benchmark in SPEC CPU
2017 are all single-threaded, the second vCPU in the two vC-
PUs setup remains mostly idle. We therefore offload ML infer-
ence to it, to evaluate the performance-cost tradeoff of adding
an extra vCPU (e.g., 3.3% overhead of SQLite reduced to
0.48%). In contrast, PDM’s inference switch offers similar ad-
vantages (e.g., 3.3% overhead of SQLite reduced to 0.37%) by
preventing unnecessary ML inference and without additional
expense. Thus, by avoiding using an extra vCPU, PDM keeps
the cost negligible, as AWS Fargate charges per-vCPU-hour.

Table 4: PDM’s CPU/Memory Consumption

Tgint CPU (%) Meml |- . Key Taint| CPU (%)
Size | w/o w/

" App. Size [ w/o w/
(B) |[switch|switch (MiB) ®) (B) |switch|switch

Mem.
(MiB)

Key|
B)

£
=

Lib| App.

AES [ 163600 | 85 | 03 [38.24] | 3 [ECDSA [32[16891] 107 | 33 [4321
AES (323684 | 7.1 | 03 [3851] | 4 [ECDSA
- 2
7 [RSA [64 3470 75 [ 03 [3552] | © [+ Ecpn| O [21318] 121 ) 37 14289
% [RSA 2563718 | 9.1 | 04 [38.43| [E [EiGamal| 125 4820 | 78 | 03 [4038
& [ECDH| 32 [ 7663 | 7.7 | 03 |42.34| | £ [AES [ 164848 | 9.6 | 03 [39.33
RSA 5 RSA (2565492 7.6 | 04 4037
+ AEs|288(15215| 118 | 3.1 136.67) |3 \manea—35 [Tozaa| 1.6 | 29 [41.22

Table 5: PDM’s Per-component CPU/Memory Consumption

CPU (%) Memory (MiB)
Lib| App. Noise ML Noise ML
Prob. Vict. Co- | w/o | w/ |Prob. Vict. Co- [ wio | w/
“ | res. |switch|switch * | res. [switch|switch
AES-16 | <0.1{<0.1[<0.1| 82 | 02 | 04 | 0.2 | 1.35 [36.29] 2.31
AES-32 [<0.1[<01[<0.I] 7 0.1 [ 04 | 02 [ 1.35[36.56] 2.28
RSA-64 [ <0.1[<01[<0.I| 7. | 0.1 | 04 [ 02 | 1.35 [33.57] 2.25

7 [RSA-256 [ <0.IT<0.IT<0.I]T 88 [ 03 [ 04 | 02 | 135 ]3648] 231

© [ ECDH [<0.I]<0.1]<0.1[ 74 [ 02 | 04 [ 02 ] 1.35[40.39] 2.39

@

O°‘ +R/§]15AS 29 [<0.1|<0.1| 86 | 02 | 04 | 02 | 1.35 |34.72| 23
ECDSA | 33 [<0.1[<0.I| 7.1 0.1 04 [ 02 | 1.35[41.26[ 2.4
fglgls)/; 35 [<0.1|<0.1| 83 | 0.1 04 | 02 | 1.35 |40.94| 2.34

E ElGamal | <0.1|<0.1|<0.1[ 7.7 | 02 | 04 | 02 | 1.35 [3843| 2.27

5[ AES-16 [<0.1[<0.1[<0.1] 93 [ 02 [ 04 [ 02 [ 135 [3738]226

2 [RSA256|<0.1|<0.1[<01]| 75 | 02 | 04 | 02 | 1.35 |3842] 227

= [EdDSA | 27 |<0.1|<0.1| 88 | 02 | 04 | 02 | 1.35 |39.27] 2.29

SPEC CPU 2017 Benchmark. We further evaluate PDM’s
overhead using the SPEC CPU 2017 benchmark [33] (with
LD_PRELOAD). As the lower half of Table 3 shows, PDM’s
overhead remains negligible, especially with the inference
switch enabled (e.g., 9.5% overhead of 600.perlbench
reduced to 2.47%).

Overhead on CPU/Memory Consumption. We evaluate
PDM’s CPU and memory overhead by using the /proc Linux
pseudo-filesystem for measurements. As Table 4 shows,
PDM’s CPU and memory overheads are both reasonable,
and the inference switch can significantly reduce the CPU
overhead. In particular, for all the applications with tainted
bytes less than 8KiB, the overhead stays below 0.4% CPU
and 43.21MiB memory.

We further evaluate PDM’s per component CPU and mem-
ory overhead. As Table 5 shows, PDM’s probing and noise-
handling threads CPU consumption stays below 0.1% for all
the applications with tainted bytes less than 8KiB. This is
due to the use of nanosleep for wait intervals, which con-
stantly yields to the victim application. The slightly higher
overhead in other cases is mainly due to multiplexing more
probes within wait intervals. The ML inference accounts for
more than 95% of PDM’s CPU and memory consumption
which motivates the use of the inference switch in PDM.

4.3.3 Comparison with Existing Works

We compare PDM to two state-of-the-art HPC-based detec-
tion solutions (despite its disadvantage of having no access
to HPCs), namely, CacheShield [12] and Cho et al. [18]. We
select those works as they encompass the HPCs commonly
used in other studies [12, 18,30,32,53,75,80], and represent
two common approaches to HPC-based monitoring (i.e., mon-
itoring either the victim, or all processes). We re-implemented



Table 6: Comparison of PDM and CacheShield [12]

(a) w.r.t. Victim Workload (b) w.r.t. Co-resident Noise

PDM  [CacheShield # of Stress PDM  [CacheShield

Workload | TPR|[FPR [ TPR| FPR Workers TPR|FPR | TPR[FPR
(%) | (%) | (%) | (%) (%) | (%) | (%) | (%)

1dle 100 | 0.12 [15.64] 0.16 1 100 | 0.09 [99.82] 0.27
Normal [99.82] 0.32]99.13 0.28 3 99.88] 0.07 [99.87] 0.48
High [98.64] 0.9 [99.86] 0.04 5 99.71] 0.23 [98.24] 0.79

Table 7: Comparison of PDM and Cho et al. [18]

(a) w.r.t. Different Attacks (b) w.r.t. Co-resident Noise

PDM Cho et al. Benien PDM Cho et al.
Attack [TPR|FPR |TPR | FPR : 2 TPR | FPR | TPR | FPR
® | @ | % | %) PP [ | 9 |

F+R 100 | 0.1 | 100 | O O.SSL Speed|99.91] 0.12'| 100 | 0O
F+F  199.94] 0 [463| 0 Redis 99.9410.01 ]| 100 | O
P+P  |99.78] 0.27 (99.87| 0 602.gcc |99.84| 0.71 | 100 | 68.2
Spec.PHT [99.93| 0.14 | 99.8 | 0 600.perlb. [99.87(0.24 | 100 | 48.7

their methodology as these are not open-sourced.
Comparison to CacheShield [12]. As Table 6a shows,

CacheShield has similar results to PDM when the victim has
a normal workload, but worse results when the victim is idle

(no cache misses to monitor or match to attack signatures).

CacheShield shows slightly better results under high
workload, while PDM remains reasonably accurate. Table 6b
compares them under different levels of co-resident noises
(generated by memory stress workers stress-ng -m on the
same core), and high workload (which gives CacheShield
advantage). Despite its lack of direct access to HPCs, PDM
shows similar results to CacheShield in all cases. Finally (not
shown in the table), PDM’s CPU usage (<3.7%) is slightly
lower than CacheShield’s (<5%), and both solutions achieve
a comparable detection lead time of (<7ms).

Comparison to Cho et al. [18]. As Table 7a shows, Cho
et al. [18] and PDM (with no other applications running)
are equally effective in detecting all the attacks with high
accuracy, except that the former is ineffective against the
FLUSH+FLUSH attack (as it only flushes target addresses
and generates no cache misses [30]). Table 7b compares them
with benign applications running during the attack. Cho et
al. [18] misclassifies the SPEC CPU 2017 gcc and perlbench
as attacks. Our analysis shows that those applications generate
far more anomalous cache hits/misses than attacks, e.g., gcc’s
cache misses are 25 times more than FLUSH+RELOAD
(Appendix B). In contrast, PDM can successfully handle
such cache hits/misses as co-resident noises since their
impact on the victim is different from that of attacks.

4.4 Mitigation Evaluation

We answer RQ2 by evaluating PDM’s mitigation effective-
ness and overhead, and compare it to an existing work.

4.4.1 Cache Side-Channel Attacks

We evaluate PDM’s mitigation on FLUSH+RELOAD [86]
and PRIME+PROBE [42,58,69,92]) performed on the T-table
implementation of OpenSSL AES [36,37]. As Table 8a shows,

- ECDH ECDSA-384 - RSA-2048 = AES-192 EdDSA
500 —E'-__ECDSA-256 - RSA-512 - AES-128 AES-256 -- Ciphei‘ﬁx
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Figure 7: PDM’s In-memory Encryption Overhead vs. Ci-
pherfix [83] Overhead under Different Attack Duty Cycles (P)

without PDM (baseline), the attacker can successfully retrieve
the AES key with 0% bit error rate. With PDM’’s first stage of
mitigation (probing only), the bit error rate increases by up to
37% for all attacks (due to deceiving access patterns generated
by probing, as explained in Section 3.3). With the second
stage of mitigation (intense obfuscation), PDM can basically
eliminate the leakage as the bit error rate increases up to 51%.

Table 8: Effectiveness of Mitigation on Detected Attacks

(a) Cache Side-Channel Attacks (b) Transient Execution Attacks
Bit Error Rate (%) Leakage |Leaked

Attack Base.| Stage 1 | Stage 2 Attack Rate (B/s)| Bytes
F+R/O.SSL AES| 0 35 51 Spectre-PHT [48]] 4420.46 0
P+P/O.SSL AES| 0 32 46 Spectre-BTB [26]] 269.53 0
F+R/Libgc RSA | 0 37 47 Spectre-STL [26] | 272.46 0
P+P/Libgc RSA | 0 35 46 Spectre-RSB [26]] 116.70 0

4.4.2 Transient Execution Attacks

Next, we evaluate PDM’s in-memory encryption mitigation
method (detailed in Section 3.3) against transient execution
attacks. Table 8b shows the leakage rate of various Spectre
variants, and the number of bytes that can be leaked before
PDM activates its mitigation (7ms). As the results show,
despite the different leakage rates of those Spectre variants,
PDM’s detection can effectively trigger its in-memory
encryption mitigation just in time before any leakage occurs.

4.4.3 Comparison with Existing Work

We compare PDM with Cipherfix [83] in terms of mitigation
overhead for different cryptographic applications. Cipherfix
represents the closest state-of-the-art approach, as it also
proposes a binary-level in-memory encryption solution. The
attack pattern used for evaluation has its binary state transition
following a continuous-time Markov chain (CTMC), where
the attack duty cycle (i.e., the steady-state probability of
being On) is denoted by P = ﬁp, with u for the rate of state
changes from Off to On, and A for the opposite.

In Fig. 7, the logarithmic scale on the y-axis highlights that
PDM’s in-memory encryption generally incurs less overhead
(in terms of average application execution time observed over
one hour) than Cipherfix, except for AES when the attack
duty cycle is P = 1. In particular, the left end of the curves



Table 9: PDM’s In-memory Encryption Overhead under Different Attack Duty Cycles (P), Workload (1), and Ratio of Instru-
mented/Total Memory Accesses, in Comparison to Cipherfix [83] overhead (crypto applications are chosen to allow comparison)

P=0 _ _ _ P=1 # of Total |Instrum.||Cipher|

A Base A=04 A=10 A =100 P=0.25 P=0.5 P=0.75 w/ detect. | w/o detect. ||Instrum.| #of | /Total Fix

Pp- Time || Time [Over.| Time [Over.| Time [Over.|| Time [Over.|| Time |[Over.|| Time |Over.|| Time |Over.| Time [Over.|| Mem. | Mem. | Ratio || Over.

@) || @ | (@) @) [ (%] @) | (®)]|] @) [(®)]|| @) | (%) ]| @) | (%)]|| @) | (%) ]| ws) | (%) || Access | Access | (%) || (%)

d ECDH 556.93((565.94| 1.61 [566.04| 1.63 |567.34| 1.86 [|573.84| 3.03 [|575.94| 3.41 |[582.16 4.53 |[587.61| 5.50 |580.87| 4.29 || 940K | 2.9B 0.03 281
4 [ECDSA-384[3843.9[[3891.2] 1.22 [3909.1] 1.69 [3957.5[ 2.95 []4263.7]10.92[[4642.9]20.78]]5087.5]32.35]]5578.5[45.12[5535.3]44.00[| 62.7M [ 36.6B 0.17 262
2 [RSA-512 153.86([156.76] 1.88 | 156.9 | 1.97 [158.37] 2.93 || 172.4 [12.04]| 188 [22.18][212.61|38.18[[245.85[59.78[243.28(58.11|| 2.9M 2.32B 0.12 284
O [RSA2048  [1848.9([1882.7| 1.83 [1884.4| 1.92 [1902.7| 2.91 [[2046.1[10.66||2195.5|18.74|| 2404 |30.02[|2618.3]41.61|2601.1]40.68|| 56.IM | 79.8B 0.07 268
1 |AES-128 1.51 1.52 [0.66| 1.52 [0.66| 1.55 [2.64 || 1.79 [18.54]| 2.52 [66.88|| 4.05 [168.2|| 8.79 [482.1| 8.78 [481.4|| 347K | 2.0M 17.18 172
2AES—192 1.56 1.57 10.64] 1.57 [0.64] 1.6 [2.56][] 1.87 [19.87[ 2.59 [66.03]] 4.23 [171.1]| 8.96 [474.3] 8.95 [473.7|] 363K | 2.IM | 17.12 174
<S|AES-256 1.63 1.64 [0.61] 1.64 [0.61] 1.68 [3.06 [ 1.95 [19.63[ 2.74 [68.09]| 4.41 [170.5]] 9.13 [460.1] 9.12 [459.5]] 379K | 2.2M | 17.08 174
3EdDSA 83.27 [ 84.67 | 1.68 [ 84.78 [ 1.81 | 85.27 | 2.4 [[ 90.06 | 8.15 || 93.14 [11.86([ 98.06 [17.76][102.93] 23.6 [101.89]22.36[| 20.7K | 102M 0.02 341

(No Attack Zone) shows what users would experience most
of the time, i.e., with no attack present. PDM’s negligible
(< 4%) overhead in this case highlights the major benefit of
our detect-and-mitigate approach in contrast to Cipherfix’s
constant overhead (even when no attack is present).

Table 9 shows more detailed numerical results. Increasing
victim workload (A) in the absence of an attack (P=0) leads
to slightly higher overhead due to the rise in false positives
(reported in Table 10). Nonetheless, the overhead remains be-
low 3.06% across all cases. Among all the applications, AES
variants show the highest overhead, which is explained by the
highest ratio of instrumented-to-total memory accesses. The
standalone mitigation overhead (i.e., that of the signal handler
alone without detection) is reported under P=1, w/o detect.

4.5 Robustness

We answer RQ3 by evaluating PDM against (i) victim noise,
(ii) co-resident noise, and (iii) evasive attack.

Table 10: Impact of Victim Application Noise

Idle Normal High
App. w/o w/ slow | w/o w/ slow | w/o w/ slow
TP |[FP| TP |FP| TP |[FP| TP [FP| TP |[FP| TP |[FP| TP |FP| TP |[FP| TP [FP
(%) [(%)| (%) (%)] (%) (%) (%) (Fo)|(%) (Fo)|(Fo) (Fo)|(Fo) ((F0)| (%) ()| (%) [(%))
O.SSL AES|100{0.1{100(0.1{99.8] 0 [99.5[0.9[99.8| 0 (99.3] 0 | 90 [2.7(96.4{1.8(97.1{0.2
Libg. RSA [100[ 0 [100] 0 [100] 0 [99.8[0.1]99.7] 0 [99.2] 0 [98.1]1.5[99.2/0.7/98.9] O
Nginx [99.9(0.3(99.9/0.1(99.9 0 99.7/0.8]99.7|0.2(99.5| 0 {96.8/4.6(98.5[0.3/98.6| O
0 0
0 0

Redis  99.9]0.4/99.8]0.2]99.6| 0 [99.7]0.1199.5/0.1]99.8] 0 [95.7]2.5(98.61.4(99.3|.08
OpenSSH |100]0.6{100{0.6/99.8] 0 (99.8]0.6(99.8/0.2/99.8] 0 [98.7/1.8/99.1]0.4(98.3| 0

4.5.1 Impact of Victim Noise

We evaluate PDM on several real-world applications as
listed in Table 10, with varying workloads and with 100
client processes that: (i) send no request (idle), (ii) send
requests following a Poisson distribution with A = 0.4 [59]
to simulate real-world traffic (normal), or (iii) send requests
at CPU clock rate (A = 100) (high). As Table 10 shows,
without workload analysis (w/0), detection remains accurate
under the idle and normal noise levels, but degrades under
high (e.g., AES TPR=90%, Nginx FPR=4.6%). Enabling
workload analysis (w/) can improve the results under high
(e.g., AES TPR=96.4% and Nginx FPR=0.3%). Finally, the
slow classifier can further reduce false positives in all cases.

4.5.2 Impact of Co-resident Noise

Fig. 8 shows the impact of co-resident noise across three set-
tings: (i) host-level (no isolation), (ii) container-level (Kuber-
netes cgroups isolation), and (iii) VM-level (KVM). Since
cloud tenants are typically isolated [4], host-level noise repre-
sents the worst case and is intended as a stress-test.

Applications on Same Core. Fig. 8a shows the case where
co-resident applications share the victim’s core. Without
noise handling, detection is unaffected under low (five apps)
and medium (10 apps), but degrades under high (15 apps).
Enabling noise handling improves the results, e.g., FPR
reduced from 4.78% to 0.89% in the worst case (host-level,
15 apps). The slow classifier maintains an almost zero FPR.

Applications on All Cores. Fig. 8b shows similar results but
with the applications running on 14 (low), 28 (medium), or
all 56 (high) cores other than the victim’s. The results follow
a similar trend as in Fig. 8a, but with a lower impact (since
contention is limited to shared L3 and only indirectly affects
dedicated caches). Noise handling proves effective, reducing
FPR from 2.36% to 1.11% in the worst case (host-level, 15
apps). The slow classifier also achieves a near-zero FPR.

Intensive Noise using Stressors. To further challenge PDM,
we use stress-ng to generate synthetic workloads targeting
cache, CPU, I/O, and memory. Fig. 9a shows results with 5,
10, and 15 workers (on the victim’s core). Memory stressor
has the highest impact as it evicts all cache levels, while
cache stressor has less impact as it is limited to L1/L2.
Fig. 9b shows the impact becomes lower with workloads
on all cores, as contention is limited to L3. In all cases,
noise-handling remains effective (e.g., FPR reduced from
2.1% to 1.98% under memory stressor, high, all cores), and
the slow classifier maintains a near-zero FPR.

4.5.3 Impact of Evasive Attacks

We compare PDM with CacheShield [12] and Cho et al. [18]
against evasive attacks that try to evade detection by slow-
ing down [45,50, 54,75, 85]. While this tactic may achieve
stealthiness, it further prolongs attack duration (already long
under real-world cloud settings [42,44,48,58,73,92]), and
reduces the attack success rate, (e.g., 7x slowdown in Spectre
drops success to 85% [54]). Thus, the 32x-1024x slowdowns
are well outside practical attack ranges, and primarily serve
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Figure 10: PDM’s Effectiveness in Detecting Evasive Attacks
in Comparison to CacheShield [12] and Cho et al. [18]

as stress-tests. As shown in Fig. 10 (left), PDM’s fast classi-
fier’s TPR for FLUSH+RELOAD begins to drop only after
slowdown factors >128, while Spectre-PHT degrades earlier
(>32) and remains lower due to its inherently slower nature
(branch predictor mistraining + covert exfiltration). In con-
trast, the slow classifier is less affected in both cases due to
its better hyperparameters and coverage of more data points
(FPR stays negligible in all cases and thus is omitted).
CacheShield’s TPR for FLUSH+RELOAD drops after
slowdown factors >32, while Cho et al. achieve 0% TPR
across all slowdowns. This demonstrates that victim-centric
detection is more robust to evasion since slowdowns reduce
the attacker’s signal faster than it reduces the victim’s foot-
print (also observed by Weber et al. [80]). PDM victim-
centric detection outperforms CacheShield due to its selective
monitoring of secrets, and its active probing independent
of victim’s workload. While neither CacheShield nor Cho
et al. consider Spectre in their threat model, both can natu-
rally detect the FLUSH+RELOAD exfiltration phase, whereas
PDM detects the speculative access phase itself. As a result,
CacheShield cannot detect cross-process Spectre attacks due
to the absence of FLUSH+RELOAD patterns. For a fair com-
parison, we evaluate both solutions against an intra-process
Spectre. CacheShield maintains nearly 100% TPR up to a
slowdown of 64 before degrading, while Cho et al. achieves
about 70% TPR at a slowdown of 32 and 0% TPR thereafter.

Existing works on detecting microarchitectural attacks mostly
rely on hardware performance counters (HPCs) to identify
suspicious patterns that are indicative of microarchitectural at-
tacks [12,18,30,32,53,75,80]. Among these, the majority take
an attacker-centric approach to detect the attacker’s process
by monitoring the entire system [18,30,32,75], which can be
useful for the cloud provider to identify misbehaving tenants
or applications. The main limitation of such attacker-centric
solutions lies in the high false positive rate during memory-
intensive operations, as mentioned in recent works [50, 80],
and also shown in Section 4.3.3 and Appendix B.

Closer to our work, there exist victim-centric HPC-based
monitoring solutions [12, 53, 80] and solutions specifically
designed for cloud environments [12, 75]. Specifically,
we have reported experimental comparison results for
CacheShield [12] (Section 4.3.3), which is an HPC-based
self-monitoring approach for detecting microarchitectural
attacks, and its victim-centric approach is similar to our work.
Lantz et al. [53] explore the feasibility of detecting load
value injection attacks on Intel SGX enclaves using HPCs
(although the authors acknowledge that direct access to HPCs
is disabled within SGX, similarly to clouds). IRQGuard [80]
monitors specific parts of the victim code to achieve a more
focused and synchronous HPC data collection, although
it requires annotating critical segments within the source
code, not applicable to existing binaries. Schwarzl et al. [75]
leverage HPCs to detect Spectre attacks running on JavaScript
sandboxes of Cloudflare workers. All those HPC-based
solutions can only be deployed by the cloud provider, since
tenants generally lack access to low-level features such as
HPCs, or a central view of all the processes running on the
physical host (e.g., on shared hosts in Amazon AWS [28]).



In contrast, PDM only relies on tenant-accessible resources
and can be independently deployed by cloud tenants to work
in tandem with those provider-level solutions.

Similar to PDM, the authors in [90] also rely on prob-
ing for detection, although they target SGX enclaves (where
HPC access is also disabled) instead of clouds. Moreover,
their probing is performed outside the enclave by scanning
the cache, and it depends on hardware performance coun-
ters and monitoring the page-table accessed bit, all of which
require provider-level access. WaitGuard [52] detects flush-
based attacks by monitoring sensitive cache lines and flagging
spurious wake-ups caused by the flush instruction on Intel
Sapphire Rapids and Emerald Rapids CPUs. The potential of
employing the same side-channel analysis as used in microar-
chitectural attacks for detecting cache side-channel attacks has
been mentioned in earlier works [31, 89], but has not been ex-
plored further. In contrast, PDM has fully developed this idea
into a concrete solution while addressing various challenges
and extending the scope to detect Spectre attacks. There
also exist works for detecting the attacker’s program [43],
detecting microarchitectural vulnerabilities in production soft-
ware [67,78,79, 82,87], or modifying the program’s binary
to enable runtime detection [17]. In contrast to those works,
PDM has a different focus, i.e., detecting ongoing microar-
chitectural attacks at the tenant level. Finally, there also exist
mitigation approaches for microarchitectural attacks, such as
preventing unsafe speculative execution through offline code
analysis [15,61,66,78], marking memory locations containing
secrets as uncacheable using a kernel module [73], and using
execute-only memory [35]. In contrast, PDM only relies on
tenant-accessible mitigation solutions including obfuscation,
encryption, and migration, and PDM’s detect-and-mitigate
approach ensures a low overhead in applying them.

6 Limitations and Discussions

Other Microarchitectural Attacks. PDM focuses on
microarchitectural attacks that alter the victim’s cache
occupancy state via active memory probing, which enables
detection even if the contention is low. For instance, the
RELOAD+REFRESH attack [13] avoids generating L3
misses but evicts victim’s data from L1/L2 caches while
refreshing replacement ages [85]. We tested PDM’s classifier
(without retraining) on this attack and achieved a TPR of
91% (fast classifier) and 98.3% (slow classifier), with attack
patterns visible as increased L3 hits in both Access+Reload
and Flush+Reload probing features. PDM’s approach can
also be extended to other contention channels. For instance,
port contention [3] can be detected by deploying a concurrent
thread that probes CPU ports, where latency variations
both reveal attacks and obfuscate access patterns. More
generally, those demonstrate how side-channel techniques
used in attacks can be repurposed as defensive mechanisms,
especially in constrained cloud settings.

Evasive Slow Attacks. As shown in Section 4.5.3, PDM can
only detect attacks slowed down to a certain level. Jiang et
al. [45] propose reducing data leakage to a single bit per run by
assuming a powerful attacker controlling the OS and victim’s
execution. Although such an assumption may not be realistic
in cloud environments, PDM can nonetheless be extended to
detect such attacks by spawning a dedicated thread to work in
a slow mode, which relaxes the constraint on detection lead
time for a larger time window covering more historical data.

Evasive Spectre. PDM detects Spectre by identifying cache
hits caused by unexpected memory accesses. Note that even
when alternative covert channels replace cache-based data
exfiltration [11,20], the secret-dependent speculative access
remains, so PDM will be effective. To evade detection, an
attacker must eliminate these unexpected accesses, e.g., the
attacker synchronizes the attack’s speculative memory loads
with benign memory accesses of the victim, which is challeng-
ing since the attacker would require knowledge of the victim’s
binary and how/when secrets are being accessed by the victim.

Mask Protection. A legitimate concern of in-memory encryp-
tion is the storage of XOR masks, as these can also become at-
tack targets. In our design, masks are refreshed for every mem-
ory write using an AES-based PRNG, reducing the time win-
dow during which a leaked mask remains useful. Nonetheless,
stored masks can further be protected using additional mecha-
nisms: (i) the masks can additionally be included in the prob-
ing range monitored by PDM; (ii) the masks can be derived
from an overly long secret in such a way that the entire secret
must be leaked before any key can be derived by an attacker.

Secret Annotation. To determine the probing range of PDM,
users annotate memory addresses based on information
about the binary and its shared libraries (Section 3.2.1). In
general, secret annotation is an important requirement for
most solutions performing selective protection (e.g., data
encryption and isolation). Existing works rely on developers
to annotate secrets in code [52,70, 80, 83]. Semi-automated
tools can also be applied to ease this process, e.g., by locating
high-entropy regions of the memory [55].

7 Conclusion

We proposed PDM to enable cloud tenants to independently
detect and mitigate microarchitectural attacks. We provided
methodologies for PDM to (i) monitor the victim’s memory
space through probing, (ii) inject itself as a thread to detect
attacks while handling noises, and (iii) mitigate data leakage
upon detection. We implemented and evaluated PDM both
in our local testbed and on Amazon Fargate, and our exper-
imental results confirmed its effectiveness, efficiency, and
robustness. PDM could potentially (i) increase cloud tenants’
awareness of microarchitectural attacks, (ii) pressure cloud
providers to timely deploy vendor patches, (iii) complement
provider-level solutions to provide additional protection.



Ethical Considerations

Stakeholder Analysis. Our work involves several stakehold-
ers: (i) cloud tenants, who may benefit from better visibility
and self-defense, with safeguards to avoid exposing tenant-
specific information; (ii) cloud providers, who may gain from
identifying gaps in provider-only defenses without disclosure
of proprietary details; (iii) researchers and the security com-
munity, who can reuse our methods and artifacts, which avoid
attack-enabling information; (iv) the general public and soft-
ware ecosystem, who indirectly benefit from improved cloud
security; and (v) our industrial partner, who sponsors the
work and owns the IP, without influencing ethical safeguards.

Ethical Principles. Following the Menlo Report, we con-
sidered the principles of (i) Beneficence: PDM is designed
to reduce harm by enabling tenants to detect and mitigate
microarchitectural attacks, thereby strengthening (not weak-
ening) cloud security; (ii) Respect for Persons: no human
subjects were involved. All experiments were performed
on controlled testbeds and author-owned cloud instances;
(iii) Justice: the research is intended to benefit cloud tenants
broadly, regardless of provider or resource level, and treats all
providers uniformly; (iv) Respect for Law and Public Interest:
all work complied with platform terms of service, local
regulations, and responsible disclosure norms. We avoided
unauthorized testing or data collection and followed “Good
Faith Security Research” guidelines for AWS. Permission
to publish was obtained from the relevant IP owners.

Potential Harms and Mitigations. Potential harms fall into
two categories. (i) Tangible harms: probing techniques could
be misused offensively; therefore, we release only benign
detection components and sanitized datasets, omitting attack
code or parameters that would enable exploit reproduction.
Public-cloud experiments were conducted with low-intensity
workloads on isolated, author-owned instances and within
provider policies. We excluded PRIME+PROBE due to the
ethical risk of unintentionally affecting co-resident tenants
on shared LLC resources; (ii) Intangible harms: privacy or
confidentiality risks are avoided because no third-party data,
personal information, or real tenant workloads were used.
Dual-use concerns are minimized by restricting evaluation
to self-controlled instances and synthetic attacks, and by
designing the framework strictly for defensive purposes.

Decision to Proceed and Publish. We determined that the
benefits (increased tenant autonomy, awareness of microar-
chitectural threats, and contribution to defensive research)
outweigh the potential risks of misuse. We concluded that
the publication aligns with public interest, enabling the
community to understand and build upon tenant-side defenses
without exposing dangerous attack details. Our decision
was supported by three ethical analyses: the expected harm
reduction for tenants and the security community justifies
dissemination (Beneficence), no human subjects were
affected (Respect for Persons), and all work was compliant

with platform and legal standards (Respect for Law).

Open Science

We provide our artifacts to enable reproduction of our results,
which are available at https://zenodo.org/records/17967756.
The repository contains both detection artifacts (probing and
runtime inference source code alongside with all the trained
models and datasets used in our experiments, which include
the normal activities of real-world applications, attack ac-
tivities, natural noises from SPEC CPU 2017 and artificial
noises from memory stressors, and slow evasive attacks), and
mitigation artifacts (in-memory encryption source code and
pre-compiled binaries of applications with PDM integrated),
with usage instructions.
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A Implementation of In-memory Encryption

Coverage. We implemented our in-memory encryption
approach in approximately 5,000 lines of C code. It
supports x86_64 loads, stores, and read-modify—write
operations, and can handle both scalar and vector forms
across all general-purpose registers (including the high
8-bit registers) and SIMD registers (XMM/YMM). It
supports all standard addressing modes (base-only, RIP-
relative, and baset+index*scale) by reconstructing
effective addresses exactly as the hardware does. In
practice, this covers common instruction families used
over sensitive data including scalar moves and zero/sign-
extends (MOV/MOVZX/MOVSX/MOVSXD), comparisons and
tests with memory (CMP/TEST), arithmetic/logic with a
memory operand or immediate (ADD/XOR/OR), vector moves
((V)MOVDQA/ (V) MOVDQU, MOVAPS/MOVAPD/MOVUPS/MOVUPD),
and the string primitives REP MOVS*/REP STOS* (DF=0).

Security Analysis. PDM will only build trampolines after
an architecturally delivered fault is caused by the program’s
legitimate instructions for accessing sensitive data. Spectre
adversaries can only exploit public non-sensitive instructions
and transiently redirect them toward secrets. They can neither
invoke the signal handler nor cause trampoline generation
during speculation. Moreover, sensitive data are always
encrypted at rest and are decrypted only in CPU registers
(except for mask storage), and the trampolines do not emit
any plaintext-dependent memory access. Consequently, even
if speculation later fetches an already-built trampoline, the
values read from memory remain ciphertext, and any transient
computation over them will not create a plaintext-dependent
cache footprint [70]. Finally, our approach protects against
any out-of-bound read attacks (e.g., Heartbleed) since secret
data remains encrypted at rest.

Data-centric Protection Without Instruction Tracking. A
natural alternative for a tenant-level mitigation is selective

fencing, where memory barriers are inserted before instruc-
tions that may transiently expose secrets [15, 61, 66, 78].
However, the main challenge lies in identifying all such
instructions, especially in binaries where secret-dependent
flows may be non-trivial. Instead, in-memory encryption
shifts focus to the data itself. However, such data-centric
approaches still require identifying all instructions ac-
cessing secret data through static and dynamic data flow
tracking [70, 83]. Instead, PDM shifts the burden from
code discovery to the data itself by making the program
self-declare any instructions accessing secret data.

Emitting Stolen Instructions. A stolen instruction may itself
access a secret which requires an identical code generation as
the original faulting instruction explained above. To reduce
the number of segmentation faults, we keep checking the next
instructions and steal them if they access secrets. Instruction
stealing is stopped if the number of stolen bytes is above 5 (or
13), and there are no subsequent secret accesses. Moreover, the
stolen instruction may leave the trampoline upon execution
(e.g., jmp, ret, call). For direct control-flow transfers, the im-
mediate target address is first extracted and checked to see if
the target is inside the trampoline. If yes, an equivalent branch
is rebuilt locally with a fresh relative displacement such that
the control remains correct. If the branch would leave the tram-
poline region, the instruction is re-generated to perform the
transfer out. On the other hand, indirect control transfers (e.g.,
ret, leave, indirect jmp and call) which cannot be rewritten
ahead-of-time with fixed displacements because their desti-
nation is resolved at runtime, are re-emitted verbatim.

B HPC-based Detection Example

Table 11 shows the average HPCs values of different benign
and attacker processes. As the results show, cache intensive
benign processes often generate higher cache miss rates
compared to microarchitectural attacks. Therefore, relying
solely on HPC-based monitoring to detect the attacker’s
process may lead to more false positives.

Table 11: HPC Values of Benign and Attacker Applications

Application L1 Miss L2 Miss | L3Miss | Ret. Branch | IPC
600.perlbench 20,742,527 | 5,606,709 22,957(1,094,853,476 (2.73
- 602.gcc 134,244,625130,012,712 12,513,524 115,036,974]0.59
&0 [605.mcf 80,300,752 [ 18,732,390 602,160 463,826,880(0.96
5 [641 lecla 23,496,725 178,280 1,894 | 447,545,458]1.21
= ML Training 40,107,135[18,397,335| 1,506,938 | 202,214,731]0.94
stress-ng -m 265,352,019 (12,641,688 | 4,233,726 1,143,621,349[1.74
M FLUSH+FLUSH 2,588,355 219 19 11,213,088 | 0.04
< [FLUSH+RELOAD| 5,195,358 1,030,469 1,023,499 13,720,576 ]0.81
§ PRIME+PROBE 7,658,456 20,152 15,364 10,478,12910.26
Spectre-PHT 31,726,386 (26,078,666 | 4,939,985 12,944,076 0.05
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