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Abstract
Dynamic testing has historically focused on finding situations
in which software does something unwanted, typically by
triggering failure or undesirable states. However, such testing
is often limited to finding these scenarios by example. Can
we determine that software could do something unwanted
by inspecting benign behavior? In this paper, we explore
this question by leveraging eBPF for dynamic defect infer-
ence in Linux applications. eBPF is uniquely positioned as
a system introspection tool that accrues data from both user-
and kernelspace events and processes them with programs in
the kernel. Our prototype, OS-SANITIZER, implements such
eBPF programs using heuristics which report the suspected
presence of defects in all applications across the entire system.
Conceptually, OS-SANITIZER brings the idea of code smells
from static testing into dynamic testing, while simultaneously
profiting from the insights of runtime events. In doing so,
we infer the presence of latent contextual defects in software
that would only induce a failure in certain environments or
are otherwise difficult to test for. We consider and evaluate
the strengths and weaknesses of this approach from the per-
spectives of performance, complexity, maintainability, and
usage, differentiating the theoretical limits of eBPF versus the
specific limits of our prototype. Targeting well-known types
of software defects, we were able to identify more than 40
issues (including severe vulnerabilities) in widely used appli-
cations, some of which are older than a decade and present on
a majority of Linux distributions. Our findings demonstrate
that dynamic defect inference is both feasible and effective,
highlighting opportunities for expanding this underexplored
direction in software testing.

1 Introduction

All software developers are in some way familiar with dy-
namic testing [15]. If you want to make sure that your pro-
gram works as intended, the easiest way to do so is to run
it and see if it fails to do what you expect. More formally:

you hypothesize about a particular way your program behaves,
then you evaluate whether that hypothesis is falsified by ex-
perimenting with a test. This is the predominant way in which
software is evaluated [3] both because it is simple to imple-
ment and because it is concrete: when a test failure occurs,
something is definitely wrong.

We may contrast this mode of testing with typical static
analysis tools [76] which look for programmer errors. Some
of these are concrete (i.e., syntax or type errors), but static
analysis tools are often not looking to disprove that the pro-
gram behaves correctly. Instead, they infer that the pro-
gram may not behave correctly under unknown circumstances.
Static analysis tools do so by collecting context surrounding
a code region, then applying a heuristic to determine from
that context whether a typical error pattern is observed [73].
In this way, they can identify what code regions may contain
defects or design issues without a corresponding testcase that
produces some counterexample to expected behavior.

In principle, there is no restriction from applying the same
strategy to dynamic testing. Instead of inspecting the source
code itself, we may collect context from the events observed
during runtime, and use these to infer the presence of a de-
fect absent of a failure. Historically, most dynamic tooling
for detecting defects has focused on detecting faults (that is,
observed incorrect behavior) [7, 10, 55, 57, 80]. Few have
inferred defects from benign behavior, and those that have are
limited, focusing on only a few specific problems like spe-
cific issues in design [51, 78] or filesystem interaction [104].
It is in this gap that we find potential: we need techniques
with which human investigators may look for likely defective
or otherwise suspicious code regions that have not yet been
observed to produce a fault, but may yet do so. We call this
process dynamic defect inference, and recognize this as an
understudied strategy for dynamic testing.

In this paper, we explore how eBPF, a monitoring sub-
system of Linux, can be leveraged as an analysis tool to dy-
namically infer the presence of defects in Linux applications.
eBPF enables fine-grained system introspection [21, 54] by
collecting and processing runtime events across both user



and kernel space. eBPF has been widely adopted for sys-
tem observability, with most prior work focusing on network
monitoring [64, 101, 107], microservice and containerized
environments [64, 105], and application-level management
and sandboxing [22, 47], but never for testing.

We identify a set of runtime heuristics for common program
defects and show how eBPF can be used to analyze events
indicative of these defects. We then encode these heuristics
into our prototype, OS-SANITIZER, which we use to evaluate
eBPF and dynamic defect inference in general. By extending
the notion of code smells [25] from static analysis to run-
time observation, OS-SANITIZER uncovers latent, context-
dependent issues in design that result in security weaknesses
and code defects.

We evaluated OS-SANITIZER on several benchmarks, per-
formed a reproduction study, and used the prototype long-
term. We find that eBPF is sufficiently performant to be
passively running long-term even on actively used devices.
During our development and evaluation, OS-SANITIZER di-
rectly uncovered 12 defects in widely-used software projects
like Golang, Docker, and Firefox that weaken security miti-
gations or are overtly vulnerable. By investigating additional
code smells reported by OS-SANITIZER, we discovered more
than 30 further defects which affect both security and correct-
ness, highlighting that our strategy exposes long-latent issues
even in the most widely used software.

Contributions. In summary, our key contributions are:

1) Prototype implementation: We design and implement
OS-SANITIZER to demonstrate how eBPF programs
can be leveraged for dynamic defect inference.

2) Comprehensive evaluation: We systematically assess
the feasibility and practicality of using eBPF for de-
fect inference by analyzing performance, complexity,
maintainability, and usage.

3) Case studies and ecosystem implications: We present
several real-world case studies that highlight the gap that
dynamic defect inference addresses and discuss their
implications on the software ecosystem at large.

2 Motivating Example

Consider the small Go program in Listing 1. Is this program
vulnerable? Based purely on the program presented, the
answer is likely “no”; this program simply deletes a specified
path. Indeed, this is no different to invoking rm -rf.

There are other problems, though; if you compiled this
program at any point before May 2024, this program would
invoke a different implementation of Go’s os.RemoveAll
function. This older implementation, shown in Listing 2,
first checks if a specified path is a directory, then opens it
unconditionally. This code is not incorrect, but if the file

package main
import "os"
func main() {

if err := os.RemoveAll(os.Args[1]); err != nil {
os.Exit(1)

}
}

Listing 1: Go snippet which invokes os.RemoveAll.

// Is this a directory we need to recurse into?
var statInfo syscall.Stat_t
statErr := ignoringEINTR(func() error {

return unix.Fstatat(parentFd, base, &statInfo,
unix.AT_SYMLINK_NOFOLLOW)

})
/* ... */
if statInfo.Mode&syscall.S_IFMT

!= syscall.S_IFDIR {
// Not a directory
return &PathError{Op: "unlinkat", Path: base,

Err: err}
}
/* ... */
// Open the directory to recurse into
file, err := openFdAt(parentFd, base)

Listing 2: Snippet of old os.RemoveAll implementation [38].

at that position changes from a directory to a symbolic link
between the check and the open, then the symbolic link will
be opened and traversed.

Scenario 1: Suppose that a user Alice, acting as root, wrote,
compiled, and uses this program to delete directories. Alice
only ever uses this program on file trees entirely owned by
root and never modifies those file trees concurrently. This
program may not be written according to best practices, but
it is safe; the context it is executed in never exposes it to the
time-of-check to time-of-use (TOCTOU) issue above.

Scenario 2: Consider the filesystem diagram of Figure 1.
Suppose that Alice now uses the same program to delete the
directory A. User Bob has the ability to modify B. Because
of the TOCTOU presented in Scenario 1, Bob may surrepti-
tiously replace C to redirect the deletion.

Scenario 3: Consider again Figure 1, but now suppose that
Alice attempts to delete the folder A/B/C/E. This path gets
resolved to A/D/E via C, a symbolic link pointing to D. While
E is only modifiable by Alice, the traversed file tree under B is
owned by another user, Bob. If Bob replaces B or C before the
program is executed, he can once again redirect the deletion
intended to another directory of Bob’s choice, regardless of
whether there is a TOCTOU present.

Scenario 4: Finally, consider the opposite: Bob wrote and
compiled the program in Listing 1, and Alice executes this
binary as root. Because Bob owns the executable, he may
surreptitiously replace this with any other executable, thereby
causing Bob to execute whatever he wants as root. This is no
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Figure 1: Example directory structure and traversal diagram
resolving a path. Traversal steps are indicated with dotted
lines, numbered by order of traversal. Attacker-controlled
components are indicated with bold text and dashed lines.

longer an issue with the original program, but instead reveals
something else: a usage error which induces vulnerability.

Together, these scenarios show how not following best prac-
tices can lead to vulnerability when a program is executed in a
new context. Developers rarely know (or even define) exactly
how their programs will be used. As a result, even seemingly
benign violations of best practices can become serious vulner-
abilities downstream. Indeed, this issue with os.RemoveAll
was one of the issues found by OS-SANITIZER, and down-
stream users of this function were consequently affected by
scenarios 1–3 in real settings. Our work defines a framework
and a selection of pre-defined heuristics for detecting such
issues: the contextually vulnerable, like those presented in
scenarios 1 and 2, and subtle misusage and misconfiguration,
like scenarios 3 and 4.

3 Background and Related Work

We begin by defining the software testing terminology used
throughout this paper to ensure that there is no ambiguity in
what we propose and what we achieve. Then, we provide an
overview of existing work focusing primarily on methods and
tools which detect defects in subjects that we target in our
own work: userspace Linux applications. Finally, we review
how eBPF is used in existing literature and discuss its features
most relevant to our work.

3.1 Terminology

Software testing has numerous taxonomies [2, 8, 60] which
sometimes conflict or have inconsistent definitions. For this
paper, we discuss five classes of software issues: errors, code
smells, defects, faults, and failures. An error is a mistake on
the part of a developer or a user. Errors often manifest as a
defect, or an issue in source code which leads to undesired
behavior in the program. This undesired behavior is called
a fault and can manifest either functionally (i.e., affecting

the correctness of the routine) or non-functionally (not af-
fecting correctness, but some other quality like performance).
Just because a fault occurs does not mean that the program
immediately terminates. In many cases, programs are surpris-
ingly resilient to faults emerging. Instead, a fault becomes
problematic when it manifests as a failure, either causing the
program to reach an invalid state or violating a guarantee of
the program.

Another common result of an error is a code smell, which
is a design issue that typically denotes a weakness in the
maintainability or design of a program. This term originates
from Fowler and Beck’s seminal work on the refactoring of
object-oriented programs [25], in which it describes patterns
that worsen the quality of code. In the years since this term
was coined, it has largely expanded as a colloquialism for
“benign” violations of best practices which may affect future
usage and maintenance of the software; this is the meaning
which we intend for this paper.

3.2 Related Work in Dynamic Defect Inference

Due to a lack of consistent language and distinction between
traditional dynamic testing techniques, it is challenging to
identify prior work which employs dynamic defect inference.
Moreover, many of these techniques were primarily designed
for mitigation, making the line between testing and mitigation
blurry. Nevertheless, we survey a broad range of techniques
which improve a program’s ability to detect a defect, both
with and without corresponding faults.

3.2.1 Program-Level Inference

Compiler sanitizers are used in myriad automated dynamic
testing strategies, most often in low-level programming lan-
guages which involve error-prone resource management like
C, C++, and Rust [89]. Sanitizers like Address Sanitizer [55]
and Memory Sanitizer [57] (both included in LLVM) report
observed memory access faults by instrumenting allocation
routines and memory access operations. Similar work has
been done to identify the same faults in the kernel [95] or
programs where source code is not available [23]. These
sanitizers are powerful, but require recompilation and of-
ten induce performance impacts that are only permissible in
testing environments. Control Flow Integrity (CFI) [1, 56]
terminates a program when unexpected control flow occurs
(e.g., incorrect function arguments or call/return destinations),
and is more widely used as it exhibits acceptable performance
penalties as a mitigation technique [44]. FORTIFY [7] is a
widely deployed dependency-introduced set of extra checks
calls to C routines to mitigate common programming errors
with effectively no performance penalty. Other simple mit-
igations, such as stack canaries [16], thus similarly may be
considered as defect inference techniques. In the same sense,
one might even argue that developer-inserted assertions are



themselves an inference technique, though certainly not an
automated one.

Others look for behavior which is deemed most likely
incorrect. Rust offers many language support features in
this vein; in order of ascending performance impact, debug-
assertions [82] inserts additional checks for integer overflows
and other dubious behavior, cargo-careful [48] is a compiler
wrapper which introduces extra checks for certain memory
guarantees, and MIRI [83] runs Rust programs in an entirely
different execution environment to certify the correctness of
the memory model absolutely. LLVM similarly offers Unde-
fined Behavior Sanitizer [59], which checks for situations in
which the program enters a state which is undefined by the
compiler.

A final group looks for behaviors which are related to de-
fective code, but are instead indicative of poor design or sus-
picious behavior (a code smell). This category is relatively
underexplored in the literature, but there are two works rele-
vant to ours. DYNAMICS [78] dynamically identifies code
smells in Android applications based on behavioral specifica-
tions, augmenting static analysis strategies with data collected
at runtime to improve the precision of detection. Kumar and
Chhabra [51] use a filtering and analysis strategy to identify
code which exhibits the “feature envy” object-oriented code
smell.

3.2.2 Interprocedural Inference

Sanitizers do not strictly refer to strategies which are compiler-
based; others work by tampering with dependencies or in-
tercepting information flow between programs. SYSTEM-
SAN [10] is a sanitizer which monitors when exec()-like
calls are corrupted by attacker-controlled text, a strong indi-
cator of command injection. Other works have applied the
same concept to other forms of injection [99]. We highlight
these separately as they are no longer bound to a particular
programming language or level of compile-time abstraction;
these instead monitor the flow of information between pro-
grams through standardized mechanisms, such as system and
library calls or network protocols.

3.2.3 OS-Integrated Inference

The primary purpose of hardware or the operating system that
runs on it is to allow programs to perform some desired task,
and not to test those programs’ correctness. As such, most
such tools which infer the presence of defects at a system level
are mitigatory or defensive. SELINUX [80] is a broad suite
of additional checks and security controls which allows sys-
tem administrators to control what behaviors programs may
exhibit much more precisely, though typically for mitigating
attacks. Similarly, seccomp [54] is a set of security controls
for restricting program behavior, either in a rule-based pattern
or by using small programs targeting the BPF instruction set

architecture (ISA) to perform specialized matching on pro-
gram behavior (notably separately from the eBPF subsystem
itself). There are a few works which extend the Linux ker-
nel via kernel modules or Linux Security Modules [96] to
accomplish some testing goal [102, 104], but these are mostly
unused in practice as they are difficult to deploy and maintain.
A wide variety of security features outside of those mentioned
above have been implemented for Linux, but these are almost
all associated with defense, not testing goals [53, 79], or are
otherwise associated with kernel security. Then, of course,
there are numerous works using eBPF for security purposes
which we discuss next in Section 3.3.

3.2.4 Runtime Predictive Analysis

In the field of runtime predictive analysis, the goal is to detect
potential defects that have not actually manifested as faults
based on observations of the program’s behavior (e.g., mem-
ory access patterns). For example, jPredictor [11] can detect
concurrency bugs in Java programs by analyzing execution
traces. UFO [45] specializes on the detection of hard-to-
observe use-after-free bugs in concurrent programs. Similar
to other LLVM-based sanitizers, Thread Sanitizer [58] can be
inserted into programs written in compiled languages to detect
potential concurrency issues with moderate but permissible
overhead. OS-SANITIZER shares the notion of predicting
faulty behavior from benign executions of a program, but
generalizes to different bug classes and takes a system-level
perspective.

3.3 eBPF

eBPF itself is, first and foremost, an ISA with a very lim-
ited number of operations, which can be targeted by sev-
eral widely-used compilers like GCC and LLVM [12, 26].
When we refer to eBPF in this paper, we refer specifically to
the eBPF subsystem of Linux accessed by the bpf() system
call [54]. This subsystem, as described by the Linux kernel
BPF group, allows developers to “dynamically program the
kernel for efficient networking, observability, tracing, and
security” [21]. More concretely, this subsystem allows for
version-agnostic loading of small programs into the kernel
at predefined attachment points, where the kernel will exe-
cute these programs when the given attached point is reached.
These programs may internally process information about
the event by inspecting the provided context, reading kernel
and user memory, querying process state, or manipulating
persistent data sandboxed to eBPF, and may emit information
to cooperative userspace processes for reporting [12].

eBPF’s design affords extensive observability into the sys-
tem’s state and behavior. This capability has been used with
great success in a variety of applications in previous work.
Historically, eBPF has focused on network operation moni-
toring and manipulation; as such, most previous works use



eBPF to implement network monitoring, acceleration, or other
related applications [5, 63, 64, 87, 98, 101, 107]. Beyond net-
working, eBPF is often considered for the monitoring of mi-
croservices, which is a strategy for deployment of services as
smaller units which individually scale, typically used within
the context of cloud computing [52,64,105]. eBPF is growing
as an industry standard for this purpose [65], as microservices
are often implemented within containers, an isolation strat-
egy that separates programs and resources while retaining
the same (eBPF-instrumented!) kernel. Finally, eBPF is em-
ployed for monitoring, management, and sandboxing of user
applications [19, 22, 47].

Beyond its usage, eBPF itself is also a common subject
of inspection by academic works. The eBPF verifier serves
as the first line of defense to ensure that programs loaded
into the kernel do not corrupt kernel data or induce undesired
behavior. To maintain performance, eBPF programs are of-
ten Just-in-Time (JIT) compiled within the kernel [12]. As a
result, not only is the correctness of verification critical, but
miscompilation thereafter may itself induce unintended be-
havior into the kernel. These two aspects of eBPF have been
frequently studied in academic work, both due to impact and
the inherent interestingness of the problems therein from a
software testing and verification perspective [68, 72, 90, 103].

In this paper, we principally utilize three attachment types
of eBPF: uprobes and uretprobes, fprobes and fretprobes,
and LSM programs. These represent the attachment of eBPF
programs at the entry and exit of userspace functions and
kernelspace functions, and the implementation of Linux Se-
curity Modules (LSMs) [96], respectively. u(ret)probes insert
breakpoints into all memory mappings of a given userspace li-
brary function’s entry or exit, which induces a context switch
into the eBPF program in kernelspace. These probes are
given the context of the function, including arguments and
limited access to the active memory of the process, among
other details. f(ret)probes do the same for kernel functions,
but with “trampolines” which redirect control flow to the cor-
responding eBPF programs before restoring to the original
function. When these kernel functions are called via system
calls by processes, they can provide greater context about the
program’s execution than the program itself. Finally, LSM
eBPF programs allow eBPF programs to act as security mod-
ules, which allow eBPF programs to control whether certain
security-relevant operations are permitted. These attachment
points offer special access to program information, allowing
for even greater context.

eBPF programs execute concurrently, atomically, and in
isolation, so even though these different attachment types
offer different contexts, one might imagine they cannot work
in tandem. eBPF maps [94] allow for data to flow between
not only executions of the same program, but of different
programs and attachment types. In this way, one may accrue
context at different points in order to achieve some combined
goal. This is the principle around which OS-SANITIZER is

designed, as we explain further in the next section.

4 Defect Inference with eBPF

Our goal in this work is to identify the capacity of eBPF to
infer the presence of defects in userspace Linux applications.
eBPF is not unique to Linux [32] or the eBPF subsystems im-
plemented in Linux already [97], nor is it technically limited
to userspace defects. We choose userspace Linux applications
as our principal subject because they are widely used, widely
studied in the literature, and are simple to implement, debug,
and inspect. We start by illustrating a concrete set of eBPF
programs (which we collectively term as a “pass”) designed to
detect potentially unsound file handling. Afterwards, we gen-
eralize to all passes we implemented and classify the defects
they aim to detect. Lastly, we compare eBPF’s theoretical
limits to that of other tools.

4.1 Example Pass: intercept_path
Consider again Scenarios 2 and 3 from Section 2. It would
not be sufficient to simply check if the target file has the cor-
rect permissions; intermediary path components may also be
intercepted. Checking these individually would require check-
ing each path component separately, which is race-prone and
expensive. In order to detect a vulnerable path traversal at
runtime, OS-SANITIZER attaches six eBPF programs, collec-
tively referred to as the intercept_path pass, to different
kernel functions responsible for resolving paths and checking
file permissions on the way. This is illustrated in Figure 2.

The first program, filp_open_fentry, attaches to the
start of the do_filp_open kernel function and records the
userspace pointer referring to the requested path. A corre-
sponding cleanup program, filp_open_fexit (bottom left
in Figure 2), cleans this up at the end by attaching to the
return of the same kernel function. The second program,
openat_fentry, attaches to the start of path_openat, which
is invoked by every open-like operation just before the path
traversal actually begins. This zeroes out existing information
that we collected in other intercept_path programs for this
application thread before, guaranteeing that the information
we report is specific to this opening operation. The kernel then
begins traversing the path with link_path_walk, each execu-
tion of which will trigger our next program, inode_perm_lsm
as an LSM [96]. With this, we accumulate the list of users and
groups capable of modifying each component in an eBPF map
like before. At the end of this sequence, we have the file which
will actually be accessed—at which point, the kernel function
may_open is invoked to check if the user may open the given
file with the requested permissions, which will later be used
to determine report severity (e.g., execution is higher severity
than reading). We attach a program, may_open_fentry, to
the start of this function and extract the requested permissions,
saving that information to a map as well. Finally, we attach
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Figure 2: Diagram of information flow in the inter-
cept_path pass. Dotted arrows refer to eBPF attachment
points, dashed lines refer to information flow, and solid lines
refer to control flow.

open_perm_fentry to security_file_open, a special func-
tion in which the helper function bpf_d_path is available.
This helper function allows us to get the canonicalized path
of the requested file. Once the canonicalized path is read, a
report is sent to userspace along with all collected information
if it is deemed potentially unsafe.

This example demonstrates how each pass is designed.
First, we identify the information the pass needs to collect
to make a decision. Then, we find corresponding kernel
or userspace events from which we collect that data, imple-
menting eBPF programs to attach to each and record that
information in a map. With these programs defined and data
collected, the final program in this sequence may inspect the
data and conditionally send a report to userspace if the accrued
information is deemed to represent undesired behavior.

4.1.1 Example Report

The intercept_path pass is able to detect Scenarios 2–4 of
Section 2; we present an example report for Scenario 2 in
Listing 3. This report includes a brief description of what oc-
curred, the involved users, and a backtrace, and is issued with
a severity level. Users may optionally translate executable
offsets to source code locations with a secondary tool pro-

[WARN os_sanitizer] listing-1 (pid: 204448),
acting as root:root, attempted to access
/tmp/tmp.3pRdIBT1bl/A/B (originally as B) with
["MAY_READ"] (0x4), which may be intercepted
by uids [bob] and gids []; stacktrace:

#0 0x40286e (/tmp/tmp.3pRdIBT1bl/listing-1+0x286e)
#1 0x45fab8 (/tmp/tmp.3pRdIBT1bl/listing-1+0x5fab8)
#2 0x469e1b (/tmp/tmp.3pRdIBT1bl/listing-1+0x69e1b)
#3 0x46db9e (/tmp/tmp.3pRdIBT1bl/listing-1+0x6db9e)
#4 0x46d5ca (/tmp/tmp.3pRdIBT1bl/listing-1+0x6d5ca)
#5 0x46cf45 (/tmp/tmp.3pRdIBT1bl/listing-1+0x6cf45)
#6 0x46e72f (/tmp/tmp.3pRdIBT1bl/listing-1+0x6e72f)
#7 0x43121b (/tmp/tmp.3pRdIBT1bl/listing-1+0x3121b)
#8 0x459a21 (/tmp/tmp.3pRdIBT1bl/listing-1+0x59a21)

Listing 3: Unsymbolized report for Scenario 2 of Section 2.

vided in the artifact, when debug information is available.
The severity level is assigned in the userspace program and
can be adjusted to the objectives of the user. In our artifact,
the severity is determined by the kind of access that occurs.
For the read/write operations of Scenarios 2 and 3, we assign
the “warning” level because it is potentially quite dangerous,
but has benign usages (e.g., indexing programs which run as
root and scan user files). For execute operations like that of
Scenario 4, it is assigned the “error” level because it is both
very dangerous and rarely intended. Similar logic is used
to define severity levels for other passes; for example, the
TOCTOU pattern of Scenario 1 is assigned the “info” level
because, without attacker modification, it is benign, but still
not best practice. This severity classification allows users to
avoid sifting through reports they deem irrelevant at the cost
of false negatives.

4.2 eBPF Passes

For all of the mentioned strategies of Section 3.2, we highlight
especially that an overwhelming majority of these tools simply
augment a system’s ability to detect a fault. They do not
detect the defect itself nor the capacity of a program to enter
a faulty state. While fault detection is an extensively explored
topic, dynamic defect inference without fault detection is
exceedingly rare. Because of the unique high-level nature
of eBPF’s observability, the defects we detect are primarily
those which do not exhibit faults when subjected to normal
inputs; they must instead be found heuristically with extensive
program context.

For each type of defect we detect, we develop an OS-
SANITIZER pass. Programs in a pass have one of four pur-
poses: reporting suspicious code regions, enriching the report
context by making additional observations, cleaning up out-
dated context, or filtering known false positives. In terms of
the testing goals of these passes, we build passes for four gen-
eral classes of behavior based on previously observed errors
and warnings from the manual. We provide a brief summary



of passes below and include full description in our artifact. In
total, including Section 6.3, these passes are implemented in
around 2.8k lines of Rust code.

The first class is Fault-Prone System Interactions that indi-
cate programmer errors in interactions with the kernel. Here
we implement three passes: access, which corresponds to
the use of the access or stat syscalls before an opening opera-
tion as extensively warned against in the manual page [54];
fixed_mmap, which detects erroneously overlapping memory
maps [54]; and rwx_mem, the allocation of simultaneously
readable, writable, and executable memory that often signi-
fies high complexity self-modifying code. These passes were
implemented to determine eBPF’s efficacy in finding faulty
interactions with the kernel.

Fault-Prone Library Usage is the second category, in
which passes report erroneous usage of userspace library func-
tions. We implement five such passes: filep_unlocked, for
unsynchronized accesses to file references across multiple
threads [54]; gets, the universally unsafe usage of the gets
function [54]; snprintf, for information leakage issues as-
sociated with a footgun of the library function of the same
name [35]; printf_mut and system_mut, which correspond
to the use of mutable string data in template and command
arguments, respectively (both of which are severe security
errors [66]); and system_abs, which identifies cases when
the developer has not specified the full path to an executable
when launching it with the system function [100]. These
passes evaluate eBPF’s ability to find defects in misuses of
userspace APIs.

Third are Environmental Defects which indicate that a pro-
gram’s behavior could be made faulty by the environment.
The most typical form of this defect class relates to filesys-
tem operations; we implement two passes in this category:
sec_file_open, which identifies numerous issues associated
with opening a given file, such as excessive file permissions;
and intercept_path, which identifies if the path specified
by the user could be intercepted and redirected by an attacker.
On their surface, the two passes sound similar, but have dif-
ferent implications. sec_file_open checks if an opened file
is incorrectly protected; if the targeted file is opened with
unsafe permissions, the state of the file cannot ever be trusted
even if the program later corrects those permissions. inter-
cept_path checks if any member of a path (i.e., the targeted
file or the intermediary directories) has improper permissions
which may allow local attacker to redirect the open only at
the time the file is initially accessed [14]. These passes focus
on situations where the environment induces the undesired
behavior rather than the program itself.

Finally, we write passes which track Unsafe Memory-
Manipulating Function Usage, using numerous heuristics to
identify when likely memory-unsafe usage of certain library
functions occurs. These are the remaining passes: memcpy
and strncpy check for likely overflowable buffers based on
the usage of input-dependent copy sizes [54]; and strcpy and

sprintf check functions which copy untrusted input without
length checks [54]. This class focuses on library functions
which deal with low-level memory manipulation. By attach-
ing to these functions, we get a better sense of eBPF’s ability
to detect low-level errors rather than the high-level errors
represented by the previous classes.

4.3 Prototype Infrastructure
To start, OS-SANITIZER implements a launcher which at-
taches eBPF programs to their desired points, awaits the cor-
responding reports regarding potential defects, and formats
them for interpretation by a human reviewer. The reports, read
from buffers shared by the eBPF programs and the launcher,
are processed in five stages:

1) Deserialization The reports are first read and deserialized
from the shared buffers such that they may be interpreted.

2) Stacktrace Mapping Each report contains a process ID
and thread ID and a stacktrace collected by eBPF [54].

3) Filtering Some report types cannot be filtered in eBPF
alone and require additional local tests, so the launcher
performs some basic checks before emitting the final
reports. In addition, OS-SANITIZER classifies reports
by severity. Any reports under the user-specified severity
level are discarded.

4) Reporting Once the reports are processed and filtered,
they are emitted in a human-readable but standardized
format that may later be “symbolized”.

5) Symbolization A second utility, the symbolizer, parses
the formatted reports emitted by the launcher and maps
the observed file offsets to source code information. This
is not performed continuously as this task is computa-
tionally expensive when not performed in bulk.

The launcher itself is typically executed as a systemd unit,
running in the background continuously, and is comprised of
about 2.5k lines of Rust code.

4.4 eBPF vs. Other Tools
We reviewed a large number of methods and tools to deter-
mine which would be most appropriate for dynamic defect
inference. In Section 4.1, checking for path interception out-
of-band (i.e., not during the original path traversal) would be
raceful and lossy. To implement the fixed_mmap pass, one
must monitor and record mappings of a process continuously
and check when they overlap, requiring lots of bookkeeping
that may lead to scalability issues. Finally, if we tried to
implement any pass involving userspace monitoring from ker-
nelspace, we would effectively need to reimplement the break-
point strategy already provided by eBPF. Table 1 presents



Table 1: Pass’s ability to be implemented by static analysis, compiler instrumentation, userspace interception, kernel (or kernel
module) monitoring, various auditing tools, or eBPF, respectively. Citations are known implementations and ✘, ✓, and ∼
indicate infeasibility, feasibility, and severe tradeoffs or limitations, respectively.

Pass Statically? Compiler? User? Kernel? strace [50] ptrace [54] ltrace [9] seccomp [54] Falco [91] eBPF?

access ∼ ∼ ✘ [104] ∼ ∼ ✘ ∼ ✓ ✓

fixed_mmap ✘ ✘ ∼ ✓ ∼ ∼ ✘ ∼ ∼ ✓

rwx_mem ∼ ✘ ∼ [85] ✓ ✓ ✘ ✓ ✓ ✓

filep_unlocked ∼ [58] ✓ ∼ ✘ ∼ ∼ ✘ ✘ ✓

gets [34] [42] ✓ ∼ ✘ ∼ ✓ ✘ ✘ ✓

snprintf [35]4 [55]1 ∼ ✘ ✘ ∼ ∼ ✘ ✘ ∼
printf_mut ∼ [18]1 ∼ ∼ ✘ ✘ ✘ ✘ ✘ ✓

system_mut ∼ ✘ [10]2 ∼ ∼ [10]2 ∼ ∼ ∼ ✓

system_abs [33]3 ✓ ✓ ∼ ✘ ∼ ✓ ✘ ✘ ✓

sec_file_open ✘ ✘ ∼ [104] ✘ ∼ ✘ ∼ ✓ ✓

intercept_path ✘ ✘ ✘ ✓ ✘ ✘ ✘ ∼ ✘ ✓

memcpy ∼ [55]2 ∼ ✘ ✘ ∼ ∼ ✘ ✘ ∼
strcpy ∼ [55]2 ∼ ✘ ✘ ∼ ∼ ✘ ✘ ∼
strncpy ∼ [55]2 ∼ ✘ ✘ ∼ ∼ ✘ ✘ ∼
sprintf ∼ [55]2 ∼ ✘ ✘ ∼ ∼ ✘ ✘ ∼
1 Reports whenever a non-literal argument is used (FP-prone). 2 Only reports when a corresponding fault occurs as a result.
3 Only reports when a relative path is provided in a string literal. 4 Only reports when the return value is unchecked.

an overview of this dilemma, indicating the capabilities of
general testing strategies and representative tracing utilities
to implement our passes.

The listed utilities have a variety of tracing strategies, but
are not as effectively positioned as eBPF: strace [50] and
ltrace [9] are userspace utilities for intercepting system calls
and library calls, respectively. They can be used to imple-
ment some of the passes, but face issues with scalability, are
not applied system-wide, and must be applied per-process.
ptrace [54] is a Linux tracing utility which can manipulate
and monitor the behavior of other processes on the system,
and can effectively monitor many behaviors. Like strace and
ltrace, ptrace requires userspace helpers that do not easily
scale and cannot be applied system-wide. seccomp [54] is
a monitoring and system call filtering tool which can even
include small programs that decide what action is taken when
certain system interactions occur. Unlike eBPF, there is no
data persistence mechanism, so these programs cannot id-
iomatically accrue information for heuristic-based decision
making. Finally, Falco [91] is an eBPF-based monitoring
language and utility which allows to write configurations that
enable monitoring of some system behaviors. It is unfortu-
nately not general enough to implement many passes and
lacks the ability to monitor userspace behavior. We consid-
ered additional tools for tracing and monitoring, but faced
similar limitations. The observability of eBPF uniquely fills
this gap in testing.

The detection of TOCTOU vulnerabilities is a particularly
relevant case, as this is a very common latent defect for which
inference has been implemented in previous works. The exten-
sive body of research on detection and prevention strategies

for such defects include both kernel- and userspace-based dy-
namic analysis and static analysis [79]. Static analysis tools
often search for potentially race-prone function calls in the
source code, but as we illustrated in our motivating example
(Section 2), accesses may be hidden in a library dependency
or totally benign in the intended use case, and the severity de-
pends on the execution context. Existing dynamic tools either
monitor file access logs, interpose or modify the system call in-
terface, or provide a sandboxed filesystem [79]. eBPF puts us
in the position that neither kernel customization nor target pro-
gram patching (e.g., using binary rewriting [77]) are necessary
to detect TOCTOU bugs. Indeed, eBPF trivializes the process
of TOCTOU detection on two fronts: the detection of race-
ful behavior (the access pass) and the file operations which
involve potentially unsafe permissions (sec_file_open and
intercept_path).

5 Limitations

We provide an overview in Table 1 of how existing strategies
compare with eBPF’s capabilities in implementing a detection
mechanism for the passes we specify in Section 4.2. Naturally,
we cannot implement passes which cannot be implemented
in eBPF, so these are absent. Before continuing into the
evaluation, we must discuss what cannot be done well and
what cannot be done at all.

5.1 Hard Limits
The eBPF subsystem has several limitations by nature of its
design. Its primary purpose is in attaching small programs



to various points in a running Linux system; eBPF is, by
definition, a dynamic tool. Static analysis is an orthogonal
strategy, and we cannot expect eBPF to assist in such tasks.

While we can (and do!) monitor system interactions of
programs written in any programming language, we cannot
attach to userspace functions of programming languages for
which the compilation target is not an executable. As an
example, we can observe that a Java application performs
a fault-prone interaction with the filesystem, but we cannot
write passes which observe misuse of Java APIs. This is a
hard limitation for which there is no remediation in eBPF, and
other strategies for dynamic defect inference must be used for
these languages and testing goals instead.

The limitation most affecting eBPF’s applicability is the
verifier itself. The eBPF verifier ensures both the termination
and safety of a loaded eBPF program. As such, there is a
strict upper bound on the complexity of programs we can load
and attach. To compensate for this, we write our programs
in Rust with the aya library [92], which ensures via Rust’s
memory model that our programs are more easily verified.
Though we face theoretical limitations in complexity, we did
not struggle with this in our prototype.

5.2 Soft Limits
The ways in which eBPF programs are attached and executed
are fixed, and our attachment types are limited. Most relevant,
the u(ret)probe attachment points introduce breakpoints that
cause the application to context switch into the corresponding
eBPF program in kernel space before switching back into
the application. As a consequence, this type of attachment
faces significant overhead beyond the execution of the eBPF
program alone. We evaluate the severity of this limitation
with the memcpy, strcpy, strncpy, and sprintf passes, all
of which attach to userspace functions used in performance-
critical code.

Because we process many events in isolation and our report-
ing is performed per observed instance of potentially defective
behavior, we expect to observe duplicated events. This is it-
self a limitation of all dynamic strategies, but is amplified in
our case as we do not terminate programs when we generate
a report. We evaluate the duplication rate and its impact on
investigation of reports to determine the severity of this limita-
tion. Similarly, because we use heuristics to overapproximate
defective behavior, some reports will be false positive find-
ings. We discuss their prevalence and example false positives
in Section 6.4.1 and Section 7, respectively.

6 Evaluation

For our evaluation, we perform a benchmarking study, a re-
production study, and a long-term usage study. The purpose
of our benchmarking study in Section 6.2 is simple: to de-
termine the raw performance impacts of our monitoring. We

conduct the reproduction study in Section 6.3 to inspect the
extensibility of eBPF by reimplementing an existing work en-
tirely in OS-SANITIZER, quantifying the difficulty of writing
new passes by example.

The purpose of our long-term study in Section 6.4 is more
subtle. We want to understand the implications of deploying
our tool in terms of its ability to find new defects in Linux ap-
plications. To do so, we employ OS-SANITIZER on actively
used Linux desktop computers, giving a profile of running the
tool constantly on personal devices.

6.1 Experimental Setup
We use two systems as different workloads have different
expected execution environments, including different system
configurations, hardware, and other installed software on the
system. We denote the system used during each evaluation
accordingly. System A is a Fedora Linux 39 Server VM with
4 vCores and 24 GiB RAM on an Intel Xeon Gold 6248R
CPU. Multiple instances of System A were used on a single
KVM host exclusively used for this evaluation, and care was
taken not to overbook cores. System B is a Fedora Linux
39 Desktop baremetal installation on a Lenovo ThinkPad X1
Carbon Gen 10 with Intel Core i7-1260P CPU and 32 GiB
RAM.

6.2 Benchmarking
To assess the performance impacts of eBPF when used for
defect inference, we conduct two forms of benchmarking:
microbenchmarks, which measure the wall-time impact of our
passes via programs which only implement the defective code,
and benchmarks of real programs, which measure the impact
of our passes on real programs. Microbenchmarks indicate
the performance impact of the pass absolutely, allowing us
to investigate the raw overhead of our passes. Real program
benchmarking, on the other hand, indicates the impact of the
pass as one might expect to observe in practice.

6.2.1 Microbenchmarks

We design a suite of microbenchmarks implemented in C, one
for each pass implemented in OS-SANITIZER. These syn-
thetic programs represent “true positive” defects that should
be detected by OS-SANITIZER if they occur in real programs.
Each microbenchmark exactly implements the sequence of
events under which the pass should issue a report. This se-
quence is executed in a tight loop, incrementing a counter
for every execution of the loop. Immediately before the loop
begins, a timer is registered for 10 seconds, which, upon
completion, triggers a signal handler that prints the execu-
tion counter and terminates the process. In this way, we can
measure the exact overhead for a given operation induced by
OS-SANITIZER. Each of the scenarios was evaluated for ten



Table 2: Results of microbenchmarks.

Iteration Time [µs]

Pass Baseline OS-SAN. Ratio

access 1.98 7.33 3.70
fixed_mmap 7.19 27.05 3.76
rwx_mem 2.55 15.22 5.96
filep_unlocked 3.55 6.07 1.71
gets 54.10 60.69 1.12
snprintf 0.28 6.81 24.04
printf_mut 0.18 6.33 34.94
system_mut 4571.43 4905.57 1.07
system_abs 4465.28 4916.42 1.10
sec_file_open 1.38 3.22 2.33
intercept_path 1.53 6.13 4.00

memcpy 0.07 9.96 140.19
strcpy 0.04 4.68 106.38
strncpy 0.09 9.46 103.90
sprintf 0.10 4.77 46.56

trials and the results are summarized in Table 2. System A
was used for this evaluation. As expected, the cost of eBPF
programs is non-zero, and, in the case of userspace function
probes, passes induce a context switch. While double- or
triple-digit overhead ratios exhibited by some passes might
seem prohibitive at first glance, keep in mind that these artifi-
cial benchmarks are contrived worst-case workloads. To get
a more realistic picture, in the next section, we test the passes
on real-world benchmarks. We discuss the special cases of
memcpy, strcpy, strncpy, and sprintf, passes which at-
tach to functions that do not involve system calls themselves,
separately in Section 6.2.3.

6.2.2 Real Program Benchmarks

To understand the performance impact of OS-SANITIZER on
heavy workloads, we utilized two recognized existing perfor-
mance benchmarks: SPEC CPU 2017 [6] and Browserbench
Speedometer 3.0 [13]. We selected these two benchmarks
as they represent common usage of Linux systems, and thus
may be used as a reference for actual impact on user applica-
tions during realistic heavy tasks. The SPEC CPU benchmark
was executed on System A and the Browserbench benchmark
was executed on System B. We evaluated each benchmark
with 18 scenarios: one for each of the 15 passes, one for
all non-memory-safety passes, one for all passes, and one
baseline with no passes enabled. Each of the scenarios was
evaluated for ten trials for both benchmarks with the results
summarized in Table 3. On benchmarks which have low re-
liance on C APIs or system interactions, we see very little
impact whatsoever (e.g., mcf, xalancbmk, deepsjeng, and ex-
change2). Benchmarks which involve significant amounts of
data processing that rely on glibc’s extremely efficient im-
plementation of these routines incur severe penalties (see the

memcpy, strcpy, and strncpy results for perlbench, gcc, om-
netpp, x264, leela, and xz), confirming our expectations from
Section 5. Finally, the gcc benchmark’s filep_unlocked re-
sult shows significant and relatively large overhead due to its
sole use of unlocked file operations [27]. Other than the latter
two cases, no statistically significant result had a performance
overhead greater than 7%.

6.2.3 Performance of Memory-Safety Passes

Consistent with our expectations in Section 5, our artificial
microbenchmarks show that all four memory safety passes
induce a very high overhead ratio. The real-world bench-
marks paint a more nuanced picture; while memcpy and, at
least in some benchmarks, both strcpy and strncpy come
with a prohibitive overhead, there is no significant slow-
down for sprintf. Further investigation reveals that this
is a direct consequence of how frequently these calls are
used: memcpy, strcpy, and strncpy are all used frequently
with their optimizations more clearly affecting program per-
formance, whereas sprintf is used less often and is not as
performance critical. Consequently, while we include these
passes in the benchmarks to demonstrate the feasibility of
harnessing eBPF for these low-level operations, we conclude
that this application is not appropriate for eBPF in practice.

Takeaway #1: In general, eBPF probes for dynamic de-
fect inference are performant, but suffer when applied to
userspace functions that do not interact with the system.

6.3 Reproduction Study
Wei and Pu introduced the “CUU model” (check, use, use), a
methodology for passively identifying filesystem-based TOC-
TOU defects [104]. The paper categorizes various filesystem-
specific syscalls into sets describing their actions, with spe-
cific sequences of observations implying the existence of such
defects. This model was then implemented with kernel mod-
ifications which log all file interaction events and a set of
userspace programs to extract and inspect said log. We re-
quested a copy of the source code from the authors, but did
not receive a response. We note that the paper’s underlying
premise is quite similar to our own: inferring the presence of
defects in Linux applications based on runtime observations.

To demonstrate the complexity of implementing a new
pass as described in Section 4.2, we implement a pass for
the CUU model as described in Section 2 of the aforemen-
tioned work [104]. This was completed within 4 hours: 2
hours for the initial implementation and 2 hours for debug-
ging and finalization. The final implementation was written
in the same style as the original passes and is composed of
260 lines of code change (written according to Rust style
conventions [81]) and measured by diff. Of these 260 lines,
151 are located within eBPF programs, 74 are associated with



Table 3: Results of standardized benchmarks expressed as ratio over baseline1.

SPECspeed 2017 Integer [6]

Pass perlbench gcc mcf omnetpp xalancbmk x264 deepsjeng leela exchange2 xz Browser2

O
ve

rh
ea

d
R

at
io

access 1.03 1.01 0.99 1.01 1.06 1.01 1.01 1.00 1.00 0.96 0.95
fixed_mmap 1.00 1.00 1.00 0.99 1.02 1.00 0.99 1.00 1.01 1.02 1.01
rwx_mem 1.00 1.02 1.00 0.97 1.00 1.00 1.01 1.00 1.00 1.00 0.96
filep_unlocked 1.01 1.32 0.99 1.01 1.07 1.01 1.01 1.01 1.00 0.99 1.01
gets 1.02 0.99 0.98 0.98 1.04 1.01 1.01 1.01 1.00 0.94 0.95
snprintf 1.02 1.06 1.00 1.03 1.05 1.03 1.05 1.01 1.01 1.07 1.00
printf_mut 1.00 1.04 0.99 1.03 1.04 1.02 1.04 1.02 1.01 1.02 1.02
system_mut 1.01 0.98 0.99 0.97 0.99 1.01 1.02 1.01 1.00 0.99 1.00
system_abs 0.99 0.99 1.00 1.00 1.01 1.00 0.99 1.00 1.00 1.01 1.02
sec_file_open 1.02 1.00 1.00 0.98 0.99 1.00 1.01 1.00 1.01 1.07 0.99
intercept_path 1.01 1.04 1.00 0.97 0.98 1.00 0.99 1.00 1.01 1.02 1.04

All Previous 0.96 1.36 0.99 1.01 1.01 1.00 1.01 1.00 1.00 1.05 1.00

memcpy 6.33 2.18 0.92 4.37 1.02 6.01 0.97 1.83 1.04 1.95 8.38
strcpy 1.08 1.17 0.99 5.56 1.02 1.00 1.02 1.00 1.00 0.97 1.25
strncpy 1.08 1.19 0.98 4.57 1.00 1.01 1.02 1.01 1.00 0.96 1.23
sprintf 1.01 0.99 0.99 1.01 1.03 1.01 1.00 1.00 1.00 1.00 1.00

All Passes 6.46 2.56 0.96 5.50 1.03 5.98 0.98 1.81 1.03 1.95 8.62

Baseline Time [s] 396.42 600.33 885.33 680.82 287.30 184.35 395.64 456.88 193.16 1070.77 45.92

1 Significant results (p < 0.05) by one-sided Welch’s t-test are bolded. 2 Browserbench Speedometer 3.0 [13] on Google Chrome.

launching the programs and formatting the reports, and 35
are serialization routines. We tested this on the same system
as the one described in Section 6.4 and indeed found several
programs that violated the CUU model, though none proved
to be defective.

Takeaway #2: (Re-)Implementing complex dynamic de-
fect inference works is massively simplified with eBPF.

6.4 Usage Case Study
One of the primary advantages of using eBPF is that we may
discover latent defects outside of a testing environment, as
there is no need to recompile or modify applications. To
evaluate this, one of the authors ran the tool on the afore-
mentioned System B for one month while using the device
for typical software development workplace activities during
8-hour workdays. This usage primarily consisted of graphical
IDEs, browsers1, compilers, and containerization software.
We found a large number of defects during this period; a rep-
resentative selection of case studies are provided in Section 7.
Below, we analyze the aggregate reporting data to provide a
general sense of data volume and a brief discussion of the sub-
jective user experience. We do not make the raw data for this
segment of the evaluation available as the report logs contain
private information collected during the tool’s execution.

1Segments of this paper were written with Firefox [69] during this period.
Two of the entries in Table 5 were discovered by this.

Over the one month period, all passes were run continu-
ously, excluding the memcpy, strcpy, and strncpy passes
which induced prohibitive performance impact and were in-
stead only run during investigation periods. The remaining
passes resulted in negligible performance impact under nor-
mal workloads and did not perceivably affect user experience.
Reports were restricted to those of high confidence and mod-
erate to high impact based on the perceived strength of the
heuristic and historical impact of related defects, respectively.

6.4.1 Investigation Process

Over the month in which we ran OS-SANITIZER, we spent
approximately two hours per week investigating reports for
a total time of about eight hours. We begin our inspection
using journalctl to read the reports. A small subset of
reports were clearly false positives and were recorded to be
ignored in future iterations of OS-SANITIZER as filtering
programs. The remaining reports required greater inspection
and consideration.

Using debuginfod [61] and the debuginfo-install dnf
plugin in combination with our symbolization utility, we can
easily identify the source code region(s) associated with a
report. When the binaries were not distributed by Fedora
but provided by other vendors, it was necessary to use online
references and manually identify version info, which could
be quite difficult when source code was not available. Even
more rarely, binaries were configured in a way that prevented



complete stacktraces from being reported due to a known
limitation of eBPF stacktrace recording [17]. Nevertheless,
in an overwhelming majority of the reports investigated, we
found the corresponding responsible source regions in a mat-
ter of a few minutes at most. Once a corresponding cause was
determined, we could directly test whether it was correct by
simply performing an action with the corresponding applica-
tion and seeing if the same report was produced. In this way,
we were able to uncover a number of issues in Linux appli-
cations present in our evaluation system which we describe
further in Section 7.

Takeaway #3: eBPF is sufficiently performant to be pas-
sively used for defect inference in long-term scenarios,
even on actively used devices.

6.4.2 Report Volume

We select the five days of highest report volume from the trial
month to reduce the effect of low usage days. During these
five days, a total of 276MiB was generated (originally 7.2MiB
as compressed by journald [30]), containing approximately
679K log entries. Across these entries, 2,784 unique binary
offsets appeared in stacktraces, including 127 unique binaries.
We consider the approximate upper bound for the number
of unique reports to be 2,784 as deeper stack trace entries
are less likely to appear in multiple reports with separate
causes. This gives a lower-bound observation frequency of
244; that is, for every unique report, there are on average
244 corresponding log entries. This is, admittedly, a usability
limitation of our prototype. With additional engineering effort,
one could address this issue by storing reports into a database
structure where we can analyze similar events. That said, this
limitation did not meaningfully impact our ability to inspect
events. Only two hours were actually needed to inspect these
reports per week, as the plaintext reports were easily filtered
with shell utilities like grep, awk, and sort. Reports occurring
in the same code locations were processed into their own
files and inspected together, allowing us to relate multiple
events and deduplicate easily. While this manual effort could
certainly be automated to improve our tool for production use,
it did not meaningfully affect our ability to find defects nor
demand too much additional time.

Measuring a false-positive rate regarding the reports de-
scribed above would be necessarily misleading, as we found
that the determination of a particular code region as “defective”
was strongly dependent on the execution context; we discuss
this at length in Section 8.2. We provide some representative
case studies in Section 7 which highlight this conundrum.

Takeaway #4: Reports are often duplicated. Manual
deduplication of these reports is simple due to consistent
stack traces, but automated aggregation is possible.

Table 4: Breakdown of events and their report severity, if
any report was emitted.

Report Severity

Pass ERROR WARN INFO Events

access 0 0 839k 13.5M
fixed_mmap 0 0 707k 2.5M
rwx_mem 0 62.9k 0 4.6M
filep_unlocked 0 0 0 417M
gets 0 0 0 0
snprintf 0 11.3k 0 34.3M
printf_mut 0 0 0 13.5M
system_mut 0 0 0 0
system_abs 0 0 0 0
sec_file_open 0 1 345 6.2M
intercept_path 1 275 1545 7.9M

6.4.3 Prevalence Study

As we discussed earlier and in-depth in Section 8.2, determin-
ing the false positive rate for our approach is non-trivial. We
can measure how many times each pass was executed and
how many reports were produced at each severity, giving us
the prevalence of events detected by our passes. This provides
an indication as to how greatly the passes reduce the set of
events to sort through and the frequency of such events on
the evaluated system. We recorded the prevalence of reported
events on the same system over a separate 24-hour period and
present the results in Table 4.

The results demonstrate, as one might expect, that events
happen occur at different frequencies. Passes which monitor
events that happen very frequently in many processes trigger
the most often, but most of these events are considered low
severity or benign by our heuristics. Recall that only ERROR
and WARN level reports were analyzed during the long-term
study, since these are the events for which we had a higher con-
fidence that a vulnerability was present. Other events never
occur at all; both system and gets are known to be difficult
or impossible to use safely, and thus rarely appear in prac-
tice. Conversely, there are many reports for the access pass,
indicating that many processes are still racefully accessing
files. Otherwise, what remains are a few benign, but highly
duplicated reports found by fixed_mmap (pre-allocation in
ld, which is invoked by every dynamic executable), rwx_mem
(RWX mappings in Firefox, Java, and PCRE2 mentioned in
Section 7.4), and snprintf (a known benign case in libmutter
that cannot be filtered in eBPF).

Takeaway #5: The prevalence of events which are actu-
ally reported is relatively low. Users can adjust severity
rankings to filter for relevant information.



7 Defect Case Studies

Below, we provide a representative sample of the identified
defects from which we determine takeaways about dynamic
defect inference specifically with eBPF and in general. A
summary of all confirmed issues is presented in Table 5. By
nature of the passes we developed, most of our true positive
findings were security-relevant. In addition to our own in-
vestigations, we privately shared OS-SANITIZER with Linux
quality assurance teams before paper submission to find de-
fects beyond those we were able to find ourselves. We did not
request any bug information as to maintain responsible dis-
closure, but received notice that OS-SANITIZER was indeed
able to find similar defects in other Linux distributions.

7.1 C API Misuse leading to Buffer Overflow
During development, OS-SANITIZER flagged speech-
dispatcher [29], a text-to-speech utility, because strcpy was
called with a stack buffer destination without a prior strlen
check on the source buffer. Upon symbolization, we were
able to identify the code region responsible for the behav-
ior in dotconf [46], a dependency of speech-dispatcher, and
confirmed by source code analysis that the strcpy call was in-
deed vulnerable to buffer overflow. Any attacker able to cause
the loading of a malicious configuration file with dotconf
immediately gains code execution capabilities. This defect
had been present for at least two decades and is installed by
default on many Linux distributions. Treating this detection
as a code smell, we developed a fuzzer to exercise this code
region further. Though unable to produce an input trigger-
ing the original defect due to a precise size requirement, this
fuzzer uncovered three additional bugs.

Takeaway #6: When dynamic defect inference is de-
ployed system-wide with eBPF, the system is evaluated
for defects, uncovering long-undiscovered defects in
programs which expose the system to undesired effects.

Takeaway #7: Traditional software testing techniques
such as fuzzing complement OS-SANITIZER, finding
defects that traditional testing cannot and guiding testers
to code regions that require additional testing.

7.2 Unsafe Language-System Interaction
Docker [20] is a very widely used development and hosting
software. It is an integral part of many developer pipelines,
both on development systems and in continuous integration
(CI) services, including on the machine used for long-term
usage described in Section 6.4. Docker offers the ability for
developers and server administrators to execute code within
a “container” that shares the kernel, but isolates access to
resources on the host.

During the long-term evaluation, OS-SANITIZER discov-
ered an issue within Docker, caused by the Go [36] standard
library. This issue causes the process to delete a directory
unsafely and has been present in Go since the first release of
the programming language, having previously been identified
in 2022 [86]. This is caused by the issue described in the mo-
tivating example of Section 2. More precisely, this is exactly
Scenario 2: a TOCTOU which is used in a privileged con-
text on files owned by an unprivileged user. In practice, this
allows local attackers to delete arbitrary targeted directories
recursively when a container is being deleted. Investigating
further, we found that two other major containerization sys-
tems, Kubernetes [93] and runc [74], were affected by the
same issue. We reported this issue first to the Go security
team, who did not recognize it as a defect and indicated that
this was a result of developer error. We subsequently reported
the issue to the affected containerization systems who then
submitted a fix to Go and coordinated disclosure.

Later, OS-SANITIZER identified another similar issue in
Go which exposed Docker to an undesired copy of files instead
of deletion. This issue could be used to copy arbitrary files
from the host system into a container, potentially disclosing
sensitive information. Further inspection found that Kuber-
netes was also affected. Go acknowledged this as a defect
as it was inconsistent with documentation that indicated that
such behavior should not occur [71]. This issue could not be
completely fixed because the function’s specification made it
impossible to implement correctly. Instead, its documentation
was updated to reflect its limitations for privileged operations.
Given that now two such issues had been found, we and the
Docker development team investigated further and found a
few additional issues, which prompted extensive hardening
efforts in both Docker and Go [70].

Takeaway #8: Certain passes observe system interac-
tions through which we can detect defects in arbitrary
programming languages. This includes defects intro-
duced by the programming languages themselves.

Takeaway #9: Dynamic defect inference concretely
identifies that software is potentially defective at run-
time. In this case, the privilege boundary and TOCTOU
together indicated the presence of the vulnerability.

7.3 User-Owned File Executed as Root
As the long-term usage study was performed on a developer
machine, many reports related to unsafe usage of programs by
direct act of the user. In one such case, a script was distributed
to build another ongoing research project. When executed
within a Docker container, the script invoked build commands
as root. The project itself was contained within a user direc-
tory in the container, and as such the file was owned by a local



Table 5: Overview of confirmed issues.

Weakness (CWE [67]) Case Study Affected Software Discovering Pass(es) Status

Stack Buffer Overflow (121) 7.1 dotconf [46] strcpy Fixed
Arbitrary File Deletion (59) 7.2 Golang [36] intercept_path, access Fixed
Arbitrary File Read (59,552) 7.2 Golang [36] intercept_path, access Can’t Fix

Root Execution of User File (471) 7.3 - intercept_path Fixed (Locally)
RWX Memory (732) 7.4 PCRE2 [40] rwx_mem See Section 7.4

User-modifiable Command (732) 7.5 modprobe [54] system_mut Works as Intended
Execution of Globally RWX File (281) - Chrome [37] sec_file_open Fixed

Globally RWX File Creation (281) - Firefox [69] sec_file_open Fixed
stat/open TOCTOU (367) - Firefox [69] access,sec_file_open Won’t Fix1

RWX Memory (732) - Firefox [69] rwx_mem Works as Intended
Root Execution of User File (471) - GDB [28] intercept_path Confirmed

RWX Memory (732) - mesa [62] rwx_mem Fixed2

Arbitrary File Read (59,552) - NetworkManager [31] intercept_path Fixed
Self-resettable Lockout (307) - pam_faillock [54] sec_file_open Won’t Fix2

Distribution of Globally RWX Files (281) - Rust [84] intercept_path Fixed

2× Memory Safety Issue (121) 7.1 dotconf [46] secondary investigation Fixed
Improper Escaping (150) 7.1 dotconf [46] secondary investigation Fixed

(Several) Arbitrary File Read (59,552) 7.2 Docker [20] secondary investigation Confirmed1

12× Memory Safety Issue (121,122,908) 7.4 PCRE2 [40] secondary investigation Fixed3

22× Differing Implementation (474) 7.4 PCRE2 [40] secondary investigation Fixed3

1 Privately reported. 2 Not reported by us, but discovered independently. 3 Incomplete list; several additionally privately reported.

user but executed by root. The execution of the user-owned
script by root was flagged by the intercept_path pass at
maximum severity, as the file permissions requested included
execution permissions. A local attacker capable of replacing
the file may have trivially gained root privileges within the
container.

Takeaway #10: eBPF can be used to identify erroneous
program usage which leads to undesired effects.

7.4 Just-In-Time Compilers
OS-SANITIZER issued reports that indicated that a number
of applications were allocating memory which was simulta-
neously readable, writable, and executable (RWX). This is
not itself a defect; while RWX memory is generally warned
against, this warning is primarily a security hardening con-
cern [88]. Just-in-time (JIT) compilers often use such mem-
ory, are deeply specialized, and very difficult to implement,
often holding numerous subtle defects which require spe-
cialized verification and search-based testing techniques to
uncover [4,39,72,106]. Three such applications exhibited this
behavior most: Java and Firefox, which emit JIT compiled
code representing Java and Javascript code, respectively; and
PCRE2, a regular expression library. Though we had unre-
lated findings in the former two, we focus on the latter.

PCRE2 [40] is one of the most widely-used regular expres-
sion libraries available, with its bindings affording search
capabilities to a wide number of languages. One of the rea-

sons for its widespread adoption is speed: it very efficiently
expresses and executes regular expressions against even large
strings. This is due in part to its early adoption of JIT com-
pilation [41] with the introduction of the sljit compiler [43]
in 2011. When investigating the JIT compiler, we found that
this component of the library was not undergoing automated
testing. We introduced testing infrastructure for this com-
ponent with which we have since uncovered 12 additional
security-relevant defects and 22 correctness issues related
to the consistency between the JIT implementation and the
interpreter.

Takeaway #11: Dynamic defect inference finds behav-
iors which are not indicative of just defects, but of a code
smell. These behavioral code smells highlight code re-
gions which require additional investigation.

7.5 Mutable system Argument in modprobe

modprobe [54] is a system utility which loads kernel mod-
ules. When called on a particular kernel module, the module
may specify “install” and “remove” commands which execute
upon the loading and unloading of the module, respectively.
These commands are read and copied to a mutable memory re-
gion, causing the system_mut pass to report that a potentially
untrusted string was executed as a command [100]. Given
the purpose of modprobe, this report is a false positive; yes,
an input-controlled string is executed as a command, but the
input itself is code to be loaded into the kernel. In other words,
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the command being executed is already trusted by nature of
the input.

Takeaway #12: Using heuristics to infer the presence
of defects necessarily leads to false positives, as the
otherwise unsafe code may be benign in certain contexts.

8 Discussion

Before concluding, we present a number of thoughts regarding
our paper’s findings and its implications.

8.1 Threats to Validity

Given the small effect size and the number of evaluated sce-
narios, we infer that some statistically significant findings
from Section 6.2.2 may be spurious as a result of multiplic-
ity [49], where the likelihood of spurious results increases
with the number of experimental scenarios. Numerous meth-
ods exist to control for the effects of multiplicity, but are prone
to inducing false negatives. In our case, the issue emerges
predominantly from the high variance of our benchmarks;
in one case, we observe a median execution time of up to
8% less than baseline, which is not reasonable. Taking an
order of magnitude more samples to account for this observed
variance is computationally prohibitive, as existing evaluation
already takes multiple days. As such, we suggest that the
system-induced variance is too high to claim reliably signifi-
cant performance impact for effect sizes of less than 10%.

The reproduction study of Section 6.3 is only one such
example of a pass one could implement. We do not concretely
know the complexity of the original implementation, and can
only infer that it was of significantly greater complexity due
to its implementation’s description. Moreover, our reported
times are that of the only expert developers in using OS-
SANITIZER: ourselves. Conducting a human expert study
was deemed inappropriate as this paper is primarily concerned
with the technical implications of using eBPF for dynamic de-
fect inference. For this reason, we emphasize that the results
presented in Section 6.3 (and, similarly, Section 6.4.1) are not
the results of formal human research study, and are included
only to give a general sense of OS-SANITIZER usage.

8.2 False Positives

In none of our evaluations do we compute any false positive
rates. This was a choice; we found early on in our long-term
evaluation that evaluating the outcome of a given report is
deeply non-trivial. Consider the case study presented in Sec-
tion 7.4, where we used RWX memory as a strong indicator
for self-modifying code. In all reports we processed, the re-
port correctly identified the presence of a JIT compiler which
managed memory in a potentially unsafe manner. Can we

truly classify these as true positives, when this behavior is
intended but merely indicative of a particular class of high
code complexity? Indeed, there is disagreement on what a
false positive in the context of code smells even is, both in
theory [24] and in practice [75]. Similarly, we had many
detections where developers had chosen a simple, but po-
tentially defective implementation based on assumptions of
how the code was to be used. Consider the case study in
Section 7.2; the original implementation was indeed against
best practices for implementing these filesystem accesses. If
we had detected this in a scenario where there was not an
expected privilege boundary, would it still be considered a
true positive? Many reports issued by OS-SANITIZER dur-
ing our evaluation force us to ask such questions. Clear best
practice recommendations are often not followed when there
is a perception that the recommendations are irrelevant to
the intended use case, but these use cases are often poorly
communicated to downstream developers and users. As such,
we find that most “true positive” findings encountered during
our long-term evaluation are a result of this inconsistency in
expectations, and that most “false positive” findings reveal
the potential for such inconsistencies in the future.

9 Conclusion

In this paper, we demonstrated that eBPF is an effective tool
for inferring the presence and location of defects based on
runtime-observed behavior. By targeting a set of Linux appli-
cation defects which are well-understood in practice, we were
able to evaluate the applicability and performance impact of
our approach. Our analysis revealed a significant number of
previously undetected defects. This is particularly notable
given the maturity of the systems analyzed and the active
efforts by both developers and security researchers to identify
such issues. Our findings also revealed challenges in consis-
tently identifying what constitutes a defect and determining
responsibility for remediation, pointing to pervasive inconsis-
tency between developer intent and downstream usage. This
issue affects the correctness and safety of code in ways that
are as-of-yet not well-explored. Furthermore, we found that
behavioral code smells were powerful for identifying code
deep in dependencies which required more testing, and found
a multitude of defects using these techniques.

Our work highlights that these defects persist and require
further investigation; current testing methodologies may be
insufficient to detect a broad class of latent defects. Based on
our findings, we infer that there is a defect in our testing status
quo: behavioral code smells and other heuristics to infer the
presence of defects must be researched further, lest we leave
latent defects dormant.
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Ethical Considerations

This work presents a tool that facilitates finding weaknesses in
programs, which is inherently dual-use. Our work affects sev-
eral stakeholders, including software developers, end users,
and the broader software community. Our goal is to uncover
latent bugs in Linux applications in order to improve security
while minimizing potential damage. Our work was guided by
the ethical principles outlined in the Menlo Report. The prin-
ciple of beneficence motivated us to design the study in a way
that maximizes societal and technical benefits by uncovering
latent defects that could lead to failures or security vulnera-
bilities. Respect for persons was ensured by not involving
any people directly in the study. The broader software and
security community benefits from improved defect detection
and system reliability. Finally, respect for law and public
interest was maintained by conducting all experiments in ac-
cordance with applicable laws and organizational policies,
without unauthorized access to or exploitation of software.

One potential harm is the concrete risk that the disclo-
sure of defects could be exploited by attackers. This risk
was mitigated by conducting all experiments on controlled,
non-production systems and following coordinated disclosure
practices for all newly identified defects. More specifically,
we contacted the developers of the software projects for which
OS-SANITIZER identified a defect and worked with them to
fix the identified flaws. Only the flaws which have been en-
tirely remediated or labeled as “won’t fix” by the developers
have been shared in this paper with technical details. In addi-
tion, we have privately shared our tool with security testing
groups most affected by our tool to ensure a wide initial vul-
nerability search. Despite these mitigating measures, a certain
residual risk remains, in particular the possibility that detailed

technical descriptions could be misused by malicious actors.
After weighing these risks against the benefits of improved
software security, reproducibility, and community knowledge,
we have decided to continue our research and publish the
results, while taking precautions to mitigate any negative
impact.

Open Science

To encourage future research and ensure the reproducibil-
ity of our results, we have made a complete artifact of this
work available. This artifact includes the implementation
of our prototype, the experimental setup, all evaluation tar-
gets, anonymized evaluation data, and the analysis scripts.
The launcher implemented for OS-SANITIZER consists of
about 2.5k lines of Rust code. It is typically executed as a
systemd unit, running in the background continuously. The
passes described in this work consist of around 2.8k lines
of Rust code. The research artifact can be found on GitHub
at https://github.com/os-sanitizer/os-sanitizer and Zenodo at
https://doi.org/10.5281/zenodo.17979528.

By making these resources publicly available, we aim to
lower the barriers to reproducibility, facilitate comparison
with future techniques, and encourage further research into
dynamic defect inference with eBPF. We intend to keep OS-
SANITIZER available as a “living artifact” on GitHub, up-
dating the software wherever possible to ensure it remains
functional, while also preserving a static snapshot of the arti-
fact’s state at the time of acceptance on Zenodo. Researchers
who seek to replicate and reproduce our work are welcomed
to reach out to us if they need assistance, especially when
these artifacts require maintenance. Additionally, researchers
who intend to use our artifact are highly encouraged to request
or contribute bug fixes or features that improve this work.
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