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Abstract
Although automated symbolic protocol verification has

proven valuable and effective, current approaches begin to
reach their limits: While small protocols can be analyzed
automatically, the most complex case studies often require
substantial expert time and resources. There have been many
attempts to solve this problem by compositional verification,
but they rely on unrealistic protocol assumptions and do not
support real-world security properties like Forward Secrecy.

In this work, we enable compositional symbolic analysis
for real-world security protocols with respect to modern se-
curity properties. We develop a composition result in the
Applied π-Calculus that holds even in the presence of attack-
ers capable of dynamic corruption if the protocols satisfy a
disjointness requirement.

We demonstrate the applicability and effectiveness of our
result on the composition of a data exchange protocol with a
Diffie-Hellman key exchange and a compositional analysis
of Forward Secrecy in TLS 1.3 within the scope of RFC
8446 and the ECH extension. While monolithic analyses of
TLS 1.3 with ECH fail to deliver a result in 10% of cases,
all compositional analyses succeed. Additionally, runtime
decreases by 71% and memory usage by 86% on average.

1 Introduction

Automated verification of security protocols has proven to
be a very valuable and effective approach to security anal-
ysis over the last decades. From the seminal discovery of
the person-in-the-middle attack on the Needham-Schroeder
protocol [50, 51], the extensive usage in the standardization
of TLS 1.3 [12, 35, 36] to the analysis of large and complex
protocols like WPA2 [37] and SPDM [34], automated tools
have led to various significant contributions.

However, the analyses of the latter case studies also show
that current approaches reach their limits as protocols become
ever larger and more complex. In practice, this is typically
reflected in the need for increasing amounts of expert manual

guidance for the tools (e.g., specifying invariants/reusable
lemmas in Tamarin, recently also implemented in ProVerif).

One way to remedy this is compositional analysis: Instead
of verifying the properties of a protocol at large, it is divided
into smaller subprotocols. These subprotocols are then ana-
lyzed separately, and the combined results provide guarantees
for the entire protocol. This not only allows for simpler proofs
but also reusing protocol models and their analyses when in-
vestigating other protocols. Unfortunately, the composition
of protocols is not secure in general. Even if two protocols
are secure in isolation, an adversary can use the behavior of
or knowledge gained from one protocol to attack the other.

In the context of symbolic protocol analysis, several results
exist that state under which conditions secure composition
is possible, covering a multitude of composition types (e.g.,
parallel and sequential [31] or vertical [44]), protocol classes
(e.g., password-based protocols [40] or public-key infrastruc-
tures [28]), and security properties (e.g., trace properties [53]
or privacy properties [4, 5]). One would therefore expect
that modern protocol analyses, notably those specified in the
Applied π-Calculus, such as [13,17,27], would use such com-
position results. It turns out that these composition results are
in fact not used in practice. There are two main reasons for
this. First, the composition results only apply to restricted
protocol classes, which prevents them from being used for
real-world protocols. Second, they only provide guarantees
for static corruption threat models, whereas modern protocol
analyses aim to prove stronger guarantees.

Consider, for example, TLS 1.3. One of its main achieve-
ments compared to its predecessors is that it ensures Forward
Secrecy in all situations, i.e., even if a long-term key gets
leaked, all previously exchanged data remains secret. The
enforcement of Forward Secrecy in the standard has been
strongly argued for (see, e.g., [6] for a related discussion on
the TLS 1.3 mailing list), and it is is now best-practice that
key-exchange protocols guarantee Forward Secrecy.

To analyze protocols for Forward Secrecy and similar prop-
erties we need to consider threat models with dynamic cor-
ruption of values, which is out of scope for the previously



mentioned results. Dynamic corruption refers to an adver-
sary’s ability to obtain secrets at some point in the lifetime
of the system, as opposed to static corruption, which only
allows a secret to be never compromised, or always. Dynamic
corruption allows us to specify stronger security guarantees,
such as Forward Secrecy, that limit the temporal impact of a
compromise.

Our core contribution now is a general composition result
in the Applied π-Calculus that allows us to retain security,
even with respect to dynamic corruption, when composing
protocols. The protocols may use any cryptographic primi-
tives that can be modeled using equational theories. Our result
can be used with tools such as ProVerif [14] or SAPIC+ [30].

Additionally, whe show that unlike previous results, our
result applies to real-world protocols. We illustrate our result
by composing a Diffie-Hellman key exchange with a data
exchange protocol and with a compositional analysis of For-
ward Secrecy in TLS 1.3 ECH as defined in RFC 8446 and
the ECH extension. Compared to its latest state-of-the-art
analysis in [13], where the authors could not prove 63% of
properties, we are able to prove all properties of interest with
our result. Additionally, we see improvements in time and
memory consumption of up to two orders of magnitude.

En route, we also generalize previous results: We prove
that two protocols that have no common signature, equational
theory or variables can be securely composed, regardless of
the cryptographic primitives used. Earlier results only allowed
for concatenation, symmetric and asymmetric encryption, sig-
natures and hash functions [33, 45].

1.1 Overview
Below, we first expand some of the details and restrictions
of our composition result. In Section 2 we discuss related
work. We give background on corruption, disjointness, and
the Applied π-Calculus in Section 3. In Section 4 we define
our corruption model and provide our formal definitions for
composed processes and shared data, which allows us to for-
mulate our composition result in Section 5. We show how
our result can be used in practice in Section 6 and conclude
in Section 7. In the appendix, we give extensive case study
results.

We provide the ProVerif models of our case studies and the
benchmarking script in [38]. There, we also provide the Full
Version of this work, including all theoretical preliminaries
and the full proofs.

1.2 Composition Result Properties
We provide a composition result that allows us to compose
protocols so that they retain trace properties in the presence
of an attacker able to dynamically corrupt arbitrary values.
Previous results were restricted to corrupting non-shared data,
i.e., information that is used in only one of the protocols.

Protocols may use any cryptographic primitives repre-
sentable by an equational theory even if it is not confluent,
as long as the protocols do not use the same primitives. The
protocols are specified in the Applied π-Calculus and unre-
stricted in their control flow: They may communicate over
channels, feature non-trivial else-branches and incorporate
replication. Other results often lack at least one of these fea-
tures. The two protocols may also pass data unidirectionally:
One protocol may pass data to the other, the second protocol
may not. Many previous results do not allow this form of
communication or, if they do, come with other restrictions.

We achieve this in a framework that allows us to specify
if and when information has been leaked to the adversary,
making it possible to formalize notions like Forward Secrecy.
Previous work either lacks this or at least one of the afore-
mentioned features.

In summary, our result is the first that enables the secure
composition of protocols that share and pass data in the pres-
ence of an attacker capable of dynamic corruption while hav-
ing no restrictions on the control flow and the power to refer-
ence data leakage on the trace. With this, we are able to com-
pose large classes of security protocols, e.g., key-exchange
protocols with protocols using the resulting keys; these pro-
tocols can now be analyzed separately for properties like
Forward Secrecy.

However, this result also comes with a few restrictions.
First of all, it requires the composed protocols to have disjoint
signatures, i.e., do not use the same cryptographic primitives.
While this holds for many practically relevant scenarios, it
just as often does not. In most cases, we can enforce disjoint
signatures through the use of appropriate tagging.

Second, the theorem is only applicable to trace properties;
it does not cover equivalence properties, which are often used
to model privacy-type guarantees.

Third, data may only be transferred in one direction, i.e.,
only one of the protocols may pass information to the other.
While this is sufficient in many scenarios, it would be helpful
to provide input to the other protocol, e.g., pass information
to a key-derivation protocol which then returns (session) keys.

Finally, on a more technical side, channel names cannot
be passed between protocols. This restricts communication
between processes but can often be circumvented by simply
using the variables themselves as storage for shared data.

2 Related Work

Symbolic vs. Computational Model. Secure protocol com-
position has been investigated in both major models of secu-
rity: the symbolic and the computational model. We achieve
our results in the symbolic model. The benefit of symbolic
approaches, which take a more abstract view of cryptogra-
phy, is that they make it possible to scale better for analyzing
larger parts of systems. The symbolic abstraction of cryptog-
raphy considers abstract terms instead of concrete bitstrings,



considers an abstract attacker model that assumes that cryp-
tographic primitives provide idealized black-box guarantees,
and does not include any notions of key or nonce length. Thus,
symbolic analyses typically focus more on logical attacks at
the protocol level and do not cover attacks that rely on the
low-level details of the cryptographic primitives.
Symbolic Composition Results. Existing composition re-
sults in the symbolic model lack the capability to reason
about dynamic corruption and can thus not handle security
properties like Forward Secrecy. Our results enable reasoning
about dynamic corruption. They are also generic in that they
are not tailored to any specific protocol or class of protocols.

Generic composition results typically rely on a disjointness
requirement on the protocols to compose; in [33, 45, 46],
protocols can be securely composed as long as they do not
share data and use different cryptographic primitives. The
primitives are limited to encryption, concatenation, signatures
and hash functions. Our results also require this kind of
disjoint primitives, but can be used with arbitrary primitives.

In [31] it is shown that the protocols to compose may
also share keys as long as they remain secret. This result
is lifted from trace properties to equivalence properties in
[4, 5]. None of these works provide a model of dynamic
corruption, although the results of the latter two hold if non-
shared variables are dynamically compromised. Our results
enable dynamic corruption of all variables.

Various other disjointness notions are used throughout the
literature. The composition theorems for sequential [3] and
parallel composition [20] can be emulated by our results. The
results of [39] on key exchange-protocols, [29, 42, 44, 56, 57]
on secure channels and [28] on public key-infrastructures re-
quire slightly different disjointness criteria than our theorems,
but none of them covers dynamic corruption.
Computational Composition Results. Similar work has been
done in the computational model, most notably with the Uni-
versal Composition framework [23], its variations and exten-
sions [21, 24, 25, 43], and similar approaches like Reactive
Simulatability [7–9], GNUC [48], iUTC [22], IITM [49], and
Oracle Simulation [32]. Typically, the composition theorems
in these frameworks are very restrictive and thus seldomly
used in practice, and the methodology has no support for
automation.
Computer-aided Verification. For computer-aided verifica-
tion of security protocols, the OWL tool [41] and the DY⋆

framework [10] provide forms of support for compositional
reasoning. OWL does not support dynamic corruption, and
hence cannot be used to prove properties such as Forward
Secrecy. DY⋆ on the other hand provides little to no automa-
tion and only allows the composition of so-called layered
protocols [11].
TLS 1.3 Analyses. Finally, there are several formal and auto-
mated analyses of TLS 1.3, its extensions and their respective
drafts (e.g., [13, 26, 35, 36]). None of them are compositional
in that they rely on composability theorems to achieve their

results, except for [12, 18]. Their analysis of Draft 18 of
the TLS 1.3 standard makes use of compositional arguments
developed for CryptoVerif [15] and its framework that are
specific to the TLS 1.3 protocol.

3 Background

We first provide background on three key concepts we use:
dynamic corruption, which is the threat model we assume;
the type of protocol disjointness we require; and the Applied
π-Calculus, the formalism in which we achieve our results.

3.1 Dynamic Corruption

Security properties are always relative to a threat model. His-
torically, it is often assumed that an adversary initially knows
none of the encryption keys or other secrets owned by the par-
ties executing a protocol. All information an adversary learns
must be derived from the information learned by observing
the messages exchanged by the parties.

However, this is a fairly strong assumption. In practice,
an adversary might learn secrets through successful attacks
on other protocols or systems, court orders, or simply user
carelessness. Even if that happens, a protocol should ideally
provide guarantees on past and future communication.

The literature contains multiple security properties that cap-
ture such guarantees, most notably Forward Secrecy, some-
times also called Perfect Forward Secrecy. First proposed
in [47], it states that even if a long-term encryption key is
leaked, all communication encrypted with a key derived from
that long-term key remains secret. Forward Secrecy is a highly
desired property, provided by the likes of TLS 1.3 [58] and
the Signal protocol through its usage of X3DH [52].

Consider the following equivalent definition from [54].

Definition 3.1 (Forward Secrecy). A protocol is said to have
perfect forward secrecy if compromise of long-term keys does
not compromise past session keys.

To formally analyze protocols for Forward Secrecy we need
to model that keys can be compromised during the execution
of a protocol. It requires an adversary to dynamically corrupt
any given secret; we informally capture this as follows.

Definition 3.2 (Dynamic Corruption). Consider a protocol P
that uses some secret data item d. An adversary is capable of
dynamic corruption of d if they can gain knowledge of d at
any point in time during the execution of P.

Dynamic corruption of d is usually modeled by adding a
step to a model of P that sends d directly to the attacker. We
also follow this approach and formalize a generic transforma-
tion of P into a dynamically corrupted process in Section 4.1.



3.2 Protocol Disjointness
As we have seen in Section 2, composition results typically
require some kind of disjointness: The protocols that are
composed have to work differently enough so that they cannot
critically confuse any of their own messages with those of the
other protocol. Often, this is achieved through either tagging
or disjoint primitives.

Tagging requires that messages sent over public channels
are annotated in some way. This annotation often includes at
least one of the sending party, the intended recipient, or the
protocol or protocol mode that generated the message. On
the other hand, two protocols use disjoint primitives if no
cryptographic primitive is used in both protocols.

In this work, we assume the latter. Not only does it allow
for more elegant protocol models, but it is also not a stronger
restriction than tagging, as tagging can be used to achieve dis-
joint primitives: Simply tag every message with the protocol
it has been sent from.

However, using disjoint primitives does not imply that pro-
tocols have to use strictly different cryptographic primitives –
it merely requires that the usage of the primitives produces
sufficiently different results. More precisely, we can consider
two instantiations of the same cryptographic primitive disjoint
if, given the same input, they return different outputs.

The technical reason for this lies in how we model crypto-
graphic functions. Roughly, we abstract their output as a term
containing their function name and all provided input. If two
functions now have different output for the same input, we
change the function name to differentiate the resulting terms.

We formalize our notion of disjoint primitives in the next
subsection. As an example, consider a protocol that uses two
hash functions, one of which produces a 256-bit value, while
the other returns a 512-bit hash. For any input i they produce
different results, so we can model the functions as H256 and
H512 and their values as H256(i) and H512(i). Similarly, if one
protocol step always computes HKDF with constant tag t,
and another protocol step computes HKDF with constant tag
t ′ (t ̸= t ′), we consider the HKDFs disjoint and model them
as two different functions HKDFt and HKDFt ′ .

3.3 The Applied π-Calculus
In the following, we introduce the key aspects of the Applied
π-Calculus [2], using the extended processes notion of [1].
Due to space constraints, some ancillary definitions are omit-
ted here; they can be found in the Full Version of this work,
provided in [38].

3.3.1 Variables and Terms

The basic building block of our protocol models are function
symbols, which represent cryptographic primitives. Every
function symbol f has an arity ar( f ); we write f ⟨ar( f )⟩. All
function symbols used in a protocol P form its signature Σ(P).

We assume that Σ(P) contains a countably infinite set of
function symbols of arity 0, which we call names and denote
names(P); they represent data created during an execution
of a protocol. We additionally assume a countably infinite
set of variables V (P), for which Σ(P)∩V (P) = /0. The set
T (Σ(P),V (P)) contains all terms over signature Σ(P) and
variables V (P); t ∈ T (Σ(P),V (P)) if it is generated by the
following grammar:

t := TERMS

| x x ∈ V (X)

| f (t1, . . . , tn) f ∈ Σ(P), ar( f ) = n

The root symbol of a term t is denoted root(t); t is called
a ground term if it does not contain any variable. If t =
f (t1, . . . , tn), t1, . . . , tn are subterms of t; recursively, subterms
of t1, . . . , tn are also subterms of t. We will use terms to model
messages sent over the network during a protocol execution.

A substitution σ := {x1 7→ t1, . . . ,xn 7→ tn} describes a re-
placement of variables with terms; the domain dom(σ) :=
{x1, . . . ,xn} contains all variables for which σ contains a map-
ping. For a term t, tσ describes the term where all variables in
dom(σ) have been replaced in t with the corresponding terms.
σ is called a ground substitution if it maps every variable in
dom(σ) to a ground term. To rename variables x1, . . . ,xn in a
term t, we perform an α-renaming, written t{x1/x′1, . . . , xn/x′n}.

An equational theory E(P) models the properties of a cryp-
tographic primitive from Σ(P). It is a finite set of equations
s = t of terms s, t ∈ T (Σ(P),V (P)). We denote with =E(P)
the closure of E(P) under equivalence, substitution of vari-
ables with terms and application of function symbols accord-
ing to E(P). If we are concerned with the union E(P)∪E(Q)
of two equational theories, we often write =E instead of
=E(P)∪E(Q). The equivalence class of all terms equal to t
according to an equational theory E is denoted [t]=E . Note
that in this work, we will only consider non-trivial equational
theories, i.e., those that do not equate all terms. If for some
substitution σ and some term t ∈ T (Σ(P),V (P)) there is
another term r ∈ T (Σ(P)\names(P),dom(σ)) such that rσ

=E t, we say that t can be deduced from σ and write σ ⊢ t.

Example 3.3. Consider the modular exponentiation used in
a Diffie-Hellman key exchange. We need one function of
arity 2, so we have Σ(DH) := {mexp⟨2⟩}. If we assume that
g is a primitive root modulo some prime number p, we can
express that the modular exponentiation is commutative with
E(DH) := {mexp(mexp(g,a),b) = mexp(mexp(g,b),a)}.

3.3.2 Syntax

The process syntax is defined by the grammar given in Fig-
ure 1, where x ∈ V (P) is a variable, c is a name, and t, M and
N are terms built over Σ(P).

The meaning of the respective operators is the usual; we
will formalize it in Section 3.3.3. Informally speaking, the nil



P,Q :≡ PROCESSES

| 0 Nil process
| νx.P Name restriction
| in(c,x).P Input
| out(c, t).P Output
| if M = N then P else Q Case distinction
| P∥Q Parallel composition
| !P Replication

Figure 1: Syntax of Applied π-Calculus Processes

process does nothing; the name restriction νx.P binds x to a
name in P. An input in(c,x).P reads a value from channel c
and stores it in variable x; an output out(c, t).P on the other
hand sends the term t on channel c. Both then continue
with P. After a case distinction if M = N then P else Q the
process continues with P if M equals N in a given equational
theory, otherwise with Q. As a more concise notation, we
also write [M = N] P : Q for the case distinction. A parallel
composition P ∥Q interleaves the execution of P and Q in
an arbitrary order, unless they can synchronize on an input
and output on the same channel. Finally, a replication !P is
an parallel composition of P with itself, repeated arbitrarily
often, possibly infinitely.

Operator precedence in ascending order is replication !,
parallel composition ∥, and finally sequential composition .;
if in doubt, this will be made clear by the appropriate usage
of round brackets (. . .). On a structural level, we consider
processes equal modulo α-renaming and the equivalences
0.P ≡ P.0, P.0 ≡ P, !0 ≡ 0, P ∥ 0 ≡ P, P ∥Q ≡ Q ∥P, and
(P∥Q)∥R ≡ P∥ (Q∥R) for processes P, Q and R.

Note that the above definition of a process is minimal.
Many convenient features like assignments or complex case
distinctions are not explicitly included but can be replicated
with the given operations; see the Full Version for a list of
possible constructions. We will use them for modeling, but
we will assume for all proofs that processes consist only of
basic operations.

Formalizing the disjointness requirement from Section 3.2,
we say that two protocols P and Q built over Σ(P) and Σ(Q),
respectively, use disjoint primitives if Σ(P)∩Σ(Q) = /0.

For a process P, vars(P) denotes the set of all variables
occurring in P, fv(P) and bv(P) are the sets of all free and
bound variables in P, respectively, and names(P) is the set
of all names occurring in P. We also extend α-renaming to a
process P by applying it to all terms occurring in P.

Example 3.4. We model a Diffie-Hellman key exchange as a
process. One party binds a fresh name to a variable a, which
represents the generation of a random number. It then sends

out the modular exponentiation of some constant term g and
a over a channel c, while waiting for the other party to send
its half-key B on channel d. Once B has arrived, it stores the
result of a modular exponentiation of B and a in a variable kA.

DHA :≡ νa.(out(c,mexp(g,a))∥ in(d,B)).kA := mexp(B,a)

Analogously, the other party generates some b to use as the
exponent, sends its half-key on d and listens on c.

DHB :≡ νb.(in(d,A)∥out(d,mexp(g,b))).kB := mexp(A,b)

Composing DHA and DHB in parallel yields the full model.

DH :≡ DHA ∥DHB

3.3.3 Semantics

We are not only interested in the process execution itself but
also in whether an adversary might be able to deduce infor-
mation from the communication and whether they are able to
interfere with the process in unwanted ways. Therefore, we
extend the processes with additional structures that keep track
of variable assignments and adversary knowledge.

An extended process consists of a set E of restricted names
that are unknown to the adversary, the process P to execute, a
substitution ϕ that represents the adversary knowledge, and a
substitution σ that represents the variable assignments.

Definition 3.5 (Extended Processes). Let E be a set of names,
P be a process such that fv(P) = /0, and let ϕ and σ be
ground substitutions. Then an extended process is a 4-tuple
(E ,P,ϕ,σ). Instead of ( /0,P, /0, /0) we will simply write P.

The semantics of an extended process are given as a labeled
transition relation l−→, where l can be either an external action,
i.e., an output to or an input from a channel, or an internal
action τ if there is no interaction with the environment.

Definition 3.6 (Semantics of Extended Processes). Let P
and P ′ be two extended processes. P ′ is reachable from P
if (P ,P ′) ∈ tr−→, where tr−→ is the reflexive transitive closure of
the relation described by the rules in Figure 2.

For a more intuitive description of the transition rules see
the Full Version.

We write P tr−→ P ′ instead of (P ,P ′) ∈ tr−→, and we write
P =⇒ P ′ if P ′ can be reached from P via some unspecified

series of actions. The length |tr| of a transition is the number
of actions needed to perform this transition.
Example 3.7. The semantics allow both the desired behavior
of DH, and an adversary to block its execution by intercepting
all output and not providing any input; in doing so, they learn
both the half-keys:

DH tr−→ ({cA,cB,na,nb}, in(d,B).kA := mexp(B,a)

∥ in(c,A).kB := mexp(A,b),{w1 7→ mexp(g,a),

w2 7→ mexp(g,b)},{a 7→ na,b 7→ nb})



Mσ=E Nσ
IF

(E , if M = N then P else Q∥R,ϕ,σ)
τ−→ (E ,P∥R,ϕ,σ)

Mσ ̸=E Nσ
ELSE

(E , if M = N then P else Q∥R,ϕ,σ)
τ−→ (E ,Q∥R,ϕ,σ)

vars(M)⊆ dom(ϕ) names(M)∩E = /0

c /∈ E x /∈ dom(σ) Mϕ = t
IN

(E , in(c,x).P∥R,ϕ,σ)
in(c,M)−−−−→ (E ,P∥R,ϕ,σ∪{x 7→ t})

c /∈ E wn variable n = |ϕ|+1
OUT-T

(E ,out(c, t).P∥R,ϕ,σ)
νwn.out(c,wn)−−−−−−−−→ (E ,P∥R,ϕ∪{wn 7→ tσ},σ)

c,h /∈ E
OUT-CH

(E ,out(c,h).P∥R,ϕ,σ)
out(c,h)−−−−→ (E ,P∥R,ϕ,σ)

c /∈ E h ∈ E a fresh name
OPEN-CH

(E ,out(c,h).P∥R,ϕ,σ)
νa.out(c,a)−−−−−−→ (E ,(P∥R){h/a},ϕ,σ{h/a})

x /∈ dom(σ)
SYNC

(E ,out(c, t).P∥ in(c,x).Q∥R,ϕ,σ)
τ−→ (E ,P∥Q∥R,ϕ,σ∪{x 7→ tσ})

x /∈ dom(σ) n fresh name
NEW

(E ,νx.P∥R,ϕ,σ)
τ−→ (E ∪{n},P∥R,ϕ,σ∪{x 7→ n})

x′ fresh variable
REP

(E , !P∥R,ϕ,σ) τ−→ (E ,P{x/x′}x∈bv(P) ∥ (!P)∥R,ϕ,σ∪{x′ 7→ xσ}x∈bv(P))

Figure 2: Transition Rules Describing the Semantics of an Extended Process

3.3.4 Traces and Trace Properties

The properties of an extended process are defined relative
to the labels it produces and the knowledge an adversary
acquires along the way. To capture the latter, we use frames.
A frame combines the adversary knowledge and the restricted
names at a given point of an execution – essentially, all the
information which the adversary has and they may not have.

Definition 3.8 (Frame). Let ϕ be a substitution, and let E be
a finite set of names. Then a frame is defined as φ := νE .ϕ.

Two frames might contain the same information modulo an
equational theory, even if they are not structurally equal. For
example, if an adversary learns mexp(mexp(g,a),b) from one
execution of a process and mexp(mexp(g,b),a) from another,
they have actually learnt the same thing. Frames like these
are called statically equivalent.

Definition 3.9 (Static Equivalence of Frames). Let φ1 =
νE .ϕ1 and φ2 = νE .ϕ2 be two frames such that dom(ϕ1) =
dom(ϕ2). If for every pair of terms M,N such that
(names(M) ∪ names(N)) ∩ E = /0 it holds that Mϕ1
=E Nϕ1 ⇔ Mϕ2=E Nϕ2 modulo α-renaming, then φ1 and
φ2 are statically equivalent, or φ1 ∼ φ2.

When an extended process is reduced to any form, the
semantics induce a series of labels. Paired with the frame
resulting from the execution, this constitutes a trace.

Definition 3.10 (Trace). Let P = (E ,P,ϕ,σ) be an extended
process. The following set contains its traces:

tr(P ) := {(tr,νE ′.ϕ′) | ∃(E ′,P′,ϕ′,σ′) : P tr−→ (E ′,P′,ϕ′,σ′)}

If we want to indicate that a trace λ = (tr,νE ′.ϕ′) is the
result of a transition from the extended process P to P ′, in-

stead of P tr−→ P ′, we will write P λ−→ P ′. We denote with tr(P
=⇒ P ′) and tr(P tr−→ P ′) the trace resulting from a transition

from P to P ′; we will also apply this to multiple consecutive

transitions, e.g., tr(P =⇒ P ′ tr′−→ P ′′). Finally, we say that tr is

a trace of P over Σ(Q), or λ ∈ tr(P,Σ(Q)), if λ is a trace of P
when P would be defined over Σ(Q), where Σ(P)⊆ Σ(Q).

To state the properties of a trace, we extend the notion of
static equivalence to traces: Two traces are statically equiva-
lent if they have the same sequence of observable actions and
if their frames are statically equivalent.

Definition 3.11 (Static Equivalence of Traces). Let λ1 =
{tr1,φ1} and λ2 = {tr2,φ2} be two traces. Then, λ1 and λ2
are statically equivalent if tr1 = tr2 modulo α-renaming and
φ1 ∼ φ2.

A trace property is a set of statically equivalent traces.

Definition 3.12 (Trace Property). Let P be a process, and let
α ⊆ tr(P) be a set of traces of P. If α = {λ | λ ∈ α∨∃λ′ ∈
α : λ ∼ λ′}, then α is called a trace property defined over P.



A trace λ ∈ tr(P) satisfies a trace property α defined over
P, or λ ⊢ α, if and only if λ ∈ α:

λ ⊢ α :⇔ λ ∈ α

An extended process P satisfies a trace property α, also
denoted P ⊨ α, if and only if all traces of P satisfy α:

P ⊨ α :⇔∀λ ∈ tr(P ) : λ ⊢ α

Example 3.13. We can define a trace property over all the
components of a trace. One of the key properties of DH is
that the adversary does not learn the generated shared key. A
trace property could capture this as follows:

KeySecrecy(DH ) :=
{(tr,νE .ϕ) ∈ tr(DH ) | ¬(ϕ ⊢ mexp(mexp(g,a),b))}

4 Corruption, Composition and Shared Data

In order to formulate our composition result, we now in-
troduce our model of dynamic corruption. Afterwards, we
describe how processes can be composed and how they can
share data.

4.1 Corruption Model

Since the semantics do not include a way for the adversary to
retrieve variable values at will, we have to encode this into the
process we want to analyze. This encoding needs to achieve
three things: It should be able to leak any given variable,
it should be able to do so at any point in time during the
execution of the process, and it should not alter the behavior
of the process any further than enabling leaks.

To achieve this, we fix a set ω of corruptible variables.
Then, whenever we bind a corruptible variable x with a νx or
an in(c,x), we compose an out(lc,x) in parallel to the next
step in the process. lc has to be a channel that the adversary
can listen to (i.e., not a restricted name); for simplicity, we
will require that it does not occur in the base process at all.
Since parallel composition is a nondeterministic operator, the
out(lc,x) may be activated before any step in the process
execution following the binding of x. Activating the out(lc,
x) leads to the corruption of x: The adversary learns its value.
Overall, we formalize this with the following transformation.

Definition 4.1 (Dynamically Corrupted Process). Let P be
a process, ω ⊆ vars(P) be a subset of variables of P, and
let lc /∈ names(P) be a name that is not used in P. Then the
dynamically corrupted process ς(P,ω) leaking on channel lc

is given as ς(P,ω) :≡

0 if P ≡ 0
νx.(ς(Q,ω)∥out(lc,x)) if P ≡ νx.Q∧ x ∈ ω

νx.ς(Q,ω) if P ≡ νx.Q∧ x /∈ ω

in(d,x).(ς(Q,ω)∥out(lc,x)) if P ≡ in(d,x).Q∧ x ∈ ω

in(d,x).ς(Q,ω) if P ≡ in(d,x).Q∧ x /∈ ω

out(d, t).ς(Q,ω) if P ≡ out(d, t).Q
[M = N] ς(Q1,ω) : ς(Q2,ω) if P ≡ [M = N] Q1 : Q2

ς(Q1,ω)∥ ς(Q2,ω) if P ≡ Q1 ∥Q2

!ς(Q,ω) if P ≡ !Q

Note that unbound variables are not leaked under ς. How-
ever, unbound variables do not carry any information either
way, so they can safely be ignored.

Example 4.2. Recall DH, the model of a Diffie-Hellman key
exchange we developed in Section 3.3. If we want to analyze
the properties it has when the resulting keys are leaked, we
can turn DH into a corrupted process and leak kA and kB:

ς(DH,{kA,kB}) :≡ (DHA.out(lc,kA)∥DHB.out(lc,kB))

Of course, this is especially interesting if DH and its keys
are actually used by another protocol. We will see in the next
section how DH can be composed with other protocols.

4.2 Composed Processes and Shared Data

Next, we describe how two protocols can be composed and
how they share data. We are interested in two kinds of shared
data: pre-shared data, which is assumed to be distributed
amongst all participants before protocol execution, and trans-
ferred data, which is sent from one protocol to another.

4.2.1 Pre-shared Data and Composition Contexts

If some value is already fixed before the start of a protocol ex-
ecution, we call it pre-shared data. To model it, we can leave
the corresponding variables unbound and instantiate them in
a composition context instead. As in [4, 5], a composition
context is essentially a process restricted to νx bindings and
replication !, with exactly one hole that the composed process
will fill. As such, it also describes the way in which processes
are composed, e.g., by putting a process under replication if
it is supposed to repeatedly generate a session key.

Definition 4.3 (Composition Context). A composition context
C is defined by the following grammar for a variable x:

C :≡ _ | νx.C | !C

For a process P, C[P] is the filled composition context.



P[],Q[] :≡ PARTIAL PROCESS

| 0 Nil process
| _.P[] Hole
| νx.P[] Name restriction
| in(c,x).P[] Input
| out(c, t).P[] Output
| [M = N] P[] : Q[] Case distinction
| P[]∥Q[] Parallel composition
| !P[] Replication

Figure 3: Syntax of Applied π-Calculus Partial Processes

The shorthands defined for processes in Section 3.3.2
carry over to composition contexts by ignoring the hole;
e.g., vars(νx._) = {x}. To make explicit that vars(C) rep-
resents pre-shared data, we will also write psh(C) and define
psh(C[P]) := psh(C) for a process P.
Example 4.4. In DH, the exact value of the generator g is of
no great interest. We can thus model g as an unbound variable
that is instantiated by a simple composition context C :≡ νg._.
This context can then be filled by a DH key exchange.

C[DH]≡ νg.(DHA ∥DHB)

4.2.2 Transferred Data and Executables

Often, not all data shared by two protocols is fixed from
the very beginning, but it is generated by one protocol and
transferred to the other. This transferred data can also be
modeled by unbound variables. If we add a placeholder to
the process, we can later replace it with another process that
binds the transferred data.

Definition 4.5 (Partial Process). Let x ∈ V () be a variable, c
a name, and t, M and N terms built over Σ(P). Then a partial
process is defined by the grammar given in Figure 3.

At its core, a partial process is a process with holes that
can be filled by other processes. For simplicity, we will as-
sume that every partial process has exactly one hole. The
unbound variables of a partial process P[] and a composition
context C represent transferred data and will be denoted by
trf(C[P[]]) := fv(C[P[]]). When we combine C and P[] (and
Q), we call the union of pre-shared and transferred data shared
data and write sh(C[P[Q]]) := psh(C)∪ trf(C[P[]]).
Example 4.6. We model a basic data exchange protocol. Con-
sider the equational theory E(XP) := {sdec(senc(x,k),k) =
x} and the following processes.

XPA :≡ νdata.out(xc,senc(data,ksess
A ))

XPB :≡ in(xc, t).x := sdec(t,ksess
B )

A generates a data item, encrypts it with a session key, and
sends it on channel xc. B listens to this channel, retrieves the
encrypted message, and stores its decryption in variable x.

The session key can be provided by any key exchange
protocol. We thus combine XPA and XPB to a partial process
that could be completed by DH.

XP :≡ !_.(XPA ∥XPB)

Many protocols require a certain output from other pro-
tocols they use; e.g., for XP to work as intended, it needs
symmetric encryption keys. DH thus has to guarantee that
kA=E kB. We call this type of guarantee on the relations of
variables provided by a protocol a set-up guarantee.

Definition 4.7 (Set-up Guarantee). Let ς(Q,ω) be a cor-
rupted process, and let xi,y j ∈ vars(Q) be variables. A
set-up guarantee µ is the transitive closure of a set {xi
=E(Q) y j | 1 ≤ i, j ≤ n} of n equations for n ∈ N. Its do-
main dom(µ) := {x | ∃y ∈ vars(Q) : x = y ∈ µ} is the set of
all variables occurring in µ. We define that ς(Q,ω) satisfies
µ, or ς(Q,ω) ⊩ µ, as follows:

ς(Q,ω) ⊩ µ :⇔∀λ ∈ tr(ς(Q,ω)) : (ς(Q,ω)
λ−→ (E ,Q′,ϕ,σ)

⇒ ((∀w ∈ ω : ϕ ⊬ wσ)

⇒ (((x ∈ dom(σ)∧ y ∈ dom(σ)∧ x =E(Q) y ∈ µ)

⇒ xσ =E(Q) yσ)))

∧∃λ
′ : ς(Q,ω)

λ−→ λ′−→ (E ′,Q′′,ϕ′,σ′)

∧dom(µ)⊆ dom(σ′))

This statement requires that for every trace λ of a process
Q, two things hold: First, if two variables have been assigned
a value at the end of λ, and these variables are required to
be equal by the set-up guarantee µ, then the two values have
to have a value equal in the equational theory E(Q) of Q.
Second, the extended process to which λ leads has to enable
that, if executed further, all variables appearing in µ have been
assigned a value. However, this only has to hold if none of
the corruptible variables has been leaked yet – in this case,
we cannot get a guarantee on the variable values anyways.

If a protocol is modeled as a partial process, it will often still
be useful to analyze it without having to specify a concrete
protocol to complete it; a generic process that just sets up
variables to satisfy a set-up guarantee suffices for that. Such
a process only needs the ability to bind variables with a name
restriction and to assign terms to variables.

Definition 4.8 (Executable). Let µ be a set-up guarantee, let
x and y be variables and let t be a term. Let ⟨⟩ be a process
generated by the following grammar:

⟨⟩ :≡ 0 | νx.⟨⟩ | y := t ∥P

P :≡ 0 | y := t ∥P

Then, if ⟨⟩ ⊨ µ, ⟨⟩ is called an executable; we write ⟨µ⟩.exe.



Note that although we use the assignment operator in this
definition, we will assume in all following proofs that it has
been resolved to synchronizing inputs and outputs; similarly,
we assume that executables are unrolled such that they do not
end in a parallel composition when placed in a partial process.
Both transformations are described in the Full Version.
Example 4.9. XP needs an executable that guarantees kA
=E kB to work properly. This is easily implementable as ⟨kA
=E kB⟩.exe :≡ νk.kA := k.kB := k. We can then use this exe-
cutable to investigate XP[⟨kA=E kB⟩.exe], which allows us to
analyze the data exchange protocol for its desired properties.

5 Composition Results

We are now able to state and prove our composition result; we
do so in two steps. First, we sketch a theorem that serves as the
most important lemma in our later proof – and also generalizes
a previous result from the literature. Afterwards, we state our
main result on composition under dynamic corruption, discuss
the requirements of the theorem and outline its proof. We
omit the full proofs and some minor definitions due to space
constraints; they can be found in the Full Version of this paper,
available in [38].

5.1 Disjoint Composition
We first give a brief summary of our disjoint composition
result: We prove that for two protocols that have no common
equational theory and share neither names nor variables, ev-
ery execution of their parallel composition consists of two
executions of the individual protocols. We will need this in
the proof of our main result.

Although the following theorem essentially serves as a
lemma in the proof of our main result, we mention it here
since it is a generalization of [33]. While only a limited set of
primitives is allowed there (namely concatenation, symmetric
and asymmetric encryption, signatures and hash functions),
we prove disjoint composition for arbitrary primitives. The
Full Version of this work contains some additional defini-
tions.

Theorem 5.1. Let P and Q be two processes built over Σ(P)
and Σ(Q), respectively, such that both Σ(P)∩Σ(Q) = /0 and
vars(P)∩vars(Q) = /0. Let α be a trace property defined over
P or Q. Then, P ⊨ α∧Q ⊨ α =⇒ P∥Q ⊨ α .

Proof. We provide a proof sketch here and the full proof in
the Full Version. Since P and Q have nothing in common
– they share neither primitives nor data nor communication
channels – we can cleanly separate every execution of P∥Q
into one execution of P and one execution of Q. This is
formalized in the Full Version. Thus, any attack trace λ of
P∥Q that does not satisfy α can be split into traces of P and
Q, λP and λQ. As α must be defined over one of P or Q, we
now have an attack trace on one of the two.

5.2 Composition under Dynamic Corruption

We now move on to our main result. After providing a high-
level overview of what the theorem achieves and what it re-
quires, we will state it formally and give a proof sketch; the
full proof can be found in the Full Version.

Consider two protocols P and Q. Intuitively, our composi-
tion theorem states that a property of P or Q is also a property
of the composed protocol P[Q], if some conditions hold.

Formally, we consider P to be a partial process by a pro-
cess Q and put in some composition context C, where Q
satisfies some set-up guarantee µ on the variables transferred
from Q to P. We assume two sets of corruptible variables
ωP ⊆ vars(C[P]) and ωQ ⊆ vars(C[Q]) and some trace prop-
erty α that is defined over one of the dynamically corrupted
processes ς(C[P[⟨µ⟩.exe]],ωP) or ς(C[Q],ωQ). Our composi-
tion theorem states that, given some preconditions, it suffices
to verify that α holds for ς(C[P[⟨µ⟩.exe]],ωP) and ς(C[Q],
ωQ) alone to show that α holds for ς(C[P[Q]],ωP ∪ωQ).

A typical instantiation of this would be a data exchange or
messaging protocol P that uses some key exchange protocol
Q to establish long-term keys. µ would state that the keys
provided to the participating parties by Q are equal; ωP and
ωQ could contain the long-term keys, and α could encode For-
ward Secrecy in case of leaked long-term keys. We investigate
this case closer in 6.2.

We will now go through the theorem requirements, what
they imply in practice, and how we can efficiently verify them.

1. Disjoint Primitives Most importantly, we require that
P and Q use disjoint signatures, i.e., Σ(P)∩Σ(Q) = /0. This
means that P and Q may not use the same cryptographic prim-
itives. With this limitation, it is difficult for an adversary to
trick a protocol into using messages sent by the other protocol
to misuse its behavior, as neither of the two protocols has the
tools – i.e., primitives – to process information sent out by the
other protocol. To achieve this, practitioners should ensure
that their protocols are properly domain-separated, e.g., by
tagging the primitives they use; this is a best practice in secu-
rity protocol design anyways. We discussed the implications
of disjoint primitives more broadly in Section 3.2 already. As
of now, this requirement needs to be manually verified, but
since it is a static condition, this can be easily done.

2. Syntactic Requirements Additionally, there are more
technical preconditions: The free variables of Q have to be a
subset of the variables of C, and the free variables of P that are
not also variables of C – i.e., the transferred variables – have
to be a subset of the bound variables of Q. This is essentially
a sanity check that P, Q and C can be properly composed,
i.e., C[P[Q]] does not contain any free variables anymore and
the protocols only share variables that are properly initialized.
This does not put any limitations on a protocol model, but
requires more care when naming variables.

Also, if P and Q leak shared variables, both have to leak
the same shared variables; otherwise the adversary could get



access to new information and, with that, new attack vectors
through composition. Since in practice, two protocols that are
meant to be composed should assume the same threat model,
and thus, the same set of corruptible variables, anyways, this
is a natural assumption.

As these requirements are syntactic conditions, they are
trivial to verify manually.

3. Non-shared Channels Next, we require that P and Q do
not use their shared variables to exchange any channel names.
If they communicated over a channel received from the re-
spective other protocol, they could potentially synchronize in
unintended ways, which could lead to unintended behavior
that is not present in P or Q alone and could thus enable new
attacks. With the following formalization, this can be checked
using a protocol verifier.

Definition 5.2. Let P be a process built over a signature
Σ(P) with equational theory E(P), and let x ∈ vars(P). Then,
x appears in place of a name in P if there is a subprocess
in(vc,y) ⪯ P or out(vc, t) ⪯ P such that vc =E(P) x. The set
of all variables appearing in place of a name in P is denoted
nv(P) := {x ∈ vars(P) | ∃in(vc,y)⪯ P : vc =E(P) x∨∃out(vc,
t)⪯ P : vc =E(P) x}.

4. Secrecy of Shared Variables We also require that P
and Q do not reveal any shared variable on their own; this is
defined as follows.

Definition 5.3 (Revealing a Variable). Let P be a process and
let x ∈ vars(P) be a variable of P. Then P reveals x if there is

a trace λ such that P λ−→ (E ,P′,ϕ,σ) and ϕ ⊢ xσ.

Why is this necessary? Intuitively, if some shared variable
is revealed, even though it might not be corruptible, the ad-
versary could use that value to construct new terms to send
to the parties, changing their intended behavior. More tech-
nically, on one hand, we need this restriction to prove that
all terms that are sent out from P or Q have their root in the
respective signature; with this we can then prove that all syn-
chronizations that take place in the composed protocol also
happen in one of P or Q on their own. On the other hand, this
restriction is necessary to make sure that shared variables can
always be instantiated with fresh names if necessary. It can
be checked automatically, using any protocol verifier that can
reason about secrecy properties.

5. Freshness of Shared Variables Finally, shared variables
also need to be fresh. A variable x is fresh relative to variables
y1, . . . ,yn if none of them have the same value as x. This is
necessary to properly keep track of shared data, which we
need to make general statements about information that has
been leaked to an adversary. In practice, this requires that no
copies are made of shared variables. Whenever we need a
shared value, we should read it from the original variable and
only store it in a new one if we change it sufficiently. This
can also be checked with an automated protocol verifier.

Formally, freshness means that a process has to ensure that
none of the variables relative to which x is supposed to be
fresh is assigned a value equal to that of x.

Definition 5.4 (Fresh Variables). Let P be a process built over
Σ(P) with equational theory E(P). Let x,y1, ...yn ∈ vars(P)
be variables. Then x is fresh relative to y1, . . . ,yn if for every
P =⇒ (E ,P′,ϕ,σ) and for every i ∈ {1, . . . ,n}, xσ ̸=E(P) yiσ.

In summary, requirements 1 and 2 can easily be checked
by hand, while a protocol verifier can check requirements 3
through 5. However, as we will see in Sections 6.2 and 6.3,
all five requirements can be verified manually with little effort
even for protocols the size of TLS 1.3 ECH.

With all requirements and definitions in place, we are now
able to formally state our main theorem.

Theorem 5.5. Let P be a partial process and Q be a pro-
cess built over Σ(P) and Σ(Q), respectively, such that Σ(P)∩
Σ(Q) = /0 and names(P)∩ names(Q) = /0, with equational
theories E(P) and E(Q). Let C be a composition context such
that fv(P) ⊆ vars(C), fv(Q) ⊆ vars(C) and trf(C[P[Q]]) ⊆
bv(Q). Let ωP ⊆ vars(C[P]) and ωQ ⊆ vars(C[Q]) be a
subset of variables of P and Q, respectively, such that
ωP∩sh(C[P[Q]]) = ωQ∩sh(C[P[Q]]). Let µ be a set-up guar-
antee such that ς(C[Q],ωQ) ⊩ µ and dom(µ)⊆ trf(C[P[Q]]).
Finally, let α be a trace property defined over either P or Q.
Then, if neither C[P[⟨µ⟩.exe]] nor C[Q] reveal any variable in
sh(C[P[Q]]), every x ∈ sh(C[P[Q]]) is fresh relative to every
y ∈ vars(C[P[Q]])\ sh(C[P[Q]]) in ς(C[P[Q]],ωP ∪ωQ), and
nv(C[P[Q]])∩ sh(C[P[Q]]) = /0:

ς(C[P[⟨µ⟩.exe]],ωP) ⊨ α∧ ς(C[Q],ωQ) ⊨ α

=⇒ ς(C[P[Q]],ωP ∪ωQ) ⊨ α

Proof. Once again, we provide the full proof in the Full Ver-
sion and give an outline here. The main goal is to show that
every attack on the composed protocol already is an attack on
one of the base protocols alone. For this, we assume some
attack trace λ that violates α. In a first step, we prove that
whenever a shared variable is leaked, it can instantly be leaked
again without removing the attack. This procedure yields a
re-leaking trace rl(λ).

We then show that rl(λ) is in static equivalence with a
trace of the parallel composition of the base protocols, where
variables have been renamed such that the protocols do not
share any variables anymore. More formally, we prove
that there is a trace λ′ of the process D :≡ ς(C[P[⟨µ⟩.exe]],
ωP){x/xP}x∈vars(C[P[Q]]) ∥ ς(C[Q],ωQ){x/xQ}x∈vars(C[P[Q]]) such
that λ′ ∼ rl(λ).

This is achieved via induction over the length of rl(λ).
Building on an idea from [31], we construct a trace of D by
assigning the now renamed variables in D the values of their
original counterparts, but we replace all terms introduced by
the respective other protocol with names. Since equal terms
are replaced by the same name, this preserves equalities.



Now rl(λ) and λ′ are in static equivalence, so we have an
attack trace on D. However, D is constructed in a way that
allows us to apply Theorem 5.1, concluding the proof.

6 Applications

When analyzing security protocols, automated protocol veri-
fiers may run out of memory or fail to produce a result within
a reasonable timeframe. This is not a problem that can be
universally solved by increasing the available resources, since
security properties are generally undecidable [55].

However, by reducing the analysis of large protocols to
smaller subprotocols, compositional analysis can often cir-
cumvent this problem. We will now demonstrate how our
result enables compositional analysis, and, with that, the anal-
ysis of larger and more complex protocols.

First, we discuss the compatibility of our result with ex-
isting protocol verifiers, before illustrating the usage of our
composition theorem with a Diffie-Hellman key exchange and
a data exchange protocol. We then perform a compositional
analysis of Forward Secrecy in TLS 1.3 within the scope of
RFC 8446 and the ECH extension. Finally, we provide an ex-
ample of how our result can be used to enable compositional
reasoning in other scenarios.

6.1 Tool Compatibility
Although there are to the best of our knowledge no dedicated
tools for compositional reasoning, traditional protocol ver-
ifiers can still be used with a composition theorem: Prove
properties of individual protocols with tool support, and derive
properties of the composed protocol by applying the theorem.
Our result is directly applicable to two state-of-the-art verifi-
cation tools: ProVerif [14, 19] and SAPIC+ [30]. Both model
protocols in a dialect of the Applied π-Calculus. Even though
the ProVerif dialect is richer than the core Applied π-Calculus
we use here, they are actually equivalent. In [16] a transla-
tion from the former to the latter is introduced and proven to
produce equivalent traces (cf. Chapter 4).

Similarly, it is shown in [30] that a SAPIC+ dialect process
and its translation to ProVerif dialect produce the same traces.
Since the latter is equivalent to core Applied π-Calculus,
by transitivity, core Applied π-Calculus is equivalent to the
SAPIC+ dialect.

This leaves the properties: Are all properties expressible
in the tools covered by our result? We did not fix any speci-
fication language but consider trace properties to be sets of
traces closed under static equivalence. Trace sets are encoded
by queries in ProVerif and by trace formulas in SAPIC+; if a
query or trace formula is defined such that it is closed under
static equivalence, it is therefore covered by Theorem 5.5.

In conclusion, our result can be applied to protocols and
trace properties analyzed with both ProVerif and SAPIC+;
however, since Theorem 5.5 only covers trace properties,

we cannot use it for a compositional analysis of equivalence
properties. We make use of this observation in our case studies
we present in the next sections.

6.2 Diffie-Hellman and a Data Exchange
Recall the data exchange protocol XP we modeled over the
course of Section 4.2. It models the repeated transfer of a data
item from one party to another.

XP :≡!_.(νdata.out(xc,senc(data,ksess
A ))

∥in(xc, t).x := sdec(t,ksess
B ))

As you can see, XP contains a hole; this is since we do not
care how the two session keys ksess

A and ksess
B are created. The

only requirement is that they are equal, i.e., they are covered
by the set-up guarantee ksess

A =E ksess
B .

We also modeled a Diffie-Hellman key exchange DH that
satisfies this set-up guarantee, which we slightly extend to
an authenticated version: The two parties sign their respec-
tive half keys, and only process the other party’s half key if
its signature is valid. For this, we use the symbols sign⟨2⟩
for signing a message with a private key, check⟨2⟩ for ver-
ifying the signature of a message with a public key, and
get⟨1⟩ for retrieving the message from a signature. The
corresponding equational theory consists of the equations
check(sign(m,k),pk(k)) = m and get(sign(m,k)) = m.

DH:≡(νa.(out(c,sign(mexp(g,a),skA))∥ in(d,B).
if check(B,pk(skB)) = get(B)

then ksess
A := mexp(get(B),a) else 0))

∥(νb.(out(d,sign(mexp(g,b),skB))∥ in(c,A).
if check(A,pk(skA)) = get(A)

then ksess
B := mexp(get(A),b) else 0))

For DH to work properly, we need the two private keys skA
and skB, from which we can derive the respective public keys,
and a generator g. We put these values into the composition
context as they are pre-shared values agreed on beforehand.

C :≡ νskA.νskB.νg._

Finally, recall the equational theories for XP and DH,
which specify how symmetric encryption and modular expo-
nentiation work. To the latter, we add the two equations mod-
eling signatures. The key derivation function in our model
does not need an equational theory; we assume it to essentially
work like a hash function.

E(XP) := {sdec(senc(x,k),k) = x}
E(DH) := {mexp(mexp(g,a),b) = mexp(mexp(g,b),a),

check(sign(m,k),pk(k)) = m,

get(sign(m,k)) = m}



In combination, we now have C[XP[DH]] and the associ-
ated equational theories as a monolithic model of the data
exchange protocol. We want to know if it provides Forward
Secrecy. Theorem 5.5 allows us to ignore the specific key
exchange, so instead of analyzing C[XP[DH]], we can define
Forward Secrecy over the corrupted version of C[DH].

FS :={(tr,νE .ϕ) ∈ tr(ς(C[DH],{skA,skB})) |
∃i : wi ∈ dom(ϕ)∧wiϕ = sign(mexp(g,b),skB)

∧ϕ ⊢ ksess
A

⇒∃ j : w j ∈ dom(ϕ)∧ (w jϕ = skA ∨w jϕ = skB)∧ j < i}

This states Forward Secrecy of ksess
A : If the message contain-

ing B’s half key has been sent from B to A (i.e., A should be
able to calculate ksess

A ), and if the adversary is able to deduce
ksess

A , then at least one of the secret long-term keys skA and
skB must have been leaked at an earlier point in time. Forward
Secrecy of ksess

B is defined analogously.
Before we apply Theorem 5.5 to XP and DH, we have to

ensure that it is applicable. First, FS is closed under static
equivalence: Informally, every leak is a visible action on the
trace and reflected in the adversary knowledge – which both
have to be equal for two traces to be statically equivalent.
Next, we argue that the requirements of the theorem hold.

1. Disjoint Primitives The signatures of XP,
Σ(XP) = {senc⟨2⟩,sdec⟨2⟩,kdf⟨1⟩}, and DH, Σ(DH) =
{mexp⟨2⟩,sign⟨2⟩,check⟨2⟩,get⟨1⟩}, are clearly disjoint.

2. Syntactic Requirements We have to check whether
fv(DH) = {skA,skB,g} ⊆ vars(C) and fv(XP) \ vars(C) =
{ksess

A ,ksess
B } ⊆ {A,B,ksess

A ,ksess
B } = bv(DH), both of which

holds. We also analyze both DH and XP under the assump-
tion that skA and skB can be leaked.

3. Non-shared Channels Neither XP nor DH have vari-
ables in place of a channel name.

4. Secrecy of Shared Variables Since skA, skB and g
only occur in positions where they are not retrievable through
the equational theory, they are not revealed in C[XP[⟨ksess

A
=E ksess

B ⟩.exe]] and C[DH]. ksess
A and ksess

B remaining un-
known to the adversary is an essential property of DH, and in
XP they, too, are not retrievable through the equational theory.
None of the shared values are thus revealed.

5. Freshness of Shared Variables The shared variables
are skA, skB, g, ksess

A and ksess
B . The former three are used only

in DH, and only to create new terms unequal to the respective
variables. The latter two are used in the same way in XP,
while the values they get assigned in DH are by construction
different to those of the non-shared variables A and B.

Thus, all requirements of Theorem 5.5 are satisfied, and
we can use it to conclude that ς(C[XP[DH]],{skA,skB}) ⊨ FS
– if we can show that ς(C[DH],{skA,skB}) ⊩ {ksess

A =E ksess
B }

and ς(C[DH],{skA,skB}) ⊨ FS hold. We do so in a ProVerif
model, which we provide in [38]1. As a sanity check, we also

1/dh/dh_auth.pv in the secure_composition_under_dynamic_
corruption_case_studies.zip archive

perform a monolithic analysis of ς(C[XP[DH]],{skA,skB})
and show that it does in fact provide FS.

6.3 A Compositional Analysis of Forward Se-
crecy in TLS 1.3 ECH

TLS is one of the most widely used protocols and crucial for
protecting internet communication. It is also one of the most
thoroughly examined protocols, with automated verification
playing a major rule in the standardization of TLS 1.3. It
solved several privacy issues as compared to TLS 1.2, but
important metadata, including the intended communication
partner of the client, is still visible in plaintext. To mitigate
these issues, the Encrypted Client Hello (ECH) extension is
currently under standardization [59].

We will now do a compositional analysis of Forward Se-
crecy of the Master Secret in TLS 1.3 ECH to illustrate how
Theorem 5.5 can be used to improve automated analysis. For
this, we split TLS in two subprotocols and a composition
context such that our result is applicable.

A TLS 1.3 ECH handshake can be roughly divided into
three phases: The Key Exchange, the Authentication Phase
and the Data Exchange. The Key Exchange performs a Diffie-
Hellman key exchange and derives several keys, including
the master secret as the basis for all upcoming session keys.
During the Authentication Phase, the server authenticates
itself to the client and vice versa. The Data Exchange finally
transfers application data, encrypted with session keys derived
from the keys established earlier. Additionally, both client
and server have some pre-established keys.

Put in the terminology of Theorem 5.5, we can now model
the Key Exchange up to the derivation of the master secret
as a process KEx, while the Authentication Phase and Data
Exchange form a partial process AD :≡ _.Auth.Data. Pre-
established keys are set up in a composition context C.

Then, TLS is modeled by C[AD[KEx]], and we can analyze
whether Forward Secrecy holds for the master secret on KEx
alone if the private ECH key dkF of the server is corruptible.
We write FS(ms).

While we could split TLS a few steps into AD, we would
gain less from a compositional analysis since we would have
to analyze a larger part of the protocol.

We can now use Theorem 5.5 to perform this compositional
analysis: As already argued in Section 6.2, Forward Secrecy
is closed under static equivalence; we also observe that KEx
can be abstracted by an executable satisfying the set-up guar-
antee µ := {ms= kh,c,ms= kh,s,ms= km,c,ms= km,s}, which
equates all the keys derived at the end of KEx. Finally, we
will go through the theorem requirements.

1. Disjoint Primitives KEx uses HPKE, modular expo-
nentiation, and three different KDFs kdf0, kdfhs and kdfms;
AD uses symmetric encryption, signatures, MACs, and other
KDFs kdfk and kdfpsk. Note that all of these KDFs are con-
figured to produce different keys even for the same input, so



they can safely be modeled as different functions.
2. Syntactic Requirements The free variables of KEx, i.e.,

the public-private key pairs, are bound by C; the remaining
free variables of AD (all derived keys, e.g., ms) are bound by
KEx. Finally, dkF is corruptible in both parts of TLS.

3. Non-shared Channels No shared variable is used in the
place of a channel name, and since shared variables are fresh
with respect to non-shared variables, none of their values is
used as a channel name.

4. Secrecy of Shared Variables Pre-shared variables,
namely skC, pkC, pskC,S, skS, pkS, sk′S, pk′S, dkF , and ekF ,
are only used to encrypt or decrypt terms and thus not de-
ducible; this is also true for transferred variables in AD, i.e.,
the keys ms, kh,c, kh,s, km,c, and km,s. In KEx, transferred vari-
ables cannot be deduced since all keys have the same value
as ms and Forward Secrecy holds for ms.

5. Freshness of Shared Variables All pre-shared variables
are freshly generated through a name restriction, and the
transferred variables are constructed such that they do not
share a value with a non-shared variable. Additionally, no
value of a shared variable is copied into another variable.
Shared variables are thus fresh.

An extensive analysis of TLS 1.3 ECH using ProVerif
has been performed in [13]. The authors analyze 14 secu-
rity properties in 480 different scenarios of different protocol
functionalities and behaviors, agents involved, and key com-
promise scenarios. However, they can only prove 63% of the
properties due to ProVerif running out of time or memory.

We base our analysis on the most recent version of the
ProVerif model used for this analysis2; it covers the scope of
RFC 8446 and the ECH extension, i.e., the entirety of TLS
itself, but not attacks on the wider TLS ecosystem or differ-
ent versions of TLS. We extend the model with a forward
secrecy query on the master secret and implement a composi-
tion mode, which allows us to measure the improvements of a
compositional verification approach. The composition mode
corresponds to an analysis of ς(C[KEx],{dkF}); the standard
mode analyzes the full protocol monolithically, corresponding
to ς(C[AD[KEx]],{dkF}).

In this updated model, we evaluate both queries in a rep-
resentative subset of 32 relevant scenarios and compare the
runtime of a compositional and monolithic analysis with the
same timeout of 48 hours as in [13]. Our server features an
Intel® Xeon® CPU E5-4650L with 2.60 GHz and 1 TB of
RAM. We summarize the results here; the complete data and
a more extensive discussion can be found in Appendix A.

Within 48 hours, only 28 monolithic analyses terminate,
but all 32 compositional ones. In the scenarios in which both
analyses terminate, the compositional is 71 % faster on aver-
age, with runtime decreases of up to 97 %, and needs 86 %
less memory, with a range of 57 % to 99 %. We also observe

2Last updated September 1st, 2022: https:
//gitlab.cs.ox.ac.uk/vinval/ech-tls/-/tree/
9fd6b2a0523087d41ba480c6180b9da92833ca50

that these improvements are fairly consistent and scale lin-
early, with the shortest analysis reduced by 45 % from 11 min
to 6 min, and the longest by 88 % from 29 h 43 min to 03 h
31 min. Therefore, we expect these improvements to also
scale to more extensive analyses of both TLS 1.3 ECH and
other protocols. The model with our changes, the benchmark-
ing script, and the raw data of our tests is available in [38]3.

6.4 Iterative Composition
Theorem 5.5 can not only be used for compositional analysis,
but it can also serve as the basis for other composition results.
In this section, we give an example for such a corollary and
prove that we can securely compose protocols with a chain-
like structure arbitrarily often with themselves, given that they
are properly tagged.

We consider a process tagged if every instantiation of it
uses primitives that add a unique tag to its outputs. Then
the messages of a specific process can only be used by that
specific process. In its most basic form, tagging means that in-
stead of using a function f , we use a function fi. As discussed
in Section 3.2, the decisive factor here is that the functions
produce different outputs from the same input.

Our corollary now assumes a protocol that works by repeat-
edly calling upon itself and that is tagged differently for every
iteration. Then it suffices to prove that a trace property holds
for one iteration to conclude that the property holds for an
arbitrary number of iterations.

How do we prove this? The central observation is that a
protocol running n iterations is nothing more than a protocol
running n−1 iterations composed with a protocol running a
single iteration. Since the protocol is tagged, every iteration
satisfies the disjointness criteria to inductively apply Theo-
rem 5.5. Then we only need to verify a single iteration to
prove a property for an arbitrary number of runs.

This approach could be used in the verification of many
practically relevant protocols. One-Time Password protocols
often rely on a hash chain, and the Double Ratchet used in
the Signal protocol essentially calls itself repeatedly. The ap-
proach can also be applied to TLS 1.3: The session keys are
derived from, amongst others, transcripts that strictly increase
in size for every iteration. Given the collision-resistance of the
hash and key derivation functions, we can consider the tran-
script length as a tag for the top-level key derivation functions
and can thus consider them as disjoint KDF functions.

We only state the corollary and give all definitions and the
proof in the Full Version of this work.

Corollary 6.1. Let P be an iterable partial process built over
Σ(P) with an equational theory E(P). Let Q be an executable.
Let ω ⊆ vars(P[Q]) be a subset of variables of P[Q]. Let µ
be a set-up guarantee such that ς(Q,ω) ⊩ µ, ς(P[Q],ω) ⊩ µ

3/tls_ech/ in the secure_composition_under_dynamic_
corruption_case_studies.zip archive
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and dom(µ) ⊆ trf(P[Q]). Finally, let α be a trace property
defined over P[Q]. Then, if P[Q] does not reveal any variable
in sh(P[Q]), every x ∈ sh(P[Q]) is fresh relative to every y ∈
vars(P[Q]) \ sh(P[Q]) in ς(P[Q],ωP ∪ωQ), and nv(P[Q])∩
sh(P[Q]) = /0:

ς(P[Q],ω) ⊨ α ⇒ ς(Pn[Q0],ω
n) ⊨ α

n

7 Conclusion and Future Work

We have proven that protocols can be securely composed in
the presence of an adversary capable of dynamic corruption
and retain their trace properties, as long as they use a dis-
joint set of cryptographic primitives. This result enabled us
to perform a compositional analysis of Forward Secrecy in
TLS 1.3 ECH. Notably, we were able to do so with a generic
composition theorem that has not been tailored to any specific
protocol but fits the framework of two major protocol verifiers,
ProVerif and SAPIC+.

In the future, we intend to advance our work in three direc-
tions. First, we plan to further demonstrate the usefulness of
our result through a large-scale case study. An obvious choice
is to analyze TLS more extensively, but other large-scale
protocols like SPDM are also viable candidates.

Second, we believe that our composition result can be use-
ful in protocol analysis beyond merely speeding up automated
verification. One example would be to use the contraposition
of our main theorem for locating vulnerabilities in insecure
protocols: Given an attack trace on a protocol and a separation
of the protocol into two subprotocols that satisfy the require-
ments of our theorem, we can conclude that the cause for the
vulnerability is in one of the sub-protocols alone. We plan to
investigate this and identify other non-standard applications
of composability.

Finally, while we have seen that our core composition result
is already applicable to real-world protocols, its requirement
of disjoint signatures will not be met by some deployed proto-
cols. We plan to investigate alternative notions of disjointness
to further increase the applicability of our theorem.

Ethical Considerations

In this work, we propose a methodology for compositional
symbolic analysis, applicable to real-world cryptographic
protocols with complex security properties. Specifically, we
develop a composition result that holds even when consid-
ering adversary models that enable dynamic corruption of
protocols.

Our methodology consists of introspection and mathemat-
ical proof, and is intended for improving the efficiency of
symbolic analysis. However, our result is purely constructive:
it can be used to prove that security properties hold, but does
not make it easier or faster to discover attacks. Therefore,
we believe that there are no inherent ethical conflicts related

to the publication of this research, despite it having a direct
and impactful benefit to secure protocol development and
verification.

Nonetheless, we identify three groups of stakeholders that
could potentially be, directly or indirectly, affected by our
research. In increasing size, these are: (1) the researchers
involved in this work, (2) people, groups, and organizations
interacting with protocol designs (e.g., industry, researchers,
governments, or criminal organizations), and (3) members of
the general public.

With respect to the researchers involved in this work, we
see no ethical considerations. Our work builds upon previ-
ous methodologies, improving the robustness and efficiency
of complex proofs. Since we do not introduce a new re-
search methodology, we do not see unfavorable effects on
researchers adapting the same methodology in the future.

People, groups and organizations can interact in two roles
with security protocol designs: Either by (1) creating new,
robust designs that provide certain security guarantees, or (2)
attempting to discover vulnerabilities in existing designs. In
the first scenario, the benefits of our work are purely benefi-
cial and can only improve the efficiency of the development
process. In the second scenario, our approach does not intro-
duce new risks since it cannot be used to uncover attacks, as
previously explained.

The above considerations propagate to members of general
society. If they are targeted by malicious actors, they will
benefit from more robust protocol designs where these are
protecting their rights and interests. Our research results can
contribute to this protection. We therefore believe that the
benefits of our result heavily outweigh its potential risks.

Open Science

We publicly provide all artifacts of this work in a public
Figshare repository [38]. This includes a long version of this
paper, which contains all proofs omitted here due to space
constraints, as well as the ProVerif models of both our case
studies. The evaluation data of our TLS 1.3 ECH case study
can be found in Appendix A of this work.
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A Case Study Results

In [13], the authors develop a ProVerif model of TLS 1.3
(with the ECH extension) and analyze 14 security and pri-
vacy properties of the protocol, including secrecy, anonymity,
and authentication. For each property, they generate a total
of 480 variations of the model, which implement different
functionalities, attacker models, and behaviors.

We extend the model with a forward secrecy query on the
master secret and implement a composition mode, which al-
lows us to measure the improvements of a compositional
verification approach. For our benchmark, we use a repre-
sentative subset of 32 scenarios, including all the different
functionalities provided in the original model. We exclude
scenarios that are not relevant for the comparison, as they,
e.g., do not allow ECH clients in the execution. The results
of our benchmark are shown in Table 1.

We observe substantial speed-ups in all but four cases and a
reduced memory usage of at least 57 % in all cases, sometimes
going as far as 99 %. We especially see high improvements in
scenarios that allow for complex interactions after the initial
handshake is finished. This is since our composition result
allows us to cut out post-handshake interactions in a compo-
sitional analysis.

We also observe that several scenarios need similar or equal
resources for a compositional analysis. The differences in
the respective scenarios are only relevant after the initial
handshake is concluded, and they therefore do not affect



Table 1: Performance Comparison

F refers to different optional functionalities (e.g., early data, HRR); S determines the compromised keys, cipher suits, and
groups; A specifies the allowed agent behaviors (e.g., PSK, client certificates); B specifies the instantiated agents types (ECH or
non-ECH). A detailed description of all scenarios is available in /tls_ech/README.md of [38]. If an analysis exceeds a runtime
of 48 h, we note this by timeout and give the memory used at this point in time.

F S B A
monolithic compositional improvement

time memory time memory time memory(hh:mm) (GB) (hh:mm) (GB)

2 2 2 2 00:11 02.64 0:06 0.66 45 % 75 %
2 2 2 4 00:16 03.49 0:07 0.76 56 % 78 %
2 2 3 2 00:48 08.08 0:06 0.79 88 % 90 %
2 2 3 4 01:22 12.25 0:08 0.79 90 % 94 %
3 2 2 2 00:12 02.64 0:06 0.66 50 % 75 %
3 2 2 4 00:17 03.49 0:07 0.76 59 % 78 %
3 2 3 2 00:49 08.08 0:06 0.76 88 % 91 %
3 2 3 4 01:25 12.25 0:07 0.87 92 % 93 %
4 2 2 2 01:18 12.25 0:06 0.66 92 % 95 %
4 2 2 4 01:41 18.66 0:07 0.76 95 % 96 %
4 2 3 2 03:43 37.51 0:06 0.66 97 % 98 %
4 2 3 4 05:03 65.67 0:08 0.76 97 % 99 %
5 2 2 2 01:19 12.25 0:06 0.66 92 % 95 %
5 2 2 4 01:41 18.66 0:07 0.76 93 % 96 %
5 2 3 2 03:45 37.51 0:06 0.66 97 % 98 %
5 2 3 4 05:00 65.67 0:08 0.76 97 % 99 %
7 2 2 2 02:55 10.66 2:47 4.62 05 % 57 %
7 2 2 4 03:22 12.25 3:22 4.62 00 % 62 %
7 2 3 2 14:10 32.65 2:50 4.62 80 % 86 %
7 2 3 4 16:29 43.10 3:32 5.31 79 % 88 %
8 2 2 2 02:51 10.66 2:50 4.62 01 % 57 %
8 2 2 4 03:22 12.25 3:30 4.62 −04 % 62 %
8 2 3 2 14:15 32.65 2:54 4.62 76 % 86 %
8 2 3 4 16:59 43.10 3:33 5.31 79 % 88 %
9 2 2 2 25:01 49.53 2:51 4.62 89 % 91 %
9 2 2 4 28:51 65.67 3:30 4.62 88 % 93 %
9 2 3 2 timeout 132.06 2:54 4.62 N/A N/A
9 2 3 4 timeout 151.72 3:41 5.31 N/A N/A

10 2 2 2 25:53 56.92 2:52 4.62 89 % 92 %
10 2 2 4 29:43 65.67 3:31 4.62 88 % 93 %
10 2 3 2 timeout 132.06 3:02 4.62 N/A N/A
10 2 3 4 timeout 151.71 3:39 5.31 N/A N/A

∅ 71 % 86 %



the compositional analysis. Consider for example the sce-
narios 2222 and 3222, which need exactly the same amount
of time and memory for a compositional analysis. This is
since the only difference between the F scenarios 2 and 3
is that 3 allows sending post-handshake data, while 2 does
not. Post-handshake data, however, is not considered by the
compositional analysis and therefore does not affect its per-
formance.

The same mechanism explains the four scenarios 7222,
7224, 8222, and 8224. Here, compositional analysis is barely
faster, exactly as fast or even slightly slower than a mono-
lithic analysis. Since the scenarios consider only a very lim-
ited amount of post-handshake interaction, a compositional
analysis has to consider very similar parts of TLS 1.3 as a
monolithic analysis and therefore also needs a very similar
amount of resources.

In summary, compositional analysis saves us 71 % of time
and 86 % of memory on average, with most numbers con-
sistently ranging from 60 % to 95 %. We therefore expect
these results to scale to more extensive investigations of
TLS 1.3 ECH as well as other complex protocols.
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