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Abstract
Cloud platforms run data-intensive workloads in multi-tenant
settings, where frequent CPU–memory traffic can leak ac-
cess patterns via cache side channels. Processing-in-Memory
(PIM) devices such as UPMEM move computation into
DRAM, sharply reducing data movement and shrinking the
CPU cache footprint. However, commercial PIM architectures
expose a host-programmed control plane and host-shared
module memory, leaving device-resident code and data vul-
nerable to a compromised host. Existing secure-PIM propos-
als either add encryption/access-control hardware or rely on
heavyweight host-side cryptographic protocols, complicating
practical deployment.

We present Memclave, a software-only framework that
brings code integrity and data confidentiality to commodity
PIM without hardware changes. A TPM-attested hypervi-
sor permanently isolates the PIM’s control plane from host
access at boot. On each in-memory core, a trusted loader
authenticates the user kernel and establishes a per-session
protected data path. Memclave preserves the programming
model and kernel code: host applications replace a small set of
data-movement calls with secure drop-ins, keeping the trusted
computing base small and porting effort low. We implement
Memclave on off-the-shelf UPMEM DIMMs and evaluate
it across the PrIM benchmark suite, covering heterogeneous
memory-access, compute, and synchronization patterns. After
a one-time ∼100 ms authenticated load, in-memory kernel
time remains close to the PIM baseline: Multilayer Perceptron
(MLP) stays within 1.5× at practical sizes, and Breadth–First
Search (BFS) is 1.1× on some graphs with modest rise as
number of frontier levels increase.

1 Introduction

Modern cloud environments increasingly support demand-
ing workloads that require fast, secure, energy-efficient pro-
cessing of large data volumes [66, 68, 70], such as machine

1These authors contributed equally to this work.

learning inference and large-scale data analytics. Traditional
CPU-centric architectures struggle to find a balance in perfor-
mance and security. Frequent data transfers between CPUs
and memory creates significant performance bottlenecks, re-
ducing throughput and energy efficiency [62]. Moreover, in
multi-tenant environments, shared CPU caches expose sensi-
tive memory access patterns, leaving systems vulnerable to
cache-based side-channel attacks [20, 31, 36, 52]. Existing de-
fenses such as Oblivious RAM (ORAM) eliminate these side-
channels but incur prohibitive performance overhead, making
them impractical for large-scale deployment [32,52,65]. This
raises a need for solutions that simultaneously address perfor-
mance bottlenecks and cache-based security vulnerabilities.

Processing-in-Memory (PIM) architectures offer a promis-
ing solution to memory intensive workloads by embedding
lightweight, low-power processors directly within DRAM
modules [24, 30, 38, 42, 62, 75, 79]. This DRAM Processing
Unit (DPU) architecture reduces data transfers, enhancing
energy efficiency and throughput. Additionally, because PIM
executes computations within DRAM and does not interact
with shared CPU caches, PIM inherently mitigates cache-
based side-channel risks.

However, current commercial PIM implementations still
lack critical security primitives. In particular, the host OS re-
tains full access to the Control Interface (CI) registers. These
registers enable the host to load, configure, and dispatch PIM
compute programs, called kernels, and access shared DRAM
regions. This unrestricted CI access allows a malicious host
to reprogram/instrument PIM functions at will, inject unau-
thorized or tampered kernels, reroute data flows, and read or
corrupt in-compute state of PIM. When combined with full
read/write rights over shared memory, these flaws allow adver-
saries to break all isolation guarantees, compromising com-
putational integrity and data confidentiality [60]. Commercial
PIM solutions thus do not fulfill the vital security guarantees
that security-aware cloud tenants typically require.

Research work such as SE-PIM [27] and PIM-Enclave [26]
attempts to address these vulnerabilities by proposing se-
curity aware frameworks, but suffers from limitations that



prevent easy deployment on existing commercial PIM hard-
ware. SE-PIM relies on specialized hardware enhancements
within memory modules and assumes trusted CPU enclaves,
which require tightly integrated hardware packages, compli-
cating practical adoption. Similarly, PIM-Enclave proposes
integrating dedicated AES-enabled DMA engines and specific
memory access-control logic directly into the DRAM, neces-
sitating significant hardware modifications, unavailable on
any currently available PIM modules. Importantly, neither SE-
PIM nor PIM-Enclave have a real hardware implementation,
lacking the practicality of the solution.

Recent software-only work by Ghinani et al. [29] and Sec-
NDP [80] keep PIM untrusted and push cryptography to the
CPU: linear kernels are handled via arithmetic secret shar-
ing, while non-linear steps leverage Yao’s garbled circuits.
This design achieves confidentiality and verifiable correctness
only for linear operations, leaving non-linear correctness on
untrusted PIM outside the verification envelope. Their sys-
tems also introduce additional CPU-PIM communication and
share-switching costs (including measurable switching over-
heads) and rely on precomputation to avoid CPU bottlenecks.
In addition, these design approaches do not harden the control
plane (e.g., on-PIM CFI or OS-level CI mediation), relying on
cryptographic protection around an untrusted PIM module.

Existing VM-based TEEs such as Intel TDX, AMD SEV-
SNP primarily protect a VM’s conventional memory (DRAM)
from a malicious host and hypervisor [4, 17]. However, their
protection boundaries do not inherently extend to cover pe-
ripheral devices or accelerator control planes [58]. Confi-
dential VM I/O rely on shared buffers, or an additional plat-
form support. Recent standards in the TEE-IO such as TDISP,
SEV-TIO and TDX Connect aim to securely extend the TEE
boundary over the PCIe/CXL bus [9, 39, 67]. Despite these
advancements, current commodity PIM devices are DDR-
attached memory modules and do not implement PCIe/CXL
device protocols. Hence, a confidential VM cannot use these
standards to protect the PIM control plane.

In this paper, we introduce Memclave, a practical, software-
only security framework to enable secure computation on
current off-the-shelf commercial PIMs. Our approach follows
the “trust but verify” principle, where tenants can perform
remote attestation of the trusted hypervisor and trusted loader.
During system boot, Memclave launches a trusted hypervisor
to permanently remove direct OS access to CI registers and
introduces a runtime PIM lockdown mechanism, enabling
the DPU to securely execute computations in a confidential
computing mode. Additionally, we provide system kernels
for lightweight encryption and key-exchange directly within
the DPU, ensuring secure data transfers with on-DPU crypto-
graphic capabilities. Finally, we implement a runtime loader
directly within the DPUs to verify the integrity of these kernel,
preventing execution of malicious instructions.

Our proposal to use an attestable hypervisor to mediate
all privileged commands is a well-explored method. This de-

sign can be adopted by cloud providers who already anchor
tenant isolation in hypervisors (e.g., GCE’s KVM, Azure’s
Hyper-V, Windows’ VBS, AWS’ Nitro, Cyberus’ Xen). Thin,
open hypervisors like Xen ( 1MB TCB), pKVM or jailhouse
( 9kLoC) [43, 55, 73] can be leveraged to further minimize
the Trusted Computing Base (TCB) even if the provider’s
software plane is adversarial, potentially even using formally-
verified microkernel-based designs (e.g., seL4 [45]) that guar-
antee TCB security. Our core contributions lie in sandboxing
and key confinement, necessary even if device-level CI pro-
tection is introduced.

We implement Memclave1 on commodity UPMEM with
a TPM-attested hypervisor and a tiny in-PIM loader, re-
quiring no hardware changes and only minor changes to
host-side data-transfer code. On one rank (64 DPUs × 16
tasklets/DPU), security costs are dominated by a one-time
∼100 ms authenticated kernel load; steady-state kernel time
remains close to the PIM baseline. Across end-to-end work-
loads, Memclave isolates the control plane with low over-
head and for protected transfers, overhead scales with trans-
ferred bytes. In our testbed, Multilayer Perceptron (MLP)
stays within 1.5× of the PIM baseline at realistic sizes, and
Breadth–First Search (BFS) is 1.1× on some graphs, with
modest increase as number of frontier levels grows.
Our key contributions are as follows:

• We derive generic design goals and requirements for
software-only in-memory enclaves on commodity PIM,
and assess prior approaches against them, highlighting
unmet guarantees and deployability gaps.

• We design and implement Memclave, a software-only
framework that adds confidentiality and integrity to com-
mercial PIMs with no hardware changes, anchored in a
TPM-backed chain of trust and remote attestation.

• We present a minimal on-DPU trusted loader that authen-
ticates and loads segmented user code, enforces control-
flow integrity to block code-reuse attacks, and establishes
a secure channel for code/data transfers.

• We evaluate and demonstrate the effectiveness of Mem-
clave on commercially available PIM hardware (UP-
MEM), validating security enhancements and practical
deployability with modest performance overhead.

2 Background

2.1 Processing in-Memory (PIM)

PIM architectures integrate computational logic within or
adjacent to memory devices, thereby reducing the costly
data movement between memory and CPU that causes a

1Available here: https://github.com/fabianvanrissenbeck/memclave



performance bottleneck in conventional von Neumann sys-
tems [8, 15, 59, 61, 71, 72]. In this work, we focus on
processing-near-memory (PnM), which integrates discrete
processing cores alongside the memory as separate chips on
the same DIMM module [15, 18, 42]. This design provides
much higher internal bandwidth and lower latency than off-
chip busses but typically forgoes cache coherence. Instead, it
uses explicit DMA engines and memory-mapped control reg-
isters for host–PIM communication and exposes programmer-
managed scratchpads rather than hardware caches. Conse-
quently, PIM accelerates [33] dense and sparse linear algebra,
database scans and aggregations, data analytics [37], graph
traversals [8, 63], neural-network inference [18, 47], bioinfor-
matics [25], and image-processing workloads.

Figure 1 illustrates the PIM architecture. A kernel is a
program executed on the PIM device. Each compute unit, re-
ferred to as DPU, provides Local Instruction Memory (LIM)
for kernel code and Local Scratchpad Memory (LSM) for tem-
porary data; External Memory (EM) denotes the large DRAM
region on the module used for bulk data and for exchanging
buffers with the host. The Control Interface (CI) refers to
the memory-mapped registers through which software boots
kernels, triggers transfers, and manages device state.

2.2 UPMEM PIM Architecture

UPMEM integrates fully programmable DRAM DPUs on
commodity DDR4 DIMMs; each module combines many
DPUs with DRAM banks to deliver high parallelism and
bandwidth while retaining DDR4 compatibility. Each DPU
is a lightweight 32-bit RISC with IRAM (Instruction RAM),
WRAM (Working RAM), and MRAM (Main RAM) [76],
corresponding to LIM, LSM, and EM in Figure 1. DMA en-
gines move data among these memories [33,38]. Host–device
communication uses a memory-mapped Control Interface
(CI) exposing command registers for DMA, kernel boot, and
synchronization. There is no direct inter-DPU interconnect;
coordination occurs via the host. In a typical run, the host
loads the compiled DPU kernel into IRAM via the CI, stages
inputs to MRAM, triggers execution, and retrieves results
back from MRAM on termination. DPU kernels are small
self-contained programs that consist of text and data sections
representing the initial state of IRAM and WRAM. DPUs
have 24 independent hardware threads and follow a barrel
style architecture. Threads are controlled via DPU instruc-
tions boot, resume and stop or via CI commands from the
host. Thread state is tracked in a DPU’s internal memory
called RUN, which can be modified via thread control instruc-
tions and clr_run. While the memories are shared between
threads, each thread has 24 private registers. DPUs primar-
ily operate on WRAM, data is moved between WRAM and
MRAM via the DMA instructions ldma and sdma. IRAM
cannot be read, but written to via the ldmai DMA instruction.

2.3 Security Guarantees of PIM

Commercial PIM architectures, despite their performance ben-
efits, lack basic security guarantees required by cloud tenants
(confidentiality and integrity of code/data) and omit built-in
security primitives [60, 61]. Unlike host CPUs, PIM cores
do not provide on-die cryptographic engines, hardware isola-
tion, secure key storage, or remote attestation, leaving them
exposed to malicious CI commands from a compromised OS.
For example, a compromised OS can dump a victim DPU’s
LSM data or load tampered code into its LIM via the CI and
DMA. This risk is acute in cloud settings where the operator
controls both hypervisor and OS.

2.4 Hardware Root-of-Trust

A secure computing environment relies on a trusted initial
component, a hardware root-of-trust, typically a discrete
Trusted Platform Module (TPM) [2, 5] or vendor security ex-
tension (Intel SGX, AMD SEV, ARM TrustZone) [1,4,10,21].
These roots provide secure key storage, measured boot, and
remote attestation, enabling a chain of trust.

A critical building block is secure boot, where each startup
component is cryptographically measured, and each mea-
surement extends a hash into platform configuration regis-
ters (PCRs) maintained by the root-of-trust. PCRs form a
tamper-evident record of the boot state, enabling detection
of unauthorized modifications [2, 69]. Secure key storage
provided by these roots underpins sealed storage and key ex-
change/attestation. Sealed storage binds keys to specific PCR
states, ensuring access only under verified conditions [2, 6].

Remote attestation builds upon this foundation by enabling
a remote verifier (a client) to securely validate the integrity
and identity of a target platform. The verifier issues a chal-
lenge, and the root-of-trust returns a signed quote over se-
lected PCRs that proves the measured software stack [3,14].

3 Threat Model

We target cloud settings where a tenant submits code/data to
DPUs while the cloud provider and the guest software stack
is untrusted. In such a multi-tenant cloud setting, Memclave
provides trusted in-memory computation by leveraging CPU-
side roots (TPM) to create an in-memory enclave inside the
PIM. This enclave enables tenants to perform authenticated
loading of code and sensitive data into PIM. We use host for
the CPU machine that physically hosts the PIM module and
guest for all untrusted software above a trusted hypervisor
(guest OS, drivers, management software and any nested hy-
pervisors). We distinguish (i) CI registers (host-visible PIM
control plane), (ii) EM (host-visible PIM DRAM region), and
(iii) LIM and LSM (per-DPU local memories) used during
execution (as shown in Section 2.1 and Figure 1).



Trusted Computing Base (TCB). The TCB consists of
the TPM-backed measured-boot chain, a TPM-measured hy-
pervisor that exclusively owns the CI and mediates all priv-
ileged device commands, and the on-DPU loader placed in
the execute-only LIM (mechanisms in Section 5). A tenant
initiates a session and provisions secrets only after verifying
a fresh TPM quote for the expected measurements.

Adversaries. We assume the cloud provider and the entire
guest software stack above the trusted hypervisor are fully
adversarial. The tenants are mutually untrusted, as deployed
kernels may be buggy or malicious and may attempt to vio-
late confinement, escalate into privileged loader routines, or
persist across sessions to affect other tenants. We assume the
DPU hardware itself is benign (no hardware trojans). Since
commodity PIM modules lack a device root of trust, our at-
testation does not prove silicon genuineness; counterfeit PIM
devices or malicious hardware are out of scope.

Residual State and Sessions. We treat any pre-session
contents of a DPU’s execution context in LIM and residual
state in EM/LSM (e.g., stale kernels or leftover buffers) as
adversarial. To support secure deployment of the on-DPU
loader at boot, we require that the hypervisor can bring DPUs
to a clean starting state (e.g., by re-intializing).

Attacker Capabilities. With no CI lockdown mechanism
on commodity PIM, an untrusted guest software stack can
access PIM control registers and issue commands to in-
stall/replace DPU code and steer execution. After the loader
grants execution to a tenant kernel on PIM, we assume the ker-
nel may attempt (i) unauthorized entry into loader code paths,
(ii) corruption of loader key/control state, or (iii) TOCTOU
attack using multithreading to bypass loader checks and inject
malicious code; Memclave aims to prevent such escalation
and cross-tenant leakage. We exclude DoS and side-channels.
We exclude invasive physical attacks (e.g., probing/injecting
commands on the DRAM bus) and similar board-level fault
attacks. Computation inside PIM reduces exposure to shared
CPU cache side channels for in-PIM portions of the workload.

4 Goals and Requirements

The goal of Memclave is to ensure that the DPU executes
only authenticated code and that all sensitive data remains
confidential, even if the guest OS is entirely untrusted. In addi-
tion, Memclave must integrate seamlessly into existing DPU
platforms without requiring any hardware modifications or
intrusive software changes. We therefore derive the following
security requirements (SR) and auxiliary requirements (AR):
SR1. Code Integrity. Only authenticated code may execute
in LIM; reject unsigned or tampered binary at load time.
SR2. Data Confidentiality. Sensitive code and data remain
confidential at rest (in EM) and in transit (host–PIM); plain-
text exists only inside LSM/LIM during execution.
SR3. Control-Flow Integrity. Prevent arbitrary code execu-
tion on the DPU such that attackers cannot corrupt or launch
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Figure 1: PIM overview and threat surface. Threat labels Ai
denote adversary actions; [SR j] show security requirements.

unauthorized code or jump outside allowed regions.
SR4. Replay and Rollback Protection. Detect and reject
replay of staged code, data, or session state across sessions.
SR5. Isolation from Guest and OS. Untrusted guest soft-
ware (guest OS and other guest components) must not be able
to read or write CI registers, trigger DPU execution, or derive
plaintext from guest–PIM traffic; all interactions with the PIM
hardware must occur only through an authenticated interface.
AR1. Multi-DPU Scalability. Memclave must support parti-
tioning and loading of trusted sections across multiple DPUs
in parallel, enabling large-scale in-memory computation.
AR2. Modular, Staged Loading. Client programs larger than
LIM can be split and streamed into LIM in stages, and the
system must handle multiple sequential sessions without re-
quiring a full DPU reset.
AR3. Deployability. Integration into existing DPU platforms
and cloud stacks must require no hardware modifications and
only minimal software changes, ensuring rapid adoption.
AR4. Lightweight TCB and Audibility. The on-device TCB
should remain minimal so it can be easily audited and updated,
and should incur modest performance and memory overhead.
AR5. Multi-Client Support. Multiple clients can share PIM
hardware concurrently without cross-tenant leakage or inter-
ference; ensuring isolated data and control-plane operations.

4.1 Design Tradeoffs and Shortcomings

Meeting these requirements (SR, AR) demands understanding
approaches and limits. Section 4.1 summarizes requirement
coverage. We briefly survey prominent alternatives before
introducing our hypervisor-assisted, software-centric design.
Hardware-Modified PIM Architectures. SE-PIM [27] and



Security Requirements (SR) Auxiliary Requirements (AR)

Scheme

SR1
Code

Integrity

SR2
Data

Confidentiality

SR3
Control–Flow

Integrity

SR4
Anti

Replay

SR5
Guest/OS
Isolation

AR1
Multi-DPU

Scaling

AR2
Staged

Loading

AR3
Deployability

(no HW mods)

AR4
Light TCB
& Audit.

AR5
Multi-
Client

UPMEM (baseline) ✗ ✗ ✗ ✗ ✗ ✓ △ ✓ – ✗

SE-PIM/PIM-Enclave S⃝ ✓ ✓ ✓ ✓ ✓ △ △ ✗ △ △
MPC-on-PIM ✗ ✓ ✗ △ ✗ △ ✗ ✓ ✗ △
Memclave ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Table 1: Indicates the SR and AR per scheme. ✓=met, △=partial/assumption-heavy, ✗=not met and ( S⃝)=simulation only.

PIM-Enclave [26] add dedicated secure execution units, per-
bank access controls, and encryption engines to PIM hardware.
These solutions meet SR1–SR5. However, extensive hardware
changes raise costs and limit compatibility with commercial
platforms (AR3), scaling across many DPUs (AR1) or sup-
porting staged loading (AR2); often requiring a redesign.
CPU-Resident Trusted Execution Environments. Host
TEEs (e.g., SGX [21], TrustZone [1,10]) protect CPU-resident
code/data but do not satisfy SR1/SR3/SR4 for on-PIM execu-
tion and cannot enforce SR2 for data in EM. They also cannot
directly protect CI registers or DMA (SR5). Routing between
CPU enclaves and DPUs adds complexity and enlarges the
TCB (AR4), and architectural constraints complicate multi-
DPU scaling (AR1) and staged loading (AR2).
Encryption-Based PIM Approaches. PUF-based de-
signs [49], ChaoPIM [51], and P3M [50] secure data with
specialized cryptographic hardware. They provide SR2 but
depend on non-commodity features (AR3) and do not protect
against unauthorized DMA/CI accesses (SR1, SR3, SR5) or
support staged loading ( AR2) and multi-DPU scaling (AR1).
MPC-Based PIM Approaches. Cryptography-driven, device-
untrusted approaches [29, 80] keep PIM hardware untrusted.
In MPC-on-PIM [29], linear steps use arithmetic secret shar-
ing (with linear checks) and non-linear steps use Yao’s garbled
circuits; in SecNDP [80], computation proceeds on encrypted
data with integrity verification limited to linear operations
at the device. These attain confidentiality (SR2), but provide
no on-PIM code authentication or fine-grained control-flow
guarantees (SR1, SR3) and leave the device control plane un-
hardened (SR5); replay/rollback is protocol-dependent (SR4:
partial). They require no PIM hardware changes (AR3) but
enlarge the host-side TCB (AR4), and re-expressing programs
as MPC routines weakens AR2 and throttles multi-DPU scal-
ing due to CPU–PIM interaction (AR1). Device-side checks
cover only linear operations, non-linear integrity is not en-
forced on PIM hardware.
Hypervisor-based Isolation. Using a hypervisor (or a small
security monitor) to remove the guest’s direct access to the de-
vice’s control plane, mediate privileged commands and DMA
configuration is commonly used in production virtualization
stacks and protected-hypervisor designs [7, 12, 35, 56, 57].
This enforces SR5 by mediating the control plane from an un-
trusted guest OS and supports SR1 (partial) if the mediator au-

thenticates guest-to-device code loads. However, hypervisor-
only mediation is insufficient for commodity PIM, where the
DPU directly reads/writes EM during execution, and the hy-
pervisor is not on the data path of in-PIM memory accesses
(SR2). Furthermore, it cannot robustly enforce CFI against
malicious kernels executing on the DPU (SR3) nor protect
against replay attacks across sessions (SR4) while preserving
multi-tenant reuse without requiring full device reset (AR5).
Hypervisor-Assisted In-Memory Enclave (Our Approach).
We leverage a TPM-attested hypervisor to lock CI and DMA
paths at boot. Unlike hardware- or encryption-centric designs,
this requires no hardware changes, enabling deployment on
commercial DPUs (AR3). Our framework also introduces a
minimal attested loader in LIM (see Section 5.1); the hypervi-
sor mediates DMA/CI access (SR5), the loader enforces code
authentication (SR1) and control-flow restrictions (SR3), and
together they provide channel and at-rest confidentiality for
staged code/data (SR2) with replay protection (SR4). The
design supports staged loading (AR2) and multi-DPU scaling
(AR1) while keeping a minimal, auditable TCB (AR4). The
loader enforces strict separation of tenants, ensuring Multi-
Client support (AR5).

5 Memclave’s Design

5.1 Architecture

Memclave’s core concept is isolating PIM control plane
and on-device execution blocks from untrusted software. To
achieve this, we introduce two trusted entities verified during
secure boot: the hypervisor and the loader. The hypervisor
primarily functions as a gatekeeper, preventing unauthorized
communication with the PIM, whereas the loader provides a
secure runtime environment for executing authenticated code
blocks and establishing a protected communication channel
with the client. Together, these measures block code injec-
tion, message interception, and control/data tampering during
execution.

Figure 2 illustrates the end-to-end architecture of Mem-
clave. PIM ranks are active devices that directly process data
and are controlled via CI registers. However, these registers
lack protection and can be easily manipulated by an untrusted
OS. To prevent unauthorized access, the hypervisor exposes
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only a virtualized interface, removing direct register accesses
by the untrusted OS. Additionally, since data still has to flow
through the untrusted host, concerns about the integrity and
confidentiality of client code and data arise. To address these
concerns, the loader includes a lightweight cryptographic
library to authenticate code/data and to establish a secure
channel with the client.

Memclave establishes a verifiable chain of trust from boot.
The hypervisor, verified via measured boot (e.g., TPM), de-
ploys a First Stage Loader (FSL) onto the DPU. The FSL
generates a system key that remains confined within the PIM,
wraps the initial client program, and then erases itself from
LIM as it hands control to the loader. The loader becomes
the persistent runtime for subsequent authenticated execution.

To support flexible and multi-stage computations under the
loader, Memclave introduces subkernels, client programs au-
thenticated before execution that can be chained to overcome
the limited size of LIM.

Establishing secure execution within PIM raises several
challenges including preventing unauthorized CI access, au-
thenticating and executing client code within constrained LIM,
and protecting code/data without persistent secure key storage.
We next detail how Memclave addresses these with a minimal
TCB and a structured subkernel execution model.

5.2 Key Terminologies and Concepts
5.2.1 Key Hierarchy

To enforce a layered authentication model, Memclave defines
three cryptographic keys: the System Key (KSys), the Loader
DH Key Pair (KPriv

DH , KPub
DH ), and the Session Key (KSess). These

keys differ in generation time, lifespan, storage location, own-
ership, and impact of compromise, as described next.

System Key (KSys). During system initialization, the FSL
generates the System Key, KSys, which remains valid until the

next power cycle. Under KSys, all system subkernels, such as
the Key-Exchange and messaging subkernels, are encrypted
and authenticated. Any leakage of KSys would allow an at-
tacker to forge system subkernels. Hence, this key is confined
to the DPU’s internal registers, accessible only to FSL and
the subsequent loader; it is never written to EM or exposed
to any client subkernel or to the untrusted OS.

Loader DH Key Pair (KPriv
DH , KPub

DH ). At initialization, FSL
generates a DH key pair. The private half, KPriv

DH , is encrypted
and authenticated using the system key KSys and stored as
part of a special key-exchange subkernel in EM while not in
use. The public half, KPub

DH , is placed in EM so the client can
retrieve it for the key exchange. The pair is used to derive
KSess for the client. Only the loader can access KPriv

DH using
KSys, ensuring it never leaves the DPU.

Session Key (KSess). Following the DH exchange, both
client and loader compute the Session Key, KSess, which is
stored exclusively in the LSM. This key is valid while the
client session is active. Under KSess, all application subker-
nels and their associated data are encrypted and authenticated
using ChaCha20-Poly1305. Ownership and lifecycle man-
agement of KSess rest solely with the client. While a leaked
session key would enable an attacker to tamper with appli-
cation workloads, it does not permit the forging of system
subkernels or affect future sessions.

5.2.2 Subkernel Taxonomy

Memclave classifies subkernels into two categories based on
their origin, purpose, and authentication key:

System Subkernels are created by the FSL and authenti-
cated/encrypted under the System Key (KSys). They provide
essential services for establishing the secure runtime. The
Key-Exchange Subkernel performs a DH handshake to derive
KSess, and the Messaging Subkernel implements mechanisms
to communicate with the guest. These subkernels ease the
access control and cryptographic workload for a client kernel.

Application Subkernels are supplied by the remote client
and authenticated/encrypted under KSess. They encapsulate
domain-specific logic, e.g. machine-learning subkernels.

All subkernels are authenticated (SR1) and encrypted
(SR2), failure in authentication results in a fault. This separa-
tion allows Memclave to enforce a minimal trusted computing
base while supporting flexible, client-controlled workloads.

5.2.3 First Stage Loader (FSL)

The First Stage Loader (FSL) is a minimal, non-persistent
module responsible to bootstrap the secure runtime (loader).
It is loaded into LIM by the hypervisor immediately after
secure-boot verification, and before booting the guest VM.

FSL performs three key tasks before it yields control
to loader, replacing itself in LSM. First, it generates the
system key KSys. Second, it creates the loader DH key



pair (KPriv
DH ,KPub

DH ), embedding the private half into the Key-
Exchange Subkernel for session establishment. Third, using
KSys, it encrypts/authenticates the initial system subkernels.
KSys is placed in the registers of a dedicated key storage thread,
before yielding control to the loader.

5.3 Memclave Hypervisor

The PIM CI exposes a set of memory-mapped I/O (MMIO)
registers through which the host can manage and control
DPU execution. These registers are used to launch tasklets,
reset threads, configure DMA operations, and access scratch
memory. However, they are typically mapped into the host’s
physical address space without any hardware-enforced ac-
cess control. A compromised or malicious OS can directly
tamper with CI registers, injecting commands, disrupting exe-
cution, or leaking sensitive memory regions. Existing TEEs
provide no enclave-level isolation for device MMIO. SGX en-
claves cannot perform I/O and rely on untrusted OCALLs and
IOMMU-mediated DMA [21]; TrustZone’s device access con-
trol is coarse-grained and SoC-specific rather than per-process,
leaving accelerator MMIO outside app-level TEEs [64].

To protect access to PIM’s control plane (SR5), Memclave
introduces a hypervisor as the first software root of trust. It
enforces early isolation over the CI registers and mediates
secure deployment of the loader and system subkernels.

5.3.1 Chain of Trust

Memclave employs TPM-backed remote attestation to ensure
only a verified hypervisor runs on the system. At boot, the
TPM measures the hypervisor into Platform Configuration
Register (PCR). At runtime, a client can request attestation;
the hypervisor returns a TPM quote over relevant PCRs, prov-
ing integrity and freshness via a client-supplied nonce.

Memclave also measures the loader and system subkernels
into distinct PCRs; the verifier enforces a policy over the full
chain (firmware→bootloader→hypervisor→loader). Any ad-
ditional pre-hypervisor layer (e.g., an underlying hypervisor)
changes the PCR composite and is therefore rejected by pol-
icy. This makes tampering with runtime components remotely
detectable. These measurements form a TPM-anchored chain
of trust from the hypervisor to runtime components.

TPMs operate below the OS and resist tampering even
with a fully compromised kernel. Client-supplied nonces in
quotes prevent replay. The design follows measured-boot
frameworks (e.g., Intel TXT, AMD SKINIT) adapted to PIM-
based isolation and attestation. Attestation is on demand: PCR
persist until extended, so the hypervisor can quote for multiple
clients long after boot, enabling secure provisioning without
reboot or static trust assumptions [22, 53, 54].

5.3.2 Control-Plane Isolation

Once verified, the hypervisor immediately unmaps all CI
registers from the guests’s address space. This blocks all
guest OS components—including the kernel—from issuing
unauthorized PIM control commands. This unmapping is
performed atomically during hypervisor initialization, elimi-
nating any window of exposure before the OS boots.

We separate (i) the Control Interface (CI), which are host-
visible MMIO registers used to control DPUs and program
access from (ii) External Memory (EM). In Memclave, the
guest never receives CI access: the hypervisor removes the
CI MMIO region from guest mappings and acts as a proxy,
issuing a small, whitelisted set of CI operations only to set
up bounded DMA to/from EM. Access to EM is exclusively
owned by either guest or DPU. A software "ready" line is used
to transfer access. Exclusivity is enforced by the hypervisor,
which is in control of a physical EM MUX present on PIM.

By unmapping the CIs, the hypervisor enforces code in-
tegrity (SR1) and data confidentiality (SR2), and isolates PIM
from guest side accesses (SR5).

5.4 Memclave Loader

After the hypervisor initializes and secures the control plane
(CI and EM), it enforces secure runtime execution within the
constrained DPU environment. However, supporting multiple
clients (AR5) opens up the risk of adversarial clients that
attempt to leak other clients’ sensitive data. To address this,
Memclave introduces the loader, an isolated and immutable
component that resides entirely in execute-only LIM. The
loader manages authenticated subkernel loading and ensures
control flow integrity within critical points of itself (SR1,
SR3). Its primary responsibilities include: 1) Authenticated
subkernel loading. 2) Strict separation of different clients and
separation of clients and loader. 3) Storage of the system key
KSys. The following subsections detail these responsibilities.

5.4.1 Secure Initialization and Key Management

Key provisioning during runtime initialization presents signif-
icant risks, including key leakage. Memclave mitigates these
risks by embedding KSys in a dedicated key storage thread’s
registers. The key itself never leaves them. Other threads can
request the encryption/decryption of data from the thread.
This request is only granted after ensuring that the DPU is
in a specific state, so that client code cannot abuse the key
storage thread as an encryption/decryption oracle.

During bootup, the FSL generates and securely stores the
system key for the loader to take over (cf. Section 5.2.3). The
loader then launches the Messaging Subkernel, waiting for
the client’s initial connection request. Upon receiving this
request via EM buffers, the loader invokes the Key-Exchange
Subkernel, passing the client’s public key via EM. The derived



session key is stored in LSM. User subkernels are authenti-
cated and encrypted using the session key and may addition-
ally use it to perform custom cryptographic operations. On
session teardown, the loader removes all user data, including
the session key, unless requested otherwise.

5.4.2 Trampoline Enforcement & Controlled Execution

Concurrent threads executing within a subkernel can violate
execution integrity by racing ahead of the loader’s checks,
tampering with LSM or modifying state before isolation bar-
riers are enforced. For example, one thread may manipulate
the return addresses pushed to the stack by a thread that is
currently attempting to fetch a new subkernel, skipping the
check for privileged instructions.

On every entry, the loader checks hardware thread-status
registers and verifies that only one dedicated thread is active.
If any other thread is concurrently running the loader faults
immediately and halts execution.

To prevent control-flow hijacking (SR3), subkernels are
not permitted to invoke arbitrary loader logic. All control
transfers into the loader begin from a defined trampoline
entry point, which performs the isolation check and sanitizes
execution context. Upon subkernel completion, control is
returned explicitly to the trampoline. This structured entry
and exit model upholds strict control-flow integrity.

5.4.3 Authenticated Subkernel Loading

Each subkernel carries a 64-byte header (size fields, IV, and
TAG) authenticated using ChaCha20-Poly1305 AEAD. Upon
invocation, the loader decrypts and verifies the header and
payload using either the current session key or the system
key in case of system subkernels (SR1, SR2). The loader is
solely responsible for loads into LIM and bans any instruction
that facilitates directly or indirectly gaining control of LIM.
Hence, before loading the subkernel into LIM, the loader
explicitly checks for privileged opcodes and registers, such
as thread control instructions (clr_run, boot, resume) and
LIM writes (ldmai). Banning them eliminates the possibility
of replacing the loader or executing code capable of leaking
the system key. If validation fails, a fault is raised. If the
subkernel validation passes, the loader fills LIM and LSM
with the code and data carried in the subkernel.

5.5 Subkernel Management
The limited size of execute-only memory (LIM) constrains
the amount of code securely executable within a single DPU
invocation. Monolithic programs risk exceeding LIM capacity,
while loading arbitrary code blocks risks injection of mali-
cious code and unauthorized instructions, or breaches of data
confidentiality. To securely accommodate larger client work-
loads (AR2), Memclave adopts a modular approach, dividing
functionality into self-contained subkernels.

5.5.1 Subkernel Chaining

On termination, subkernels return to the entrypoint of the
trusted loader. By default, this causes all data to be wiped
and the messaging subkernel to be loaded. Subkernels may
choose to persist certain pieces of data and can signal the
loader, that a specific subkernel should be executed next. The
subkernels are identified via their authentication tag and their
address in memory. This design allows securely accommo-
dating programs that are larger than LIM, such as our key
exchange implementation, further discussed in Section 6.2.1.

5.5.2 Subkernel Lifecycle: Load, Execute, Cleanup

The loader manages each subkernel through three stages. In
the Load stage, it streams in the subkernels code and data
in fixed-size chunks into LIM and LSM, verifies the tag to
detect tampering and ensure authenticity, and performs checks
for size, alignment, and privileged opcodes. In the Execute
stage, the loader spawns 15 additional threads and transfers
control to the subkernel’s entrypoint. Subkernels can reuse
cryptographic primitives present in the loader, reducing their
potential memory footprint. The loader removes user data
in the Cleanup stage, after the Subkernel terminates without
specifying a follow-up subkernel.

5.6 Key Exchange Mechanism
Each DPU uses its static DH pair (KPriv

DH ,KPub
DH ), which is em-

bedded into a key exchange subkernel, to derive shared keys
between a client and itself. The key exchange subkernel that
contains the key is encrypted and authenticated using the sys-
tem key KSys. We guarantee replay and rollback protection
(SR4), by including a monotonically increasing 128-bit per-
DPU counter in the final key derivation step. This binds the
exchange to the current counter value, making it impossible to
force the DPU to recompute older keys. The counter’s value is
shared with the client before sharing its public key, allowing
them to derive the shared key before the first roundtrip.

6 Implementation

We demonstrate Memclave by implementing it on UPMEM’s
PIM platform (Version 1a @ 350 MHz). UPMEM’s PIM
introduces some interesting challenges: It lacks a concept of
privilege levels, provides no memory isolation, and exposes
a powerful control interface to the host CPU. This section
details how we realize Memclave on this platform and what
platform-specific constraints and costs arise in practice.

6.1 Subkernel Loader
We introduce two software-defined privilege levels, system
and user mode. A thread runs in system mode when (i) its



thread ID is 0 and (ii) r20/r21 satisfy the loader’s invariant
(i.e., are not set to tinvalid). We define tinvalid outside the valid
ranges of both EM and LIM address spaces. The trusted loader
has a single entry and exit point for entering and exiting sys-
tem mode. To avoid privilege escalation, the loader performs
system mode checks at each critical loading stage. User code
is not permitted to access system mode registers. The loader
scans subkernels that write to these registers, before loading
them into LIM.

6.1.1 Secure Key Storage

Security guarantees (SR1, SR2) rely on the confidentiality of
the system key. The private loader DH key is sealed using
the system key, therefore leaking the system key would also
leak the private DH key and in turn, the session key. Each
DPU thread has a complete set of its own registers, which
is fully isolated from other threads. We dedicate a specific
DPU thread for key storage. This thread holds the system key
KSys in 8 of its 24 hardware registers. On request, the thread
performs the ChaCha20 block function on an arbitrary IV and
counter, and writes the resulting 64 byte matrix into LSM.
The full computation is performed in the thread’s registers,
the key itself never leaves them.

It is practically infeasible to recover the key based on the
ChaCha20 block function’s outputs. All higher-level crypto-
graphic operations, such as the AEAD construction used to
authenticate and decrypt subkernels, are based on this primi-
tive. The mechanism to request execution of the block func-
tion requires that the caller is already in system mode. User
code cannot abuse the mechanism to create malicious system
subkernels nor can it decrypt the loader DH pair.

6.1.2 Enforcement of Control-Flow-Integrity

To perform privilege escalation, a malicious thread can try to
jump into any component of the loader, violating SR3. Hence,
each component of the loader that performs some critical
function, such as code loading, decryption or authentication
has to be protected against jumps from user code. We use
registers r20 and r21, in combination with the thread ID (id
0) as an indicator of safe execution path. A system mode
assertion follows each critical section within the loader. A
thread that enters loader code at any point other than at the
expected entry-point will therefore fault.

On UPMEM, thread state can only be checked sequen-
tially. This leaves room for a TOCTOU attack against the
thread state verification, where multiple cooperating mali-
cious threads boot each other up between checks. To prevent
this, we prohibit thread control instructions in subkernels.

6.1.3 Protected Code Loading

The CFI protections described above are insufficient for pro-
tecting against direct jumps to the ldmai instruction. ldmai

instructs the DPU’s DMA engine to copy data from EM into
LIM and is the only way to load code on UPMEM’s DPUs.
Source and target address are passed via registers. A malicious
subkernel may set up the target address, such that the execu-
tion of ldmai removes a system mode assertions following it,
bypassing the protection mechanism.

As shown in Figure 3, we therefore treat ldmai as an addi-
tional system-mode assertion by enforcing a register invariant
on its operands. All loader ldmai sites use r20 as the desti-
nation and r21 as the source. Upon leaving system mode, the
loader sets r20 and r21 to tinvalid. Consequently, any direct
jump (ROP C in Figure 3) to ldmai while not in system mode
triggers a DMA fault (since r20/r21 hold invalid pointers),
preventing further execution. Similarly, any jump (ROP A in
Figure 3) to force decryption of data or the extraction of the
system key results in a security fault.

6.1.4 Replay Protection

We provide a monotonically increasing 128-bit counter within
the loader for replay protection purposes (SR4). It is ac-
cessed by system subkernels, such as the key exchange subker-
nel. Each access increments it. This counter remains present
for the lifetime of the DPU and is implemented via a dedi-
cated thread, similar to the key storage mechanism. When the
counter is requested, the dedicated thread boots up and incre-
ments the counter, which is split across four of its registers.
The thread faults if the counter overflows.

6.2 Subkernel Development

Subkernels for Memclave are implemented using UPMEM’s
kernel construction toolchain (a LLVM patch), preventing the
allocation of privileged registers r20 and r21 when compiling
subkernels. Memclave provides a runtime library that ensures
correct linkage given the loader positioning in LIM as well as
provides bindings to core loader functionality. Memclave’s
guest-side library takes care of encrypting and tagging a sub-
kernel with the session key just before being loaded by the
DPUs. By introducing only these two modifications to the
UPMEM kernel construction workflow, Memclave achieves a
reasonably high compatibility with existing kernel code.

6.2.1 Key Exchange Subkernels

Due to the limited amount of LIM, it is not possible to load
a full cryptographic library such as mbedtls at once. Even
a trimmed down version implementing a complete key ex-
change exceeded the bounds of LIM on UPMEM. We there-
fore split the implementation of the key exchange mechanism
over multiple subkernels and use subkernel chaining to en-
force a strict execution order. The first key exchange stage
gathers public values from the client and shares the DPU’s
monotonic counter. The second stage calculates the shared



mov r20,usr_start

mov r21,sk_start
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jump usr_start

Loader Exit
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wipe(sz)
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check_thrd_ctrl(op)

check_priv_reg(op)

check_ldmai(op)

Load LSM

ld(r21+r0)

r0=r0+2048

Check Threads

nactive=cnt_thrds()

check(nactive==0)

Unpriviliged Component
Subkernel code has the same capabilities

Decrypt

boot_crypt_thrd(..)

check_sys(r20,r21)

wait_crypt_thrd(..)

Priviliged Component
Contains capabilities banned in subkernels

DMA Fault
r20 and r21 holds invalid values (tinvalid )

Security Fault
tid != 0 or r20/r21 >= tinvalid

Load LIM

ld_lim(r20,r21)

add_2k(r20,r21)

repeated (15x)

Figure 3: Loader control-flow integrity. Privileged loader stages are reachable only in system-mode; any ROP-style jump into
sensitive gadgets triggers a fault. In particular, unauthorized jumps (ROP B, ROP C) to ldmai fault due to invalid memory
accesses (DMA fault), while jumps (ROP A) to key/crypto-related gadgets raise a security fault.

DH secret over the 2048-bit MODP group defined in RFC
3526. The final stage derives the session key from the mono-
tonic counter and the shared secret. Both the second and third
subkernels are linked against mbedtls and use its implementa-
tion of DHKE and SHA2 respectively.

6.3 Hypervisor and Guest-Side Development

We implement the hypervisor as two cooperating services.
One service handles setting up the guest OS, implemented
as an extension to QEMU with KVM as its backend [13]. It
passes each physical PIM rank through to the guest system,
leaving the CI memory region out and replacing it with a
virtual one, yielding a significantly reduced amount of control
to the guest (SR5). The second service, referred to as CI-
switch, handles PIM’s control plane. Data received on the
virtual control interface is trapped and passed to the CI-switch
via a UNIX socket and processed there.

To synchronize EM access between guest and DPU, we
introduce a virtual DPU ready line. The DPU raises this ready
line, causing it to halt computation, allowing EM access to the
guest. To revoke EM access and resume computation on the
DPU, the guest in turn lowers the ready line. The CI-switch
facilitates this synchronization mechanism and allow guest to
query the status of a PIM rank.

We provide a kernel driver and a userspace library to in-
teract with PIM from within the guest system. We provide a
porting guide in the appendix.

7 Evaluation

7.1 Evaluation Goals

We evaluate Memclave on real UPMEM hardware using (i)
microbenchmarking of core mechanisms, (ii) the Processing-
In-Memory Benchmarks (PrIM) benchmarking suite, and (iii)
end-to-end programs that span compute-heavy and irregular,
memory-bound access patterns. Furthermore, we correlate the
runtime overhead to Memclave’s mechanisms and empirically
validate the design against our SR/AR requirements.

Parameter UPMEM Memclave

LIM size (KiB) 24 18△

Usable EM capacity (MiB) 64 63△
EM→LSM (stream) (MiB/s) 140.76 140.52✓

EM↔EM copy (MiB/s) 90.89 90.77✓

Virtual DPU Ready Line (ms) n/a 4-7ms

Table 2: Static capability (hardware/SDK–defined; invari-
ant across datasets). Parity badges: ✓= indistinguishable
from UPMEM (95% CI overlap), △= differs. Terminology:
LIM/LSM/EM ≡ UPMEM IRAM/WRAM/MRAM.

7.2 Experimental Setup

We run on a dual-socket Intel Xeon Silver 4216 platform
(Linux 5.15.0-142-generic). The system hosts 20 UP-
MEM DIMMs, yielding 2,560 DPUs; we log the SDK-
reported DPU frequency of 350MHz per rank at runtime. We
use the UPMEM SDK upmem-2025.1.0; guest code is built
with -O3. Unless stated, all kernels and datasets are from
the PrIM benchmark suite [34], which we port to Memclave
with minimal glue code; the baselines run the unmodified
PrIM suite. Each result is the mean of 5 runs (one warm-up),
timed with CLOCK_MONOTONIC_RAW; end-to-end breakdowns
use fences and, when available, in-DPU timestamps. All base-
lines run binaries with same algorithm and datasets.

Baselines. CPU-only (CPU) provides a point of reference
and an upper bound on what the CPU can achieve without
offloading. Plain UPMEM PIM (PIM-insecure) quantifies the
raw timings of PIM and serves as the baseline for overhead
normalization. Memclave measures our framework where
the subkernel is fully encrypted and authenticated for both
code and data sections, and the guest has no direct CI ac-
cess. However, data sent externally post subkernel loading
is not included (SR2). We cite SE-PIM, PIM-Enclave and
MPC-on-PIM in a design context only, comparing their capa-
bilities qualitatively with Memclave; we do not reimplement
or compare them quantitatively.



Baseline Memclave

Metric insec. auth enc

SK load (ms)
Auth; Enc; Scan

8.14
n/a

107.98
105.52; 0; 0.80

119.88
107.53; 9.89; 0.80

SK unload (ms) 0 1.65 1.66
Key exchange (s) n/a 13.58 13.60
Enc(EM↔LSM) (MiB/s) n/a 15.43 15.43

Table 3: Dynamic, per-DPU costs. “auth” disables code/model
sealing; sealed I/O microbenchmarks are independent of that
toggle. Test subkernel size: 6 KiB Text, 10 KiB Data; Buffer
size for decryption: 16 MiB

7.3 Microbenchmarks

We first perform microbenchmarks such that application-
specific experimental results can be traced to specific mecha-
nisms. We use two variants of Memclave, Memclave-auth and
Memclave-enc. Memclave-auth does not encrypt the subker-
nel, reducing the cost when confidentiality is not needed, e.g.
for open source models. Memclave-enc uses a fully encrypted
subkernel, including both code and data sections. We com-
pare Memclave-auth and Memclave-enc against PIM-insecure.
All measurements are per-DPU; parity is judged via 95%
confidence-interval overlap over five runs.

Microbenchmarks: To rule out the core-DPU com-
pute/memory as confounders, we create microbenchmarks
that contain DPU centric operations without the overhead of
kernel loading or guest interactions. The results align with
this design: EM↔LSM streaming is 140.76 vs. 140.52 MiB/s
(✓), and EM↔EM copy is 90.89 MiB/s vs. 90.77 MiB/s (✓);
see Section 7.2. The only static differences are small capacity
reserves (LIM 24→18 KiB, EM 64→63 MiB), which do not
affect steady-state bandwidths. hypervisor incurs the over-
head for lowering the DPU ready line replacing previously
accessible CI functionality. Next we measure the dynamic
overheads in Memclave mechanisms (e.g., staging, sealing).

Overhead of Security Primitives: Memclave confines
security enforcement to staging and I/O boundaries, leaving
steady-state compute/memory paths identical to UPMEM. Its
measurable costs thus concentrate in (i) subkernel staging, (ii)
per-session key setup, and (iii) sealed EM→LSM transfers.

Subkernel staging. We time a representative subkernel
(SK) load, reporting its authenticated load, decryption (for
Memclave-enc), and opcode scan; teardown measures reg-
ister and LSM reset. As observed in Section 7.2, loads on
Memclave-enc take almost 14× longer compared to PIM-
insecure. Subkernel authentication contributes for a signif-
icant portion of this overhead. Poly1305 heavily relies on
modular multiplication, which UPMEM’s primitive DPUs
cannot efficiently perform with the lack of native 32×32 bit
integer multiplication instructions. As the subkernel load is a
one-time overhead, size-dependent cost amortizes over long-

Operation UPMEM Memclave
Workers 8 8 12

Broadcast 12654.11 12554.88 9656.06
Scatter 4686.45 4785.20 6853.39
Gather 2442.19 1816.51 2598.52

Table 4: Guest ↔ EM throughput in MiB/s; 16 MiB per DPU;
Measurements per Rank

running kernels but is visible for short or many tiny stages.
Session key exchange. We perform one key exchange dur-

ing the session setup per-DPU using the three chained key
exchange subkernels. The latency for the full session estab-
lishment is at 13.6s per DPU. The major contributor to the
overall runtime is mbedtls’s mpi_exp_mod function, which
heavily relies on integer multiplication.

Encrypted DMA. With a fixed 64 B chunk over a 16 MiB
payload, the sealed path exhibits 15.43 MiB/s per DPU. Full
DMA encryption causes some workloads on the fundamen-
tally compute bound DPUs [33] to appear memory bound, as
throughput drops ten-fold from 140.52 MiB/s to 15.43 MiB/s.

Memory Transfer Overheads: Transfers from the guest’s
memory to EM are subject to extra costs due to virtualiza-
tion overheads and re-implementing transfer routines. The
transfers are categorized as: (1) Broadcasts, which transfer
the same data to all DPUs of a rank. (2) Scatters, transfer-
ring unique data to each DPU of a rank. (3) Gathers, to fetch
data from each DPU of a rank. UPMEM’s transfer routines
limit the maximum worker count to 8, Memclave imposes no
limits. Improvements beyond 12 workers are negligible. As
shown in table 4, Memclave suffers from a drop in throughput
speeds for gather operations given an identical worker count.
Scatter and gather operations improve with 12 worker threads,
increasing CPU cost, while broadcast performance worsens.

7.4 PrIM benchmarks

We evaluate Memclave on the PrIM benchmark suite, a com-
mon set of PIM workloads with heterogeneous memory-
access, operation, and communication patterns. We port all
16 benchmarks, exhibiting Memclave’s compatibility across a
wide range of subkernels. We evaluate Memclave against the
CPU and PIM-insecure (UPMEM baselines) for (i) subkernel
execution time (ii) the corresponding guest→DPU and (iii)
DPU→guest transfer times.

Figure 4 (a) shows that Memclave’s subkernel execu-
tion largely remains close to the PIM-insecure baseline for
compute-intensive subkernels (e.g., MLP), while the rela-
tive gap grows for very short-running subkernels, where
fixed costs dominate or that require frequent guest coordi-
nation. Across PrIM, Memclave’s overhead is a combination
of workload-dependent costs and a static one-time cost per
benchmark run. The one-time overhead of ∼100 ms includes
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(b) Guest →  DPU Transfer
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(c) DPU →  Guest Transfer

CPU PIM-insecure (64 DPU) Memclave (64 DPU)

Figure 4: PrIM benchmark breakdown. (a) Subkernel runtime speedup over CPU for CPU, PIM-insecure, and Memclave. (b)
Guest→DPU transfer time: Memclave speedup over PIM-insecure (UPMEM baseline). (c) DPU→guest transfer time: Memclave
speedup over PIM-insecure.

subkernel authentication, integrity checks, and detection of
privileged instructions/registers; this cost is amortized for
compute-intensive subkernels.

Figure 4 (b) and (c) shows that transfer behavior is strongly
workload-, pattern-, and direction-dependent: several work-
loads are near parity with PIM-insecure, and some even ex-
ceed it (due to more worker threads), while others incur sub-
stantial slowdowns, often on gather-heavy DPU→guest paths
(e.g., TRNS/SCAN-RSS) or fine-grained transfer patterns.

7.5 MLP Inference
The Multilayer Perceptron (MLP) is a deep learning model
composed of multiple fully connected layers, widely used for
tasks such as classification, regression, and feature extraction.
We select MLP inference as a regular, compute-dense work-
load whose inner loop is a dense GEMV followed by a simple
nonlinearity. Its predictable access pattern and high arithmetic
intensity make it well suited to study how Memclave overhead
amortizes as compute grows.

Workload and Execution Mapping We use a standard
row-partitioned MLP. For each layer, the guest broadcasts the
current input vector to all DPUs; each DPU holds a disjoint
block of rows in EM, loads into LSM to compute, and writes
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Figure 5: MLP inference. Per-layer DPU runtime speedup
over CPU versus layer width N (shown for PIM-insecure and
Memclave; CPU baseline is 1).

its output slice back to EM. The guest then gathers per-DPU
slices, applies ReLU, and rebroadcasts the result for next layer.
The subkernel is loaded once at startup and reused across
layers, preventing per-layer authenticated-loading overhead.

Datasets and metrics. We sweep dense, square layer widths
N ∈ {1k,2k,4k,8k,16k}. Inputs and weights are application-
generated, and the topology remains same across runs. We
measure per-layer speedup over CPU as reference baseline
and compare PIM-insecure against Memclave.
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Figure 6: BFS. DPU runtime speedup over CPU across graphs
(CPU baseline is 1), comparing PIM-insecure and Memclave.

Results. Figure 5 shows per-layer speedup over CPU as
we increase the layer width N. For small widths, Memclave
underutilizes the DPUs and the runtime is dominated by fixed
guest-mediation overhead, so the benefit of acceleration is
limited. As N increases, the GEMV compute dominates, and
Memclave converges toward the PIM-insecure baseline, amor-
tizing the overhead. For realistic widths (N ≥ 4k), Memclave
incurs ≤ 1.5× overhead over PIM-insecure per layer at prac-
tical widths.

7.6 Breadth–First Search (BFS)
PIM benefits from linear workloads with large inputs where
parallel computation is possible. Hence, MLP performs better
on PIM than on a CPU. However, we do not expect a client to
run only linear, PIM favorable tasks. To assess whether Mem-
clave is UPMEM compatible beyond PIM-friendly kernels,
we evaluate BFS, which stresses data-dependent control flow
and repeated global coordination. Note that current MPC-
based security solutions are incompatible with non-linear
workloads if one wants to maintain result authenticity [29,80].

Workload and Execution Mapping We use a level-
synchronous BFS. At each level, the guest provides a (global)
frontier bitmap; each DPU range-partitions the vertex set
and scans only its local vertices that are in the frontier. DPU
threads traverse adjacency lists from the graph stored in EM,
update a global visited bitmap, and set bits in a global next-
frontier bitmap in EM (synchronized via a mutex to avoid
races). The guest then gathers the next frontier and repeats; be-
cause UPMEM lacks DPU–DPU messaging, cross-partition
coordination is guest-mediated. Under Memclave, the traver-
sal logic on the DPU is unchanged; differences mainly arise
from guest mediation and per-level guest–DPU coordination.

Datasets and metric. We evaluate three real graphs with
distinct frontier shapes: loc-gowalla (moderate diameter and
width with 196,591 nodes, 950,327 edges, 10 levels) [19],
LiveJournal1 (shallow diameter, wide frontiers with 4,847,571

nodes, 68,993,773 edges, 15 levels) [11, 48], and roadNet-PA
(long diameter, thin frontiers with 1,088,092 nodes, 1,541,898
edges, 542 levels) [23, 48].

Results Figure 6 shows speedup over CPU. In contrast
to the compute-intensive MLP, BFS is dominated by irreg-
ular, data-dependent memory accesses and repeated guest-
mediated coordination across levels, so the CPU baseline
remains fastest for all three graphs. Relative to PIM-insecure,
Memclave adds 1.1× overhead on LiveJournal1, where wide
frontiers increase useful work per level and amortize guest-
mediation costs. In contrast, for loc-gowalla and roadNet-PA,
where the work per level is smaller and coordination is more
prominent (and for roadNet-PA, repeated over many levels),
Memclave ’s additional guest-mediation overhead slows down
the runtime relative to PIM-insecure.

7.7 Implementation Footprint
TCB size (code & memory). On-device, the loader occupies
a fixed 8 KiB in LIM. We reserve 1 MiB of EM for system
subkernels (key exchange, messaging), leaving 63 MiB us-
able. The DPU-resident TCB is ∼ 0.9k SLOC; the hypervisor
mediation that locks the CI is ∼ 1.1k SLOC.

Porting effort & API intrusiveness. DPU kernels are
compatible (tasklet loops, mutexes, DMA sizes). On the guest,
changes are replacing the direct DPU communication calls
with Memclave’s drop-in secure variants. In practice this
amounts to tens of lines of code per application.

7.8 Cross-System Capability & Comparisons
Section 7.8 contrasts deployability and capabilities.
Hardware-enhancement designs show low–moderate
overhead, but are demonstrated only using simulations.
MPC-on-PIM keeps the device untrusted and achieves LA
confidentiality, but shifts large parts of the protocol to the
host while leaving the on-PIM control plane unauthenticated.
In contrast, Memclave attests a LIM-resident loader, isolates
PIM and provides on-dpu crypto capabilities, without
reducing the worktype coverage.

7.9 Security Analysis
We illustrate how the protections summarized in Table 6 ma-
terialize against three high-impact threats.

Guest snoops/tampers with subkernel, inputs, or outputs
(touches SR1/SR4). A privileged guest may attempt to read
or modify subkernel code or data in transit, or alter outputs.
Defence. Our framework counters this by ensuring that code
and data loaded as a subkernel is kept authentic (SR1) and
confidential. It gives client code a key that can be used to
encrypt/authenticate outputs via libraries such as mbedtls,



Framework Impl. SW only Crypto. Hardening TCB Overhead PrIM Compatibility

UPMEM HW — ✗ ✗ — 1× (baseline) ✓

SE-PIM / PIM-Enclave S⃝ ✗ AES-GCM Bank lock + AEAD Medium Low–Mod △†

MPC-on-PIM HW ✓ SS + GC Enc compute Large High G#
Memclave HW ✓ CC20-P1305 CI lock + EncDMA Hyp + LIM Low–Mod ✓

Table 5: Cross-framework capability, mechanisms, and deployment. Legend: ✓ Supported, △ Porting required; no paradigm
change, ✗ Unsupported, G# Major paradigm change and porting effort, S⃝ Sim-only, †No explicit evaluation, HW = real hardware.

Claim (SR) Mechanisms Enforcement (who @ when) Overhead

SR1 [Code integrity] Authenticated Subkernels; staged load Loader @ load-time 99.85 ms
SR2 [Data confidentiality] Encrypted channel; per-session keys;

sealed outputs
Hyp @ execution; DPU crypto @
emit-time

10.126 ms / two
way transfer

SR3 [Control-flow & privilege safety] Trampoline CFI; restricted ABI;
forbidden-opcode filter

Loader @ call-time 2.9 ms

SR4 [Anti-replay/rollback] Counter-bound key derivation Trusted thread @ call time ≈ 0
SR5 [CI register lockdown] Early CI unmap Hypervisor @ pre-boot ≈ 0 runtime

Table 6: Security guarantees summary. Enforcement shows who applies the check and when it runs.

ensuring that outputs cannot be altered. Our frameworks key
exchange mechanism ensures, that an adversary cannot replay
or rollback prior sessions. (SR4)

User subkernel attempts ROP-style escalation to privi-
leged control (SR3). A malicious subkernel may craft an
indirect control transfer to bypass the entry path and jump into
privileged loader routines. Defence. Trampoline-based CFI re-
stricts indirect targets to whitelisted stubs, the restricted ABI
validates call entry, and a forbidden-opcode filter blocks priv-
ileged operations, collectively preventing escalation (SR3).

Post-boot CI register abuse (SR5). After boot, the guest
may attempt to read or write CI registers to introspect or steer
DPU execution. Defence. The hypervisor unmaps CI and
mediates access before any guest driver initializes, leaving no
window in which CI is exposed (SR5). Enforcement occurs
at pre-boot, before guest initialization.

8 Discussion

8.1 VM Overhead

Memclave runs in a KVM/QEMU VM on a Linux host [13,
44], which introduces mediation costs orthogonal to PIM.
Memclave’s DPU ready line induces VM exits and traverses
the guest→KVM→QEMU→KVM→guest path; EM↔ guest
transfers suffer from longer page-table walks and, in the worst-
case, may trigger two page-fault handlers in one access. Prior
work quantifies that reducing user-space mediation (or mov-
ing backends in-kernel) would shrink overheads [16]. Our

reported in-VM overheads are therefore a conservative up-
per bound, an in-kernel backend is expected to reduce the
DPU ready line cost. Additionally, the stock UPMEM stack
exploits CI-assisted routines to stage code to LIM and move
data to LSM; our security policies disable CI fast paths, fur-
ther widening the gap to the insecure baseline.

8.2 Generality and applicability

Beyond UPMEM. Memclave’s mechanism focuses on four
abstractions: a gateable command path to the device, a
small execute-only region for an authenticated loader, a bulk
DMA-addressable data region, and a means to enforce guest-
exclusive vs. device-exclusive windows over that region.
These abstractions recur in commercial PIM families. Sam-
sung’s HBM-PIM integrates programmable logic within the
HBM stack and is demonstrated on an unmodified commercial
host without source changes [47]. It includes a logic-layer
processing unit and local SRAM with a host-visible command
path [41]. We therefore treat Memclave’s control-plane medi-
ation and small authenticated routine as a software mapping
onto those exposed control/compute primitives. Likewise,
AxDIMM provides a DIMM-compatible near-memory accel-
eration path via the standard DDR interface and is recognized
by the OS as normal memory, enabling host-controlled bulk,
in-place processing [46]. In both cases, the control and data
interfaces satisfy Memclave’s minimal requirements.

Beyond PIM. At a high level, accelerators (GPUs, NPUs,
FPGAs, and PIM) share a common security requirement
for the control plane. The control plane configures and/or
dispatches work via MMIO registers and queues, which
is controlled by privileged host software. To secure end-



to-end, accelerator TEEs either (i) add device-side isola-
tion/attestation primitives (e.g., GPU/accelerator TEEs and
hardware-enforced access control) [28, 77, 78], (ii) introduce
a trusted mediator outside the untrusted OS [40, 81], or (iii)
extend CPU TEE invariants to I/O interconnect [74]. These
solutions rely on a trusted hardware anchor on device, the
host CPU, or trusted I/O interconnect support.

In contrast, Memclave provides a security framework for
PIM in the absence of device side roots of trust, yielding four
building blocks. (i) gated control plane: a privileged mediator
must have exclusive ownership of the device’s control plane.
On UPMEM PIM, this is implemented by removing CI ac-
cess. On GPUs, the analogous surface is the driver-controlled
submission path using memory buffers (command queues)
and PCIe MMIO registers to notify the GPU command pro-
cessor. (ii) privileged runtime: an immutable, measured run-
time that runs only authenticated workloads. On UPMEM
PIM, loader gains privilege leveraging execute-only LIM. On
GPUs, TEE designs achieve a similar role with device-side
trusted firmware that enforces secure execution. (iii) Con-
finement: to prevent privilege escalation, the runtime must
sandbox untrusted workloads. On UPMEM PIM, confinement
is enforced by single-entry/single-exit loader and restricting a
small set of instructions (thread control/ldmai) and registers
(r20/r21). On GPUs, analogous confinement can be enforced
at command submission via command processor validation
and address space isolation (GPU virtual memory/page ta-
bles). (iv) key storage: secrets must be restricted to privileged
runtime only. On UPMEM PIM, system keys are stored in
hardware thread registers. Crypto operations run in this thread
so the key never leaves registers. On GPUs, keys can be rooted
in device-unique secrets fused into eFuses and managed by
trusted firmware so they never leave the device.

9 Conclusion

Memclave shows that a software-only design can provide in-
tegrity and confidentiality to commodity PIM today by lever-
aging a TPM–attested hypervisor and a lightweight in-DPU
loader. We evaluate Memclave on real hardware (UPMEM
DIMMs). Across workloads, steady-state PIM compute re-
mains close to the PIM-insecure baseline, (MLP stays within
1.5× at practical widths), while end-to-end overhead is domi-
nated by authenticated loading and guest mediation for short-
running workloads. For irregular BFS, the overhead is modest
on some graphs (1.1× on LiveJournal1) and increases with
the number of frontier levels. Memclave offers a near drop-in
guest API while keeping the on-device trusted base compact.
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Ethical Considerations

PIM is an emerging architecture that adds a compute mod-
ule near memory to reduce data movement. This improves
efficiency for data-intensive workloads and hence becomes at-
tractive for multi-tenant cloud deployments. However, today’s
commodity PIM devices expose a host-controlled control
plane and lack built-in security primitives for isolation and
attestation. This motivates our study to investigate UPMEM
PIM and to design a software-only framework that provides
confidentiality and integrity on currently available hardware,
without requiring vendor hardware changes.

Stakeholders and benefits. Primary stakeholders are (i)
cloud tenants with data-intensive workloads on PIM, (ii) cloud
providers who manage these platforms, and (iii) PIM vendors.
Memclave is a defensive mechanism against a compromised
guest OS or co-tenant which can read or tamper with tenant
sensitive information on PIM. PIM has applications for data-
intensive workloads such as graph analytics and ML inference.
The commodity PIM lacks security primitives, hence there is
need for confidentiality and integrity for tenants without need-
ing new hardware changes. The security community benefits
from a concrete software only design and implementation of
PIM enclave, and also helps future architectures.

Potential misuse. Same as any TEE systems, a malicious
tenants could use such framework to hide abusive workloads
from benign cloud operators, and make forensic analysis
harder. Our artifacts consists of software defense framework
and do not include attack gadgets.

Experimentation and Mitigations. All experiments use
public, non-sensitive PIM benchmarks (e.g., MLP, BFS from
PRIM) on our internally shared hardware, with no real tenants.
The benchmarks emulate realistic PIM workloads without us-
ing any proprietary/user data. We found and disclosed no
vendor vulnerabilities. If Memclave were deployed in prac-
tice, it would be best to combine them with abuse-detection
techniques (e.g., rate limiting, logging at trust boundaries) to
balance confidentiality with platform safety.

Open Science

All our code artifacts hypervisor, loader, FSL, guest library,
benchmarks, and build/evaluation scripts are available on Zen-
odo: doi.org/10.5281/zenodo.17986462, enabling full repro-
duction of figures/tables on commodity UPMEM hardware.
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Porting UPMEM Applications to Memclave
Guest API mapping. Table 7 shows one-to-one mapping
from common UPMEM Guest calls to their Memclave equiv-
alents. It serves as a quick porting checklist for allocation,
kernel loading, launch/wait, and Guest↔MRAM data move-
ment (per-lane transfer/gather and broadcast). Entries cover
Guest-side APIs only.



UPMEM Guest API Memclave Guest API Porting notes

dpu_alloc(N) vud_rank_alloc(N) Allocate N ranks (64 DPUs/rank on UPMEM).
dpu_load(set, binary) vud_ime_load(rank, binary) Load the same subkernel image on all DPUs of a rank.

dpu_launch(set)
vud_ime_launch(&r)
vud_ime_wait()

Same launch/wait semantics.

dpu_prepare_xfer
+ dpu_push_xfer(TO_DPU)

per-rank: vud_transfer_to(sz, buf, sym) Same buffer size & address for each DPU of a rank;
Unique data per DPU; word sized units (8 B) only

dpu_push_xfer(FROM_DPU) per-rank: vud_gather_from(sz, sym, buf) MRAM → guest counterpart to vud_transfer_to

dpu_broadcast_to(set,...) per-rank: vud_broadcast_to(sz, buf, sym) Broadcast by writing the same 8 B words at the same
MRAM offset/size on every DPU.

Table 7: Minimal Guest-side mapping for allocation, loading, launch, and data movement.

UPMEM DPU
feature / instruction Memclave policy Security rationale Porting consequence /

alternative

Writes to special registers r20, r21 Privileged
(treated as reserved) Used for system/user-mode assertion. Small Clang patch to

reject/rename defs; no
runtime perf impact.

Thread control:
boot, resume, clr_run Privileged Avoid TOCTOU abuse (tasklet run-state

manipulation).
Replace UPMEM barrier
with mutex/spin barrier;
minor slowdown

Dynamic code loading: ldmai Privileged Prevents loading arbitrary code that could
replace the loader at runtime.

Self-modifying code
unsupported. Use subkernel
chaining (pre-linked stages).

Guest-writable LIM/LSM:
__host variables

Disallow
(pass via MRAM block) Direct writes into LIM/LSM enable data/code

injection into trusted memory.
Replace with EM address;
device reads with mram_read
at start. Slightly higher
latency vs direct LSM.

Any direct Guest control over
LSM/LIM via CI registers Privileged Revoke control into privileged memories. Stage Guest instructions in

EM; subkernel to read them.

Table 8: DPU-side guide: privileged/limited features and secure alternatives needed to preserve Memclave’s SR.

DPU-side constraints & mapping. Table 8 shows the DPU-
side portability: which UPMEM instructions/features are dis-
allowed under Memclave, why they are restricted, and the
alternatives needed to ensure SR.
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