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Abstract
Most membership inference attacks (MIAs) against Large
Language Models (LLMs) rely on global signals, like average
loss, to identify training data. This approach, however, dilutes
the subtle, localized signals of memorization, reducing attack
effectiveness. We challenge this global-averaging paradigm,
positing that membership signals are more pronounced within
localized contexts. We introduce WBC (Window-Based Com-
parison), which exploits this insight through a sliding window
approach with sign-based aggregation. Our method slides
windows of varying sizes across text sequences, with each
window casting a binary vote on membership based on loss
comparisons between target and reference models. By ensem-
bling votes across geometrically spaced window sizes, we
capture memorization patterns from token-level artifacts to
phrase-level structures. Extensive experiments across eleven
datasets demonstrate that WBC substantially outperforms es-
tablished baselines, achieving higher AUC scores and 2–3×
improvements in detection rates at low false positive thresh-
olds. Our findings reveal that aggregating localized evidence
is fundamentally more effective than global averaging, expos-
ing critical privacy vulnerabilities in fine-tuned LLMs.

1 Introduction
Large Language Models (LLMs) have achieved transfor-
mative success across numerous applications [14, 65, 76].
However, the training of these models often involves ex-
tensive datasets that can contain private or sensitive infor-
mation. This practice introduces significant privacy risks,
including the memorization and potential leakage of train-
ing data [8, 33, 36, 44]. Membership Inference Attacks
(MIAs)—which determine whether specific samples were
included in training data—are the primary method for quanti-
fying these risks [75], with successful attacks directly demon-
strating information leakage [24, 53, 64, 86].

These privacy vulnerabilities are particularly pronounced
during the fine-tuning stage, where models are adapted to spe-

Figure 1: Performance comparison of membership infer-
ence attacks on Pythia-2.8B. ROC curves showing true
positive rate vs. false positive rate (both on log scale) for
various MIA methods evaluated on Web Samples V2 split.
The diagonal dashed line represents random guessing per-
formance. Numbers in legends indicate AUC scores. Our
proposed WBC Attack significantly outperforms existing
baselines across all false positive rate regimes, demonstrating
superior membership inference capability.

cialized, often proprietary, datasets [10, 53, 54]. Most estab-
lished MIAs in this setting are reference-based, operating by
comparing a global statistic—typically the average per-token
loss—between a fine-tuned target model and a pre-trained
reference model [1, 24, 80, 84].

In a reference-based MIA, for each instance, one computes
token-level losses (negative log predicted probability) from
the reference model minus those from the target model. To
understand how to best utilize such token loss difference
sequences for membership inference, we analyzed the distri-
butions of loss differences for 10 million tokens. Our analysis
reveals that membership signals manifest as sparse, extremal
events rather than uniform distributional shifts. Furthermore,
these membership signals are intermixed with sparser and
more extreme events caused by domain-specific tokens, which
have high loss reduction and occur with similar frequencies
in non-members as well as members. These events create



Figure 2: Overview of the Window-Based Comparison (WBC) Attack. Unlike baseline methods (a) that rely on comparing a
single, noisy global average of per-token losses, our approach (b) introduces a local aggregation step. We slide a window across
the loss sequences from the target (M T) and reference (M R) models, making a binary comparison for each window. The final
membership score is the sum of this local evidence, a process that filters noise and provides a more sensitive measure, leading to
better separation between member and non-member distributions.

long-tailed noise with potentially infinite variance; global av-
eraging becomes unreliable—a single outlier can dominate
the entire statistic, obscuring genuine membership signals
concentrated in localized regions. This raises a critical ques-
tion: Can robust detection methods overcome the fundamental
challenge of extracting sparse membership signals from long-
tailed noise dominated by domain adaptation effects?

Building on the insights gained from the empirical anal-
ysis, we construct a mathematical model for the token loss
reduction sequences using the point process theory from ex-
treme value statistics [22, 41]. Theoretical analysis using the
model shows that the most reliable membership signals are
concentrated in localized token sequences. While individual
token losses are too volatile to be trusted, aggregating them
over short windows (e.g., 3-10 consecutive tokens) can filter
noise without destroying the underlying signal.

Taking advantage of these theoretical insights, we introduce
the Window-Based Comparison (WBC) attack, illustrated in
Figure 2. Our method employs a sliding window approach
that performs hundreds of local comparisons, combined with
sign-based aggregation that counts the fraction of windows
favoring membership. Our contributions are as follows:

1. We are the first to use empirical analysis of distributions
of token-level loss signals to understand how to construct
more effective MIAs. Our analysis results in several in-
triguing findings. For example, counter-intuitively, the
strongest membership signals occur on tokens where the

fine-tuned model has a higher loss than the reference
model. See Section 4.1.1 for discussion of these find-
ings. We conjecture that a similar analysis could result
in useful insights for MIA in pre-trained LLMs and pos-
sibly other paradigms, including vision-language [66]
and diffusion language models [60].

2. We formalize these observations with a mixture of point
process models, which explains why global averaging
is suboptimal and provides theoretical grounding for lo-
calized detection. We thus propose the WBC attack that
replaces global averaging with sliding window analysis.
Our method captures localized memorization patterns
while maintaining robustness to long-tailed noise. A ge-
ometric ensemble strategy aggregates evidence across
multiple window sizes, eliminating parameter tuning.

3. Through extensive experiments on eleven diverse
datasets using various models, we show that WBC signif-
icantly outperforms thirteen baseline attacks. Averaged
across all datasets, WBC achieves an AUC of 0.839 com-
pared to the strongest baseline’s 0.754, and improves the
True Positive Rate at 1% False Positive Rate by 2.8×
(from 5.2% to 14.6%). Figure 1 shows this superiority on
a representative example, the Web Samples V2 dataset.

Our findings prove that the aggregation of local signals is a
more potent attack vector than previously established global
methods. This work not only introduces a more effective MIA



but also underscores the need for defenses that can account
for these localized memorization patterns.

2 Related Works
MIAs against LLMs initially showed limited success on pre-
training data [13, 20, 49, 73], attributed to massive datasets,
few epochs, and fuzzy boundaries [8, 39, 89]. Early LLM
MIAs adapted loss thresholding [72, 75, 85], reference model
calibration [7, 52, 80], and likelihood ratio tests [7, 19, 84].
Fine-tuned LLMs demonstrated significantly higher vulner-
ability [48, 53], motivating specialized attacks: neighbor-
hood comparison [30, 47], loss trajectory exploitation [43,
45], token probability analysis [74, 87], and self-prompt
calibration (SPV-MIA) [24]. Advanced methods include
instruction-based detection (MIA-Tuner) [25], user-level in-
ference [17, 38], context-aware attacks [9, 81], semantic-
based approaches (SMIA) [55], and alignment-specific at-
tacks [23], and instruction-tuned models [32]. Label-only at-
tacks [11, 29], extraction methods [8, 57], and aggregation
strategies [64] further expanded the threat landscape.

3 Preliminaries
This section provides the necessary background on autore-
gressive language models, establishing the formulation for
per-token loss that underpins our attack. It then formally de-
fines the threat model, detailing the adversary’s objective,
knowledge, and capabilities.

3.1 Autoregressive Language Model

Next-Token Prediction. The dominant paradigm for Large
Language Models (LLMs) is autoregressive modeling [6, 68].
For a sequence of discrete tokens x = (x1,x2, . . . ,xn), these
models operate on the unidirectional dependency assumption,
where the probability of observing a token xi depends only
on its prefix (x1, . . . ,xi−1). This permits factorization of the
joint probability as:

p(x) =
n

∏
i=1

p(xi | x1, . . . ,xi−1) (1)

A model M with parameters θ is trained to maximize this
likelihood over a large corpus, typically by minimizing the
cross-entropy loss. The core metric derived from this process,
and the fundamental signal for our attack, is the per-token
loss (negative log-likelihood) for a given sequence:

ℓM
i =− log pM (xi | x1, . . . ,xi−1) (2)

This value, ℓM
i , quantifies the model’s “surprise” at seeing

token xi given the preceding context.

Fine-Tuning and Memorization. While pre-trained on

vast, general-domain corpora, LLMs are often specialized
for downstream tasks via fine-tuning on smaller, targeted
datasets. This process adapts the model’s parameters to the
new data distribution [15, 67]. A well-documented side effect
of fine-tuning is that it amplifies the model’s memorization
of the training samples [52, 86]. Consequently, for a data
sample x that is part of the fine-tuning set (a “member”),
the target model M T will exhibit significantly lower average
loss compared to its loss on unseen data. Reference-based
attacks leverage this phenomenon by comparing the target
model’s loss against that of a reference model M R (typically
the pre-trained base model), which has not been exposed to
the fine-tuning data. The discrepancy in loss reduction be-
tween members and non-members provides a potent signal
for membership inference.

3.2 Threat Model and Attacker Capabilities

Adversary’s Objective. We investigate Membership Infer-
ence Attacks (MIAs) in the context of fine-tuned LLMs. The
adversary’s goal is to determine if a specific data record x
was part of the private fine-tuning dataset, Dtrain. Given a tar-
get model M T fine-tuned on Dtrain, the adversary constructs
an attack function A(x,M T,M R) that outputs a real-valued
score or a binary prediction m̂(x) ∈ {0,1}, where m̂(x) = 1
signifies a prediction that x ∈ Dtrain.

Access Model and Knowledge. We assume a score-based
black-box access model, a realistic scenario for attacks against
deployed LLMs where internal model details are inaccessi-
ble [74, 87, 90]. In this setting, the adversary’s capabilities
are limited to querying the target model M T with a text se-
quence x and receiving only the corresponding sequence of
per-token loss values {ℓT

i }n
i=1. This distinguishes our setting

from stricter black-box scenarios where only sequence-level
averaged losses are returned [24, 34, 50, 52, 75, 80]. This
assumption reflects two standard deployment scenarios: (1)
Open-weight adaptation, where practitioners fine-tune pub-
lic models (e.g., via HuggingFace [82]) on proprietary data,
granting attackers access to the model weights for local in-
ference; and (2) API-based inference, where standard serving
backends like vLLM [40] explicitly support parameters such
as prompt_logprobs, returning the exact signal required by
WBC. Furthermore, consistent with reference-based attack
literature [24, 80], the adversary is assumed to have identical
score-based black-box access to a reference model, M R. The
most principled choice for this reference is the pre-trained
base model from which M T was fine-tuned, as this best iso-
lates the memorization signal induced by the fine-tuning pro-
cess. As shown in Section 5.5, WBC remains robust and con-
tinues to outperform baselines even when M R is a misaligned
model. The adversary has no access to the model’s internal
components, such as its parameters, gradients, or hidden-state
activations, nor to the membership status of any sample.



4 Window-Based Comparison Attack
A fundamental limitation of prior membership inference at-
tacks is their reliance on global statistics that aggregate losses
over entire texts. This document-level averaging is dominated
by extremal events, rare tokens with outlier losses that over-
whelm genuine membership signals. Our empirical analysis
reveals that these outliers can be 10–100 times larger than
typical fluctuations, making global statistics unreliable for
detecting the sparse, localized memorization patterns that
distinguish members from non-members. This motivates our
window-based approach: by evaluating hundreds of local com-
parisons instead of a single global average, we can isolate
membership signals from contaminating noise.

WBC attack exploits this clustering by systematically eval-
uating contiguous text windows. Rather than computing a
single global statistic, we perform hundreds of local compar-
isons and aggregate their outcomes. This approach transforms
the noisy, high-dimensional problem of token-level analysis
into a robust voting mechanism across multiple granularities.

4.1 Theoretical Foundation: Extremal Events
and Window-Based Detection

In this section, we provide a plausible explanation for why
our sign-based localized window-based detection outperforms
global averaging for membership inference. Our analysis of
over 10 million token-level comparisons reveals that mem-
bership signals are governed by a regime of extremal events.
These extremes arise from two sources: (1) tokens where
the fine-tuned model achieves dramatic perplexity reduction
compared to the reference model, appearing in both mem-
bers and non-members due to domain adaptation, and (2)
membership-specific tokens where fine-tuning provides ad-
ditional confidence due to memorization. The former creates
extreme values in the loss difference distribution that domi-
nate global averages but carry no membership information,
masking the discriminative signals from the latter. We argue
that this behavior aligns with a mixture of point processes,
where non-informative extremal events from domain adapta-
tion obscure the sparse true membership signals. Our sliding
window approach isolates these localized patterns, and our
sign-based binary aggregation strategy provides robustness to
the long-tailed distributions created by both types of extremes.

4.1.1 Empirical Structure of Membership Signals

To understand the nature of membership signals in fine-tuned
LLMs, we conducted an empirical analysis of token-level
loss differences. We fine-tuned Pythia-2.8B [5] on the Khan
Academy subset of Cosmopedia [3], following standard prac-
tices with a learning rate of 5×10−5 and training for 3 epochs
on 10,000 samples. We then evaluated both the fine-tuned
target model M T and the original pre-trained reference model

Figure 3: Empirical distribution of token-level loss differ-
ences. (a) Log-scale density plots reveal long-tailed distribu-
tions with a subtle rightward shift for members. The difference
is most pronounced in the left tail, not the mean. (b) Comple-
mentary CDF confirms the long-tailed behavior of the token
loss. (c) Time series shows sparse, scattered extremes.

M R on balanced sets of 10,000 member samples (from the
training set) and 10,000 non-member samples (held-out data
from the same distribution).

For each text sequence x = (x1, . . . ,xn), we computed the
per-token loss (negative log-likelihood) for both models, yield-
ing loss sequences {ℓT

j }n
j=1 and {ℓR

j }n
j=1. The token-level loss

difference ∆ j = ℓR
j − ℓT

j quantifies how much more confident
the fine-tuned model is compared to the reference model at
each position. Positive values indicate positions where fine-
tuning improved prediction.

Figure 3(a) presents the empirical distribution of these loss
differences on a logarithmic scale to emphasize tail behavior.
The distributions reveal several critical insights.

First, the curves for members and non-members look quite
similar, but there is a small but non-trivial mean difference be-
tween members (0.393) and non-members (0.331). This sug-
gests that using global averaging for membership inference
would work to some limited extent. In order to achieve higher
attack effectiveness, we need to identify and extract finer-
grained membership signals from the token-loss sequences.
Furthermore, the overwhelming majority of tokens show near-
zero differences, suggesting that any fine-grained membership
signals would appear as relatively rare events.

Second, the right tail regions for both members and non-
members extend to very high positive values and are almost
overlapping. This suggests that tokens with dramatic loss
reduction are not good membership signals. While this ob-
servation may appear counterintuitive, it makes perfect sense.
For tokens to result in high loss reduction, they must appear
many times during fine-tuning, meaning that they are domain-
specific features that appear frequently across the dataset, in
non-members as well as members. We call these domain-
specific tokens. High loss reduction on these tokens are the
result of domain adaptation that occurs because of fine-tuning.

This fact creates significant challenges for distinguishing
members from non-members. For example, the approach of
using the maximum loss reduction across all tokens to deter-



mine membership would not be effective.

Third, the most noticeable difference between the two dis-
tributions is that the one for members shows a small but
consistent rightward shift in the left tail region. As this region
consists of tokens on which the fine-tuned model actually per-
forms worse than the reference model, it counter-intuitively
suggests that the strongest membership signals appear in to-
kens where the target model has higher loss.

We believe that the reasons for this phenomenon are as
follows. First, for a token to be a good signal of membership
of an instance, it should appear in this instance and few other
instances. As a result, we expect this token’s loss to be just
slightly lower compared to the case that the instance is a non-
member. Second, as the fine-tuned model needs to increase
predicted probabilities for domain-specific features, it would
have to reduce predicted probabilities for some other tokens.
Since members are used in fine-tuning, such reductions, when
they occur, would be less than those for non-members.

Compared to the right-tail region, the left-tail region ex-
tends less horizontally, but has higher density. This suggests
that such membership signals have less magnitude than the
noise signals from the right region, but are less rare.

Lastly, both member and non-member distributions exhibit
long tails with excess kurtosis exceeding 18, far surpassing the
value of 0 expected for Gaussian distributions. They also show
positive skewness (2.82 for members, 2.63 for non-members),
confirming the asymmetric nature of these extremal events.
This means that the extremal events from both left-tail and
right-tail regions will occur frequently enough to be exploited
for membership inference. These observations motivate mod-
eling membership signals as a mixture of extremal event pro-
cesses rather than a uniform or Gaussian process.

Figure 3(b) shows the log-log scale of the token loss com-
plementary cumulative distribution (i.e., 1-CDF). It reveals
a long-tailed behavior, a hallmark of distributions whose av-
erages are dominated by rare extreme events. For members,
approximately 1.77% of tokens exceed three standard devia-
tions from the mean, compared to only 0.3% expected under
a Gaussian distribution.

Figure 3(c) illustrates the sequential structure of these signals
by plotting loss differences across token positions for rep-
resentative samples. Instead of clustered patterns suggestive
of memorization of contiguous passages, we observe sparse,
scattered spikes distributed seemingly at random throughout
the sequences. Statistical analysis confirms this observation:
computing the clustering coefficient (ratio of observed to
expected spacing between extreme values) [12, 71] yields val-
ues of 1.049 for members and 1.053 for non-members, where
1.0 indicates perfectly random placement under a Poisson
point process [16]. This absence of spatial clustering suggests
that membership signals manifest as isolated, extremal events
rather than coherent, memorized passages.

4.1.2 Modeling Membership Signals as Extremal Events

The empirical observations we made above from Figure 3 col-
lectively suggest that membership inference should be framed
not as detecting distribution shifts through averages but as
identifying and aggregating evidence from sparse extremal
events—a perspective grounded in point process theory from
extreme value statistics [22, 41]. From these observations,
we model the per-token loss difference point process as a
superposition of three components:

∆ j(x) = ℓR
j − ℓT

j = I[x ∈ Dtrain] ·δ j(x)+ξ j + ε j, (3)

Here ε j represents baseline noise with a small mean µε and
variance σ2, capturing typical prediction fluctuations. The
term ξ j captures domain-specific tokens (e.g., frequent tech-
nical terms) that exhibit high loss reduction due to domain
adaptation independent of membership. Since these features
appear in both members and non-members, ξ j acts as high-
magnitude noise that dominates the right tail of the distri-
bution. We model these events due to domain-specific to-
kens as a point process where events occur with low proba-
bility but large magnitude. Specifically, ξ j = Z j · |Yj| where
Z j ∼Bernoulli(ρξ) with ρξ≪ 1 marks rare token occurrence,
and Yj follows a long-tailed distribution representing the mag-
nitude of these events. From our observations, approximately
1.8% of tokens exhibit extreme values exceeding 3σ, suggest-
ing ρξ ≈ 0.02. The term δ j(x)≥ 0 represents the membership
signal at position j. Unlike domain features, these signals
manifest as smaller, more frequent loss reductions resulting
from the memorization of specific instances, causing ∆ j(x) to
increase when x is a member as opposed to a non-member.

Similarly, membership signals (δ j(x)’s) follow a sparse
pattern: δ j(x) = B j · γ j where B j ∼ Bernoulli(ρδ) indicates
whether position j contains memorized content, and γ j > 0
represents the signal strength when present.

The Masking Effect of Extremal Events in Global Aver-
ages. Under our model, global averaging reveals why tradi-
tional membership inference approaches struggle with fine-
tuned LLMs. The global average loss difference across all
tokens becomes:

∆̄ =
1
n

n

∑
j=1

∆ j = I[x ∈ Dtrain] ·ρδγ̄︸ ︷︷ ︸
membership signal

+
1
n

n

∑
j=1

ξ j︸ ︷︷ ︸
rare token noise

+ ε̄︸︷︷︸
baseline noise

. (4)

The first term represents the true membership signal with
expected value ρδγ̄. However, the second term, arising from
rare token events, has variance proportional to ρξ ·E[Y 2

j ]. For
long-tailed distributions of Yj, this variance can be extremely
large. Hence, a single extreme ξ j value can dominate the
entire average, as these outliers can be 10-100 times larger
than typical fluctuations.



This simple model explains why global averaging methods
can have weak MIA signals: the signal-to-noise ratio deteri-
orates not due to the weakness of membership signals, but
because rare token events create overwhelming noise that can-
not be averaged away. With only ρξn≈ 0.02n extreme events
in a sequence, the law of large numbers converges slowly (or
not at all for some long-tailed distributions), making global
statistics unreliable signals.

4.1.3 Window-Based Detection and Robust Aggregation

Instead of attempting to detect a global mean shift corrupted
by long-tailed noise, we reformulate membership inference as
detecting localized extremal events. This formulation aligns
with standard problems in local sequence analysis, where the
design space ranges from change-point detection algorithms
to various aggregation functions. However, unlike change-
point detection, which typically seeks contiguous regime
shifts, our empirical analysis at Section 4.1.1 indicates that
membership signals do not appear as such sharp transitions;
rather, they manifest as continuous, low-degree signals that
are consistently buried under the dominated signal of domain
adaptation. We therefore adopt a sliding window approach as
a particularly effective instance of this paradigm to capture
these scattered events. For a window of size w starting at
position i, we compute the windowed sum:

Si(w) =
i+w−1

∑
j=i

∆ j, (5)

where the summation spans w consecutive tokens from posi-
tion i to position i+w−1. By sliding this window across the
entire sequence, we obtain n−w+1 different windows.

The distribution of these windowed sums follows a con-
taminated mixture:

Si(w)∼ (1− pextreme) ·Fnormal + pextreme ·Flong (6)

where pextreme is the probability that a window contains ei-
ther a membership signal or a rare token event, and Flong
represents a long-tailed distribution. Consider two natural
approaches to aggregate these windowed differences into a
membership score:

Tmean =
1

n−w+1

n−w+1

∑
i=1

Si(w), (mean-based) (7)

Tsign =
1

n−w+1

n−w+1

∑
i=1

I[Si(w)> 0]. (sign-based) (8)

The mean-based approach uses the magnitude of each win-
dow’s difference for MIA, while the sign-based approach uses
only the direction. Classical robust statistics theory shows
which method offers superior statistical power and under
which conditions. The Pitman asymptotic relative efficiency

(ARE) quantifies the relative sample sizes needed by two tests
to achieve equal power [42, 63]. For location testing under
contaminated distributions, the ARE is given by

ARE(sign,mean) = 4 f 2(0) ·Var[Si(w)], (9)

where f (0) is the density of the centered distribution at zero
and Var[Si(w)] is the variance of Si(w). When ARE exceeds
unity, the sign test requires fewer samples than the mean test
for equal power [77].

For the long-tailed contaminated mixture in Equation (6),
Var[Si(w)] is dominated by the long-tailed extremal events
Flong. Meanwhile, the density f (0) remains bounded be-
cause most windows cluster near zero. Consequently, the
ARE grows with contamination degree, strongly favoring
the sign test. To illustrate this phenomenon, let’s examine
an extreme scenario: an unrealistic long-tailed distribution,
such as Cauchy contamination. In this case, the ARE can be
infinite, implying that the mean test has zero asymptotic effi-
ciency relative to the sign test [35]. This result underscores
the robustness of the sign test when variance is dominated by
extremes. This theoretical result directly motivates our use of
the sign test:

Tsign =
1

n−w+1

n−w+1

∑
i=1

I[Si(w)> 0] (10)

=
1

n−w+1

n−w+1

∑
i=1

I

[
i+w−1

∑
j=i

ℓR
j >

i+w−1

∑
j=i

ℓT
j

]
. (11)

This statistic counts the fraction of windows where the ref-
erence model loss exceeds the target model loss, regard-
less of difference magnitude. By adapting this standard non-
parametric test to the domain of membership inference, we
inherit several key known robustness guarantees:

Breakdown point. The breakdown point of an estimator is
the largest fraction of data that can be arbitrarily corrupted
without the estimator becoming uninformative [18, 35]. The
sign test achieves the maximum possible breakdown point
of 0.5, meaning it remains reliable even when up to half the
windows contain arbitrarily large contaminating values from
rare tokens. In our context, “window contamination” refers
to windows where rare token events ξ j create extreme val-
ues that dominate the window sum. Even if 50% of windows
contain such extreme contaminations, the sign test still cor-
rectly identifies the majority vote, whereas the mean would
be completely dominated by these outliers.

Scale invariance. The sign test is invariant to monotone
transformations of the data [42]. Whether the loss differences
are measured in nats, bits, or any monotone transformation
thereof, the sign test yields identical results. Unlike the mean,
which is sensitive to non-linear scaling, this invariance ensures
consistent detection regardless of calibration differences.

Bounded output. Unlike the mean, which can take arbitrary
values depending on outlier magnitudes, the sign statistic



is naturally bounded in [0,1], representing the fraction of
windows favoring membership. This bounded range facilitates
consistent threshold selection across different datasets and
models without requiring dataset-specific normalization.

The fundamental distinction is that mean-based aggre-
gation attempts to measure “how much lower is the loss
on average,” while sign-based comparison asks “how of-
ten is the loss lower”, a more robust question under long-
tailed noise. For empirically observed contamination levels
(pextreme ≈ 0.05− 0.10), the ARE typically exceeds 2 to 5,
meaning sign-based comparison requires 2 to 5 times fewer
samples than mean aggregation for equivalent detection power.
This explains our empirical results in Section 5.3.3, where
sign-based aggregation consistently outperforms mean, me-
dian, and min aggregation across all datasets, with particularly
pronounced advantages in high-precision regimes.

4.1.4 Window Size Trade-off and Ensemble Strategy

The use of windows in detecting membership signals intro-
duces a trade-off, governed by the window size w. On one
hand, smaller windows (e.g., w = 1 or 2) increase the num-
ber of (correlated) tests that can be performed, as there are
n−w+1 possible windows in a sequence of length n. How-
ever, this comes at the cost of a poor signal-to-noise ratio
for each individual window sum Si(w) = ∑

i+w−1
j=i ∆ j. Specifi-

cally, the expected signal scales with ρδwγ̄, while the standard
deviation due to baseline noise scales with

√
wσ. For very

small w, the probability that a window containing a signal
yields Si(w)> 0 is barely above 0.5, making each binary test
uninformative despite the large number of tests available.

Conversely, excessively large window sizes introduce three
key challenges. In probability theory [58], our task is related
to the well-known scan statistic tests, and the effect of w
is well-documented. First, the effective sample size of any
statistics diminishes sharply with window size w. Although
the total number of windows is n−w+ 1, which decreases
only linearly with w, adjacent windows share w−1 tokens,
inducing strong dependencies. Consequently, the effective
number of independent tests is closer to n/w, the maximum
number of non-overlapping windows, which decays rapidly
as w increases.

Second, large windows elevate the risk of contamination
by rare token events. When a window contains an extreme
rare token event ξ j, its magnitude can dominate the sum
Si(w), overshadowing the accumulated membership signal.
The probability of such contamination is proportional to
1− (1− ρξ)

w ≈ wρξ for small ρξ, where ρξ is the rare to-
ken probability.

Third, signal dilution becomes pronounced. In a window
of size w, only ρδw tokens are expected to be memorized,
while the remaining (1− ρδ)w tokens are non-memorized.
For sparse signals (ρδ≪ 1), this averaging dilutes the mem-
bership signal, reducing the likelihood that windows contain-

ing signals yield positive sums. Empirically, an intermedi-
ate window (3–10 tokens) balances these competing factors.
However, determining the optimal window size analytically
requires parameters that cannot be estimated reliably: the sig-
nal sparsity ρδ, rare token frequency ρξ, signal strength γ̄, and
rare token distribution E[Y 2]. These parameters vary across
datasets and even within documents—e.g., technical sections
exhibit different patterns than narrative prose. We provide a
detailed analysis of this optimization problem in Appendix A.

Thus, instead of pursuing an elusive optimal window size,
we adopt an ensemble approach that provides robustness
through diversification. We employ a geometric progression
that densely samples small windows while maintaining cover-
age of larger scales:

wk = round

(
wmin ·

(
wmax

wmin

) k−1
|W |−1

)
(12)

where k ∈ {1, . . . , |W |}, and wmin, wmax bound the range of
scales. The geometric spacing ensures that the ratio between
consecutive window sizes remains approximately constant:
wk+1/wk ≈ (wmax/wmin)

1/(|W |−1). This provides equal rela-
tive resolution across scales, a principle from scale-space the-
ory that optimizes multi-resolution analysis. Small windows,
where memorization signals are most likely, receive dense
sampling, while larger windows are sampled more sparsely
to provide coverage without redundancy. The final ensemble
score uses uniform weights, yielding

SWBC =
1
|W |

|W |

∑
k=1

Tsign(wk). (13)

Uniform weighting follows the principle of maximum en-
tropy—minimizing worst-case regret under parameter uncer-
tainty. This equal weighting also provides variance reduction
through averaging partially correlated measurements, with en-
semble variance decreasing as τ2[1+(|W |−1)ρ]/|W | when
correlations ρ are modest.

This equal weighting is theoretically justified under pa-
rameter uncertainty. By the principle of maximum entropy,
uniform weights minimize worst-case regret when the true
optimal window size is unknown. Additionally, uniform av-
eraging provides variance reduction: if individual window
scores have variance τ2 and correlation ρ, the ensemble vari-
ance becomes τ2[1+(|W |−1)ρ]/|W |, which decreases with
ensemble size when correlations are modest.

The ensemble strategy solves two fundamental problems.
First, it provides robustness against unknown parameters (ρδ,
ρξ, γ̄, E[Y 2]) that vary across datasets and even within docu-
ments. Second, it captures heterogeneous memorization pat-
terns that no single window size can detect optimally—small
windows (2-4 tokens) capture token-level artifacts, medium
windows (5-10 tokens) detect phrases, and larger windows
identify paragraph-level patterns. When texts mix technical



Algorithm 1: WBC Attack

Inputs :Target model M T; Reference model M R;
Input x = {x j}n

j=1; Window size schemes W
1 forall k ∈ {T,R} do
2 for j = 1 to n do
3 ℓk

j ←− log pM k(x j | x1, . . . ,x j−1)

4 SWBC← 0
5 forall w ∈W do
6 sumT← 0; sumR← 0 for j = 1 to w do
7 sumT← sumT + ℓT

j sumR← sumR + ℓR
j

▷ Initialize sums for first window
8 count← 0 if sumR > sumT then
9 count← count+1

10 for i = 2 to n−w+1 do
11 sumT← sumT− ℓT

i−1 + ℓT
i+w−1

12 sumR← sumR− ℓR
i−1 + ℓR

i+w−1
13 if sumR > sumT then
14 count← count+1

▷ Slide & compare
15 Tsign(w)← count/(n−w+1)
16 SWBC← SWBC +Tsign(w)

17 SWBC← SWBC/|W |
18 return SWBC

terms with quoted passages, the ensemble naturally combines
these complementary detection capabilities.

This ensemble consistently outperforms the empirically
best single window size, as validated in our ablation studies
(Sections 5.3.2). The strategy thus achieves both robustness
and superior performance—transforming theoretical insights
into a practical attack requiring no parameter tuning.

4.2 Algorithmic Specification

The complete procedure for our attack is detailed in Algo-
rithm 1. The procedure unfolds as follows. First, the per-token
negative log-likelihoods (i.e., the negative log-probability of
each token conditioned on its prefix) are computed for the
input x using both the target (M T) and reference (M R) mod-
els, yielding the loss sequences {ℓT

j }n
j=1 and {ℓR

j }n
j=1 (Lines

1-3). The algorithm then iterates through each window size
w ∈W (Line 5). For a given w, it initializes the sums for the
first window (Lines 6-7) and performs the first sign-based
comparison (Lines 8-9). It then slides the window from the
second position to the end, incrementally updating the sums
and the comparison count at each step (Lines 10-14). Once
all windows for size w are processed, the normalized count
yields the window-specific score Tsign(w) (Line 15), which is
added to the total ensemble score (Line 16). Finally, this total

is averaged over the number of window sizes |W | to produce
the final score SWBC (Lines 17-18). In practice, we further
accelerate this computation by leveraging optimized convo-
lution implementations. Details and performance evaluation
are provided in Appendix C.

5 Experiments

This section details the empirical evaluation of our proposed
WBC attack. We first describe the experimental setup, includ-
ing the datasets, models, and baseline attacks. We then present
our main results, demonstrating the superior performance of
our method, followed by ablation studies and analyses that
provide deeper insights into why our approach is effective.

5.1 Experimental Setup

Datasets. We evaluate on eleven datasets spanning syn-
thetic and real-world domains. The first category consists
of six subsets from Cosmopedia [3], a large-scale synthetic
dataset generated by Mixtral-8x7B-Instruct-v0.1 [37]. We
utilize the Khan Academy, Stanford, Stories, Web Samples
v2, AutoMathText, and WikiHow subsets as these represent
the scale and quality of data commonly used in modern fine-
tuning practices, where practitioners increasingly rely on high-
quality synthetic data for domain adaptation. The second
category comprises real-world document benchmarks, includ-
ing WikiText-103 [51] and XSum [56] for direct comparison
with prior work [24], supplemented by Amazon Reviews [59],
CC-News [28], and Reddit [70] to extend evaluation across
diverse domains at similar scales. All evaluations use bal-
anced 10,000-sample splits for members/non-members with
a minimum 512-token length.

Models and Fine-Tuning. We primarily analyze Pythia-
2.8B [5], with additional experiments on Pythia scaling suite
(including the 160M, 410M, 1B, 1.4B, and 6.9B parameter
models), GPT-2 [68], GPT-J-6B [78], Llama-3.2-3B [21], and
a state-space model, Mamba-1.4B [27]. M T are fine-tuned
from pre-trained bases, which serve as M R.

Attack Baselines. We evaluate our proposed method against
a comprehensive suite of thirteen established MIA baselines,
covering both reference-free and reference-based approaches.
The reference-free attacks include the straightforward Loss
score (average negative log-likelihood) [85], methods based
on input perturbations like ZLIB (which measures text com-
pressibility) and Lowercase (which measures loss change after
case modification) [8], tail-end distribution methods including
Min-K% [74] and Min-K%++ [87], and distribution-based
DC-PDD [90]. The reference-based attacks include the foun-
dational Ratio and Difference methods that compare the target
model’s average loss to a reference model’s [80]; context-
aware query methods like ReCall [83] and CON-ReCall [79]



Table 1: MIA performance (AUC, TPR@10%FPR, TPR@1%FPR, TPR@0.1%FPR) across different datasets. Each cell shows
mean with std. dev. as a subscript. Best-performing results are highlighted. We observe that WBC consistently outperforms all
baseline methods across all reported metrics and datasets.

MIAs Khan Academy Stanford Stories

AUC T@10% T@1% T@0.1% AUC T@10% T@1% T@0.1% AUC T@10% T@1% T@0.1%

Loss [85] 0.568±.003 0.151±.003 0.017±.002 0.001±.001 0.590±.006 0.170±.008 0.023±.003 0.003±.001 0.587±.004 0.146±.008 0.020±.001 0.003±.001
ZLIB [8] 0.583±.004 0.161±.003 0.019±.003 0.003±.001 0.606±.006 0.178±.009 0.024±.003 0.002±.000 0.596±.004 0.157±.005 0.019±.002 0.003±.001
Lowercase [8] 0.586±.004 0.154±.006 0.013±.002 0.002±.001 0.596±.003 0.173±.004 0.024±.002 0.003±.001 0.593±.004 0.172±.004 0.018±.002 0.002±.001
Min-K% [74] 0.595±.002 0.182±.004 0.024±.002 0.002±.000 0.593±.005 0.168±.006 0.024±.002 0.003±.001 0.588±.003 0.145±.004 0.019±.003 0.003±.001
Min-K%++ [87] 0.596±.002 0.180±.005 0.022±.003 0.002±.001 0.592±.004 0.161±.006 0.023±.002 0.004±.001 0.586±.003 0.150±.006 0.018±.002 0.002±.001
BoWs [13] 0.499±.004 0.101±.003 0.011±.001 0.001±.001 0.498±.003 0.109±.003 0.012±.001 0.001±.001 0.502±.005 0.100±.002 0.011±.001 0.002±.001
ReCall [83] 0.568±.003 0.151±.003 0.017±.002 0.001±.001 0.590±.006 0.170±.008 0.023±.003 0.003±.001 0.587±.004 0.146±.008 0.020±.001 0.003±.001
CON-Recall [79] 0.563±.003 0.142±.004 0.014±.002 0.002±.001 0.570±.006 0.159±.007 0.018±.002 0.003±.000 0.558±.004 0.143±.006 0.020±.002 0.002±.001
DC-PDD [90] 0.567±.003 0.136±.003 0.015±.002 0.002±.001 0.570±.003 0.140±.003 0.014±.002 0.002±.001 0.574±.002 0.146±.002 0.019±.002 0.002±.001
SPV-MIA [24] 0.695±.003 0.240±.006 0.049±.004 0.005±.003 0.760±.003 0.260±.010 0.077±.005 0.012±.003 0.763±.004 0.360±.007 0.070±.006 0.018±.005
Ratio [80] 0.703±.003 0.264±.004 0.037±.004 0.003±.001 0.781±.004 0.401±.010 0.080±.008 0.013±.001 0.769±.004 0.389±.011 0.091±.008 0.022±.006
Difference [80] 0.692±.002 0.259±.005 0.045±.002 0.003±.001 0.742±.005 0.360±.011 0.080±.008 0.021±.004 0.719±.005 0.348±.007 0.079±.006 0.014±.003
Ensemble [88] 0.687±.003 0.217±.004 0.061±.002 0.007±.001 0.738±.004 0.142±.003 0.075±.006 0.011±.004 0.758±.004 0.338±.004 0.048±.003 0.014±.003

WBC (Ours) 0.837±.003 0.538±.007 0.146±.009 0.026±.009 0.854±.003 0.583±.008 0.194±.012 0.034±.017 0.808±.005 0.494±.007 0.160±.013 0.034±.003

MIAs Web Samples v2 Auto Math Text WikiHow

AUC T@10% T@1% T@0.1% AUC T@10% T@1% T@0.1% AUC T@10% T@1% T@0.1%

Loss [85] 0.579±.004 0.153±.006 0.022±.003 0.004±.001 0.553±.005 0.133±.005 0.014±.001 0.002±.001 0.592±.004 0.162±.005 0.022±.002 0.004±.001
ZLIB [8] 0.593±.004 0.175±.005 0.023±.002 0.005±.001 0.562±.005 0.141±.005 0.015±.002 0.002±.001 0.604±.004 0.171±.004 0.022±.002 0.002±.000
Lowercase [8] 0.592±.004 0.166±.005 0.021±.003 0.003±.001 0.568±.003 0.141±.008 0.015±.002 0.001±.001 0.614±.004 0.182±.007 0.024±.002 0.001±.001
Min-K% [74] 0.587±.005 0.158±.007 0.023±.002 0.002±.000 0.581±.006 0.150±.006 0.021±.001 0.002±.000 0.600±.004 0.178±.005 0.025±.002 0.004±.001
Min-K%++ [87] 0.586±.004 0.153±.005 0.020±.002 0.003±.001 0.583±.005 0.150±.005 0.022±.002 0.003±.001 0.598±.004 0.174±.005 0.027±.003 0.004±.001
BoWs [13] 0.493±.004 0.097±.004 0.010±.001 0.002±.001 0.500±.004 0.105±.005 0.009±.001 0.001±.000 0.498±.004 0.096±.003 0.008±.001 0.001±.000
ReCall [83] 0.579±.004 0.153±.006 0.022±.003 0.004±.001 0.553±.005 0.133±.005 0.014±.001 0.002±.001 0.592±.004 0.162±.005 0.022±.002 0.004±.001
CON-Recall [79] 0.560±.004 0.144±.003 0.017±.001 0.002±.001 0.547±.005 0.135±.005 0.015±.001 0.002±.001 0.571±.005 0.161±.005 0.019±.002 0.002±.001
DC-PDD [90] 0.569±.003 0.143±.003 0.019±.002 0.003±.001 0.560±.006 0.130±.006 0.015±.002 0.002±.001 0.571±.004 0.143±.003 0.016±.002 0.002±.001
SPV-MIA [24] 0.787±.003 0.456±.006 0.088±.004 0.008±.006 0.759±.003 0.369±.006 0.063±.006 0.007±.004 0.719±.003 0.300±.007 0.053±.005 0.013±.004
Ratio [80] 0.788±.003 0.435±.009 0.090±.007 0.012±.003 0.768±.002 0.378±.005 0.075±.002 0.011±.006 0.714±.003 0.261±.006 0.042±.003 0.008±.002
Difference [80] 0.739±.003 0.365±.008 0.094±.008 0.019±.007 0.700±.004 0.300±.009 0.051±.006 0.009±.003 0.709±.003 0.278±.005 0.047±.003 0.009±.002
Ensemble [88] 0.786±.003 0.477±.004 0.086±.002 0.005±.013 0.749±.002 0.359±.004 0.051±.002 0.003±.002 0.724±.003 0.338±.004 0.065±.005 0.018±.001

WBC (Ours) 0.843±.003 0.573±.008 0.198±.012 0.045±.004 0.814±.003 0.504±.007 0.153±.009 0.040±.008 0.802±.003 0.451±.010 0.096±.007 0.019±.006

that test a model’s ability to complete a prefix; self-prompt
verification with SPV-MIA [24]; and classifier-based attacks
including a data-oriented Bag-of-Words baseline [13] and
an Ensemble attack that uses multiple loss-based statistics as
features [88]. Our proposed method, WBC, is evaluated using
its ensemble configuration with wmin = 2 and wmax = 40.

Evaluation Metrics. We evaluate attack performance using
AUC-ROC, TPR at low FPR thresholds (10%, 1%, 0.1%),
and model utility via perplexity shown in Appendix B.1. All
metrics are reported with mean and standard deviation over
100 bootstrap runs following [4].

5.2 Main Results
The main attack performance results, presented in Table 1,
demonstrate that WBC decisively outperforms all baselines
across the six Cosmopedia datasets shown; results for the
five real-world datasets are provided in Appendix B.2 due
to space constraints, with consistently strong performance
across all eleven datasets. WBC achieves an average AUC

of 0.826 compared to the strongest baseline, Ratio’s 0.754,
with consistent improvements across diverse domains; for
instance, on the Stanford dataset, WBC reaches an AUC of
0.845, significantly surpassing the 0.781 achieved by Ratio.
The superiority of our method is most pronounced in the
critical low-FPR regime. On the Web Samples v2 dataset,
WBC achieves a True Positive Rate at 1% False Positive
Rate (TPR@1%FPR) of 19.8%, more than doubling the 9.4%
from the strongest baseline on that metric, Difference. At the
extreme 0.1% FPR level on Khan Academy, WBC identifies
2.6% of members—a 3.7-fold increase over the next best
method, Ensemble (0.7%). This performance contrasts with
reference-free baselines, whose near-random performance
(AUC ≈ 0.6) validates that a reference model is essential for
effectively attacking modern fine-tuned LLMs.

5.3 Ablation Studies
We conduct systematic ablation studies to validate each com-
ponent of WBC and quantify their individual contributions.



Figure 4: Window size trade-off. Performance of single-
window WBC attacks as a function of window size w∈ [1,39]
on six datasets. Metrics include AUC, TPR@10% FPR, and
TPR@1% FPR. Shaded regions show the standard deviation
over 100 bootstrap samples.

Table 2: Ensemble configuration comparison on Khan
Academy dataset. Performance of different window size
combinations. The full ensemble achieves optimal balance
between coverage and computational cost.

Configuration AUC TPR@10% TPR@1%

Single Best (w=4) 0.8341±.0024 0.5103±.0105 0.1262±.0094
Small Range 0.8340±.0028 0.5195±.0091 0.1296±.0090
Large Range 0.7836±.0030 0.4293±.0079 0.0011±.0110
Full Ensemble 0.8369±.0027 0.5384±.0076 0.1464±.0088
Extended 0.8268±.0030 0.5209±.0084 0.1378±.0085
Linear Spacing 0.8241±.0034 0.5147±.0096 0.1389±.0087
Random Selection 0.8065±.0026 0.4720±.0090 0.1325±.0078

5.3.1 Optimal Window Size Determination

Figure 4 empirically confirms our theoretical window size
trade-off. Performance generally peaks at small windows
(w ∈ [3,4]) before degrading, reflecting the balance between
accumulating sufficient signal and avoiding dilution. The ex-
act optimum varies by dataset, e.g., Khan Academy peaks at
w = 4 (AUC 0.834) while Stories optimizes at w = 3 (AUC
0.806), driven by unobservable parameters like signal sparsity
ρδ and rare token frequency ρξ.

Performance declines with larger windows; on Khan
Academy, increasing w from 4 to 32 drops AUC to 0.702,
with TPR@1%FPR collapsing to near zero beyond w = 20.
This validates our model: larger windows increase contami-
nation probability and reduce the effective sample size (e.g.,
from 509 tests at w = 4 to 257 at w = 256), overwhelming
the sparse membership signals.

5.3.2 Ensemble Composition Analysis

We evaluate different ensemble strategies for aggregating
evidence across scales. Table 2 compares seven configurations
on Khan Academy, with consistent trends observed across all
datasets shown in Appendix B.3. Our geometric ensemble
follows the progression defined in Equation 12 with wmin = 2,

wmax = 40, and |W | = 10. This achieves the highest AUC,
outperforming all alternatives.

Systematic baselines includes: Linear spacing with
W = {wmin + i∆ : i ∈ [0, |W | − 1]} where ∆ = (wmax −
wmin)/(|W | − 1) reaching AUC 0.8241, a 1.5% drop. Ex-
tended coverage using W = {w : w = wmin + ki,k ∈ N,w <
n/2} with larger stride i = 16 reaches windows near n/2
but yields only AUC 0.8268. Range-restricted ensembles
isolate scales: Small range W = [wmin,wmin + 4] preserves
99.7% of full performance, whereas Large range W =
w ∈ [18,50] : |w−w′| ≥ 7 falls to 0.7836 AUC with near-
zero TPR@1%FPR, confirming that large windows add noise
rather than signal. Notably, most reasonable configurations
achieve AUC above 0.80, demonstrating the robustness of
window-based aggregation—even random selection of 10
windows yields AUC 0.8065. However, the geometric ensem-
ble’s systematic design provides crucial advantages in high-
precision regimes: while AUC improves modestly (0.3%),
TPR@1%FPR increases by 16% over the single best window.
This disproportionate gain in low-FPR detection, where secu-
rity applications operate, justifies the minimal computational
overhead ( 6% additional cost) and establishes geometric spac-
ing as the optimal configuration for practical deployment. The
consistent superiority across datasets confirms that geometric
progression effectively balances the exploration-exploitation
trade-off without requiring dataset-specific tuning.

5.3.3 Aggregation Method Comparison

Figure 5: Aggregation method comparison across datasets.
(a) AUC performance across four aggregation strategies. (b,c)
TPR at low FPR thresholds shows amplified advantages in
high-precision regimes.

Figure 5 validates our theoretical prediction that sign-based
aggregation provides superior robustness to long-tailed loss
distributions. Sign aggregation achieves the highest average
AUC (0.835) compared to mean (0.728), median (0.818), and
min (0.825), with a 2.2× advantage in TPR@1%FPR.

The relative performance of magnitude-based methods
(mean, median, min) varies by dataset, reflecting different
noise characteristics. However, all underperform sign aggrega-
tion, which achieves provable robustness through its bounded
[0,1] output range and invariance to outlier magnitudes. Min



aggregation’s strong performance suggests membership man-
ifests as consistently lower losses across multiple windows
rather than isolated memorized passages.

5.3.4 Text Length Scaling

Figure 6: Attack performance scaling with text length.
Loss, Ratio, and WBC on texts truncated to different length.
(a) WBC ’s margin over baselines grows with L, reaching
20.8% over Ratio at 512 tokens. (b,c) TPR scales super-
linearly for WBC.

Window-based analysis requires sufficient text to extract
multiple measurements. Figure 6 examines performance
scaling by truncating 512-token samples to lengths L ∈
{64,128,256,384,512}. WBC’s advantage over baselines
increases monotonically with length. At L = 64 (permitting
only 62 windows of size 3), WBC achieves AUC 0.606
versus Ratio’s 0.544—an 11.4% improvement. This gap
widens to 15.4% at L = 256 and 20.8% at L = 512. The
scaling is super-linear for precision metrics: TPR@1%FPR
grows from 0.019 to 0.135 for WBC (7.1× increase) ver-
sus 0.009 to 0.037 for Ratio (4.1× increase). The Loss
baseline shows negligible length dependence, maintaining
AUC ≈ 0.55 across all lengths, confirming that reference
comparison is essential regardless of text length. The rela-
tive gain of WBC over Ratio—measured as (AUCWBC −
AUCRatio)/AUCRatio—increases from 11.4% to 20.8% as
length grows, demonstrating that our voting mechanism’s
statistical power scales with the number of windows. Perfor-
mance plateaus beyond L = 384: extending to 512 tokens
improves AUC by only 0.9% (0.833 vs 0.825).

5.3.5 Component Importance Quantification

Table 3 quantifies each component’s contribution. The ref-
erence model comparison proves essential; without it, AUC
drops to 0.569 (near random), confirming that membership sig-
nals emerge from differential behavior between fine-tuned and
base models rather than absolute confidence. While design
choices have modest individual impacts—ensemble aggrega-
tion (+0.3%), geometric spacing (+2.6%), sliding windows
(+3.9%)—the sign-based scoring proves critical with a 15.8%
performance drop when removed. More importantly, these

Table 3: Component ablation study on Khan Academy
dataset. Removal of WBC components reveals reference
model comparison and sign-based scoring as critical, con-
tributing 32.0% and 15.9% of total performance, respectively.

Configuration AUC ∆ TPR@10% TPR@1%

Full WBC 0.8369±.0027 — 0.5384±.0076 0.1464±.0088

Design choices
w/o ensemble 0.8341±.0026 −0.3% 0.5093±.0092 0.1278±.0091
w/o geometric 0.8152±.0029 −2.6% 0.5023±.0088 0.1373±.0080
w/o sliding 0.8042±.0030 −3.9% 0.4195±.0062 0.0715±.0099

Core components
w/o sign-based 0.7045±.0038 −15.8% 0.2835±.0077 0.0508±.0046
w/o reference 0.5693±.0040 −31.9% 0.1510±.0053 0.0175±.0022

components dramatically affect high-precision detection: slid-
ing windows alone account for 51.2% of TPR@1%FPR
(0.0715 vs 0.1464), demonstrating that maximizing measure-
ment count is crucial for confident membership identification.

5.4 Generalization Across Model Scales and
Architectures

We test its generalizability across two key dimensions: model
scale and architectural family. In these experiments, we com-
pare WBC against the representative baseline, Ratio, to pro-
vide a consistent reference point and evaluate the relative
performance gap in new contexts.

5.4.1 Performance Across Model Scales

The vulnerability to our window-based attack intensifies dra-
matically with model scale. Figure 7 shows attack perfor-
mance on the Pythia suite from 160M to 6.9B parameters,
revealing that vulnerability to window-based attacks increases
dramatically with model scale. While both WBC and Ratio
perform near randomly at 160M parameters (AUC ≈ 0.51),
their performance diverges sharply as model size grows.

Figure 7: Performance comparison of WBC and Ra-
tio methods across model scales. Metrics include AUC,
TPR@10% FPR, and TPR@1% FPR. Shaded regions de-
note standard deviations.

At 2.8B parameters, WBC achieves AUC 0.835 versus



Table 4: Model performance comparison on Khan
Academy dataset. WBC consistently outperforms the Ratio
baseline across all architectures and scales.

Model Method Attack Performance

AUC TPR@10% TPR@1% TPR@0.1%

GPT-2 [68] Ratio 0.505±.004 0.101±.003 0.009±.001 0.001±.001
WBC 0.505±.003 0.104±.003 0.013±.002 0.001±.001

Mamba-1.4B [27] Ratio 0.592±.003 0.154±.005 0.018±.002 0.001±.000
WBC 0.673±.002 0.274±.004 0.048±.003 0.004±.001

Pythia-2.8B [5] Ratio 0.703±.003 0.264±.004 0.037±.004 0.003±.001
WBC 0.833±.002 0.529±.009 0.135±.008 0.026±.009

Llama-3.2-3B [21] Ratio 0.861±.003 0.551±.010 0.135±.014 0.019±.006
WBC 0.942±.002 0.831±.006 0.467±.015 0.193±.028

GPT-J-6B [78] Ratio 0.868±.002 0.564±.009 0.126±.007 0.013±.005
WBC 0.961±.001 0.887±.003 0.566±.016 0.209±.043

Ratio’s 0.703. The advantage is most pronounced in high-
confidence detection: TPR@1%FPR reaches 14.3% for WBC
versus 3.7% for Ratio, nearly a 4× improvement. This widen-
ing gap reflects the fact that larger models possess greater
memorization capacity, thereby exposing increased vulnera-
bility to MIA. While global averaging dilutes these sharp lo-
cal patterns, causing Ratio’s effectiveness to plateau, WBC’s
window-based detection captures them directly, with perfor-
mance scaling in tandem with model capacity.

5.4.2 Performance Across Model Architectures

To ensure our findings are not specific to the Pythia architec-
ture, Table 4 demonstrates WBC’s generalizability across
diverse architectures on the Khan Academy dataset. On
large-scale transformers, WBC substantially outperforms
Ratio: GPT-J-6B achieves AUC 0.961 versus 0.868, with
TPR@1%FPR of 56.6% versus 12.6% (4.5× improvement);
Llama-3.2-3B shows similar gains with TPR@1%FPR of
46.7% versus 13.5% (3.4× improvement). The advantage ex-
tends beyond transformers—on the state-space model Mamba-
1.4B, WBC maintains superiority (AUC 0.673 vs. 0.592),
confirming that local signal aggregation is architecturally ag-
nostic. Only GPT-2 shows near-random performance for both
methods, consistent with minimal memorization in smaller
models on complex datasets. These results establish that
window-based detection exploits fundamental memorization
patterns that transcend specific architectural choices.

5.5 Robustness to Misaligned References
We simulate a scenario where the adversary does not have
access to the exact base model used for fine-tuning. We fix
the target model as Pythia-2.8B and evaluate performance
using distinct reference models with size mismatch (Pythia-
160m, Pythia-1.4B, and Pythia-6.9B) and architecture mis-
match (GPT-J-6B).

Table 5: Impact of Reference Model Mismatch. We attack a
Pythia-2.8B target using reference models with different sizes
and different architectures.

Ref. Model Method Khan Academy (Target: Pythia-2.8B)

AUC TPR@10% TPR@1% TPR@0.1%

Pythia-160m Ratio 0.656±.003 0.205±.005 0.029±.003 0.001±.001
WBC 0.692±.002 0.294±.005 0.062±.005 0.011±.004

Pythia-1.4B Ratio 0.692±.003 0.245±.007 0.034±.003 0.003±.001
WBC 0.774±.002 0.407±.008 0.077±.004 0.016±.006

Pythia-6.9B Ratio 0.695±.002 0.255±.003 0.037±.002 0.002±.001
WBC 0.769±.002 0.369±.008 0.071±.006 0.014±.004

GPT-J-6B Ratio 0.685±.003 0.256±.003 0.038±.003 0.002±.001
WBC 0.673±.003 0.269±.006 0.044±.003 0.003±.002

Table 6: Attack performance under differential privacy
on Khan Academy dataset. Evaluation at privacy budgets
ε ∈ {1,4,8,∞} with fixed δ = 10−5.

ε Method Attack Performance PPL
AUC TPR@10% TPR@1% TPR@0.1%

∞
Ratio 0.703±.003 0.264±.004 0.037±.004 0.003±.001 3.49WBC 0.837±.003 0.538±.008 0.146±.008 0.026±.009

8 Ratio 0.642±.004 0.198±.006 0.024±.003 0.002±.001 3.85WBC 0.751±.003 0.358±.008 0.078±.006 0.013±.003

4 Ratio 0.591±.005 0.147±.005 0.015±.002 0.001±.000 4.68WBC 0.674±.004 0.254±.007 0.042±.005 0.006±.002

1 Ratio 0.524±.006 0.108±.004 0.008±.002 0.000±.000 4.77WBC 0.561±.005 0.135±.005 0.019±.003 0.001±.001

The results are summarized in Table 5. When using Pythia-
1.4B (a model half the size of the target) as a reference, WBC
achieves an AUC of 0.774 and a TPR of 7.7% at 1% FPR, sig-
nificantly outperforming the Ratio baseline (AUC 0.692, TPR
3.4%). With a different architecture (GPT-J), WBC maintains
a performance advantage in the critical low false-positive
regime, though it trails slightly in overall AUC (0.673 vs
0.685). This AUC deficit likely stems from tokenization and
architectural disparities, introducing noise into local compar-
isons that global averaging smooths out.

5.6 Defense Evaluation

Given that WBC is highly effective, it is important to assess
whether privacy-preserving training techniques can defend
against it. We evaluate WBC against three defense mech-
anisms spanning different protection strategies: differential
privacy, parameter-efficient training, and data obfuscation.

5.6.1 Differential Privacy

Table 6 reveals that while DP-SGD reduces absolute at-
tack success, WBC maintains substantial relative advantages
across all privacy budgets. At moderate privacy (ε= 8), WBC



Table 7: Attack performance under LoRA on Khan
Academy dataset. Evaluation with ranks r ∈ {8,16,32,64}
and scaling factor α = 2r.

r Method Attack Performance Trn. % PPL
AUC TPR@10% TPR@1% TPR@0.1%

∞
Ratio 0.703±.003 0.264±.004 0.037±.004 0.003±.001 100% 3.49WBC 0.837±.003 0.538±.008 0.146±.008 0.026±.009

64 Ratio 0.615±.003 0.186±.005 0.022±.002 0.002±.001 0.75% 3.77WBC 0.748±.002 0.378±.007 0.074±.005 0.009±.002

32 Ratio 0.592±.003 0.164±.004 0.018±.002 0.001±.000 0.38% 3.82WBC 0.698±.002 0.312±.006 0.048±.004 0.005±.001

16 Ratio 0.564±.003 0.142±.004 0.014±.001 0.001±.000 0.19% 3.88WBC 0.634±.002 0.234±.005 0.029±.003 0.003±.001

8 Ratio 0.541±.004 0.124±.003 0.011±.002 0.000±.000 0.09% 3.93WBC 0.578±.003 0.171±.004 0.018±.002 0.002±.001

achieves AUC 0.751 versus Ratio’s 0.642, with a more pro-
nounced 3.25× advantage in TPR@1%FPR (0.078 vs 0.024).
This gap persists at strong privacy (ε = 1): while both meth-
ods approach random guessing, WBC still achieves 2.4×
higher TPR@1%FPR. While global noise reduces overall
signal strength, local coherence within text windows remains
partially intact. Notably, stronger privacy guarantees (ε = 1)
provide limited additional protection—AUC decreases from
ε = 8 (0.751 to 0.561) while perplexity increases by 37%.
This modest utility cost makes DP-SGD more practical than
previously thought, though window-based attacks remain par-
tially effective even under strong privacy guarantees.

5.6.2 Low-Rank Adaptation

LoRA [31], while designed for parameter efficiency, provides
unintended privacy benefits by constraining memorization
capacity [2, 46, 88]. The defense mechanism stems from ca-
pacity constraints: low-rank factorizations W =W0+BA with
r≪min(d,k) force the model to compress information into a
rank-r subspace, favoring generalizable patterns over sample-
specific memorization. We note that this protection relies
on accepting a slight utility decrease; recent work indicates
LoRA is not a robust defense under strict utility matching [69].
While both attacks degrade under LoRA, WBC maintains a
consistent advantage—2.67× higher TPR@1%FPR at rank
32 (0.048 vs 0.018) compared to 3.95× for full fine-tuning.
This persistence suggests that even constrained memoriza-
tion retains localized patterns that window-based detection
exploits. LoRA thus offers meaningful protection with mini-
mal utility cost, though sophisticated attacks targeting local
signals remain partially effective.

5.6.3 Selective data Obfuscation in LLM Fine-Tuning

SOFT [88] defends against membership inference by selec-
tively paraphrasing influential training samples identified

Table 8: Attack performance against SOFT defense on
Khan Academy dataset. SOFT configured with selection
ratio α = 0.3 and paraphrase ratio β = 0.5.

Defense Method Attack Performance PPL
AUC TPR@10% TPR@1% TPR@0.1%

Baseline Ratio 0.703±.003 0.264±.004 0.037±.004 0.003±.001 3.49WBC 0.837±.003 0.538±.008 0.146±.008 0.026±.009

SOFT Ratio 0.494±.003 0.100±.004 0.010±.001 0.001±.000 3.48WBC 0.494±.004 0.100±.003 0.012±.002 0.001±.000

through loss-based thresholds. Table 8 shows SOFT’s effec-
tiveness: it reduces both WBC and Ratio from strong de-
tection (AUC 0.837 and 0.703, respectively) to near-random
performance (AUC ≈ 0.494). At TPR@1%FPR, WBC’s ad-
vantage over Ratio shrinks from 3.9× to marginal (0.012 vs
0.010), a 92% reduction in detection capability.

6 Conclusion
We demonstrated that membership inference attacks against
fine-tuned LLMs fail as global averaging is fundamentally
unsuitable for detecting sparse, extremal memorization events.
Instead, membership signals manifest as rare, localized pat-
terns that are masked by long-tailed noise from domain adapta-
tion. We thus presented WBC, a membership inference attack
that replaces global averaging with localized window-based
analysis. The method slides windows of varying sizes across
token sequences, computes binary comparisons between ref-
erence and target model losses, and aggregates these local
votes using sign statistics, achieving 2-3× higher detection
rates than existing methods across eleven datasets. While our
empirical results demonstrate the effectiveness of the sign
test, the shift from global to localized analysis opens a rich
design space. We note that WBC represents one effective in-
stance of this paradigm; given the sparse, spike-like structure
of membership signals we identified, future work could ex-
plore alternative aggregation functions or statistical modeling
techniques to further enhance detection.
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7 Ethical Considerations
We conducted a comprehensive stakeholder-based ethics anal-
ysis following the Menlo Report principles. Our research
develops a membership inference attack that achieves 2–3×



higher detection rates than existing methods, raising important
privacy considerations that we carefully evaluated throughout
the research process.

Stakeholders and Impacts. We identified three primary
stakeholder groups: ML practitioners and organizations de-
ploying fine-tuned LLMs who may face increased privacy
risks from our more effective attack; individuals whose data
appears in training datasets and may be exposed through
successful membership inference; and the broader research
community working to understand and mitigate privacy risks
in machine learning systems. For practitioners, our attack
demonstrates that current assumptions about membership in-
ference difficulty significantly underestimate actual risks, par-
ticularly for localized memorization patterns. This knowledge
enables more informed decisions about data handling and
privacy-preserving training techniques. For individuals, while
our attack could theoretically enable adversaries to determine
if their data was used in training, we note that our experiments
used only publicly available datasets and synthetic data, avoid-
ing any direct privacy violations. The research community
benefits from our theoretical insights into why localized anal-
ysis outperforms global averaging, enabling the development
of more targeted defenses.

We implemented several measures to minimize potential
harm. First, all experiments used publicly available mod-
els and datasets, eliminating risks to proprietary systems or
private data. We specifically chose datasets like Cosmope-
dia (synthetic data), WikiText-103, and other public corpora
where membership disclosure poses minimal privacy risk.
Second, we evaluated multiple defense mechanisms, includ-
ing differential privacy, SOFT, and LoRA, providing concrete
guidance for practitioners seeking to protect their systems.
Our results show that while these defenses reduce attack effec-
tiveness, they do not eliminate the vulnerability, highlighting
the need for continued research into privacy-preserving train-
ing methods. Third, we responsibly disclose the limitations of
our attack, including its requirement for score-based access
to both target and reference models, making it impractical for
many real-world scenarios without legitimate access.

Justification. We proceeded with publication after determin-
ing that the benefits outweigh the potential harms. Our attack
serves as a diagnostic tool for quantifying existing privacy
risks—it requires only score-based black-box access that le-
gitimate users already possess, introducing no new attack
surfaces. By revealing that localized memorization is more
detectable than previously believed and simultaneously eval-
uating defenses, we enable practitioners to make informed
privacy decisions rather than relying on false confidence in
inadequate measures. Publication through peer review at a
defensive security venue ensures our findings reach those
developing countermeasures rather than malicious actors.

8 Open Science
In accordance with USENIX Security’s commitment to repro-
ducible research, we make all artifacts necessary for evaluat-
ing and reproducing our contributions publicly available. Our
open science approach balances reproducibility with respon-
sible disclosure of potentially sensitive attack techniques.

The complete implementation of our Window-Based Com-
parison attack, including all baseline methods, training and
evaluation scripts, is available at https://github.com/
Stry233/WBC and archived at https://doi.org/10.5281/
zenodo.17968678. The archive includes the core WBC at-
tack implementation with configurable window sizes and ag-
gregation methods, implementations of all thirteen baseline
attacks used in our evaluation, scripts for fine-tuning models
on the datasets used in our experiments, and evaluation met-
rics including AUC and TPR at various FPR thresholds. All
code is properly documented with clear instructions for setup
and execution. The full version of this paper can be found at
https://arxiv.org/abs/2601.02751v1.

Our experiments utilize publicly available datasets ac-
cessible through standard channels: Cosmopedia [3] sub-
sets via HuggingFace [82], WikiText-103 [51], XSum [56],
Amazon Reviews [59], CC-News [28], and Reddit [70]
datasets through their respective public repositories. We pro-
vide scripts to automatically download and preprocess these
datasets into the format required for our experiments. For
models, we use the publicly available Pythia suite (160M
to 6.9B parameters) [5], GPT-2 [6], GPT-J-6B [78], Llama-
3.2-3B [21], and Mamba-1.4B [27], all accessible through
HuggingFace [82]. Our repository includes model configura-
tion files and fine-tuning scripts to reproduce the exact target
models used in our evaluation. Reproducing our results re-
quires access to GPUs capable of running models up to 6.9B
parameters. We provide guidance for scaling experiments to
smaller models for researchers with limited computational
resources. The complete experimental suite required approx-
imately 500 GPU-hours on NVIDIA A100 GPUs, though
individual experiments can be run with fewer resources.
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A Optimal Window Size Analysis
To formalize the challenge of selecting an optimal window
size w, we analyze the sign test’s detection capability. For a
window of size w, let p(1)w denote the probability that Si(w)>
0 for members and p(0)w for non-members. Under our model,
p(0)w = 0.5 due to symmetric noise distribution, while:

p(1)w = Φ

 ρδwγ̄√
wσ2 +ρξwE[Y 2]

 , (14)
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where Φ is the standard normal CDF. The separation p(1)w −
0.5 determines the sign test’s discriminative power.

The sign statistic Tsign(w) counts the fraction of windows
with positive sums. For non-members, E[Tsign(w)] = 0.5,
while for members, E[Tsign(w)] = p(1)w . The detectability de-
pends on both this separation and the variance of Tsign(w).

Due to window overlap, adjacent windows exhibit strong
positive correlation:

Var[Tsign(w)]=
1

(n−w+1)2 ∑
i, j

Cov[I[Si(w)> 0],I[S j(w)> 0]].

(15)
The covariance structure depends on window overlap: win-

dows i and j share max(0,w−|i− j|) tokens. For |i− j| ≥ w,
the windows are disjoint and approximately independent.
Since each group of w consecutive windows contains at most
one independent observation, the effective sample size is ap-
proximately n/w. For a proportion estimator with effective
sample size neff ≈ n/w:

Var[Tsign(w)]≈
p(1)w (1− p(1)w )

n/w
=

w · p(1)w (1− p(1)w )

n
(16)

The power of the sign test thus becomes:

Power(w) ∝
(p(1)w −0.5)2

Var[Tsign(w)]
≈ (p(1)w −0.5)2 ·n

w · p(1)w (1− p(1)w )
. (17)

This reveals the fundamental trade-off: the numerator
(p(1)w − 0.5)2 increases with w as more tokens improve sig-
nal accumulation, but the denominator contains w, reflecting
the loss of independent tests. Even if doubling w increases
(p(1)w −0.5) by 40%, the power may still decrease by 30% due
to the linear penalty from reduced effective sample size.

The optimal window size w∗ that maximizes this power de-
pends critically on the parameters ρδ, ρξ, γ̄, and E[Y 2]. These
parameters are unknown and vary across datasets and even
within documents. Attempting to estimate them creates a
circular dependency: identifying signal-containing windows
requires knowing the parameters, but parameter estimation
requires identifying these windows. This makes finding a sin-
gle optimal window size infeasible in practice, motivating our
ensemble approach.

B Supplementary Results

B.1 Utility of Fine-tuned LLMs
To verify that fine-tuning maintains model utility beyond
memorization, we evaluate perplexity on both member (train)
and non-member (test) sets. Table 9 presents perplexity scores

Table 9: Perplexity scores for Pythia-2.8B before (pretrained)
and after fine-tuning.

Dataset Pretrained Fine-tuned

Member Non-member Member Non-member

WikiText-103 10.383 10.359 8.823 8.840
XSum 9.805 9.711 9.171 9.232
Amazon Reviews 18.656 18.359 14.626 14.907
CC-News 9.922 9.867 9.538 9.612
Reddit 13.094 13.016 11.874 12.074

Khan Academy 4.772 4.750 3.490 3.601
Stanford 6.824 6.810 4.693 4.873
Stories 9.636 9.632 5.981 6.345
Web Samples v2 8.397 8.418 5.710 6.021
AutoMathText 6.030 6.026 4.328 4.516
wikiHow 6.799 6.762 4.514 4.723

for Pythia-2.8B before and after fine-tuning across all datasets.
Lower perplexity indicates better language modeling capa-
bility. Fine-tuning consistently improves perplexity on both
member and non-member data, demonstrating genuine learn-
ing rather than mere memorization.

B.2 Extended Main Results

Table 10 presents comprehensive results on five real-world
document benchmarks: WikiText-103, XSum, Amazon Re-
views, CC News, and Reddit. These datasets complement the
Cosmopedia results in the main text and demonstrate the gen-
eralizability of WBC across diverse text domains. The strong
performance across both synthetic and real-world datasets val-
idates that localized signal aggregation captures fundamental
memorization patterns that transcend dataset characteristics,
establishing WBC as a robust and generalizable approach for
membership inference against fine-tuned LLMs.

B.3 Extended Ensemble Composition Analysis

Table 11 validates the robustness of geometric window spac-
ing across three diverse datasets. The Full Ensemble yields
top-tier results in 7 of 9 metric combinations. Notably, it im-
proves TPR@1%FPR by 19.7% over the single best window
on WikiHow (0.0967 vs 0.0808), with significant gains also
observed on Stanford (+10.9%) and Stories (+8.9%).

Restricting analysis to Large Range windows causes AUC
degradation exceeding 5% in all cases, confirming that memo-
rization manifests primarily as localized, small-scale patterns.
The consistent performance hierarchy — Full Ensemble ≈
Small Range≫ Large Range — demonstrates that geomet-
ric spacing captures fundamental memorization properties
independent of domain. This universality establishes the Full
Ensemble as the optimal deployment strategy, offering robust
detection without dataset-specific hyperparameter tuning.



Table 10: MIA performance (AUC, TPR@10%FPR, TPR@1%FPR, TPR@0.1%FPR) across different datasets.

MIAs WikiText-103 XSum Amazon Reviews

AUC T@10% T@1% T@0.1% AUC T@10% T@1% T@0.1% AUC T@10% T@1% T@0.1%

Loss [85] 0.532±.006 0.122±.005 0.013±.002 0.001±.001 0.531±.003 0.120±.005 0.012±.002 0.001±.001 0.523±.004 0.110±.004 0.010±.001 0.001±.000
ZLIB [8] 0.531±.005 0.129±.005 0.012±.002 0.001±.001 0.532±.004 0.123±.006 0.010±.001 0.001±.001 0.523±.003 0.113±.004 0.009±.001 0.001±.001
Lowercase [8] 0.533±.003 0.122±.006 0.015±.003 0.002±.001 0.524±.002 0.113±.004 0.014±.002 0.002±.000 0.529±.004 0.119±.004 0.014±.002 0.002±.001
Min-K% [74] 0.537±.005 0.116±.005 0.015±.002 0.001±.001 0.533±.003 0.131±.006 0.014±.001 0.001±.001 0.521±.003 0.110±.004 0.012±.002 0.001±.000
Min-K%++ [87] 0.538±.005 0.114±.006 0.016±.003 0.001±.001 0.534±.004 0.128±.004 0.014±.002 0.001±.000 0.523±.002 0.114±.003 0.011±.002 0.001±.000
BoWs [13] 0.502±.005 0.099±.006 0.010±.001 0.001±.001 0.505±.005 0.098±.004 0.008±.001 0.001±.001 0.492±.003 0.090±.003 0.008±.001 0.001±.000
ReCall [83] 0.532±.006 0.122±.005 0.013±.002 0.001±.001 0.531±.003 0.120±.005 0.012±.002 0.001±.001 0.523±.004 0.110±.004 0.010±.001 0.001±.000
CON-Recall [79] 0.527±.003 0.121±.004 0.011±.002 0.001±.001 0.521±.003 0.113±.004 0.012±.002 0.002±.001 0.514±.003 0.111±.004 0.009±.002 0.001±.001
DC-PDD [90] 0.531±.006 0.116±.004 0.014±.001 0.001±.001 0.527±.004 0.124±.004 0.016±.002 0.001±.001 0.517±.004 0.105±.005 0.013±.001 0.001±.001
SPV-MIA [24] 0.592±.004 0.176±.006 0.028±.003 0.002±.001 0.789±.004 0.345±.012 0.020±.002 0.003±.001 0.812±.003 0.472±.010 0.085±.005 0.003±.001
Ratio [80] 0.580±.004 0.152±.004 0.013±.002 0.001±.001 0.783±.003 0.336±.016 0.015±.002 0.002±.001 0.799±.002 0.351±.008 0.014±.001 0.001±.000
Difference [80] 0.591±.002 0.169±.004 0.014±.003 0.001±.001 0.796±.003 0.335±.015 0.018±.002 0.005±.001 0.804±.002 0.372±.014 0.015±.004 0.001±.000
Ensemble [88] 0.599±.003 0.187±.005 0.035±.002 0.003±.001 0.799±.003 0.497±.002 0.008±.003 0.009±.003 0.819±.002 0.497±.014 0.067±.001 0.000±.000

WBC (Ours) 0.784±.003 0.420±.007 0.028±.005 0.004±.001 0.903±.002 0.729±.007 0.137±.025 0.019±.002 0.901±.002 0.715±.005 0.163±.018 0.017±.005

MIAs CC News Reddit

AUC T@10% T@1% T@0.1% AUC T@10% T@1% T@0.1%

Loss [85] 0.517±.004 0.109±.005 0.011±.002 0.001±.001 0.510±.004 0.109±.006 0.014±.002 0.001±.000
ZLIB [8] 0.518±.004 0.114±.003 0.010±.001 0.002±.001 0.514±.004 0.110±.005 0.013±.001 0.001±.000
Lowercase [8] 0.522±.004 0.113±.006 0.012±.002 0.002±.001 0.514±.004 0.106±.006 0.015±.002 0.002±.001
Min-K% [74] 0.519±.005 0.114±.005 0.011±.002 0.001±.001 0.518±.005 0.108±.005 0.012±.002 0.001±.001
Min-K%++ [87] 0.519±.004 0.113±.004 0.010±.002 0.001±.000 0.519±.004 0.108±.005 0.011±.002 0.001±.000
BoWs [13] 0.496±.004 0.098±.004 0.009±.001 0.001±.001 0.496±.003 0.096±.003 0.009±.001 0.000±.000
ReCall [83] 0.517±.004 0.109±.005 0.011±.002 0.001±.001 0.510±.004 0.109±.006 0.014±.002 0.001±.000
CON-Recall [79] 0.513±.004 0.110±.004 0.011±.002 0.001±.001 0.510±.004 0.105±.003 0.013±.002 0.001±.001
DC-PDD [90] 0.513±.003 0.107±.005 0.011±.002 0.001±.001 0.520±.006 0.106±.005 0.011±.002 0.001±.000
SPV-MIA [24] 0.804±.003 0.323±.008 0.056±.006 0.010±.003 0.758±.003 0.368±.009 0.062±.004 0.002±.002
Ratio [80] 0.793±.002 0.300±.007 0.013±.001 0.002±.001 0.700±.004 0.148±.009 0.013±.001 0.002±.001
Difference [80] 0.820±.002 0.344±.012 0.013±.002 0.001±.000 0.708±.003 0.160±.005 0.013±.001 0.002±.001
Ensemble [88] 0.813±.002 0.334±.004 0.077±.030 0.015±.003 0.740±.004 0.288±.005 0.053±.002 0.000±.000

WBC (Ours) 0.906±.001 0.731±.013 0.083±.002 0.015±.001 0.836±.003 0.463±.019 0.067±.003 0.002±.001

C Accelerated Implementation
In our practical implementation, we accelerate the window-
based computation by reformulating it as a 1D convolution
operation. The incremental window update strategy in Algo-
rithm 1 is mathematically equivalent to convolving the loss
sequences with a uniform kernel k = [1,1, . . . ,1] of length w.
For each window position i, the sum Si(w) = ∑

i+w−1
j=i ℓ j can

be expressed as:
Si(w) = (ℓ∗k)[i] (18)

where ∗ denotes the convolution operation.
This reformulation allows us to leverage highly optimized

convolution implementations from established signal process-
ing [61] and deep learning libraries [26]. Modern frameworks
provide vectorized and parallelized convolution operations
that exploit SIMD instructions, cache-efficient memory ac-
cess patterns, and GPU acceleration when available. For long
sequences, Fast Fourier Transform (FFT) based convolution
can further reduce complexity from O(n ·w) to O(n logn) per
window size. In our experiments, we use PyTorch’s F.conv1d
operation [62], which selects the most efficient implementa-
tion based on input dimensions and available hardware.

Table 11: Ensemble configuration comparison across
datasets. Heat coloring indicates relative performance rank.

Dataset Configuration AUC TPR@10% TPR@1%

Stanford

Single Best 0.8514±.0026 0.5673±.0115 0.1749±.0109
Small Range 0.8531±.0026 0.5789±.0093 0.1822±.0122
Large Range 0.7975±.0031 0.4340±.0106 0.0000±.0000
Full Ensemble 0.8539±.0024 0.5832±.0082 0.1940±.0117
Extended 0.8457±.0027 0.5644±.0098 0.1700±.0103
Linear Spacing 0.8431±.0024 0.5655±.0073 0.1869±.0117
Random 0.8429±.0025 0.5498±.0085 0.1723±.0118

Stories

Single Best 0.8049±.0029 0.4807±.0099 0.1469±.0111
Small Range 0.8077±.0030 0.5013±.0086 0.1440±.0081
Large Range 0.7536±.0033 0.3709±.0087 0.0000±.0000
Full Ensemble 0.8074±.0030 0.4941±.0070 0.1600±.0133
Extended 0.7974±.0029 0.4781±.0086 0.1374±.0116
Linear Spacing 0.7969±.0032 0.4757±.0095 0.1443±.0093
Random 0.7930±.0033 0.4770±.0076 0.1450±.0106

WikiHow

Single Best 0.7968±.0032 0.4339±.0138 0.0808±.0076
Small Range 0.7915±.0037 0.4272±.0089 0.0859±.0075
Large Range 0.7584±.0035 0.3296±.0249 0.0000±.0000
Full Ensemble 0.8008±.0031 0.4513±.0098 0.0967±.0074
Extended 0.7898±.0029 0.4248±.0084 0.0782±.0057
Linear Spacing 0.7932±.0034 0.4400±.0110 0.0942±.0057
Random 0.7951±.0026 0.4405±.0083 0.0976±.0072


	Introduction
	Related Works
	Preliminaries
	Autoregressive Language Model
	Threat Model and Attacker Capabilities

	Window-Based Comparison Attack
	Theoretical Foundation: Extremal Events and Window-Based Detection
	Empirical Structure of Membership Signals
	Modeling Membership Signals as Extremal Events
	Window-Based Detection and Robust Aggregation
	Window Size Trade-off and Ensemble Strategy

	Algorithmic Specification

	Experiments
	Experimental Setup
	Main Results
	Ablation Studies
	Optimal Window Size Determination
	Ensemble Composition Analysis
	Aggregation Method Comparison
	Text Length Scaling
	Component Importance Quantification

	Generalization Across Model Scales and Architectures
	Performance Across Model Scales
	Performance Across Model Architectures

	Robustness to Misaligned References
	Defense Evaluation
	Differential Privacy
	Low-Rank Adaptation
	Selective data Obfuscation in LLM Fine-Tuning


	Conclusion
	Ethical Considerations
	Open Science
	Optimal Window Size Analysis
	Supplementary Results
	Utility of Fine-tuned LLMs
	Extended Main Results
	Extended Ensemble Composition Analysis

	Accelerated Implementation

