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Abstract
Attribute-based signatures (ABS) provide fine-grained control
over who can generate digital signatures and have many real-
world applications. This paper presents a pair of fast ABS
schemes: one for Key-Policy ABS (KP-ABS) and another
for Signature-Policy ABS (SP-ABS). Both schemes support
expressive policies using Monotone Span Programs (MSP),
and offer practical features such as large universe, arbitrary
attributes, and adaptive security. Most notably, we provide the
first implementation of MSP-based ABS schemes and demon-
strate that our schemes achieve the best-known asymptotic
and concrete performance in this domain. Asymptotically,
key generation, signing and verification time scale linearly
with the number of attributes; verification requires only two
pairing operations. In concrete terms, for 100 attributes, our
KP-ABS scheme performs key generation, signing, and veri-
fication in 0.16s, 0.10s, and 0.13s, respectively; our SP-ABS
scheme achieves times of 0.082s, 0.26s, and 0.21s for the
same operations.

1 Introduction

Attribute-Based Signatures (ABS) are a type of cryptographic
primitive that enables flexible user authentication based on
diverse user attributes while protecting user privacy. In an
ABS scheme, a user gets secret signing keys associated with
their attributes and uses them to sign a message. The resulting
signature can be verified, confirming that the signer possesses
sufficient attributes to satisfy an access policy without reveal-
ing other information.

In the literature, ABS schemes have found numerous appli-
cations, e.g., anonymous credential [1], attribute-based mes-
saging [2], secret leaking [2], cloud computing [3], healthcare
industry [4, 5], mobile crowdsensing [6], internet of vehi-
cles [7], privacy-preserving authentication and attestation [8],
named data networking architectures [9], e-voting [10], role-
based or attribute-based access control [10], and blockchain
smart contracts [11].

ABS has also been shown to enhance real-world privacy-
preserving applications: (1) For anonymous credentials (e.g.,
Idemix [12], U-Prove [13] and also see ISO/IEC WD 24843
[14]), Kaaniche and Laurent [15] demonstrated that ABS
enables efficient issuance and selective disclosure in anony-
mous credentials. (2) For attribute-based access control (e.g.,
Microsoft Azure [16], AWS [17] and also see NIST SP 800-
162 [18]), Li et al. [19] discussed how to use ABS to achieve
flexible access rights with signer privacy in attribute-based
access control. These examples illustrate the growing rel-
evance of ABS, though its standardisation and widespread
deployment remain limited due to inefficiencies.

Depending on how an access policy is setup, ABS can
be classified into Key-Policy ABS (KP-ABS), e.g., [20–22]
and Signature-Policy ABS (SP-ABS), e.g., [23–25]. In KP-
ABS, a policy is embedded into a signing key and a signature
is associated with a set of attributes that satisfy the policy.
In SP-ABS, a policy is embedded into a signature and its
corresponding signing key is associated with a set of attributes
that satisfy the policy.

The landscape of ABS schemes can be categorized by
their underlying primitives. There are schemes using clas-
sical primitives based on (1) RSA [26, 27], (2) discrete-
logarithms with bilinear pairings [2, 21, 28, 29], and (3)
discrete-logarithms without pairings [26, 30]. There are also
schemes using Post-Quantum (PQ) primitives, such as (1)
lattices-based [5, 25, 31, 32], (2) multivariate-based [33], or
(3) code-based [34] schemes. These schemes are less efficient
when compared to classical ones, but do provide security
against quantum attacks. Due to concerns about the maturity
of PQ cryptography, it is unlikely that classical ABS schemes
will be replaced by PQ ABS schemes in the near future. In-
stead, many hybrid solutions have been proposed to facilitate
a smooth transition from classical cryptography to PQ cryp-
tography [35]. In these hybrid solutions, a valid signature-
message pair consists of one message and two signatures: one
classical signature and one PQ signature. This indicates that
both PQ and classical ABS schemes continue to be attractive
research areas. Our literature review in Section 2 and the full



version of this paper [36] shows the landscape of the ABS
research and identifies that pairing-based ABS schemes have
a better balance between performance and other desirable
features than other categories. This paper thus focuses on the
designing practical ABS schemes based on pairings.

An ABS scheme aims to satisfy three primary goals: expres-
siveness, security, and efficiency. An expressive ABS scheme
must support flexible access policies that can be at least de-
scribed as Boolean formula (AND, OR gates). A secure ABS
scheme should provide at least two security properties: (1)
Unforgeability: without attributes satisfying the policy, one
cannot create a valid signature, and (2) Anonymity: a valid
signature does not reveal the signer’s information except that
they have attributes satisfying the policy. The efficiency goal
aims to minimize communication and computational over-
head. The rationale for the design of a practical ABS scheme
is therefore to find an optimal balance between these goals.

There are several methods for defining access policies,
such as Monotone Span Programs (MSP), threshold pred-
icates [37], circuits [38], and Turing Machines (TM) [39],
each with unique features that will be reviewed in the re-
lated work section. Among these, MSPs use a linear algebraic
model capable of representing any monotonic access structure
using AND, OR, and threshold gates without size restrictions.
This makes them expressive enough for most real-world ap-
plications and enables fine-grained control over a signer’s
attributes. Moreover, MSP-based policies have attracted sub-
stantial research interest due to their strong balance between
expressiveness and implementability. Thus, we focus our re-
search on pairing-based ABS schemes based on MSP policies.

However, existing pairing-based ABS schemes that support
MSP policies suffer from significant efficiency bottlenecks.
These limitations stem from one or more of the following fac-
tors: (1) the running time of key generation or signing grows
superlinearly with the number of attributes; (2) the number
of pairings in verification scales linearly with the number
of attributes; and (3) the constructions rely on inefficient
and impractical Type-II pairings. Furthermore, to the best of
our knowledge, there has been no implementation of these
schemes, leaving their concrete performance unclear. These
drawbacks severely hinder the practicality of ABS schemes
in real-world applications. Therefore, our question is:

Can we design faster MSP-based ABS schemes
than existing ones?

1.1 Our contributions
We begin by comprehensively reviewing ABS research with
the goal of identifying existing gaps and challenges in both
KP-ABS and SP-ABS schemes. The outcomes of this review
are presented in Section 2 and further detailed in [36].

Building on the insights gained from this analysis, our
work primarily focuses on the design, security analysis, and

implementation of efficient pairing-based ABS schemes that
support flexible Monotone Span Program (MSP) policies. Our
main contributions can be summarized as follows:

• Synchronized syntax and security model. Similar to the ABE
generalization [42], we introduce a general syntax and secu-
rity model that can synchronize both KP-ABS and SP-ABS.
The model captures the well-studied security properties, un-
forgeability and anonymity, and facilitates our design and
security analysis.

• Fast KP-ABS and SP-ABS schemes. We propose new
pairing-based KP-ABS and SP-ABS schemes using MSP
policies. Our schemes support the following highly desir-
able features:

– Arbitrary attributes: No restrictions on the size or type of
attributes and any arbitrary string can act as an attribute.

– Large universe1: Attributes are not required to be fixed
at the setup stage and hence the attribute space is un-
bounded. The size of master public key remains constant.

– Adaptive unforgeability: An adversary cannot forge a
signature even if it is allowed to obtain signatures for its
chosen attributes or messages at any time.

– Type-III pairing: Two input groups to the pairing opera-
tion are distinct and there are no efficiently computable
homomorphisms between them. It has been highly rec-
ommended due to their security and performance [44].

– Fast algorithms: key generation, signing and verification
time scale linearly with the number of attributes, while
the number of pairing operations in verification remains
constant (two), independent of the number of attributes.

We provide a property-wise comparison between our
schemes and the state-of-the-art pairing-based ABS
schemes supporting MSP policies in Table 1. Our schemes
are the only ones supporting all the listed properties.

• Security analysis. Following our security models, we prove
that our ABS schemes satisfy adaptive unforgeability and
anonymity under standard assumptions in the random oracle
model.

• Implementation and evaluation. We have implemented our
KP-ABS and SP-ABS schemes and evaluated their perfor-
mance. This is the first implementation in the MSP-based
ABS fields available in the public domain. The detail given
in Section 6 shows that our schemes achieve the overall
best running time in the field. We compare with the state-
of-the-art KP-ABS scheme [21] and SP-ABS scheme [28].
When the attribute number is set to 100 in the policy and
attribute set: the key generation of our KP-ABS runs 0.16s,

1The definition here was originally proposed for ABE [43] but it suits
ABS as well.



Table 1: Comparison of selected pairing-based ABS schemes with MSP policies

Schemes Large Arbitrary Adaptive Type-III Implementation Key generation⋆ Signing⋆ Verification⋆

universe attributes unforgeability pairings exponentiation exponentiation pairing exponentiation pairing
KP-ABS
RD16 [21] Section 3 × × × × × O(n1|Us|) O(|I |2) - O(l) 3
RD16 [21] Section 5 ✓∗ × × × × O(nn1) O(n|I |) - O(n+ l) 3
Ours [Fig. 1] ✓ ✓ ✓ ✓ ✓ O(n1) O(|I |) - O(|I |) 2
SP-ABS
MPR10 [40] Instantiation 1 ✓ × † ✓ × O(|S |) O(n1n2) O(n1) O(n1n2) O(n1n2)
MPR10 [40] Instantiation 2 × × † × × O(|S |) O(n1n2) O(n1) O(n1n2) O(n1n2)
WZFY10 [41] × ✓ ✓ × × O(|S |) O(n1) 1 O(n1) O(n1)
KCGD14 [28] ✓ × † ✓ × O(|S |) O(n1n2) O(n1) O(n1n2) O(n1n2)
Ours [Fig. 2] ✓ ✓ ✓ ✓ ✓ O(|S |) O(|I |) - O(n1) 2
⋆: Us: the attribute universe; n: the maximum bound on the size of attribute set; n1 (or n2): the number of rows (or columns) in the MSP matrix; I (or S ): the
set of attributes; l: the length of hash output. For the computational workload, we consider exponentiations in the groups and pairing operations. We do not
include the operations of H1 : {0,1}∗→G1 that is a conversion function mapping an integer to a point (I2P), since they can be performed offline and reused.
∗: Claimed large universe, but parameters are setup with an upbound attribute size, not satisfying our definition.
†: The security of this scheme has not been proved.

which is nearly 11 times faster than [21] (1.74s); the sign-
ing algorithm of our KP-ABS runs 0.1s, which is 72 times
faster than [21] (7.2s); the verification algorithm of our KP-
ABS runs (0.13s) a little faster than [21] (0.14s). For same
attribute number, the key generation of our SP-ABS runs
0.082s, which is very close to [28] (0.078s); the signing
algorithm of our SP-ABS runs 0.26s, which is 43 times
faster than [28] (11.28s); the verification algorithm of our
SP-ABS runs 0.21s, which is 294 times faster than [28]
(61.7s).

1.2 Technical overview and design rationale
Notation. The following notation will be used throughout the
paper. The set {1, . . . , n} is denoted as [n]. For a prime p,
Zp denotes the set {0, . . . , p−1} and Z∗p is {1, ..., p−1}.
λ denotes the security parameter. For a set S, s←$ S means
that s is sampled uniformly at random from S. A vector v is
treated as a column vector and vk denotes the k-th element of
v. For a matrix M, Mi denotes its i-th row. We use MT for
the transpose of M. ∥ denotes concatenation. A probabilistic
algorithm is called probabilistic polynomial time (PPT) if its
running time is bounded by some polynomial in the length of
its input. Other parameters used in our proposed schemes are
polynomials of λ, and a negligible function is also associated
with λ. We use Type-III pairings [44], e : G1×G2 → GT ,
where (G1, G2, GT ) are three cyclic groups with the same
order p, and (g1,g2) are generators of (G1,G2), respectively.
Access structure. To create a signature on a message, a signer
uses a set of attributes S satisfying an access policy P , de-
noted by P(P ,S) = 1. In our ABS schemes the policies are
first written as monotone Boolean formulae2, consisting of
AND and OR gates, where each input is associated with an at-
tribute. The space of all attributes is referred to as an attribute
universe, denoted by U. A set of attributes S ⊆U satisfying
a Boolean formula means all inputs of the formula that map

2For a monotone Boolean formula, an authorized user who acquires extra
attributes does not lose any privileges.

to an attribute in S are set to be true and the others to be false.
When used in our schemes the monotone Boolean formulae
are converted to Monotone Span Programs (MSP) [45].

An MSP access structure for a policy is denoted by
(M, π, {π(i)}i∈[n1]), where M is an n1 × n2 matrix with
n1,n2 ∈ Zp and π is a general function mapping n1 at-
tributes to U, π : [n1]→ U, and {π(i)}i∈[n1] are the corre-
sponding attribute values. Lewko and Waters [46] describe
a simple and efficient method to convert any (monotone)
Boolean formula F into an MSP policy (M, π, {π(i)}i∈[n1]),
where every row of M corresponds to an input of F and
the number of columns n2 is one more than the number of
AND gates in F . Furthermore, each element in M is from
{0,1,−1}. Let S = {ui}i∈[m] ⊆U be a set of m attributes and
I = {i | i ∈ {1, . . . , n1} , π(i) ∈ S} be the set of rows in M
that belong to S . (M, π, {π(i)}i∈[n1]) accepts S if there ex-
ists a linear combination of rows in I that gives (1, 0, ..., 0).
This means, there exist constants γi ∈ Zp for i ∈ I such that
∑i∈I γiMi = (1, 0, . . . , 0). These constants can be computed
in polynomial time associated with the size of M. It is worth
noting that if the method from [46] is applied to Boolean
formulae, then it is always possible to pick coefficients that
are either 0 or 1 for resulting MSPs, irrespective of the set S .

An aside on the underlying use of an MSP: given a secret
s and (v1, . . . ,vn2−1) values chosen at random from Zp, form
a vector v = (s,v1, ...,vn2−1)

T . For each row in the MSP ma-
trix calculate Ri = Mi · v. If we have a set of attributes s.t.
∑i∈I γiMi = (1,0, . . . ,0) then

∑
i∈I

γiRi = (1,0, ...,0) ·v = s.

This technique is used in our ABS schemes to guarantee that
a signer’s attributes satisfy a given policy.
Design rationale. In our ABS schemes, an Attribute Author-
ity (AA)’s master secret key is msk = α ∈ Z∗p and the cor-
responding master public key mpk includes X = e(g1,g2)

α.
From the AA, a signer Alice receives an attribute key associ-
ated with her attributes. In KP-ABS, AA embeds a policy into



Alice’s attribute key. Given a signature signed under this key,
a verifier Bob can see which attributes used for signing but
not the policy. While in SP-ABS, AA provides an attribute
key to Alice without embedding any policy. Instead, Alice
embeds a policy into her signature, from this signature Bob
can see the policy but not the attributes.

In both ABS schemes, an attribute-based signature con-
sists of an attribute commitment and a Non-Interactive Zero-
Knowledge (NIZK) proof of this commitment. The perfor-
mance of an ABS scheme is largely dependent on the con-
structions of the commitment and proof. In our design, we
modify the key structures from the FABEO Attribute-Based
Encryption (ABE) scheme [47], and generate a batch attribute
commitment. As a result, the size of the batch commitment
is independent of the size of attributes or policy. Let an at-
tribute commitment be denoted by com, and its NIZK proof be
denoted by proof. Our batch attribute commitment includes
only three elements com = (A,B,C) with (A,B) ∈ G1 and
C ∈ G2. To prove this commitment, we use a Schnorr-type
signature [48] with multiple committed secrets as an instance
of proof, whose length is linear in the number of attributes,
but the computational cost is low. Therefore, we can make
both signing and verification operations fast.
KP-ABS design. In our KP-ABS scheme, Alice’s policy-
embedded attribute secret key sk consists of

sk1 = gr
2, ∀i ∈ [n1] sk2,i = gMi·((α+r)||v)T

1 ·H1(π(i))r,

where H1 : {0,1}∗ → G1, r ∈ Zp is a randomn value, and
v ∈ Zn2−1

p is a random vector. To sign a message msg, Al-
ice demonstrates that she has a sufficient set of attributes
{π(i)}i∈I satisfying the policy embedded in her key. She first
finds a vector {γi}i∈I such that ∑i∈I γiMi = (1,0, . . . ,0), and
then generates a batch commitment for her attributes. The
commitment com= (A, B, C) satisfies the condition

e(A,g2)/e(B,C) = Xβ = e(g1,g2)
α·β, (1)

where β is a random mask so com does not reveal the key or
policy. To simplify our discussion, we first ignore the random
mask by letting β = 1, so e(A,g2)/e(B,C) = e(g1,g2)

α.
Because Alice is neither given gα

1 nor gα
2 , to split e(g1,g2)

α

into A, B, C and g2, Alice must use her sk through

∑
i∈I

γiMi · ((α+ r)||v)T = α+ r. (2)

To do so, she computes A = ∏i∈I (sk2,i)
γi = g(α+r)

1 ·
∏i∈I H1(π(i))r·γi . In order to get rid of gr

1 ·∏i∈I H1(π(i))r·γi ,
Alice lets it be Br, where B = g1 ·∏i∈I H1(π(i))γi can be com-
puted by Alice.

Alice is not given r but she is given sk1 = gr
2. To complete

the commitment (A,B,C), she makes C = sk1 = gr
2; therefore,

e(A,g2)/e(B,C) = e(g1,g2)
α holds.

The next step is to produce an NIZK proof (the syntax can
be found in [36] ) of the commitment. Now, we let Alice

add the random masks as follows: choose two random values
k, t ∈ Zp, let β = k · t, B := Bk and δi = γi · k, and get

A = ∏
i∈I

(sk2,i)
γi·k·t , B = gk

1 ·∏
i∈I

H1(π(i))γi·k, C = skt
1.

In the verification process, Bob computes Equation 1 to obtain
Y = e(A,g2)/e(B,C). The NIZK proof is a Schnorr-type sig-
nature proof of knowledge, SPK, which proves the structures
of Y and B having three witnesses β,k and (δi)i∈I :

proof=SPK{(β,k,(δi)i∈I )|Y =Xβ∧B= gk
1 ·∏

i∈I
H1(π(i))δi}(msg).

(3)
From proof, the verifier Bob is convinced that Alice has

correctly used her attribute set {π(i)}i∈I . If this attribute set
satisfies multiple policies, Bob cannot tell which one, so our
scheme supports policy anonymity.
SP-ABS design. In our SP-ABS scheme, Alice’s attribute
secret key sk consists of

sk1 = gα
1 ·gr

3, ∀u ∈ S sk2,u = H1(u)r, sk3 = gr
2,

where u ∈ S is a set of attributes and g3 ∈G1 is a public pa-
rameter. To sign a message msg, Alice demonstrates that she
has a sufficient set of attributes {π(i)}i∈I satisfying the policy
(M,π), which is embedded in the signature. She first finds a
vector {γi}i∈I such that ∑i∈I γiMi = (1,0, . . . ,0), meanwhile
she generates a vector a = {ai}i∈[n2] from M and uses them
to embed the policy in a similar way as in the KP-ABS key,
i.e., to show

∑
i∈I

γiMi · (a)T = a1. (4)

She generates a batch commitment for her attributes com=
(A, B, C),

A = ∏
i∈I

(skMi·(a)T

1 · sk2,π(i))
γi·k·t ,

B = ∏
i∈I

(gMi·(a)T

3 ·H1(π(i))γi·k, C = skt
3,

where k, t ∈ Zp are random masks. com satisfies the equation

e(A,g2)/e(B,C) = Xa1·β = e(g1,g2)
α·a1·β, (5)

where a1 is used to enforce the policy and β = k ·t is a random
mask so com does not reveal the key or attributes. In the
verification process, Bob computes Equation 5 to obtain Y =
e(A,g2)/e(B,C).

For the same argument as we did for our KP-ABS scheme,
the structure of the batch attribute commitment com =
(A,B,C) is proved using a signature-based proof of knowl-
edge SPK with two witnesses, β and (δi)i∈[n1]:

proof = SPK{(β,{δi}i∈[n1])|



Y = (Xa1)β∧B = ∏
i∈[n1]

(gMi·(a)T

3 ·H1(π(i))δi}(msg). (6)

In the signing process, Alice uses the attribute set {π(i)}i∈I ,
but in the verification process, Bob uses the attribute set
{π(i)}i∈[n1] to verify proof. To achieve this, we define
∀i ∈ [n1]\ I γi = 0. As the values γi are hidden to Bob, our
SP-ABS scheme supports attribute anonymity, i.e., Bob is
convinced that Alice has correctly used a set of attributes sat-
isfying a given policy. If the policy involved multiple attribute
sets, Bob cannot tell which one.

If Alice does not have a sufficient set of attributes, can she
not do what we have discussed here but anything else to create
a valid batch commitment and its corresponding proof? In the
security analysis of our KP-ABS scheme in Sections 5, and of
our SP-ABS scheme in [36] , we will prove that if Alice can
generate a signature without using her attribute key, she can
be used to solve the Computational Bilinear Diffie-Hellman
(CBDH) problem, which contradicts to the CBDH assumption
defined in Sections 5.

2 A Summary of Related Work

This section provides a summary of related work on ABS.
Due to page limitations, a detailed literature review will be
presented in the full version of this paper [36].

In 2008, Maji et al. [23] introduced the notion of ABS and
proposed a concrete scheme. They also proposed two security
properties, unforgeability and anonymity. Since then, ABS
has garnered significant research attention. An important part
of ABS schemes is the policy. So far, several types of access
policies have been used for ABS schemes, including MSP,
non-MSP, threshold, circuits, Turing Machines (TM), Non-
deterministic Finite Automata (NFA), Range of Inner Product
(RIP), and Arithmetic Branching Programs (ABP). MSP uses
a linear algebra model to compute a monotone access struc-
ture [2, 23]; non-MSP is MSP with not-gate [49]; a threshold
policy ensures a user must possess a certain minimum number
of specific attributes [50]; a circuit policy presents the policy
in arbitrary Boolean circuits [25, 38, 39, 51, 52]; a TM policy
presents the policy with any computable function [22, 53],
and NFA is a subclass of TMs called read-only right-moving
TMs [39]; a RIP policy lets a signature/secret key associ-
ated with a range of inner product [54, 55]; and ABP checks
attributes based on arithmetic operations [56].

In general, based on the Attribute Authority (AA) settings,
ABS schemes are divided as centralized ABS [1,2,2,19,22,23,
28,37,38,51,54,55,59,79,85–89] and decentralized ABS [90–
99]. In addition, some ABS schemes outsource computation
to other parties [98, 100–104]. Our focus in this paper is
centralized ABS. The comparisons for selected important
features of the classical ABS schemes are shown in Table 2,
which indicate that our ABS schemes have the advantage
of supporting the desirable features. The details for existing
research on KP-ABS and SP-ABS will be introduced in [36].

Table 2: Comparisons for features of ABS schemes

Schemea Policy Large Arbitrary Type-III Open Adaptive Anon.e
universeb attribute pairingsc source unforge.d

KP-ABS
[20](08) Threshold ✓∗ ✓ × × × ✓
[20](08) Threshold ✓∗ × × × × ✓
[1](09) Threshold × × × × × ✓
[19](10) Threshold × ✓ × ✓ × ✓
[19](10) Threshold × × × ✓ × ✓
[57](11) MSP × ✓ × × × ✓
[29] (12) Threshold × × × × ✓ ✓
[29] (12) Threshold ✓∗ × × × ✓ ✓
[29] (12) Threshold × × × × ✓ ✓
[37](12) Threshold ✓∗ × × × × ✓
[51](14) Circuits × × × × × ✓
[21](16) MSP × × × × × ✓
[21](16) MSP ✓∗ × × × × ✓
[58](17) MSP × × × × † †
[39](18) NFA/TM ✓ ✓ ✓ × ✓ ✓
[22](23) TM ✓ ✓ † × × ✓
[55](23) RIP × × × × † †
Ours MSP ✓ ✓ ✓ ✓ ✓ ✓
SP-ABS
[40](10) MSP ✓ × ✓ × † †
[40](10) MSP × × ✓ × † †
[41](10) MSP × ✓ × × ✓ ✓
[59](11) Non-MSP × × × × ✓ ✓
[60](11) MSP × × × × ✓ †
[61](11) Threshold ✓ ✓ × × ✓ ✓
[61](11) MSP × ✓ × × † †
[37](12) Threshold × × × × × ✓
[62](12) MSP × × × × † ×
[63](12) MSP × ✓ × × ✓ ✓
[64](12) MSP × × × × † ×
[65](13) Threshold × × × × † †
[26](14) MSP × ✓ † × † †
[28](14) MSP ✓ × ✓ × † †
[66](14) Threshold × ✓ × × × ✓
[67](14) Threshold × ✓ × × ✓ ✓
[68](14) MSP × × × × × ✓
[3](14) Threshold × ✓ × × × ✓
[24](14) Non-MSP × × × × ✓ ✓
[69](14) MSP ✓ ✓ × × × ✓
[70](14) Threshold × × × × ✓ ✓
[71](15) Threshold × × × ✓ ✓ ✓
[72](15) Threshold × × × × ✓ ✓
[73](15) Threshold × ✓ × × ✓ ✓
[74](16) MSP ✓ × ✓ × ✓ ✓
[38](16) Circuits ✓ × ✓ × ✓ ✓
[75](16) Threshold × × × × × ✓
[76](17) MSP × × ✓ × ✓ ✓
[76](17) Threshold × × ✓ × ✓ ✓
[77](17) MSP × × × × ✓ ✓
[56](19) ABP × × ✓ × ✓ ✓
[30](19) MSP × × † × ✓ ✓
[78](19) MSP × × × × ✓ ✓
[79](21) MSP × × × × ✓ ✓
[54](22) RIP × × × × ✓ ✓
[80](22) MSP × ✓ × × × ✓
[52](22) Circuits ✓ × ✓ × † †
[81](22) Threshold × × ✓ ✓ † †
[82](23) Threshold × × × ✓ × ✓
Ours MSP ✓ ✓ ✓ ✓ ✓ ✓

a: The number in brackets denotes the year, such as “(08)” means 2008.
b: ✓ (or ×) indicates large (or small) universe, and ✓∗ claims large universe
but it does not satisfy our large universe definition.
c: ✓ uses Type-III pairings, × uses Type-I or Type-II pairings, and † means
that the scheme does not use pairings. Type-I pairings are showing serious
security issues and Type-II pairings are inefficient [44, 83, 84].
d: ✓ (or ×) indicates adaptive (or selective) unforgeability, † indicates no proof.
e: ✓ indicates that anonymity has been proved, × indicates that anonymity
is not held, and † indicates no proof of anonymity.



3 General ABS Model and Security

An ABS scheme involves three entities: (1) an attribute au-
thority (AA) that generates attribute keys for a group of users,
(2) a group of signers who receive the attribute keys from AA
and use them to sign messages on some specified predicates,
and (3) a verifier that checks the validity of message-signature
pairs.
ABS algorithms. We provide a general syntax for both KP-
ABS and SP-ABS schemes. An ABS scheme defined over
attribute universe U and message space M consists of the
following algorithms:

• (mpk,msk)← Setup(1λ): The setup algorithm takes as in-
put a security parameter λ, outputs a master public key mpk
and a master secret key msk.

• skx← KeyGen(mpk,msk,x): The key generation algorithm
takes as input a master key pair (mpk, msk), and a descrip-
tion x, outputs an attribute secret key skx.

• σ← Sign(mpk,skx,y,msg): The signing algorithm takes as
input a master public key mpk, a secret key skx, a descrip-
tion y, a message msg, outputs a signature σ.

• 0/1← Verify(mpk,σ,y,msg): The verification algorithm
takes as input a master public key mpk, a signature σ, a
description y, and a message msg, outputs 1 for accept or 0
for reject.

Remark 1. By descriptions x and y used as input in algorithms
KeyGen, Sign and Verify we mean either an attribute set S ⊆U
or an access policy P . For KP-ABS, x = P , y = S ; while for
SP-ABS, x = S , y = P . We define P(x, y) = 1 as S satisfies
P and P(x, y) = 0 as S does not satisfy P , no matter which
is associated with x or y.
Correctness. For any x,y with P(x, y) = 1 and msg ∈M , we
require Pr[Verify(mpk,σ,y,msg) = 1 : (mpk, msk) ←
Setup(1λ),skx ← KeyGen(mpk,msk,x), σ ←
Sign(mpk,skx,y,msg)] = 1.
Unforgeability. The standard notion of security for ABS
is existential unforgeability under adaptive chosen message
attack (EUF-CMA). This notion is defined using the following
game between an adversary A and a challenger algorithm B:

• Setup. B runs (mpk,msk)← Setup(1λ), sends mpk to A
and keeps msk secret.

• Query. A issues queries to a key generation oracle and a
signing oracle for polynomial times:

– Key generation oracle: Given a description x, the oracle
returns skx← KeyGen(mpk, msk, x) to A .

– Signing oracle: Given descriptions (x,y) and a message
msg, the oracle generates skx← KeyGen(mpk, msk, x),
and returns σ← Sign(mpk,skx,y,msg) to A .

• Forgery. A outputs a tuple (msg∗,y∗,σ∗). The adversary
wins the game if the following conditions hold:

– Verify(mpk,σ∗,y∗,msg∗) = 1.
– A has not queried any description x such that P(x,y∗) = 1

to the key generation oracle.
– A has not queried the signing oracle with following types

of inputs: (1) (·,y∗,msg∗) for any description x, or (2)
(x, ·, ·) for any (y,msg) pair if P(x,y∗) = 1.

Definition 1 An ABS scheme is EUF-CMA if the advantage
function refers to the above game

AdvEUF−CMA
A (λ) = Pr[A wins]

is negligible in parameter λ for any PPT adversary A .

Remark 2. There are several weaker notions of unforgeabil-
ity [29], which includes (1) Existential unforgeability under se-
lective chosen message attack (EUF-sCMA), in which the ad-
versary commits to a chosen message at the Setup phase and
the forgery must be produced on that message. (2) Selective-
attribute unforgeability, in which the adversary commits to
a chosen description y at the Setup phase and the forgery
must be produced on y. It can be considered either under
adaptive chosen message attack (s-EUF-CMA), or selective
chosen message attack (s-EUF-sCMA). In this paper, we first
prove the unforgeability of our ABS schemes under the s-
EUF-CMA model, and then transform it into EUF-CMA by
using the random oracle model.
Anonymity. An ABS scheme is anonymous if the distribution
of signatures is independent of secret keys used to produce
them, i.e., that signatures do not disclose any information
about attributes or policies embedded into those keys. Specif-
ically, one cannot deduce any information about the descrip-
tion x held by the signer from a signature on a description y,
other than the fact that P(x,y) = 1. The anonymity require-
ment is formally defined using the following game between
an adversary A and a challenger algorithm B:

• Setup. Same as the one defined in the EUF-CMA model.

• Phase 1. Same as the Query phase defined in EUF-CMA.

• Challenge. A outputs (x∗1,x
∗
2,y
∗,msg∗) that satisfies

P(x∗1,y
∗) = P(x∗2,y

∗) = 1. Then B chooses a bit b ∈ {0,1},
generates a secret key skx∗b

← KeyGen(mpk,msk,x∗b), and
signature σ∗b ← Sign(mpk,skx∗b

,y∗,msg∗). Finally, B re-
turns σ∗b to A .

• Phase 2. Same as Phase 1 defined above.

• Guess. A outputs b′ ∈ {0,1}. It wins if b′ = b.

Definition 2 An ABS scheme is anonymous if the advantage
function refers to the above game

AdvAnonA (λ) =
∣∣Pr[b′ = b]− 1

2

∣∣
is negligible in parameter λ for any PPT adversary A .



Remark 3. In the anonymity game, the adversary A is allowed
to query the challenge descriptions x∗1 and x∗2 in the key gener-
ation oracle, and query the challenge tuple (x∗1,x

∗
2,y
∗,msg∗)

in the signing oracle. The rationale is that oracles always re-
spond with a different sk or σ every time for the same inputs;
hence, the challenge σ∗b has up to negligible probability equal
to any σ that has been queried from the signing oracle for the
challenge tuple before. Thus, anonymity should be guaranteed
even if A is given this capability.

4 Our ABS schemes

In this section, we provide a detailed specification of our pro-
posed KP-ABS and SP-ABS schemes. We first define the
bilinear maps and the algorithm for generating public parame-
ters used in both schemes: Let GroupGen be a PPT algorithm
that takes as input a security parameter 1λ and outputs a set of
group parameters par = (p, G1, G2, GT , e, g1, g2), where
p is the prime order of Θ(λ) bits, G1,G2 and GT are cyclic
groups of order p, g1 and g2 are the generators of G1 and G2
respectively. e : G1×G2 → GT is an asymmetric Type-III
pairing function where there exists no efficiently computable
homomorphism between G1 and G2.

4.1 KP-ABS

Our Key-Policy Attribute-Based Signature (KP-ABS) scheme
is presented in Fig. 1. To insert a policy into a secret key, we
adopt a modified key structure from FABEO KP-ABE [47]
by adding the randomness r into Mi · ((α+ r)||v)T when com-
puting sk2,i. This modification allows us to prove security of
this KP-ABS scheme, which will be presented in Sections 5.

In this scheme, a KP-ABS signature σ = (A, B, C,
c, sα, sk, {si}i∈I ) includes a batch attribute commitment
com= (A, B, C) and a signature-based proof of knowledge
SPK, as shown in Equation 3:

proof = SPK{(β,k,{δi}i∈I )|Y = Xβ∧B = gk
1 ·∏

i∈I
hδi

i }(msg),

where Y = e(A,g2)/e(B,C). We use a Schnorr-type signature
with multiple committed secrets as an instance of a SPK,
denoted by proof = (c, sα, sk, {si}i∈I ).

Theorem 1 Our KP-ABS scheme is correct.

Proof 1 We show that for x = (M, π, {π(i)}i∈[n1]),y =
{π(i)}i∈I with P(x, y) = 1 and msg ∈ M , then
Pr[Verify(mpk,σ,y,msg) = 1 : (mpk, msk) ← Setup(1λ),
skx← KeyGen(mpk,msk,x), σ← Sign(mpk,skx,y,msg)] =
1. Following the description of the scheme in Fig. 1, given a

signature σ= (A,B,C,c,sα,sk,{si}i∈I ), the verifier computes

Y = e(A, g2)
e(B, C)

=
e(∏i∈I (g

Mi((α+r)||v)T
1 ·H1(π(i))r)γi·k·t , g2)

e(gk
1·∏i∈I H1(π(i))γi ·k, gr·t

2 )

=
e(g(α+r)·k·t

1 ·∏i∈I (H1(π(i))r·γi ·k·t , g2)

e(gk
1·∏i∈I H1(π(i))γi·k, gr·t

2 )

= e(gα·k·t
1 , g2) = Xk·t

Then the verifier checks that proof = (c,sα,sk,{si}i∈I ) is a
Schnorr-type signature-based proof of knowledge SPK in
Equation 3, proving three types of secrets: β,k,δi, where
β = k · t and δi = γi · k. To verify proof, the verifier recom-
putes the value c by following the Verify algorithm in Figure 1
and compares it with the given c value in σ. For a valid
Schnorr-type SPK, the comparison result must be positive.

4.2 SP-ABS

Our Signature-Policy Attribute-Based Signature (SP-ABS)
scheme is presented in Fig. 2. To insert a policy into a sig-
nature, we create a vector a from the policy matrix M with
the dimensions n1×n2, and use this vector to test the policy.
To do so, let ai = H(i||H0(M)) for i ∈ [n2], and the vector
a = {ai}i∈[n2]. Based on the subset {π(i)}i∈I under (M,π),
the signer finds constants {γi}i∈I . Following Equation 4,
∑i∈I γiMi(a)T = (a1, 0, . . . , 0). In our design, in order to
achieve attribute anonymity, the signer uses a set of dummy
attributes with null γ values, i.e., ∀i∈[n1]\I γi = 0. In addition,
we choose the base point g3 at random; alternatively, we could
also use FABEO’s method by letting g3 = H1(|U|+1).

A signature σ = (A,B,C,c,sα,{si}i∈[n1]) includes a batch
attribute commitment com= (A,B,C) and a signature-based
proof of knowledge SPK, as shown in Equation 6:

proof = SPK{(β,{δi}i∈[n1])|

Y = (Xa1)β∧B = ∏
i∈[n1]

(gMi·(a)T

3 ·H1(π(i)))δi}(msg),

where Y = e(A,g2)/e(B,C). We use a Schnorr-type signature
with multiple committed secrets as an instance of a SPK,
denoted by proof = (c,sα,{si}i∈[n1]).

Theorem 2 Our SP-ABS scheme is correct.

Proof 2 We show that for x = (S ⊆ U), in which an
element in S is written as u in KeyGen or π(i)
in Sign, and y = (M,π,{π(i)}i∈[n1]) with P(x, y) =
1 and msg ∈ M , then Pr[Verify(mpk,σ,y,msg) = 1 :
(mpk, msk) ← Setup(1λ),skx ← KeyGen(mpk,msk,x),
σ ← Sign(mpk,skx,y,msg)] = 1. Following the descrip-
tion of the scheme in Fig. 2, given a signature σ =
(A,B,C,c,sα,{si}i∈[n1]), the verifier computes



(mpk, msk)← Setup(1λ).
Run GroupGen(1λ) to obtain the group parameters par =
(p, G1, G2, GT , g1, g2, e). Pick α←$ Z∗p and two hash
functions H0 : {0, 1}∗→ Zp, H1 : {0, 1}∗→G1. Output

mpk= (H0, H1, par, X = e(g1, g2)
α), msk= α.

sk← KeyGen(mpk, msk, x = (M, π, {π(i)}i∈[n1])).

Pick r←$ Zp, v←$ Zn2−1
p . Compute

sk1 = gr
2,

∀i ∈ [n1] sk2,i = gMi·((α+r)||v)T

1 ·H1(π(i))r.

Output sk= (sk1, {sk2,i}i∈[n1],(M, π, {π(i)}i∈[n1])).

σ← Sign(mpk, sk, y = {π(i)}i∈I , msg).

Find {γi}i∈I s.t. ∑i∈I γiMi = (1, 0, . . . , 0).
Pick k, t,rα,rk,{ri}i∈I ←$ Zp. Compute

A = ∏i∈I (sk2,i)
γi·k·t , C = skt

1,

B = gk
1 ·∏i∈I H1(π(i))γi·k, Y = Xk·t ,

W = grk
1 ·∏i∈I H1(π(i))ri , Z = X rα ,

c = H0(A, B, C, Y, Z, W, msg),

sα = rα− k · t · c, sk = rk− k · c,

∀i ∈ I si = ri− γi · k · c.

Output σ = (A, B, C, c, s), where s = (sα, sk, {si}i∈I ).

0/1← Verify(mpk, σ, y = {π(i)}i∈I , msg).

Compute

Y ′=
e(A, g2)

e(B, C)
, Z′=X sα ·Y ′c, W ′= gsk

1 ·∏
i∈I

H1(π(i))si ·Bc,

c′ = H0(A, B, C, Y ′, Z′, W ′, msg).

If c′ ̸= c, output 0; otherwise, output 1.

Figure 1: The construction of our KP-ABS scheme

(mpk, msk)← Setup(1λ).
Run GroupGen(1λ) to obtain par =
(p, G1, G2, GT , g1, g2, e). Pick α←$ Z∗p, g3 ←$ G1,
and three hash functions H,H0 : {0, 1}∗ → Zp, and
H1 : {0, 1}∗→G1. Output

mpk= (H, H0, H1, par, g3, X = e(g1, g2)
α), msk= α.

sk← KeyGen(mpk, msk, x = S).
Pick r←$ Zp. Compute

sk1 = gα
1 ·gr

3, ∀u ∈ S sk2,u = H1(u)r, sk3 = gr
2.

Output sk= (sk1, {sk2,u}u∈S , sk3, S).
σ← Sign(mpk, sk, y = (M,π,{π(i)}i∈[n1]), msg).
Find {γi}i∈I s.t. ∑i∈I γiMi = (1, 0, . . . , 0) with
{π(i)}i∈I ⊆ S . Pick k, t, rα, {ri}i∈[n1]←$ Zp. Compute

ai = H(i||H0(M)),∀i ∈ [n2], a = {ai}i∈[n2],

A = ∏i∈I (skMi·(a)T

1 · sk2,π(i))
γi·k·t , C = skt

3,

B = ∏i∈I (g
Mi·(a)T

3 ·H1(π(i)))γi·k, Y = Xa1·k·t ,

W = ∏i∈[n1](g
Mi·(a)T

3 ·H1(π(i)))ri , Z = (Xa1)rα ,
c = H0(A, B, C, Y, Z, W, msg),

sα = rα−k ·t ·c, ∀i∈ I si = ri−γi ·k ·c, ∀i∈ [n1]\I si = ri.

Output σ = (A, B, C, c, s), where s = (sα, {si}i∈[n1]).
0/1← Verify(mpk, σ, y = (M,π,{π(i)}i∈[n1]), msg).
Compute

∀i ∈ [n2] ai = H(i||H0(M)), a = {ai}i∈[n2],

Y ′ =
e(A,g2)

e(B,C)
, Z′ = (Xa1)sα ·Y ′c,

W ′ = ∏
i∈[n1]

(gMi·(a)T

3 ·H1(π(i)))si ·Bc,

c′ = H0(A, B, C, Y ′, Z′, W ′, msg).

If c′ ̸= c, output 0; otherwise output 1.

Figure 2: The construction of our SP-ABS scheme

Y = e(A, g2)
e(B, C)

=
e(∏i∈I ((gα

1 ·g
r
3)

Mi(a)
T ·H1(π(i))r)γi ·k·t , g2)

e(∏i∈I (g
Mi(a)T
3 ·H1(π(i)))γi ·k, gr·t

2 )

=
e(g

α·a1 ·k·t
1 ·∏i∈I (g

a1
3 ·H1(π(i))γi )r·k·t , g2)

e(∏i∈I (g
a1
3 ·H1(π(i)γi )k, gr·t

2 )

= e(gα·a1·k·t
1 , g2) = Xa1·k·t

Then the verifier checks that proof = (c,sα,{si}i∈I ) is a
Schnorr-type signature-based proof of knowledge SPK in

Equation 6, where β = k · t and δi = γi · k. The trick part
is that in the signing process, the element B is computed with
i ∈ I , but in the verification process, B is proved with i ∈ [n1].
This difference does not stop passing the verification because
∀i∈[n1]\I γi = 0. The verification of proof is a Schnorr-type
signature-based proof of knowledge SPK in Equation 6, and
its correctness is held.

Remark 4. To achieve large universe and arbitrary attributes,
we use an integer to point (I2P) conversion function H1 that



maps any attribute string to a group element in G1. This
eliminates the need to specify attributes during setup and
allows attributes to be any type and size. This operation can
be performed offline and the result can be reused over keys
and signatures.
Remark 5. Attribute multi-use means that the scheme should
still work even when the MSP handles complex policies, e.g.,
for threshold policies, the MSP matrix would need to map mul-
tiple rows to the same attribute. In FABEO ABE schemes [47],
there are no interactions between the AA and the encryptors.
Thus, they increase with O(τ) overhead on both the encryptor
and decryptor, in which τ = maxi∈[n1]ρ(i) corresponding to
maximum number of times an attribute is used in M, and
ρ(i) = |{z|π(z) = π(i),z ≤ i}| is the number of times an at-
tribute π(i) is used in M. On the other hand, our ABS schemes
can achieve this feature without increasing overhead by ex-
ploiting the fact that the AA always generates secret keys
before the signer signs a message.

For our KP-ABS, the AA sets a policy in KeyGen stage.
This means that the AA can map the same attribute from the
matrix M with a different form if it is used multiple times.
For instance, if an attribute a is used twice in M on row 2 and
row 3, the AA can simply map π(2) = a||1 and π(3) = a||2
such that each attribute is treated uniquely in M. Since (M,π)
is known to the signer, the signer can calculate each H1(π(i))
in B and W by following the same π, and provide the verifier
{π(i)}i∈I encoded by the same π. In the anonymity model, the
adversary is given one challenge attribute set S∗ that satisfies
two policies P ∗0 ,P ∗1 . This means that every attribute such as
a||2 that appeared in S∗ must appear in {π∗(i)}i∈I ∗ . P ∗0 ,P ∗1
only differs in the part of attributes that are not in {π∗(i)}i∈I ∗ .
Thus, this technique does not affect anonymity.

In our SP-ABS, the AA does not know the policy at the
KeyGen stage, so it can only calculate each H1(u) as normal
and cannot synchronize the encoding of attributes in the policy
chosen by the signer. In this case, when the signer sets a policy
with attributes that are used multiple times, it keeps π mapping
the same attribute in the same form as in KeyGen stage, such
that the matrix M can include multiple rows mapping to the
same attribute. When the signer calculates A, B and W , some
rows i in I and [n1] could be mapped to the same attribute,
e.g., π(i) = π( j) for i ̸= j. For these attributes, the signer
correspondingly multiplies the same sk2,π(i), H1(π(i)) in ρ(i)
times, matching the same number of them appearing in M.
As (M,π,{π(i)}i∈[n1]) is public to the verifier, the verifier can
compute the ∏i∈[n1]H1(π(i)) term in the same way.

It is plausible that the above techniques can be applied to
other ABS schemes, we remain this question as a future work.

5 Security analysis

We prove both our KP-ABS and SP-ABS schemes satisfy the
EUF-CMA security and anonymity as defined in Sec. 3. The
proofs are based on the following two mathematical problems.

Due to page limitations, we only include the proofs of our
KP-ABS scheme in this version and reserve the proofs of our
SP-ABS scheme for the full version [36].

Computational Bilinear Diffie-Hellman (CBDH) assump-
tion. The computational BDH problem in Type-III setting
is that given a security parameter λ, par := (p,G1,G2,
GT ,e,g1,g2) ← GroupGen(1λ) and D = (gα

1 ,g
α
2 ,g

β

1 ,
gβ

2 ,g
γ

1,g
γ

2), where α,β,γ ←$ Zp, compute T = e(g1,g2)
αβγ.

The advantage of a PPT algorithm A in solving this problem

AdvCBDH
A (λ) :=

∣∣∣Pr [A(par,D,T) = 1]
∣∣∣

is negligible in λ. The probability is over the random choice
of the parameters and over the coin tosses of A .

Definition 3 (CBDH assumption) The CBDH assumption
holds in GT if no PPT algorithm has advantage at least ε in
solving the CBDH problem.

Decisional External Diffie-Hellman (DXDH) assump-
tion [105]. The decisional XDH problem is that given
a security parameter λ, par := (p,G1,G2,GT ,e,g1,g2) ←
GroupGen(1λ), D = (ga

1,g
b
1), where a,b,R←$ Zp, T0 = gab

1
and T1 = gR

1 , decide which one from T0 and T1 is associated
with D. The advantage of a PPT algorithm A in solving this
problem

AdvDXDH
A (λ) :=

∣∣∣Pr [A(par,D,T0) = 1]−Pr [A(par,D,T1) = 1]
∣∣∣

is negligible in λ. The probability is over the random choice
of the parameters and over the coin tosses of A .

Definition 4 (DXDH assumption) The DXDH assumption
holds in G1 if no PPT algorithm has advantage at least ε in
solving the DXDH problem.

Theorem 3 Our KP-ABS scheme is EUF-CMA secure in the
random oracle model under the CBDH assumption.

We first prove our KP-ABS scheme in the selective attribute
model (s-EUF-CMA) by defining the random oracle outputs
for the challenge attributes that the adversary aims to forge
in the setup phase. After that, we continue to transform the
security into the adaptive attribute model (EUF-CMA) by
relaxing this condition.

Proof sketch. We prove unforgeability via a reduction from
the CBDH problem in the random oracle model. The simu-
lator designates a special identity attribute. In the selective
model, this attribute is fixed at setup and the random oracle
programmed it differently from other attributes. During key
generation and signing, the adversary is not allowed to query
this identity attribute; such queries are safely rejected with-
out information leakage. In the forgery phase, the adversary
must output a signature on a policy or attribute set containing
this identity attribute. Due to the special random oracle pro-
gramming, any valid forgery embeds the CBDH challenge.



Thus, the simulator applies the forking lemma to extract the
adversary’s randomness and recover the CBDH solution. For
adaptive security, all such rejections are replaced by abortion
probabilities; we show that the overall abortion probability is
negligible, yielding a sound selective-to-adaptive reduction.

Proof 3 Suppose there exists a PPT adversary A that
can break our KP-ABS scheme in the s-EUF-CMA
game, then we can build an algorithm B that solves
the CBDH problem. At first, B is given a BDH tuple
(ĝ1, ĝ2, ĝ1

α, ĝ2
α, ĝ1

β, ĝ2
β, ĝ1

γ, ĝ2
γ). B’ s objective is to com-

pute e(ĝ1, ĝ2)
αβγ, it interacts with A in a game as follows:

Setup. A picks an attribute set S∗ = ({u∗i }i∈[ℓ∗−1],u∗id) of

size-ℓ∗, and a policy P ∗ = (M∗ ∈ Zn∗1×n∗2
p ,π∗,{π∗(i)}i∈[n∗1])

with P(P ∗,S∗) = 1 that it intends to forge the signature. As-
sume u∗id is an identity attribute that is only in the challenge
attribute set S∗, that is, it appears only in the forgery phase.
Assume γ∗ = ({γ∗i }i∈[ℓ∗−1],γ

∗
id) are the MSP recovery coeffi-

cients corresponding to ({u∗i }i∈[ℓ∗−1],u∗id) respectively. We
denote the attribute universe as U. Then B sets the ran-
dom oracle H0 : {0,1}∗ → Zp, and sets the random oracle
H1 : {0,1}∗→G1 for different types of input as the following:

1. Identity attribute u∗id ∈ S∗: B picks δ∗id ←$ Zp and com-
putes H1(u∗id) = h∗id = (ĝ1

β)−δ∗id/γ∗id .

2. Other challenge attribute u∗i ∈ S∗ (i ∈ [ℓ∗−1]): B picks
δ∗i ←$ Zp and computes H1(u∗i ) = h∗i = ĝ1

δ∗i /γ∗i .

3. Other attributes ui ∈ {U\S∗}: B picks δi←$ Zp and com-
putes H1(ui) = hi = ĝ1

δi .

Here h∗id , h∗i and hi are uniform in G1 and independent of A’s
current view as required. Then B sets g1← ĝ1

β·δ∗id , g2← ĝ2,
and sets X ← e(ĝ1

βδ∗id , ĝ2
α) = e(ĝ1, ĝ2)

αβδ∗id . In this way, the
master secret key is implicitly set as α, and gα

1 is implicitly set
as ĝ1

αβδ∗id . B generates par= (p, G1, G2, GT , e, ĝ1
βδ∗id , ĝ2,)

and sends mpk=
(
par,e(ĝ1, ĝ2)

αβδ∗id
)

to A .
Key generation oracle. When A issues a secret key query

with input an access policy P =(M∈Zn1×n2
p , π, {π(i)}i∈[n1]),

B checks if P(P ,S∗) = 1 or if u∗id ∈ {π(i)}i∈[n1]. If any
of them is true, reject the query. Otherwise, B runs the
random oracle H1 in Cases (2) or (3) as described be-
fore to obtain the corresponding hi ∈ G1 for each attribute
π(i). There are three cases for the input of {π(i)}i∈[n1]:
(1) {π(i)}i∈[n1] ⊆ {S

∗\u∗id}, (2) {π(i)}i∈[n1]∩{S
∗\u∗id} = ∅,

and (3) {π(i)}i∈[n1] ∩ {S
∗\u∗id} ≠ ∅. B chooses r′ ←$ Zp,

v←$ Zn2−1
p , implicitly sets r = −α+ r′ and generates the

first key element sk1 = ĝ2
−α+r′ , which will be used for all

three cases. The second key element is different for each case:

Case 1: sk2,i = ĝ1
βδ∗id ·Mi,1(α−α+r′)+∑

n2
j=1 Mi, jv j · ĝ1

δ∗i
γ∗i
·(−α+r′)

= ĝ1
βδ∗id ·Mi,1r′+∑

n2
j=1 Mi, jv j · ĝ1

(−α+r′)· δ
∗
i

γ∗i . Case 2: the only dif-

ference is no γ values, so sk2,i = ĝ1
βδ∗id ·Mi,1r′+∑

n2
j=1 Mi, jv j ·

ĝ1
(−α+r′)·δi . Case 3: as B can simulate case 1 and case 2 with

the input attributes both in {S∗\u∗id} and not in {S∗\u∗id}, the
sk2,i in case 3 can be simulated by a hybrid of case 1 and
case 2 dependent on if the attributes are in {S∗\u∗id} or not.
Then B returns sk= (sk1,{sk2,i}i∈[n1]) to A .

Signing oracle. When A issues a signature query, with
input a set of attributes S = {ui}i∈I , an access policy P =
(M ∈ Zn1×n2

p , π, {π(i)}i∈[n1]) with P(P ,S) = 1, and a mes-
sage msg. B checks if P(P ,S∗) = 1. If it is true, reject the
query. Assume I is the index set that S matches the rows of
M, i.e., S = {π(i)}i∈I . B runs the random oracle to obtain
the corresponding hi for each attribute π(i) in the same way
as discussed before. We now describe the simulation of the at-
tribute commitment (A,B,C) in the signature, which also has
three different cases in terms of the type of attributes included
in the subset: (1) {π(i)}i∈I ⊆ {S∗\u∗id}, (2) {π(i)}i∈I ∩
{S∗\u∗id} = ∅, and (3) {π(i)}i∈I ∩ {S∗\u∗id} ̸= ∅. For all
cases, B (1) generates a set of coefficients {γi}i∈I correspond-
ing to {π(i)}i∈I respectively, (2) chooses r′←$Zp and implic-
itly sets r = α+ r′, (3) picks k, t←$ Zp. For Case 1, B gener-

ates A = ĝ1
βδ∗id ·(α−α+r′)·kt ·∏i∈I ĝ1

δ∗i
γ∗i
·(−α+r′)·γikt

= ĝ1
βδ∗idr′kt ·

ĝ1
(−α+r′)kt·∑i∈I

δ∗i γi
γ∗i , B = ĝ1

βδ∗id ·k · ĝ1
k·∑i∈I

δ∗i γi
γ∗i , C = ĝ2

(−α+r′)·t .
For Case 2, A = ĝ1

βδ∗id ·(α−α+r′)·kt ·∏i∈I ĝ1
δi·(−α+r′)·γikt

= ĝ1
βδ∗idr′kt · ĝ1

(−α+r′)kt·∑i∈I δiγi , B = ĝ1
βδ∗id ·k · ĝ1

k·∑i∈I δiγi , C =
ĝ2

(−α+r′)·t . For Case 3, B can simulate A,B,C through a hy-
brid of the previous two cases.

Then B simulates the second part of signature by di-
rectly following the scheme. First, B picks rα,rk,{ri}i∈[n1]←$

Zp, then generates Y = e(ĝ1, ĝ2)
αβδ∗id ·kt , Z = e(ĝ1, ĝ2)

αβδ∗id ·rα ,
W = ĝ1

βδ∗idrk ·∏i∈I hri
i , c = H0(A,B,C,Y,Z,W,msg), sα =

rα − kt · c, sk = rk − k · c, ∀i ∈ I : si = ri − γik · c. Similar
to the three cases analyzed for A,B,C, the random oracle H1
can simulate each hi value based on if each π(i) is in the chal-
lenge attribute set S∗ or not. It is straightforward to verify that
(c,sα,sk,{si}i∈[n1]) is valid by computing (1) Y ′ = e(A, g2)

e(B, C) =

e(ĝ1, ĝ2)
αβδ∗idkt , (2) Z′ = e(ĝ1, ĝ2)

αβδ∗id ·sα · Y ′c, (3) W ′ =
ĝ1

βδ∗idsk ·∏i∈I hsi
i · Bc, (4) c′ = H0(A,B,C,Y ′,Z′,W ′,msg∗),

and obtaining c = c′. This indicates that B can simulate a
valid signature σ = (A,B,C,c,sα,sk,{si}i∈I ) for A’s query
without knowing the answer of the CBDH problem.

Forgery. When A outputs a message msg∗ and a valid
signature σ∗ = (A∗,B∗,C∗,c∗,s∗k ,s

∗
α,{s∗i }i∈[ℓ∗]), there exists

r∗,k∗, t∗ ∈ Zp such that

A∗ = ĝ1
βδ∗id ·(αk∗t∗+r∗k∗t∗) · ĝ1

−β· δ
∗
id

γ∗id
·γ∗id r∗k∗t∗

∏
i∈[ℓ∗−1]

ĝ1

δ∗i
γ∗i
·γ∗i r∗k∗t∗

= ĝ1
αβδ∗id k∗t∗ · ĝ1

r∗k∗t∗·∑i∈[ℓ∗−1] δ
∗
i

B∗ = ĝ1
βδ∗id k · ĝ1

−β· δ
∗
id

γ∗id
·γ∗id k∗

∏
i∈[ℓ∗−1]

ĝ1

δ∗i
γ∗i
·γ∗i k

= ĝ1
k·∑i∈[ℓ∗−1] δ

∗
i



C∗ = ĝ2
r∗t∗ ,Y ∗ = e(ĝ1, ĝ2)

αβδ∗id k∗t∗ , Z∗ = e(ĝ1, ĝ2)
αβδ∗id r∗α

W ∗ = ĝ1
βδ∗id r∗k · ĝ1

−β· δ
∗
id

γ∗id
·r∗id ĝ1

∑i∈[ℓ∗−1]
δ∗i
γ∗i
·r∗i

c∗ = H0(A∗,B∗,C∗,Y ∗,Z∗,W ∗,msg∗)

s∗α = r∗α− k∗t∗ · c∗, s∗k = r∗k − k∗ · c∗, ∀i ∈ [ℓ∗] : s∗i = r∗i − γ
∗
i k∗ · c∗

Since the tuple (c∗,s∗α,s
∗
k ,{s∗i }i∈l∗) in our signature is a

Schnorr type of signature which satisfies the “generic digital
signature” notion defined in [106], B could use the forking
lemma to extract the value k∗t∗ hidden in s∗α, and the value k∗

hidden in s∗k: After a polynomial time of queries to the random
oracle H0, A obtains c∗1,c

∗
2 at some point where c∗1 ̸= c∗2 and

generates two valid signatures (s∗α1
,s∗k,1,c

∗
1) and (s∗α2

,s∗k,2,c
∗
2).

Then A sends these signatures to B . According to the scheme,
s∗α1

= r∗α−k∗t∗ ·c∗1, s∗α2
= r∗α−k∗t∗ ·c∗2. Then B can get s∗α1

−

s∗α2
= k∗t∗ · (c∗2 − c∗1). Therefore, k∗t∗ =

s∗α1
−s∗α2

c∗2−c∗1
. Similarly,

B can obtain s∗k,1− s∗k,2 = k∗ · (c∗2− c∗1), so k∗ =
s∗k,1−s∗k,2

c∗2−c∗1
. By

leveraging the knowledge of k∗t∗ and k∗, B can first calculate
the value of t∗, and then compute ĝ2

r∗ =C∗
1
t∗ . Finally, B can

extract the answer of the CBDH problem from the forgery by
the following:

T=

(
e(A∗, ĝ2

γ)

e(∏i∈[ℓ∗−1] ĝ1
γ·δ∗i , ĝ2

r∗)k∗t∗

) 1
δ∗id k∗t∗

.

In conclusion, by assuming B breaks the CBDH assumption
with advantage AdvCBDH

B (λ) over the choice of λ, the advan-
tage A wins the s-EUF-CMA game can be reduced to 3

Advs-EUF-CMA
A (λ)≤ AdvCBDH

B (λ).

The above analysis for s-EUF-CMA has several constraints
defined in the setup phase: B has to set the challenge policy,
challenge attribute subset, and an identity attribute, which im-
plicitly requires B to know the values ({δ∗i }i∈[ℓ∗−1],δ

∗
id), and

({γ∗i }i∈[ℓ∗−1],γ
∗
id) at the beginning of the game. To remove

these constraints and transform the unforgeability into adap-
tive attribute model, we modify the game into the EUF-CMA
game as follows:

• We assume that the MSP encoding technique supports that
secret recovery coefficients γi are equal to some prede-
fined values if the attribute sets satisfy the access pol-
icy. For example, we can convert an access policy into
a Boolean formula and then to an MSP using the Lewko-
Waters method [46] so that a matrix M has only entries in
{0, 1, −1} and {γi} that are always 1. In this case, while
B does not know the challenge attribute set at setup, it fixes
its size l∗ and knows the set will satisfy a challenge pol-
icy chosen later by the adversary. Thus, it can predefine l∗

outputs of H1, i.e., ({γ∗i }i∈[ℓ∗−1],γ
∗
id) all equal to 1 in setup.

3Note that this is only a qualitative security bound for simplicity. There
should be an asymptotic square root loss for the probability on AdvCBDH

B (λ).
Readers may refer to [107] for more details.

• B chooses ℓ∗←$ Zp and δ∗id ,{δ∗i }i∈[ℓ∗−1]←$ Zp, and then

sets ℓ∗ outputs of H1 as
{

ĝ1
δ∗i /γ∗i

}
i∈[ℓ∗−1]

and ĝ1
β(−δ∗id/γ∗id )

respectively, without knowing the corresponding ℓ∗ inputs
to the random oracle.

• Apart from the above changes, the game runs in the same
way as the s-EUF-CMA game. When A queries random or-
acle H1, B randomly sets ℓ∗ A’s inputs as ({u∗i }i∈[ℓ∗−1],u∗id)
and correspondingly returns to A the pre-determined out-
puts

{
ĝ1

δ∗i /γ∗i
}

i∈[ℓ∗−1]
and ĝ1

β(−δ∗id/γ∗id) respectively, and an-

swer other queries ui by picking δi ←$ Zp and returning
H1(ui) = hi = ĝ1

δi . When A queries the random oracle H0,
B answers the queries with random numbers in Zp.

Assume A has queried the random oracles H0,H1 for qH0 ,qH1

times and performed the key generation query and signing
oracle query for qkey, qsign times, respectively. Assume the
output message space for H0,H1 are s0,s1 respectively, and
the attribute universe U has size n. Then we analyze the cases
that B does not abort in the adaptive game as follows:

• qH1 > ℓ∗ with probability p1.

• A has never queried a secret key for u∗id in qkey key genera-
tion queries, with probability 1− 1

qkey
.

• A has never queried a signature for u∗id in qsign signing
queries, with probability 1− 1

qsign
.

• A chooses ({u∗i }i∈[ℓ∗−1],u∗id) as the challenge attribute set

with probability
(n−l∗)!·qH1 !
(qH1−l∗)!·n! . This is the probability that l∗

fixed elements appear in a size-qH1 subset drawn from the
size-n attribute universe. As n is polynomially bounded and
l∗ is small, this probability is non-negligible.

• Both random oracles H0,H1 has no collisions for A’s

queries, with probability
q2
H0

2s0 and
q2
H1
·ℓ∗

2s1 respectively.

B will pass all the simulations and find the forgery result only
when all the above cases happen at the same time. Therefore,
the advantage that A wins the adaptive security game is:

AdvEUF-CMA
A (λ)≤ Advs-EUF-CMA

A (λ) · p1 ·
(

1− 1
qkey

)
·(

1− 1
qsign

)
· (n− l∗)! ·qH1 !
(qH1 − l∗)! ·n!

·
q2
H0

2s0
·

q2
H1
· ℓ∗

2s1
.

Theorem 4 Our KP-ABS scheme is anonymous in the ran-
dom oracle model under the DXDH assumption.

The proof embbeds the DXDH challenge term in the com-
mitment part (A,B) of the simulated signature. Together with
the randomness masking from the Schnorr signature, it en-
sures indistinguishability of signatures so that any adversary



breaking anonymity with advantage ε yields a DXDH distin-
guisher with advantage ε/2.

Proof 4 Suppose there exists a PPT adversary A that can
win the anonymity game with advantage ε, we can build an
algorithm B that solves the DXDH problem by advantage
ε/2. Algorithm B is given an DXDH tuple, where we replace
the variable names in the DXDH tuple by following the ABS
scheme: a = τ, b = k∗. The DXDH tuple (ĝ1, ĝ2, ĝ1

τ, ĝ1
k∗ ,T )

is given to B .
Let z←$ Zp. The challenger flips random coin µ outside of

B’s view. If µ = 0, the challenger sets T = ĝ1
τk∗ . If µ = 1, the

challenger sets T = ĝ1
z. B’s goal is to output 0 if T = ĝ1

τk∗ ,
or output 1 otherwise. B works by interacting with A in a
game as follows:
Setup. B sets g1 ← ĝ1

τ, g2 ← ĝ2, α is implicitly set
to 1

τ
, so X = e(ĝ1

τ, ĝ2)
1
τ = e(ĝ1, ĝ2). Then B generates

par = (p, G1, G2, GT , e, ĝ1
τ, ĝ2) and sends A mpk =

(H0,H1,par,e(ĝ1, ĝ2)).
Phase 1. A can query two random oracles H0 and H1, a key
generation oracle, and a signing oracle. They are defined as
follows:

Random oracle H0: B maintains a list R with entries of the
form ⟨x,hx⟩, which is initially empty. When A inputs a value
x, B checks if hx already appears on R in a tuple ⟨x,hx⟩. If
yes, then B responds with H0(x) = hx. Otherwise, B picks
hx←$ Zp and adds the tuple ⟨x,hx⟩ to R and responds to A
by setting H0(x) = hx. hx is uniform in Zp and is independent
of A’s current view as required.

Random oracle H1: B maintains a list L with entries of
the form ⟨ui,hi,δi⟩, which is initially empty. When A inputs
a value ui, B checks if ui already appears on L in a tuple
⟨ui,hi,δi⟩. If yes, then B responds with H1(ui) = hi ∈ G1.
Otherwise, B picks δi←$ Zp and computes hi← ĝ1

δi ∈ G1.
Then B adds the tuple ⟨ui,hi,δi⟩ to L and responds to A by
setting H1(ui) = hi. hi is uniform in G1 and is independent of
A’s current view as required.

Key generation oracle: When A issues a query for
generating a secret key on an access policy P = (M ∈
Zn1×n2

p ,π,{π(i)}i∈[n1]), B runs the random oracle H1 to ob-
tain hi ∈ G1 for each attribute π(i) such that H1(π(i)) = hi.
Let ⟨π(i),hi,δi⟩ be the corresponding tuple on list L, then
B picks r←$ Zp, v←$ Zn2−1

p and generates the key as fol-

lows: sk1 = ĝ2
r, sk2,i = ĝ1

τ·(Mi,1·( 1
τ
+r)+∑

n2
j=2 Mi, jv j) · ĝ1

δir =

ĝ1
(1+τr)·Mi,1+τ·∑n2

j=2 Mi, jv j+δir. Then B returns the secret key
sk= (sk1,{sk2,i}i∈[n1]).

Signing oracle: When A issues a query to sign a mes-
sage msg with an attribute set S = {ui}i∈[m] under an access
policy P = (M ∈ Zn1×n2

p ,π,{π(i)}i∈[n1]) with P(P ,S) = 1.
Assume I is the index set that S matches the rows of M,
i.e., S = {π(i)}i∈I . B calculates the secret recovery coef-
ficients {γi}i∈I and runs the random oracle H1 to obtain
hi ∈ G1 for each attribute π(i) such that H1(π(i)) = hi. Let

⟨π(i),hi,δi⟩ be the corresponding tuple on list L, then B picks
r,k, t,rα,rk,{ri}i∈[n1] ←$ Zp, and simulates the signature:

A= ĝ1
τ· 1

τ
·kt ·(ĝ1

τ)rkt ·∏i∈I ĝ1
δiγirkt = ĝ1

kt · ĝ1
τrkt · ĝ1

rkt·∑i∈I δiγi ,
B = ĝ1

τ·k+k·∑i∈I δiγi , C = ĝ2
rt , Y = e(ĝ1, ĝ2)

kt , Z = e(ĝ1, ĝ2)
rα ,

W = ĝ1
τ·rk+∑i∈I δiri , c = H0(A,B,C,Y,Z,W,msg), sα = rα−

kt · c, sk = rk− k · c, ∀i∈I : si = ri− γik · c.
It is easy to verify that the above signature is valid

by computing (1) Y ′ = e(A, g2)
e(B, C) = e(ĝ1, ĝ2)

kt , (2) Z′ =

e(ĝ1, ĝ2)
sα · Y ′c, (3) W ′ = ĝ1

τsk ·∏i∈I ĝ1
δisi · Bc, (4) c′ =

H0(A,B,C,Y ′,Z′,W ′,msg∗), and obtaining c = c′. Thus, the
signature σ = (A,B,C,c,sα,sk,{si}i∈I ) is a valid signature
for (P ,S ,msg). Then B sends σ to A .
Challenge. A outputs a challenge tuple (P ∗0 ,P ∗1 ,S∗,msg∗),

in which the policies P ∗0 =
(

M∗0 ∈ Zn∗1×n∗2
p , π∗0, {π∗0(i)}i∈[n∗1]

)
,

P ∗1 =
(

M∗1 ∈ Zn∗3×n∗4
p , π∗1, {π∗1(i)}i∈[n∗3]

)
, and challenge at-

tribute set S∗ satisfying P(P ∗0 ,S∗) = P(P ∗1 ,S∗) = 1. B ran-
domly picks b ∈ {0, 1} and signs msg∗ with S∗ under P ∗b . As-
sume I ∗b is the index set that S∗ matches the rows of M∗b, B first
calculates the secret recovery coefficients {γ∗i,b}i∈I ∗b , then B
chooses r∗, t∗←$Zp and runs the random oracle H1 to obtain
h∗i ∈G1 for each attribute value π(i)∗ such that H1(π(i)∗) =
h∗i . Let ⟨π(i)∗, h∗i , δ∗i ⟩ be the corresponding tuple on list L, B
simulates the challenge signature as follows: A∗ = ĝ1

τ· 1
τ
·k∗t∗ ·

T r∗t∗ ·∏i∈I ∗b ĝ1
k∗δ∗i γ∗i,br∗t∗ = ĝ1

k∗t∗+k∗r∗t∗·∑i∈I∗b
δ∗i γ∗i,b ·T r∗t∗ , B∗=

T · ĝ1
k∗·∑i∈I∗b

δ∗i γ∗i,b , C∗ = ĝ2
r∗t∗ , c∗,s∗α,s

∗
k ,{s∗i }i∈I ∗b ←$ Zp,

Y ∗= e(ĝ1
k∗ , ĝ2)

t∗ = e(ĝ1, ĝ2)
k∗t∗ ,W ∗=

(
ĝ1

τs∗k ∏i∈I ∗b ĝ1
δ∗i s∗i
)
·

(B∗)c∗ . Then B stores ⟨(A∗,B∗,C∗,Y ∗,Z∗,W ∗,msg),c∗⟩ as
an input-output pair for H0.

If µ = 0, T = ĝ1
τk∗ , A∗ = ĝ1

k∗t∗+τk∗r∗t∗+k∗r∗t∗·∑i∈I∗b
δ∗i γ∗i,b ,

B∗ = ĝ1
τk∗+k∗∑i∈I∗b

δ∗i γ∗i,b . σ∗b is a valid signature for the chal-
lenge tuple (P ∗b ,S∗,msg∗) instantiated with valid DXDH ele-

ments. If µ = 1, T = ĝ1
z, A∗ = ĝ1

k∗t∗+k∗r∗t∗·∑i∈I∗b
δ∗i γ∗i,b+zr∗t∗

,

B∗ = ĝ1
z+k∗·∑i∈I∗b

δ∗i γ∗i,b . σ∗b is also a valid signature for
the challenge tuple (P ∗b ,S∗,msg∗) with masking the
randomness z chosen by the challenger. Thus, σ∗b =
(A∗,B∗,C∗,c∗,s∗α,s

∗
k ,{s∗i }i∈[n∗1]) is a valid challenge signature

for (P ∗b ,S∗,msg∗) from A’s view.
Phase 2. Same as Phase 1.
Guess. A outputs a bit b′ ∈ {0, 1}. If b′ = b, B outputs µ′ = 0
indicating T is a valid DXDH element (i.e., T = ĝ1

τk∗). Oth-
erwise, it outputs µ′ = 1 indicating T is given as a random
element. In the case of µ = 1, as z is random, A∗,B∗ are
random elements on G1 hence (A∗,B∗,C∗) contains no in-
formation about P ∗b and γ∗i,b respectively. Besides, there is
no information about k∗t∗, k∗, and γ∗i,bk∗ as the randomness
rα, rk and {ri}i∈I ∗b are set implicitly in s∗α, s∗k , and {s∗i }i∈I ∗b
respectively and are unknown to A . Thus, A gains no in-
formation about b from (c∗,s∗α,s

∗
k ,{s∗i }i∈I ∗b ). Then we have

Pr[b ̸= b′|µ = 1] = 1
2 . As B guesses µ = 1 when b ̸= b′, we



Table 3: Time (ms) for Setup and operations on BN254 curve

Scheme Setup Group Sample Mul. Exp. I2P Pairing
RD16 [21] 170 G1 0.79 0.0018 0.79 0.03

25.4Our KP-ABS 28 G2 1.81 0.0040 1.24 0.07
KCGD14 [28] 275 GT - 0.0288 6.09 -
Our SP-ABS 29

• The setup time of RD16 is measured when the maximum bound n is set to 100.
• The setup time of KCGD14 is measured when the attribute universe |Us| is set to 100.
• Our ABS schemes support a large universe and have constant setup time.

have Pr[µ′ = µ|µ = 1] = 1
2 . If µ = 0, then A sees a signature

for I ∗b , with an advantage ε of breaking the scheme. Thus, we
have Pr[b= b′|µ= 0] = 1

2 +ε. As B guesses µ= 0 when b= b′,
we have Pr[µ′ = µ|µ = 0] = 1

2 + ε. Therefore, the overall ad-
vantage of B solves the decisional XDH problem is 1

2 Pr[µ′ =
µ|µ = 0]+ 1

2 Pr[µ′ = µ|µ = 1]− 1
2 = 1

2 ·(
1
2 +ε)+ 1

2 ·
1
2 −

1
2 = ε

2 .
Therefore, we complete the proof of Theorem 4.

Theorem 5 Our SP-ABS scheme is EUF-CMA secure in the
random oracle model under the CBDH assumption.

This proof uses techniques similar to the proof of theorem 3.
We first prove our SP-ABS scheme in the sEUF-CMA model,
then we relax the restrictions at the setup phase by using the
random oracle, and transform it into the EUF-CMA model.
The proof of this theorem is given in the full version of this
paper [36].

Theorem 6 Our SP-ABS scheme is anonymous in the random
oracle model under the DXDH assumption.

This proof uses techniques similar to the proof of theorem 4.
The proof of this theorem is also given in the full version of
this paper [36].

6 Implementation

We implemented our ABS schemes and compared them with
the state-of-the-art. Our implementation is the first in the MSP-
based ABS field. Our experiments are run in Python 3.9.16
using the Charm 0.5 framework [108] and the BN254 curve
for pairings, which is considered secure based on current
knowledge and is widely used in commercial applications.
All running times below were measured on a PC with a 3.59
GHz AMD Ryzen 5 3600 6-Core Processor and 16GB RAM.
Our code is available on Github [109].
Comparison rationale. Our goal is to compare the efficiency
of our ABS schemes with state-of-the-art constructions listed
in Table 1. For KP-ABS, RD16 [21] proposes two schemes:
one for a small universe and one for a large universe. Both
achieve constant-size signatures and require a constant num-
ber of pairings in verification, but are asymptotically slower
than ours in key generation and signing time. The key differ-
ence between their schemes is that the small-universe scheme
fixes all attributes as group generators at setup, whereas the

large-universe scheme only specifies an upper bound on the
attribute set size, making it more practical. Therefore, we im-
plemented our scheme alongside the large-universe scheme
of RD16. Since RD16 is built over Type-I pairings, we con-
verted their large-universe construction to Type-III pairings
for a fair comparison; the transformation details are given in
Appendix A.

For SP-ABS, the schemes in MPR10 [40] lack sufficient
concrete details, making implementation infeasible. The
scheme in WZFY10 [41] is based on Type-II pairings, which
we avoid because: (1) they are less efficient in practice due to
costly operations in G2; (2) they limit protocol design since
many modern assumptions are not realizable; and (3) they are
incompatible with modern cryptographic libraries and pairing-
friendly curves. KCGD14 [28] has key generation efficiency
comparable to ours but slower asymptotic efficiency in sign-
ing and verification. Nonetheless, implementing it alongside
our scheme highlights the concrete efficiency gap. Therefore,
for SP-ABS we implemented our scheme and KCGD14 [28].
Experiment setting. In our experiments, we measure the
running time in two types of parameter setting: (1) We fix the
attribute set size to 10, and increase the policy size from 10,
20, ... to 100. (2) We fix the policy size as 100, and increase
the size of attribute set from 10, 20, ..., 100. For the KP-
ABS scheme in RD16, an extra parameter n is defined as
the maximum bound size of the attribute set, in which we
always set it equal to the size of the attribute set. For the SP-
ABS scheme in KCGD14, we define an additional parameter
Us as the attribute universe, and set its size |Us| to 100 to
include all possible attributes in any attribute set or policy.
To ensure that the attribute set always satisfies the policy,
we form AND gates between attributes in the policy when
the policy size is equal to the attribute set size. For the case
where the policy size is larger than the attribute set size, we
form the policy with one OR gate right after one subset of
the policy is equal to the attribute set. For example, for an
size-2 attribute set [A, B], a size-4 policy should be set to
(A AND B) OR (C AND D). Besides, we convert an access
policy into a Boolean formula and then to an MSP using
Lewko-Waters’ method [46] so that the matrix M has only
entries in {0, 1, −1} and the reconstruction coefficients {γi}
are always 1, which reduces the number of exponentiations
for all ABS schemes implemented.

Table 3 lists the average time taken by various operations
on BN254 and the setup times for the ABS schemes. Then
we show the running times for the ABS schemes in Fig. 3.
Table 4 and Table 5 compares the computational and storage
overhead, respectively. The computational overhead lists the
number of exponentiations, I2P operations and pairings. The
storage overhead shows the size of the master public key
(mpk), a secret key (sk), and a signature (σ).
Basic operations. According to the right-hand side of Ta-
ble 3, we can see that the operations in group G2 are more
expensive than on G1, in which it is nearly 1.3 times slower



Figure 3: Running times for KP-ABS (top) and SP-ABS (bottom) schemes
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(f) Verification

to choose an element, 0.6 times slower for exponentiation,
1.2 times slower for multiplication, and 1.3 times slower for
I2P functions. Pairing is the most expensive operation that is
nearly 32 and 20 times slower than exponentiation on G1 and
G2 respectively. In addition, the size of an element in G2 is
1.5 times that of G1.

On the left-hand side of Table 3, we show the setup time
of the schemes listed in our evaluation. Since both our ABS
schemes support large universes and do not have to define
parameters related to any attribute, both our schemes achieve
a constant setup time. Despite RD16 claims it supports a
large universe, the number of public parameters in their setup
algorithm is linear to the bound n. Thus, when n is set to 100,
their setup time (170 ms) is 6 times slower than our KP-ABS
(28 ms). Since KCGD14 is a small universe scheme, when
the attribute universe size |Us| is set to 100, their setup time
(275ms) is 9.5 times slower than our SP-ABS scheme.
KP-ABS. The running times and computational overhead for
KP-ABE schemes are shown in the upper part of Fig. 3 and
the upper part of Table 4 respectively. For key generation,
when the policy contains 100 attributes, our scheme (0.16s)
outperforms RD16 (1.74s). This is because our scheme has
2n1 exponentiations and n1 I2P operations on G1, and only
1 exponentiation on G2. On the other hand, RD16 has 2nn1
exponentiations on G1 and n1 exponentiations on G2. In these
experiments, we measure the running time when the policy
size increases, so the size of the attribute set and the maxi-
mum bound n in RD16 are fixed to 10. This makes RD16’s

G1 exponentiations equal to 20n1 instead of a superlinear
complexity. Nevertheless, our scheme is still 10 times faster.

For signing, when the size of the attribute set is set to 100,
RD16 runs 7.2s for signing, which is 72 times slower than
our scheme (0.1s). This is because the signing time of RD16
is related to the product of the size of the attribute set |I | and
the maximum bound n. When |I | increases, n must increase
at least equal to |I | since the maximum bound should at least
equal to the number of attributes used in the signing algorithm.
This makes RD16 presenting a superlinear blowup in the
signing time when the size of attribute set is increasing, while
our KP-ABS only needs a linear 3|I |+2 exponentiations and
|I | I2P operations, as well as a small number of G2 and GT
exponentiations.

For verification, when the size of the attribute set is set
to 100, RD16 requires 0.14s while our scheme is a little bit
faster (0.13s). The reason is that, RD16 has n+ l G1 expo-
nentiations, in which l is the output bit number of the hash
function. In the charm library, the hash function maps the hash
digest into a large prime-order subgroup (typically 256-bit),
and the resulting decimal representation spans approximately
77 digits. Thus, RD16 requires n+77 G1 exponentiations4

and needs 3 pairings. While our KP-ABS requires less G1
exponentiations (|I |+ 2) and only 2 pairings, it also needs
|I | I2P operations, and 2 GT exponentiations. As a result, our
scheme is faster than RD16 by a minor advantage.

4We let n = |I | for the best case of RD16. In real applications, n≥ |I |.



Table 4: Computational overhead for key generation, signing and verification for KP-ABS (top) and SP-ABS schemes (bottom)

Schemes
KeyGen Sign Verify
G1 G2 G1 G2 GT pairing

G1 G2 GT pairing
exp I2P∗ exp exp I2P exp exp exp I2P exp exp

RD16 [21] 2nn1 - n1 (|I |+1)n+ l−|I |+2 - |I |+2 - - n+ l - - - 3
Our KP-ABS 2n1 n1 1 3|I |+2 |I | 1 2 - |I |+2 |I | - 2 2
KCGD14 [28] |S |+1 - - 2n1(n2 +1)+2|I|+4 - 6n1 +4 4n1n2 3n1 +1 n1n2 +3n1 +n2 +3 - n1n2 +3+3n1 (4n1 +1)n2 n1n2 +2
Our SP-ABS |S |+2 |S | 1 3|I |+2n1 |I | 1 2 - 2n1 +1 n1 - 2 2

Table 5: Comparison of storage overhead for KP-ABS
schemes (top) and SP-ABE schemes (bottom)

Schemes mpk sk σ

G1 G2 GT G1 G2 Zp G1 G2
RD16 [21] n+ l +3 1 1 nn1 n1 - 1 2

Our KP-ABS 1 1 1 n1 1 |I |+3 2 1
KCGD14 [28] 2|Us|+4 2|Us|+2 - |S |+1 - 8n1 +5 2n1 +n2 +1 n1 +1
Our SP-ABS 2 1 1 |S |+1 1 n1 +2 2 1

The storage overhead of the KP-ABS schemes is shown
on the upper part of Table 5. For the master pubic key, RD16
has a linear number of G1 elements related to n+ l while our
elements in G1, G2 and GT are all constant 1.For secret key,
RD16 has superlinear nn1 size in G1 elements and n1 size
in G2 elements. Our scheme only has n1 G1 elements and 1
G2 elements. For signature size, RD16 only needs constant 1
G1 element and 2 G2 elements in G2. Our scheme requires
a linear |I |+3 elements in Zp for a Schnorr-type signature.
This shows that the design goal of RD16 is to achieve a
constant signature size while we aim at faster running times.
SP-ABS. The running times and computational overhead for
SP-ABS scheme are presented in the lower part of Fig. 3
and lower part of Table 4, respectively. For key generation,
when the size of attribute set |S | is set to 100, our scheme
runs comparable time (0.082s) as KCGD14 (0.078s). Our
scheme is slightly slower, mainly because our scheme has
one more exponent on G2. For signing, when the policy size
is set to 100 and the size of the attribute subset |I | is set
to 10, our SP-ABS runs 0.26s, which is 43 times faster than
KCGD14 (11.28s). This is because our scheme only has a
linear number of exponentiations in G1 (3|I |+ 2n1) where
KCGD14 has O(n1n2) G1,GT exponentiations and 3n1 +1
pairings. For verification, our SP-ABS runs in 0.21s when
the policy size is set to 100, which is 294 times faster than
KCGD14 (61.7s). The reason is that our scheme only requires
2n1 +1 exponentiations in G1, 2 exponentiations in GT , and
2 pairings, while KCGD14 requires O(n1n2) operations on
G1,G2,GT and pairings.

The storage overhead of our SP-ABS is on the lower part
of Table 5. For the master pubic key, our SP-ABS only needs
constant number of elements (2 in G1, 1 in G2 and GT each),
while KCGD14 has O(|Us|) elements in G1,G2 as their
scheme is small universe. For secret key, KCGD14 only needs
|S |+1 elements, our scheme requires 1 more element in G2.
For signature size, our scheme requires n1+2 elements in Zp,
2 elements in G1, and 1 element in G2. KCGD14 has more

elements than ours, 8n1 + 5 in Zp, 2n1 + n2 + 1 in G1, and
n1 +1 in G2.

7 Conclusions

This paper proposed fast key-policy ABS and signature-policy
ABS schemes. These schemes support expressive policies,
large universes, and arbitrary attributes. Both KP-ABS and
SP-ABS schemes demonstrate adaptive unforgeability under
the CBDH assumption and anonymity under the DXDH as-
sumption. As the first implementation of MSP-based ABS
schemes, the results indicate that our schemes achieve over-
all the fastest running time compared to the state-of-the-art
ABS schemes. On the other hand, the sizes of our signatures
are linear to the attribute size because we use a Schnorr-type
signature for anonymity. Considering that RD16 [21] ensures
anonymity while keeping their signature size constant, it will
be engaging in future work to replace the Schnorr signature
with different techniques in our schemes for shortening the
signature size, while keeping the advantage of fast operations.
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Ethical Considerations

We conducted a stakeholder-based ethics analysis following
the Menlo Report principles.
Stakeholders and Impacts: Our research on attribute-based
signatures (ABS) affects multiple stakeholder groups. As
the research team, we bear responsibility for the correctness
and security of our proposed methods. Future cryptography
researchers who may analyze, implement, or extend our KP-
ABS and SP-ABS schemes are primary stakeholders who
will benefit from our efficiency improvements but could be



impacted by any undiscovered flaws in our constructions.
Cryptographic standard bodies and developers implementing
identity management systems represent indirect stakeholders
who may incorporate our techniques. The broader crypto-
graphic community is affected through the research directions
and resource allocations our work may influence. Given the
theoretical nature of our contribution, immediate risks are
limited. Potential negative impacts include propagation of
any undetected errors in our security proofs, computational
resources consumed in verification or extension of our work,
and opportunity costs if our approach proves less fruitful than
alternative research directions.
Beneficence: Our research provides concrete benefits to the
cryptographic community by introducing more efficient ABS
schemes. Specifically, our KP-ABS and SP-ABS construc-
tions demonstrate improvements over existing schemes in
computational and communication complexity, potentially
enabling practical deployment of ABS in real-world applica-
tions where previous schemes were too resource-intensive.
Respect for Persons: Our research involved no human subjects
or personal data.
Justice: We ensure equitable distribution of our research bene-
fits through open publication, making our advances accessible
to researchers globally regardless of institutional resources
or geographic location. Our efficiency improvements partic-
ularly benefit resource-constrained environments where pre-
vious ABS schemes were computationally prohibitive. We
provide detailed complexity analyses and implementation
guidance to reduce barriers to adoption.
Respect for Law and Public Interest: Our research advances
the public interest in privacy-preserving authentication sys-
tems while complying with applicable regulations. ABS en-
ables fine-grained access control and anonymous credentials,
serving legitimate privacy needs in digital identity systems.
As fundamental cryptographic research intended for publica-
tion, our work falls under academic research exemptions to ex-
port control regulations. We make no patent claims, ensuring
these techniques remain freely available to the cybersecurity
community.
Mitigations: We implemented several harm-reduction mea-
sures:

• Rigorous verification of all security proofs through multiple
independent reviews by team members

• Comprehensive complexity analysis with concrete parame-
ter comparisons to existing schemes

• Clear documentation of security assumptions and imple-
mentation considerations

• Explicit notation of any hardness assumptions

Unmitigated Risks: We acknowledge that researchers imple-
menting or extending our work will need to invest computa-
tional resources for verification. Additionally, subtle imple-

mentation challenges inherent to attribute-based cryptography
remain, despite our efforts to provide clear guidance.

Moreover, if a real-world application is concerned that a
centralized attribute authority could become a bottleneck for
exclusion of users from services, or that aggregated logs of
signed attributes could enable covert surveillance of groups
sharing those attributes, the centralized attribute authority in
the proposed ABS schemes can be replaced with decentralized
or distributed attribute authorities. This can be achieved using
threshold cryptography or distributed key generation as a
safeguard against a single point of failure. During verification
and auditing, privacy-enhancing technologies such as zero-
knowledge proofs can be integrated into the decentralized
design.
Decision: After careful consideration of the benefits and risks,
our efficiency improvements represent meaningful progress
toward practical ABS research. The theoretical advances are
rigorously verified, and open publication ensures broad benefit
to the cryptographic community.

Open Science

We embrace open science principles to ensure reproducibility
and facilitate future research on attribute-based signatures.
Code Release: During submission, we will release complete
implementations of both our KP-ABS and SP-ABS schemes
at [109], including:

• Optimized implementations with extensive documentation

• Benchmarking framework comparisons against prior ABS
schemes

License: All code and implementations will be released under
the MIT License, allowing unrestricted use, modification, and
distribution. Documentation will be available under Creative
Commons CC-BY 4.0. We make no patent claims on our ABS
constructions.
Reproducibility: All experiments can be reproduced using
our provided code.
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A RD16 [21] KP-ABS with Type-III pairings

(mpk, msk)← Setup(1λ).
Run GroupGen(1λ) to obtain the group parameters par =
(p, G1, G2, GT , g1, g2, e). Pick α←$ Z∗p and a hash function
H : {0, 1}∗→{0,1}l . Let n be a maximum bound on the size of
signing attribute set used in signing algorithm.
Pick V0,V1, ...,Vn,u0,u1, ...,ul ←$ G1, output
mpk= (H , par, Y = e(g1,g2)

α,V0, ...,Vn,u0, ...,ul), msk= α.

sk← KeyGen(mpk, msk, (M, π, {π(i)}i∈[n1])).

Pick {ri}i∈[n1]←$ Zp, v←$ Z
n2−1
p , Compute

Di = gMi(α||v)⊤
1 V ri

0 ,D
′
i = gri

2

D
′′
i = {D

′′
i,x : D

′′
i,x = (V−ρ(i)x−1

1 Vx)
ri ,∀x = 2, ...,n}

Output sk= ((M, π, {π(i)}i∈[n1]),{Di,D
′
i,D

′′
i }i∈[n1]).

σ← Sign(mpk,sk,W = {π(i)i}i∈I ,msg).
Find {γi}i∈I s.t. ∑i∈I γiMi = (1, 0, . . . , 0).
Compute (y1,y2, ...,yn) s.t. PW (X) =∑

|W |+1
j=1 y j ·X j−1. If |W |+1<

n, set y|W |+2 = · · ·= yn = 0. So, PW (X) = ∑
n
j=1 y j ·X j−1.

Pick θ,ε←$ Zp, compute

σ1 = gθ
2,σ2 = gε

2 ∏
i∈I

(D
′
i)

γi ,H (msg||σ2||W ) = (m1,m2, ...,ml),

σ3 =

(
∏
i∈I

(
Di

n

∏
x=2

(D
′′
i,x)

yx

)γi
)
·

(
V0 ∏

k∈[n]
V yk

k

)ε

·

(
u0 ∏

j∈[l]
um j

j

)θ

Output σ := (σ1,σ2,σ3).

0/1← Verify(mpk,σ,W = {π(i)}i∈I ,msg).
Compute H (msg||σ2||W ) = (m1,m2, ...,ml) ∈ {0,1}l

Compute (y1,y2, ...,yn) s.t. PW (X) = ∑
n
j=1 y j ·X j−1 as above.

Verify if e(σ3,g2) = Y · e(V0 ∏k∈[n]V
yk
k ,σ2) · e(u0 ∏ j∈[l] u

m j
j ,σ1).

If yes, output 1; otherwise, output 0.

Figure 4: The large universe KP-ABS in RD16 [21] in the
Type-III pairing

https://github.com/Anonymous-Mystery/FABS
https://github.com/Anonymous-Mystery/FABS
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