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Abstract

Trusted execution environments such as Intel SGX provide
strong confidentiality and integrity guarantees by isolating
enclaves from the OS and hypervisor. Prior works claim that
SGX disables PMCs to mitigate side-channel attacks.

In this paper, we show that modern processors feature un-
core PMCs whose behavior under SGX has not been fully
evaluated. Leveraging this observation, we investigate the
state of PMCs in production-mode SGX enclaves and over-
turn the long-held belief that performance monitoring is sup-
pressed: uncore PMCs record events correlated with enclaved
execution. We further identify a critical event in the mesh-to-
memory uncore subsystem that allows address-based moni-
toring at 64 B granularity. Through reverse engineering, we
uncover its filtering mechanism, programmability, availability,
and address mapping across SGX-capable Xeon processors.

Building on the event, we present UncoreBleed, the first
PMC-based, AEX-free, high-resolution, and low-noise side-
channel attack against SGX. UncoreBleed can reconstruct
pictures from enclaved Libjpeg and extract RSA private keys
from a single decryption, in the presence of TLBlur with
AEX-Notify, the most state-of-the-art software defense on
off-the-shelf SGX platforms. Our findings demonstrate that
active uncore PMCs pose a previously underestimated threat
to enclave confidentiality, highlighting the need to reconsider
SGX’s security assumptions of performance monitoring.

1 Introduction

Trusted execution environments (TEEs) provide confiden-
tiality and integrity guarantees, with Intel Software Guard
Extensions (SGX) [7, 32] emerging as one of the widely
adopted solutions. Introduced in 2015 with the Skylake mi-
croarchitecture, SGX allows applications to create hardware-
isolated enclaves within their virtual address spaces, protect-
ing them from unauthorized access including by the privileged
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OS and hypervisor. This makes SGX a key technology for
confidential computing, offered by major commodity cloud
providers [32,44].

Given such strong security guarantees, SGX requires care-
fully designed safeguards to mitigate all plausible threats.
Prior works [3, 10, 12,33,46] claim that Intel disables perfor-
mance monitoring counters (PMCs) during enclave execution
due to security concerns, as PMC events can be exploited as
side channels to extract sensitive information. The importance
of such countermeasures is underscored by recent PMC-based
attacks against AMD SEV-SNP [10].

However, this claim warrants closer examination. First, In-
tel’s documentation does not assert that all PMCs are disabled
for production enclaves [17]. Second, while prior studies con-
firm that multiple core PMCs are suppressed during enclave
execution [7, 13, 33], modern processors feature an expanded
set of performance monitoring capabilities in uncore subsys-
tems that have not been evaluated under the SGX threat model.
This motivates our first question:

Q1: Are all PMCs truly disabled when executing an SGX
enclave?

To answer it, we develop microbenchmarks targeting dif-
ferent performance monitoring subsystems and execute them
within production-mode SGX enclaves. Consistent with prior
works, sensitive core PMCs are indeed disabled. However, we
find that uncore PMCs continue to record events correlated
with enclave execution. This finding challenges the long-held
belief that SGX completely suppresses performance monitor-
ing during enclaved execution.

Clearly, the presence of active uncore PMCs does not, by
itself, indicate a side channel. If such counters only provide
coarse-grained or noisy measurements, they may pose mini-
mal risk to enclave confidentiality. This observation motivates
a second question:

Q2: Can active uncore PMCs be exploited to extract
(fine-grained) secrets from SGX enclaves?



We have identified the PKT_MATCH event from the Mesh
to Memory (M2M) subsystem for fine-grained enclave mon-
itoring because, unlike other uncore PMCs that aggregate
system-wide events across all cores, it supports programmable
address-based filtering, potentially enabling high-resolution
observation of selected memory accesses. To understand and
exploit this event, we performed comprehensive reverse engi-
neering as Intel documentation provides limited, unparsed, or
erroneous details.

First, we characterize its filtering mechanism, revealing
that the event provides 64 B granularity. Next, we analyzed
its availability and programmability on modern SGX-capable
Xeon processors, identifying discrepancies between Intel man-
uals and actual hardware behavior. Last, we uncover the phys-
ical address-to-M2M mapping, enabling parallel monitoring
of multiple sensitive paths.

Leveraging PKT_MATCH, we introduce UncoreBleed, the
first PMC-based side channel against Intel SGX. It is AEX-
free, high-resolution, and low-noise. Its non-invasive design
relies solely on uncore PMCs to monitor DRAM accesses
during enclave execution, without manipulating page faults
or interrupts to trigger Asynchronous Enclave Exits (AEXs).
High resolution is achieved by combining fine-grained tempo-
ral sampling of PKT_MATCH with parallel monitoring of mul-
tiple sensitive targets across M2M Performance Monitoring
(PMON) boxes. It is inherently low-noise, as PKT_MATCH se-
lectively counts memory accesses to monitored 64 B memory
blocks, filtering unrelated memory activities.

As a case study, UncoreBleed has been demonstrated to
successfully recover pictures from enclaved Libjpeg. Unlike
prior controlled channels [26,51] that operate at the 4 KB page
level and thus focus on sensitive stack pages, UncoreBleed
operates at 64 B granularity and thus directly distinguishes
sensitive paths within the same code page.

Last, Intel introduced AEX-Notify [6] on recent Xeon
processors, a hardware extension enabling enclaves to be-
come interrupt-aware, mitigating single-stepping attacks [41].
Building on this, TLBlur [44] provides state-of-the-art
software-based protection. It prefetches sensitive pages into
the TLB during enclave resumption to conceal control-flow
patterns, mitigating prior side-channel attacks that leverage
architectural interfaces [13,25,28,36,43,51]. Since uncore
PMCs also constitute an architectural interface, this raises the
final question:

Q3: Can UncoreBleed bypass the state-of-the-art software
defense on off-the-shelf SGX platforms?

Previous architectural-interface attacks [13,25,28,36,43,
51] exploit page faults and/or interrupts to trigger AEXs, deter-
ministically enabling observations of chosen execution points
at the page or instruction granularity. To mitigate the attacks,
TLBIlur [44] with AEX-Notify, pins sensitive pages into the
TLB when resuming from an AEX, concealing control-flow
patterns from page-table observations.

UncoreBleed differs fundamentally in that it performs pas-
sive monitoring through uncore PMCs without triggering
AEXs. Besides, UncoreBleed monitors specific DRAM ac-
cesses directly, and remains effective even when all sensitive
pages are pinned in the TLB. As the other case, we show that
UncoreBleed successfully recovers RSA private keys from
a single decryption, with TLBlur deployed, demonstrating
that enclave secrets remain vulnerable despite the most recent
defense.

In summary, the main contributions of this paper are:

* We demonstrate that, in contrast to the prevailing belief,
SGX enclaves are not entirely excluded from performance
monitoring: while core PMCs are disabled, uncore PMCs
remain active and expose enclave-correlated events.

We identify and reverse engineer the PKT_MATCH event

in the M2M subsystem. We show that it supports pro-

grammable address filtering and achieves 64-byte granular-
ity, enabling fine-grained monitoring of enclave memory
accesses.

* Our reverse-engineering analysis establishes that PKT_-
MATCH is consistently available across multiple generations
of SGX-capable Xeon processors, despite being undocu-
mented or inaccurately described in Intel official manuals.

* We present UncoreBleed, the first PMC-based side chan-
nel against SGX, and demonstrate its effectiveness in two
cases: recovering pictures during Libjpeg decompression,
and extracting RSA private keys from a single decryption
in production enclaves in the presence of TLBlur, the most
recent software defense on off-the-shelf SGX platforms.

2 Background and Related Work

In this section, we first introduce SGX, then outline Intel’s
core/uncore domains, followed by hardware performance
monitoring. Last, we summarize related work on software-
only side-channel attacks against SGX.

2.1 Intel SGX

Intel Software Guard Extensions (SGX) allows a process
to create hardware-isolated memory regions called enclaves
within its own virtual address space. The virtual pages form-
ing an enclave are backed by the Enclave Page Cache (EPC).

From an architectural perspective, the CPU package inte-
grates the SGX Memory Encryption Engine (MEE) between
the Last-Level Cache (LLC) and the memory controller. The
MEE transparently encrypts and authenticates cache lines be-
longing to EPC pages before they leave the CPU die. Enclave
execution begins with the EENTER instruction and suspends
on interrupts via Asynchronous Enclave Exit (AEX), which
saves execution context into a State Save Area (SSA) before
transferring control to untrusted code. The ERESUME instruc-
tion later restores this context, allowing execution to continue
inside the enclave.



Intel SGX was first introduced in client processors, and later
deployed in certain Xeon server processors. Our work focuses
on Xeon server platforms, providing both SGX capabilities
and the server-grade (Un)core domains introduced below.

2.2 Core and Uncore Domains of Intel CPUs

Starting with the Nehalem microarchitecture, Intel split its
modern processors into two largely independent power and
clock domains: Core and Uncore [20].

Core domain contains the execution resources for user and
kernel instructions, including private L1 and L2 caches, out-
of-order execution engine, branch predictors, load/store units,
and per-core Performance Monitoring Units (PMUSs). It is
optimized for high clock frequencies and low latency, maxi-
mizing single-thread performance.

Uncore domain comprises the shared resources and inter-
connect fabric that coordinate communication between cores,
last-level caches, and I/O/memory subsystems. Key uncore
components include:

e Last-Level Cache (LLC) is divided into slices, each cou-
pled with a Caching and Home Agent (CHA).

* CHA performs coherence directory lookups, arbitration,
and queuing of outstanding memory requests in the Table
of Requests (TOR).

* Mesh Network is a bidirectional on-die interconnect used
to transport cache lines and coherence messages between
cores, CHAs, and memory controllers.

* Integrated Memory Controllers (iMCs) interface with
DDR4 or DDRS channels via the Scalable Memory In-
terconnect (SMI3).

* M2M Bridges are mesh-to-memory agents that translate
mesh flits into SMI3 packets.

For example, Figure 1 illustrates this division, showing both
the intra-core hierarchy and the uncore interconnect paths.
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Figure 1: The hierarchical architecture of the Core and Uncore
domains.

Memory Transaction Flow in Xeon Servers. As shown in
Figure 1, a memory request (illustrated as an arrowed line) in

Intel Xeon server processors traverses a sequence of hardware
stages before it reaches DRAM, as described below:

1. CPU Core issues load/store instruction to private L1/L.2
caches.

2. Upon L1/L2 miss, the request probes the LLC cache slice
via the CHA.

3. On L3 miss, the CHA checks the coherence directory,
queues transactions in the TOR, and encapsulates the re-
quest into mesh flits.

4. Mesh Network routes the request through the on-die inter-
connect.

5. M2M Bridge converts mesh protocol to memory controller
protocol.

6. iMC translates SMI3 packets into DDR commands.

7. DRAM completes a desired read/write operation.

In multi-socket systems, if the address resides in a remote
NUMA node, the UPI (Ultra Path Interconnect) forwards the
request to the corresponding socket’s CHA.

2.3 Hardware Performance Monitoring

Hardware performance monitoring counters (PMCs) are
special-purpose registers that track microarchitectural events
such as cache misses, branch mispredictions, and instruction
retirements. Modern Intel CPUs expose two main categories:

e Core PMCs, located in each core’s PMU, track events lo-
cal to that core, e.g., IA32_FIXED_CTRn for fixed-function
counters and IA32_PERFEVTSELn/IA32_PMCn for pro-
grammable counters).

* Uncore PMCs, located in shared hardware components
(e.g., LLC slices/CHAs, iMCs, M2M bridges, intercon-
nects), capture events not tied to any single core.

Core PMCs only observe activity before a request leaves
the L2 cache, so they cannot capture package-level contention
or traffic. To address this, Intel equips the uncore domain with
dedicated Performance Monitoring (PMON) boxes, marked in
yellow in Figure 1. Each PMON box corresponds to a shared
hardware component and typically provides:

¢ Four 48-bit counters (*_PMON_CTR{0-3}).

* Matching control registers (*_PMON_CTL{0-3}).

* Global MSRs for synchronized start/stop, freeze, and clear
operations.

In the 5th-generation Xeon Emerald Rapids, more than
2000 uncore events are supported [19], enabling fine-grained
monitoring across different hardware units. For instance,
Mesh boxes track on-die network congestion and traffic, while
LLC/CHA boxes capture LLC cache hit/miss and snoop re-
sponses; iMC boxes expose DDR command patterns and
read/write distributions.



Table 1: System configurations. All listed motherboards are
different models from Supermicro.

CPU Microprocessor DRAM Motherboard SGX  AEX-Notify
Gold 6130 Skylake-SP DDR4 (4 x8GB)  X11SPL-F X X
Gold 6230 Cascade Lake-SP DDR4 (4 x 8 GB) X11SPL-F X X
Silver 4314 Ice Lake-SP DDR4 (8 x 8 GB) XI12SPL-F  SGX1&2 v
Bronze 3408U  Sapphire Rapids-SP DDRS (8 x 16GB)  XI3SEI-F  SGX1&2 v
Silver 4514Y Emerald Rapids-SP DDRS (8 x 16GB) ~ X13SEI-F  SGX1&2 v
.
2.4 Software-only Side-Channel Attacks

Against Intel SGX

A large number of software-only side-channel attacks against
SGX have been demonstrated, which broadly fall into two
main categories.

Microarchitectural Contention. These attacks exploit
shared resources between enclaves and attackers [5, 24, 26,
27,42]. They rely on timing measurements to infer resource
contention. However, timing channels are inherently noisy
and nondeterministic, making them vulnerable to system
noise [44]. Moreover, they can be effectively mitigated by
system-level defenses such as partitioning or flushing shared
microarchitectural resources [8,9, 11].

Architectural Interfaces. Other attacks leverage CPU inter-
faces that are accessible to privileged software. The exploited
interfaces include page tables, interrupts and the Running Av-
erage Power Limit (RAPL) interface [13,25,28,36,41,43,51].
These attacks have been shown to reconstruct highly sensitive
data, including plaintext documents, JPEG images, and crypto-
graphic keys. They all rely on manipulating page faults and/or
interrupts (thus causing AEXs) to compromise enclaves. We
note that while Intel RAPL allows monitoring CPU/DRAM
power consumption, it is susceptible to noise and requires
SGX-Step [41] to single-step a running enclave.

Distinguishing UncoreBleed. Unlike existing architectural-
interface attacks, UncoreBleed is the first to exploit an uncore
PMC interface to compromise SGX confidentiality, without
page faults or interrupts. The most closely related work is
Gast et al. [10], who used core PMC events to attack AMD
SEV-SNP. Still, their exploited interface remains noisy and
requires interrupts to single-step SEV-SNP VMs.

3 Revisiting PMC Behaviors in SGX Enclaves

The security community has long accepted that Intel SGX
disables PMCs during enclave execution, as prior works have
confirmed the suppression of many core PMC events [3, 10,
12,33,46]. However, we re-examine this for three reasons.

First, Intel’s documentation does not claim that all PMCs
are disabled in production enclaves. It explicitly suppresses
core PMCs, noting that fixed-function counters (e.g., TA32_-
FIXED_CTRO) and general-purpose counters (IA32_PMCx)
stop accumulating counts upon enclave entry [17]. Yet, it
makes no mention of uncore PMCs.

Second, modern Intel processors have significantly ex-
panded their performance monitoring capabilities beyond core
PMCs, introducing uncore monitoring subsystems. Many un-
core PMCs operate via distinct hardware interfaces (e.g., PCle
configuration space rather than MSRs) and serve different ar-
chitectural roles. To date, no study has examined whether
SGX enclaves suppress these uncore PMCs.

Last, while core PMCs reside within individual CPU cores
and can be suppressed during enclave execution, uncore
PMCs monitor shared system resources that span multiple
cores. Blocking all system-wide performance monitoring
whenever a single core enters an enclave might hinder le-
gitimate observability of runtime system performance, such
as for performance analysis, debugging, or optimization.

To this end, we investigate whether any PMCs remain ac-
tive during enclave execution by designing controlled experi-
ments consisting of the following four steps. All experiments
are performed on Xeon Silver 4314 (Ice Lake-SP) in Table 1.

@ Sclect representative events from core and uncore PMCs.

@ Develop microbenchmarks to stress selected events.

©® Run each microbenchmark both inside a production-mode
SGX enclave and in a non-enclave environment.

@O Compare event counter growths across both environments.

Each microbenchmark is implemented as a finite loop that
repeatedly triggers a specific event. We place high-precision
timestamps (e.g., rdtsc ()) at the start and end of the loop
to align the execution interval with a privileged perf sam-
pling process, which records events at 1 ms intervals. To re-
duce scheduling interference, we pin the microbenchmark
and perf to separate physical cores, with perf configured to
sample only the core executing the microbenchmark.

I8 Enclaved Execution B8 Non-enclave Execution
Core PMC Uncore PMC

10°
10°
100

INSTRUCTIONS ~ BR_INST_RETIRED TOR_INSERT ~ TAG_HIT ACT_COUNT  CAS_COUNT
ALL_BRANCHES

Figure 2: Core PMC and uncore PMC event counts when
running microbenchmarks both in a production-mode enclave
and in a non-enclave environment.

3.1 Core PMC Behaviors

Prior works have shown that core PMCs are disabled during
SGX enclaved execution [3, 10, 12,33]. We confirm it using
two representative events: INSTRUCTIONS and BR_INST_RE-
TIRED.ALL_BRANCHES, both previously exploited in attacks
on AMD SEV-SNP [10]. These events serve to establish a
baseline of disabled PMC behaviors for comparison with un-
core PMCs.

INSTRUCTIONS counts retired instructions per logical core
via the fixed-function counter IA32_FIXED_CTRO. We stress



it with a microbenchmark that executes 107 nop instructions
in a loop.

BR_INST_RETIRED.ALL_BRANCHES counts retired branch
instructions per logical core, configured by setting the
EventSel field of IA32_PERFEVISELx to 0xC4. We stress
this event also in a loop of 107 iterations. The loop control
itself will generate a high rate of retired branch instructions.

As Figure 2 shows, the counts for the INSTRUCTIONS and
BR_INST_RETIRED.ALI_BRANCHES events in non-enclaved
execution reach the expected order of 107 whereas in enclaved
execution the counts are only a few hundreds, confirming that
these core events are effectively suppressed in the enclave.

3.2 Uncore PMC Behaviors

As introduced in Section 2.3, uncore PMCs monitor system-
wide activities across multiple functional units, called “boxes".
To evaluate whether SGX suppresses these counters, we ex-
amine three critical uncore boxes along the memory hierar-
chy: CHA, M2M, and iMC. Guided by Intel’s performance
monitoring manual [16], we select four representative events
covering a memory transaction flow from cache coherency to
DRAM transactions.

CHA: TOR_INSERT. This event counts requests that are suc-
cessfully inserted into the Table of Requests (ToR). ToR is
a queue tracking address-carrying transactions in the uncore
interconnect. To test this event, we sequentially access a large
memory of 8 GB with a 64 B stride for 108 iterations, generat-
ing frequent requests that produce numerous ToR insertions.

M2M: TAG_HIT. This event increments when the iMC locates
the requested address and returns a matching response tag.
To test this event, we use flush+reload [53] to repeatedly
access a memory block for 107 iterations, which generates
frequent requests visible in the event counter.

iMC: ACT_COUNT and CAS_COUNT. The ACT_COUNT event
tracks DRAM row activations, while CAS_COUNT counts col-
umn access strobes for actual DRAM read/write operations.
This time, we use flush+reload to alternately access two
page-aligned addresses for 107 iterations. Because each iter-
ation alternately touches two rows, it triggers two row acti-
vations and two column accesses per iteration, leading to fre-
quent memory operations. To stress these two events, the two
addresses must be mapped to different DRAM rows within
the same DRAM bank, inducing row buffer conflicts. Thus, al-
ternating accesses to the two addresses will generate frequent
row activations recorded by ACT_COUNT and column accesses
recorded by CAS_COUNT. To find such address pairs, we al-
locate approximately 50% of the physical memory (32 GB
out of 64 GB), randomly select two page-aligned addresses,
and perform rapid alternating accesses. If the accesses re-
sult in a significant increase in ACT_COUNT, we record their
corresponding physical addresses.

Results. Figure 2 shows that the counts of all the four uncore

events are almost identical for enclaved and non-enclaved exe-
cution, confirming that SGX’s suppression of core PMCs does
not extend to uncore PMCs. This indicates that uncore per-
formance monitoring remains operational inside the enclave,
potentially serving as a side channel.

4 Reverse Engineering M2M Filtering

While the aforementioned uncore PMCs remain active during
SGX enclaved execution, their potential for exploitation is
limited as they are low-resolution in that they accumulate
all occurrences of target events unconditionally across the
system and aggregate behaviors from all cores. As a result,
their measurements are inherently noisy and cannot be directly
exploited to recover fine-grained enclave secrets.

To address this limitation, we investigate filterable uncore
events introduced since Skylake-SP. These events, supported
by certain uncore PMC boxes, are paired with dedicated con-
figuration registers that enable hardware to selectively count
only samples matching user-defined criteria. Such filtering
provides the potential for high-resolution side-channel obser-
vation.

Among these events, PKT_MATCH from the M2M subsystem
has particularly potential. By design, it monitors packet-level
memory traffic on the mesh interconnect and provides pro-
grammable filters to match physical addresses [15,16, 18, 19].
In principle, such functionality makes PKT_MATCH a promis-
ing candidate for monitoring fine-grained enclave memory
access patterns. However, Intel’s manual provides only limited
information about its semantics and programming interface,
leaving critical aspects of its mechanism unknown.

To bridge this gap, we conduct a systematic study of PKT_-
MATCH across multiple Intel server platforms in Table 1. We
begin by characterizing its filtering mechanism on Skylake-
SP in Section 4.1. Next, we examine its availability on recent
SGX-capable Xeon processors in Section 4.2. Last, we re-
verse engineer the address-to-M2M mapping in Section 4.3, a
prerequisite for targeting specific enclave addresses. Together,
this study lays the foundation for exploiting PKT_MATCH as a
practical side channel against SGX enclaves in Section 5.

4.1 Characterizing PKT MATCH in M2M

According to Intel’s Skylake-SP manual [15], PKT_MATCH is
programmed through five 32-bit registers, i.e., ADDRMATCHO,
ADDRMATCHI, ADDRMASKO, ADDRMASK1, and OPCODE_MM. The
first four registers form two 64-bit pairs: {ADDRMATCHO, ADDR-
MATCH1} is one pair, where all 32 bits of ADDRMATCHO specify
physical address bits [31:0] and the lower 15 bits of ADDR-
MATCHI specify physical address bits [46:32]; The other pair
of {ADDRMASKO, ADDRMASK1} follows the same structure to
define a corresponding address mask. In this study, we focus
on these two pairs, omitting OPCODE_MM as it controls filtering
by memory transaction types rather than addresses.



However, the manual provides only limited details about
how these registers operate together, leaving the main charac-
teristics of PKT_MATCH undocumented. To understand it, we
conducted experiments on the Xeon Gold 6130 platform with
Skylake-SP. While SGX is not supported on Skylake-SP!, this
platform remains suitable because its PKT_MATCH documen-
tation, while sparse, is accurate compared to the erroneous
and incomplete PKT_MATCH documentation in newer Xeon
manuals (detailed in Section 4.2).

We began by evaluating the default configuration, where
all the four registers were set to zero. In this setting, the
PKT_MATCH event counter incremented on memory accesses
at runtime, indicating that no filtering was in place. We
next configured the two ADDRMATCH registers with a cho-
sen physical address while keeping the ADDRMASK registers
at zero, and probed the corresponding virtual address using
flush+reload [53]. In this case, the counter incremented not
only for accesses to the specified address but also for adjacent
addresses. By varying the tested offsets, we established that
the matching granularity is one 64-byte cache line: all ac-
cesses within the same cache line triggered the event, whereas
accesses beyond did not (Figure 3).

PKT_MATCH

offset
0 1 T T T T T
- 8-40 4 812162024283236404448525660646872 -

Figure 3: PKT_MATCH increases for accesses within the same
64B cache line of the configured ADDRMATCH.

We then analyzed the effect of the ADDRMASK registers.
With all mask bits set to one, we found that accesses to any ad-
dress triggered the PKT_MATCH event, regardless of the value
in ADDRMATCH. To characterize this behavior, we performed a
bit-wise analysis.

Specifically, we configured ADDRMATCH with a physical ad-
dress A4 and derived another valid address B by flipping a
few bits in 4. Since the address matching granularity is one
64-byte cache line, we randomly selected three bits from bit
6 to bit 34 of 4, flipped them to generate B, and repeated this
procedure ten times to obtain different test addresses.

Initially, all bits in ADDRMASK were set to 1, causing PKT_-
MATCH to count all memory accesses in the system. In an idle
system, the counter remained low and stable, providing a base-
line. Repeated accesses to 4 or B using flush+reload [53]
triggered a spike in the counter by about two orders of magni-
tude.

To reveal the semantics of ADDRMASK, we iteratively cleared
its bits from least to most significant. After clearing each bit,
we repeatedly accessed B and monitored PXT_MATCH: if the

'SGX was first introduced in consumer-grade Skylake processors but was
not supported in most server-grade counterparts.

counter spikes, the cleared bit is retained; otherwise, it is re-
stored. The bits that remained set to 1 corresponded precisely
to the positions where 4 and B differed, demonstrating the
“don’t care” behavior of ADDRMASK: a bit set to 1 is ignored
for address matching, whereas a bit set to O enforces exact
matching. Thus, given an address X, accesses to X trigger
PKT_MATCH if

ADDRMASK = (ADDRMASKI < 32)|ADDRMASKO,
ADDRMATCH = (ADDRMATCHI < 32)|ADDRMATCHO,

X & ~ ADDRMASK = ADDRMATCH & ~ ADDRMASK,

Where the six lowest-order bits of ADDRMATCH and ADDR-
MASK are ignored for address matching, since the matching
granularity is 64 B.

4.2 Recovering PKT_MATCH on SGX-Capable
Xeon Processors

Having established the filtering characteristics of PKT_MATCH
on Skylake-SP, we next investigate whether this functionality
persists on modern Xeon platforms that support SGX. Since
Intel SGX was first introduced to Xeon Scalable processors
with the Ice Lake-SP generation, understanding the availabil-
ity and programmability of PKT_MATCH on these platforms is
critical to assessing its exploitability under the SGX threat
model.

However, when we attempted to follow Intel manual for
Ice Lake-SP [16], we found that the documented filter regis-
ters could not be programmed as in Section 4.1. Even more
concerning, in the manuals for Sapphire Rapids-SP [18] and
Emerald Rapids-SP [19], the PKT_MATCH event was removed
from the M2M event list. This inconsistency raises a question:

Is PKT_MATCH still available on SGX-capable Xeon
processors, and if so, how can it be correctly accessed?

To address this question, Section 4.2 locates the correct
filter register addresses on Ice Lake-SP, where Intel manual
appears incorrect. Section 4.2.2 identifies the undocumented
event code on Sapphire Rapids-SP and Emerald Rapids-SP,
where PKT_MATCH has been intentionally or mistakenly omit-
ted from the published manuals.

4.2.1 Identifying Correct Register Addresses

As in Table 2, the PKT_MATCH event on Skylake-SP has an
event ID of 0x4C, with its filter registers (ADDRMATCHO/1 and
ADDRMASKO0/1) located at offsets 0x268-0x274 in the PCI
configuration space of device 8086:2066. Intel manuals for
Cascade Lake-SP (2nd generation of Xeon Scalable proces-
sors) retain the same event ID and register addresses. However,
while these documented addresses work correctly on Skylake-
SP and Cascade Lake-SP, programming them on Ice Lake-SP



fails?. This suggested that Intel manual contains erroneous
information regarding Ice Lake-SP.

*+=00000000,00000000,00000000;,00000000,F0000000-"--
' ' ' '
' ' ' '

ADDRMATCHO :ADDRMATCHI : ADDRMASKO0 : ADDRMASK1 ; OPCODE_MM
Figure 4: The relative positions and default values of AD-
DRMATCHO, ADDRMATCHI1, ADDRMASKO, ADDRMASK1, and OP-
CODE_MM in the PCI configuration space on Skylake-SP and
Cascade Lake-SP.

A naive brute-force search across all PCI configuration
spaces could, in principle, recover the correct register loca-
tions, but the search space is prohibitively large. To reduce
the complexity, we sought distinguishing characteristics. By
comparing Skylake-SP and Cascade Lake-SP, we discovered
that while the four ADDRMATCH and ADDRMASK registers re-
set to zero, the OPCODE_MM register consistently initialized to
0x000000F0>. As illustrated in Figure 4, this distinctive pat-
tern, combined with the relative positioning of the registers,
forms a fingerprint to locate the filter registers.

Using this heuristic, we scanned Ice Lake-SP’s PCI configu-
ration space and identified device 8086: 3443, where registers
at offsets 0x490-0x4A0 matched the expected pattern. Pro-
gramming these registers yielded the expected PKT_MATCH
behavior, thereby confirming that the Intel manual was incor-
rect.
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Figure 5: Results of brute-force search of the M2M event
code space (0x00-0xFF) on Sapphire Rapids-SP. Among all
tested codes, only event code 0x36 showed counter growth
corresponding to PKT_MATCH behavior.

4.2.2 Exposing Undocumented Event Code

With the correct filter registers identified on Ice Lake-SP,
we turned our attention to the recent Xeon generations of
Sapphire Rapids-SP and Emerald Rapids-SP. However, Intel
manuals present a contradictory picture: while the filter regis-
ters are still described in the manuals, the PKT_MATCH event
itself has been entirely removed from the list of available
M2M events. This raises the possibility that the event is still
implemented in hardware but omitted or hidden by Intel.

2When values are written to these register addresses, the values read back
do not match the original

3The default value 0xF0 causes all SMI3 opcodes to be treated as matches,
i.e., opcode-based filtering in PKT_MATCH is disabled.

To test this hypothesis, we first verified that the default
values of the filter registers on Sapphire Rapids-SP matched
the characteristic fingerprint identified in Figure 4, confirming
that the register addresses are correct and still present.

Since the event code for PKT _MATCH is 0x4C across the
first three generations (Skylake-SP through Ice Lake-SP), we
initially assumed this code would remain unchanged. To test
this, we configured the filter registers on Sapphire Rapids-SP
to monitor a specific 64 B memory block and repeatedly ac-
cessed the block using flush+reload [53] to generate mem-
ory traffic. However, the PKT_MATCH event counter did not
increase, suggesting that Intel had reassigned the event code.

To identify the correct code for PKT_MATCH, we employed
a brute-force search. This approach was feasible because the
M2M event code space is limited to 256 values (0x00-0xFF).
We iterated through the entire event code space on Sapphire
Rapids-SP, using our configured filter registers and monitoring
event counter behavior. Figure 5 shows only event code 0x36
produced the expected counter growth, responding precisely
to our memory accesses in the same manner as PKT_MATCH
on earlier generations.

Table 2: Configuration details of PKT_MATCH for five Xeon
Scalable generations. Erroneous and incomplete documented
values are in italics, and verified values are in bold.

Microprocessor Device ID ADDRMASK ADDRMATCH Event Code

Skylake-SP
(Xeon Scalable)

0x2066  0x270,0x274 0x268,0x26C Ox4c

Cascade Lake-SP

(2nd Xeon Scalable) 0x2066  0x270,0x274 0x268,0x26C Ox4c

Ice Lake-SP 0x2066  0x270,0x274 0x268,0x26C Oxde

(3rd Xeon Scalable) 0x344a  0x498,0x49C 0x490,0x494 x
Sapphire Rapids-SP Undocumented
(4th Xeon Scalable) 0x324a  0x498,0x49C 0x490,0x494 0x36
Emerald Rapids-SP ) Undocumented
(5th Xeon Scalable) 0x324a  0x498,0x49C 0x490,0x494 0x36

We repeated this experiment on Emerald Rapids-SP and
confirmed that event code 0x36 also corresponds to PKT_-
MATCH, consistent with Sapphire Rapids-SP. This indicates
that Intel changed the event code for PKT_MATCH from 0x4C
to 0x36 beginning with Sapphire Rapids. Table 2 shows the
PCI device IDs, register addresses, and event codes for PKT_-
MATCH across all five Xeon Scalable generations, including
both documented and reverse-engineered values.

4.3 Uncovering Address-to-M2M Mapping

The M2M subsystem is not a single monolithic unit but con-
sists of multiple independent boxes distributed throughout the
processor. On Xeon Scalable processors, there are typically
four M2M boxes, each paired with an iMC. Since each box
observes a subset of system memory traffic and maintains
its own PKT_MATCH event, monitoring a specific physical ad-
dress requires knowing which M2M box the address is routed



through. Unfortunately, Intel does not disclose the address-to-
M2M mapping, making reverse engineering necessary.

Prior works on DRAM bank indexing [31, 45, 50] have
shown that Intel applies linear hash functions to distribute
memory traffic across DRAM banks. In this scheme, selected
physical-address bits are grouped, XORed together, and com-
bined to form the bank index. Because the number of banks is
often a power of two, each bank bit corresponds to the XOR
of a small set of physical-address bits. Flipping a participating
bit may change the XOR output and can redirect the memory
access to a different bank. This observation suggests that the
M2M routing logic may be constructed in a similar manner,
using XOR-based functions over specific address bits.

With this hypothesis, we aim to recover the physical
address-to-M2M mapping. Since there are four M2M boxes,
the routing likely involves two independent XOR functions,
each producing one output bit to index the boxes. To uncover
these functions, we proceed as follows.

Starting from a physical address X, we generate test ad-
dresses by flipping exactly one bit at a time (excluding the
cache-line offset bits below bit 6). For each test address, we
induce memory accesses and monitor the PKT_MATCH coun-
ters across all M2M boxes to determine which box observes
the access. If they route to different boxes, the flipped bit
participates in the M2M hash function; otherwise, it does not.

After identifying the participating bits, we determine how
they are combined. We start by pairwise testing because of the
algebraic properties of XOR. If flipping bits i and j individu-
ally changes the routing, but flipping them together restores
the original routing, then i and j are XORed within the same
hash function. By exhaustively applying this test, we uncover
entire XOR chains. For example, in Figure 6b, bits 8, 17, and
25 all XORed together to form bit 1 of the M2M box index.
This emerges from observing that the pairs (8,17), (8,25),
and (17,25) all cancel each other, revealing a three-bit XOR
group. More generally, larger XOR groups exhibit the same
cancellation behavior in pairwise tests, allowing them to be
uncovered.

Some address bits may participate in different XOR chains.
To confirm such cases, we flip a candidate “shared" bit to-
gether with a known participant from each chain. If both flips
restore the original routing, the bit contributes to both XOR
functions.

Applying this method, we uncover the address-to-M2M
mapping on SGX-capable Xeon processors, shown in Fig-
ure 6. In these processors, bit 8 of the physical address is the
lowest-order bit involved in the mapping. As a result, two
addresses that differ only in bit 8 will be routed to different
M2M boxes. Within a single 4KB page, this enables the use
of multiple PKT_MATCH events from different M2M boxes to
simultaneously monitor accesses to distinct 256 B regions.
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Figure 6: Uncovered address-to-M2M mapping.

5 UncoreBleed

Building on the reverse-engineered efforts in Section 4, we
present UncoreBleed in this section, the first performance-
counter—based side channel against SGX enclaves, that is
AEX-free, high-resolution, and low-noise. In the following
sections, we first describe the threat model and provide an
overview of UncoreBleed, followed by its technical details.

5.1 Threat Model

Following prior work on software-based side-channel attacks
against TEE platforms [3,28,33,40,43,51], we use the same
privileged-software adversary model, where the attacker has
full control over the system software stack beneath the en-
clave, including the operating system and the hypervisor.
We assume the target platform is Intel Xeon processors,
which are widely deployed in data centers and continue to
support SGX (Intel discontinued SGX beginning with its 11th
Generation Core processors). The system can include the lat-
est microcode updates, and enclaves run in production mode
with debugging features disabled. We also assume Intel Hy-
perThreading is disabled, aligned with the state-of-the-art
defense [44]. We do not assume any physical access to the
machine or software vulnerabilities inside the enclave.
Aligned with prior SGX controlled channel attacks [13, 28,
43,51], the attacker is assumed to know the victim enclave’s
compiled code, which allows reconstructing the enclave’s
memory layout and identifying sensitive code regions. The
unknowns to the attacker are the enclave’s run-time secrets
(e.g., cryptographic keys), which are the target of the attack.
Fundamentally different from existing microarchitectural
contention-based side channels [5,24,26,27,42] such as cache
or TLB contention, which rely on detecting subtle timing
differences and are inherently nondeterministic and noisy,
our attack, similar to controlled-channel attacks [13, 28,43,
51], exploits architecturally defined CPU interfaces. Also,
our approach can extract information from a single enclave
execution, avoiding detection by remote attestation schemes.
More importantly, unlike existing SGX controlled-channel
attacks that exploit page faults (PF) or interrupts to trigger



AEXSs, our attack is both PF-free and interrupt-free. It lever-
ages architectural performance monitoring counters, specifi-
cally uncore events, to observe specific memory accesses.

5.2 Overview

As shown in Figure 7, UncoreBleed works in three main steps.

@ Locating Sensitive Targets. UncoreBleed locates secret-
dependent virtual addresses within a target enclave
program, which we term sensitive targets. Prior page-
fault-based attacks [43,51] require distinct targets to be
on different pages (i.e., page-granularity). Unlike them,
UncoreBleed achieves 64 B resolution.

©® Runtime Monitoring. During enclaved execution, Un-
coreBleed resolves the sensitive virtual addresses to their
physical counterparts via page-table walks and maps
them to the appropriate M2M boxes using the reverse-
engineered address-to-M2M mapping. By configuring the
PKT_MATCH events in the corresponding M2M boxes, Un-
coreBleed passively collects frequent accesses to the tar-
gets without triggering page faults or interrupts.

© Secrets Recovery. UncoreBleed correlates the collected
temporal traces of sensitive accesses with program knowl-
edge to infer program secrets.

To exploit PKT_MATCH, it is essential that sensitive targets
be accessed directly from DRAM. To enforce this, Uncore-
Bleed ensures that every access to a sensitive location by-
passes the CPU cache (Section 5.3). UncoreBleed further
designs a high-resolution monitoring primitive that not only
captures accesses to a single sensitive target with fine-grained
temporal granularity, but also extends to monitoring multiple
sensitive targets in parallel (Section 5.4).
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Figure 7: Overview of UncoreBleed.

5.3 Forcing DRAM Accesses

In normal execution, frequently accessed data is served by
the CPU caches. In Intel SGX, EPC memory is hardware-
enforced as write-back cacheable, and its caching policy can-
not be disabled through page-table attributes [21]. To guar-

antee that every access to a sensitive target is serviced from
DRAM, one naive approach would be to employ the WBINVD
instruction. WBINVD flushes the entire last-level cache (LLC),
ensuring that subsequent accesses are routed to DRAM. How-
ever, each flush consumes tens of millions of CPU cycles,
during which enclave accesses may still hit in the cache. This
makes WBINVD impractical for reliably capturing all sensitive
memory accesses.

Instead, UncoreBleed adopts a more efficient approach: it
forces the enclave’s execution core to perform uncacheable
(UC) accesses by setting the CR0. CD bit in kernel mode [6].
This configuration enforces UC-like behavior for the core’s
memory operations, preventing cache allocation and fills with-
out modifying the underlying memory type. Consequently,
while EPC memory remains write-back cacheable at the hard-
ware level, all accesses from this core bypass the caches and
reach DRAM. These DRAM requests are then observable via
PKT_MATCH.

5.4 High-Resolution Monitoring Primitive

A natural first candidate for implementing a high-temporal-
resolution primitive is SGX-Step [41], which provides
instruction-level single-stepping for enclaves by forcing fre-
quent AEXs. This allows detecting the completion of each
instruction. However, SGX-Step inevitably introduces numer-
ous enclave exits. To avoid incurring AEXs, UncoreBleed de-
velops a monitoring primitive that combines high-frequency
sampling, execution slowdown, and parallel monitoring to
achieve a high-resolution and low-noise side-channel.

Fine-Grained Sampling. Linux perf utility provides sam-
pling intervals no shorter than 1 ms, which is coarse for Un-
coreBleed. To achieve higher resolution, UncoreBleed lever-
ages the M2M PCIE registers exposed by the uncore. Intel
supports two modes. The first is Interrupt-driven sampling
counters, which trigger performance-monitoring interrupts
(PMlIs) when pre-defined thresholds are reached. The sec-
ond is Polling-based sampling counters that are directly read
without interrupts.

Obviously, we adopt the second mode. Specifically, we de-
veloped a lightweight Linux kernel module that repeatedly
polls the M2M PCI_BAR register corresponding to the PKT_-
MATCH event. Each polling iteration executes a sequence of

“read timestamp; read the event" on a thread pinned to a dedi-

cated CPU core, while mlock prevents the sampling process’s
pages from being swapped out. With this setup, we achieve
sampling intervals as short as 650 ns on the Bronze3408U
and Silver4514Y platforms.

To assess whether this sampling granularity suffices for
real attacks, we first consider traditional RSA. During RSA
decryption, the execution of a Montgomery multiplication
depends on the current key bit (see Figure 8b), allowing an
attacker to distinguish between bit values by monitoring itera-
tions of the for loop. To extract all bits, the sampling interval



tinterval MUst be shorter than the execution time #,yecyrion Of
one loop iteration.

Without enforcing DRAM accesses in Section 5.3, our mea-
surements show that one loop iteration takes approximately
5500 ns for a 2048-bit key and 12000 ns for a 4096-bit key.
Since our sampling interval of 650 ns is an order of magnitude
smaller, UncoreBleed can reliably capture every iteration and
hence every key bit.

Stretching Enclaved Execution. Unfortunately, mod-
ern cryptographic libraries including WolfSSL [49] and
MbedTLS [39] have deployed advanced techniques (e.g.,
sliding-window exponentiation) that substantially reduce the
loop execution times. In our measurements, a single loop
iteration in these libraries (WolfSSL v5.8.0 and MbedTLS
v2.6.0) often completes in only tens of nanoseconds, well
below the 650 ns sampling interval.

To address this, UncoreBleed deliberately slows down en-
clave execution so that teyecurion 1S €Xpanded into a range ac-
cessible by our sampling resolution. First, as described in
Section 5.3, setting the CRO . CD bit enforces uncacheable exe-
cution, inflating per-instruction cost by roughly 1200x com-
pared to cached execution. Beyond this, UncoreBleed can
apply a set of core slowdown techniques: (1) lock a core’s
base frequency to its lowest supported setting; (2) reduce the
duty cycle to 12.5% using TA32_CLOCK_MODULATION; and (3)
disable turbo boost while forcing intel_pstate into power-
save mode, thereby locking the core into its lowest P-state.

While the exact slowdown varies across platforms, our mea-

surements indicate that these techniques reduce instruction
throughput to approximately one-half to one-third of the un-
cached baseline, corresponding to a total magnification of
roughly 2500-3600x. For modern cryptographic libraries,
where a single RSA loop iteration typically completes in
tens of nanoseconds, these combined slowdowns inflate itera-
tion times into the tens of microseconds. Under these condi-
tions, our high-resolution sampling primitive reliably satisfies
tinterval < lexecution-
Parallel Monitoring. Monitoring a single sensitive target
is often insufficient to recover secrets from applications with
multiple sensitive targets. A joint analysis of sampling mul-
tiple targets in parallel yields finer control-flow resolution.
To achieve this, UncoreBleed exploits the address-to-M2M
mapping (Section 4.3) to determine the corresponding M2M
box for each sensitive target. Since each M2M box exposes its
own PKT_MATCH counter, UncoreBleed can monitor multiple
sensitive targets in parallel (e.g., 4 in our platforms), with the
concurrency bounded by the number of M2M devices.

6 Security Implications of UncoreBleed

To demonstrate the security implications of UncoreBleed,
we present two case studies. The first targets Libjpeg [14], a
widely used library for JPEG decompression. Here, Uncore-

/* square() and multiply() resides
on a different page than modpow() */

1 jpeg_idct_islow() {

~

1
...... 2
3 for each column in DCT block { 3
4 if (all AC coefficients == 0) { 4 square(res, n) {...... }

5 // Fast path: only use DC term 5 multiply(res, a, n){...... }
6 fill column with DC_value; 6

7 7 int modpow(base, d, n) {

8

continue; 8 L.
9 } 9 //d represents the private key
10 1o for (i < length(d)) {
1 // Normal path: full inverse DCT 1 res = square(n);
12 compute_even_part(); 12 if (d & mask)
13 compute_odd_part(); 13 res = multiply(base, n);
14 combine_results(); 14 mask >>= 1;

(a) jpeg_idct_islow () (b) modpow ().

Figure 8: Both JPEG inverse DCT and RSA modular expo-
nentiation functions have secret-dependent paths.

Bleed captures input-dependent execution with 64 B granu-
larity, while prior controlled channels [51] operate only at
the 4-KB page level and cannot distinguish branches within
the same page. Instead, they infer execution indirectly by
page-faulting targeted stack pages.

The second is to recover keys from RSA protected TL-
Blur [44], a state-of-the-art software defense deployed on
off-the-shelf SGX platforms.

6.1 Recover Pictures from Libjpeg

Figure 9: Original JPEG pictures (top) and their correspond-
ing reconstructions from UncoreBleed (bottom). From left
to right, the image resolutions are (1) 900 x 600, (2) 2160 x
1280, (3) 4016 x 2016, and (4) 6016 x 4016 pixels.

Libjpeg [14] partitions input images into 8x8 discrete co-
sine transform (DCT) blocks during decoding. Each block
contains a DC coefficient in the top-left entry and 63 AC
coefficients in the remaining entries.

In the inverse transform stage, the jpeg_idct family of
functions (e.g., jpeg_idct_islow () in Figure 8a) perform
a two-dimensional inverse DCT to reconstruct pixel val-
ues using a data-dependent optimization: if all AC coeffi-
cients in a row or column are zero, the decoder takes a fast
path; otherwise, it executes the normal path with full multi-
ply—accumulate computations.

Thus, the control path taken leaks information about the
presence of non-zero AC coefficients, and monitoring this
behavior across multiple blocks can reveal image contours [26,



51]. However, since the jpeg_idct family function resides
entirely within a single code page and makes no further calls,
prior controlled-channel attacks cannot distinguish the fast
and normal paths at the page level. Instead, they indirectly
infer differences by comparing the number of page faults on
stack pages accessed in each path.

Unlike them, UncoreBleed operates at 64 B granularity, al-
lowing it to directly distinguish between the two paths within
the same code page. In the following, we demonstrate Uncore-
Bleed against jpeg_idct_islow () in Libjpeg-turbo v3.0.3
on Xeon Bronze 3408U, following the three main steps in
Section 5.2 to recover the input pictures.

Locating Sensitive Target. The leakage stems from the for
loop in jpeg_idct_islow (). As shown in Figure 8a, Line
3 introduces the for loop, followed by an if statement at
Line 4 that checks the AC coefficients. Lines 6—8 implement
the fast path when the condition is true. Lines 12—15 execute
the normal path. To distinguish between the two, the attacker
must reliably detect the start of the loop and decide whether
execution subsequently enters the fast path.

Since the loop entry and the fast-path code reside adjacently
in memory, and the loop entry occupies only 10 B, aligning
the filter to the loop entry ensures that both share a single 64
B memory block. At runtime, counter updates would exhibit
distinct signatures: a sharp spike followed by a brief pause
indicates the fast path since the spike means the execution of
the monitored fast path, and the short pause reflects the time
until the next iteration begins. A normal path is characterized
by a small counter increase followed by a much longer pause,
since the small rise comes from the loop entry, while the ex-
tended period of no counter growth occurs because execution
of the normal path that is not monitored.

Runtime Monitoring. After the loop entry is identified,
UncoreBleed extracts the target’s physical address from OS-
controlled page tables, maps it to the responsible M2M box,
and programs the PKT_MATCH filter accordingly. Monitoring
then begins on a dedicated core with high-frequency sampling.
The enclave execution is deliberately stretched as described
in Section 5.4.

Picture Recovery. The collected traces indicate whether each
loop iteration followed the fast or normal path. Figure 9 shows
an example sequence of “F, F, N, N, N, F," where a fast-path
iteration is denoted as “F" and a normal-path iteration as “N".
This sequence reflects the decoder applying different paths
across consecutive DCT blocks. The two types of iterations
are distinguishable: “F" is indicated by a sharp counter spike
within a very short interval, followed by a brief pause, whereas
“N" exhibits a small counter increase followed by a much
longer pause.

By aggregating these traces across all DCT blocks, we
can check the presence or absence of non-zero AC coeffi-
cients, thereby recovering block structures and image con-
tours. Figure 9 presents recovered pictures of varying resolu-

tions, demonstrating that UncoreBleed successfully extracts
visual information from Libjpeg.
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Figure 10: Sampled traces of monitoring the loop entry and
fast path. “F" denote when the function takes the fast path,
while “N" means the normal path.

6.2 Recover TLBlur-Protected RSA Keys

TLBlur [44] is the most practical software-only defense
against controlled-channel attacks on commodity SGX plat-
forms. It leverages AEX-Notify [6], a recent hardware ex-
tension in Intel SGX processors, to prefetch sensitive pages
into the TLB upon enclave resumption after interrupts or
page faults. This mechanism conceals subsequent memory
accesses from page-table walks. However, since page tables
are still under OS control, TLBlur cannot defend against an
attacker that directly monitors physical memory activities.
UncoreBleed achieves this: by observing specific memory
accesses without triggering AEXSs, it bypasses both TLBlur
and AEX-Notify.

To evaluate the effectiveness of UncoreBleed against TL-
Blur, we examined its open-sourced repository*, which uses
RSA as a representative cryptographic workload. This repos-
itory also includes a page-fault-based attack against RSA,
which we confirmed is fully mitigated by its defense. We
then applied UncoreBleed, following the three steps in Sec-
tion 5.2, to recover secret keys from TLBlur-protected RSA
on an off-the-shelf Xeon Silver 4514Y platform.

Locating Sensitive Target. In the TLBlur example, the
critical secret-dependent computation resides in the func-
tion modpow (), shown in Figure 8b. As introduced in prior
works [3,51], the key bit can be inferred by whether multi-
ply () in Line 13 is executed: if only square () (Line 11)
runs, the bit is ‘0’; if both square () and multiply () exe-
cute, the bit is ‘1°. Since these two functions occupy different
code pages, prior controlled-channel attacks relied on page-
faulting them to reconstruct keys.

UncoreBleed targets these two functions. However, a care-
ful selection of monitoring specific physical locations is
needed as the locations may be mapped to the same M2M
device. As described in Section 4.3, the mapping function
depends on multiple address bits, with bit 8 being the lowest
relevant. It means that physical addresses differing in bit 8
(e.g., 256 B) are assigned to different M2M devices. Thus,

4https://github.com/TLBlur-SGX/tlblur
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we identify a suitable target address within multiply () that
maps differently from the chosen one in square (), enabling
independent monitoring of the two functions.

Runtime Monitoring. After the two monitoring locations
are located, we deploy TLBlur-protected RSA example at
runtime, where ecall_rsa_decode () is protected using t1-
blur_enable () and tlblur_disable (). This function en-
capsulates the critical modpow () function. UncoreBleed only
passively monitors square () or multiply () and does not
trigger TLBlur’s prefetching. While square () and multi-
ply () reside on different pages in this case, UncoreBleed
allows both functions to reside within the same page, due to
its 64 B granularity.
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Figure 11: Part of sampled traces during TLBlur-protected
modpow () . The trace from square () (top) marks the iteration
boundary. The trace from multiply () recovers the secret
bits.

Secret Key Recovery. Figure 11 shows part of sampled traces
during TLBlur-protected modpow (). The top trace denotes
square (), while the bottom represents multiply ().

Since square () executes in every loop iteration, the seg-
ments of solid line separated by dashed lines denote the dura-
tion of individual iterations. For each iteration, we examine
the trace of multiply () : if its counter increases, multiply ()
has executed and thus the key bit is ‘1’; if not, the bit is ‘0’.
From the shown trace, the recovered sequence of key bits is
‘0100100011°.

In this experiment, we respectively evaluated three key
lengths with 64, 128, and 256-bit private exponents. For each
length, we repeated the attack above 3 times. In all runs, we
successfully recovered every key bit.

7 Discussion and Mitigation

UncoreBleed on Dual-Socket Platforms. As discussed in
Section 4.3, Xeon Scalable processors contain four M2M

boxes per socket. To evaluate UncoreBleed’s scalability on
multi-socket systems, we tested a Supermicro X13DEI moth-
erboard with one or two Xeon Silver 4514Y processors, rep-
resenting single- and dual-socket configurations. Linux enu-
merates M2M components via sysfs and we observed that
the number of physical M2M boxes scales with the number of
sockets. In the single-socket configuration, querying the De-
vice IDs in Table 2 for Xeon Silver 4514Y revealed one group
of four M2M boxes (fe:0c.0-fe:0f.0). In the dual-socket
configuration, two groups of four M2M boxes were enumer-
ated (fe:0c.0-fe:0f.0 and 7e:0c.0-7e:0£.0), confirm-
ing that each socket maintains its set of four M2M boxes.
Across sockets, the Device:Function numbering consistently
maps to specific M2M components. For example, 0c:00
to M2M_0 and 0d:00 to M2M_1. Thus, M2M boxes with the
same Device:Function numbers in different PCI domains are
mapped to the same M2M components within their sockets.
To understand cross-socket behavior, we designed an ex-
periment where all ADDRMASK registers of the eight M2M
boxes were cleared, a pre-allocated physical address was
programmed into the ADDRMATCH registers, and repeated
clflush+reload [53] accesses were performed sequentially
on each CPU core. The results revealed a clear socket-local
effect: accesses from cores on socket O triggered PKT_-
MATCH increments only in the first group of M2M boxes
(fe:0c.0-fe:0£f.0), while the second group remained inac-
tive. For accesses from cores on socket 1 triggered increments
only in the second group (7e:0c.0-7e:0£.0). This demon-
strates that the address-to-M2M mapping still holds in the
dual-socket configuration and that each socket maintains a
private set of M2M boxes for performance monitoring, effec-
tively isolating the monitoring capabilities for each socket.
These observations indicate that UncoreBleed can still per-
form targeted side-channel monitoring in dual-socket settings.
By mapping the M2M box group to the socket where targeted
enclave executes, UncoreBleed leverages socket-local PKT_-
MATCH counters to track memory accesses. While these results
confirm effective monitoring on dual-socket settings, investi-
gating larger multi-socket systems remains future work.

Other Potential Uncore Events. By design, the PKT_MATCH
event in the M2M unit was intended for performance analysis.
However, its capability for programmable filtering of fine-
grained memory traffic also enables runtime enclave monitor-
ing. Therefore, we will explore two other uncore subsystems,
Ultra Path Interconnect (UPI) and Compute Express Link
(CXL), that expose similar programmable filtering events.

The UPI fabric provides link-layer monitoring events
such as TxL_BASIC_HDR_MATCH and RxL_BASIC_HDR_ -
MATCH. These allow fine-grained filtering of memory packets
traversing the inter-socket interconnect. Filters can be config-
ured along multiple dimensions, including transaction type
(request, snoop, and response), packet category (data and non-
data), and source locality (local and remote).

We performed a preliminary evaluation of RxL_BASIC_-



HDR_MATCH on the Xeon Gold 6230 platform where a thread
runs on a core on socket 0 and another on socket 1. The
socket-1 thread repeatedly writes to a physical address P, with
RxL_BASIC_HDR_MATCH configured to count only data-write
packets. When the socket-0 thread conditionally writes to P,
we observe clear spikes in the event counter from socket 1,
while accesses to other addresses cause no such change.
Starting with 5th Generation Xeon processors, Intel inte-
grated CXL into uncore PMCs. The CXL unit supports packet
match/mask filters that allow selective observation of mem-
ory transactions flowing through shared CXL.mem devices.
By programming filters on packet-header fields (e.g., request
type or address region), aggregate CXL traffic can be decom-
posed into enclave-specific subflows, enabling fine-grained
inference of memory-access patterns inside an enclave.

UncoreBleed on Intel TDX. Intel Trust Domain Extensions
(TDX) support hardware-isolated VMs (i.e., “Trust Domains”,
TDs) by protecting TD memory from the host OS/VMM,
using TDX-module-managed SEPT (Secure Extended Page
Table) mappings. We evaluated Intel TDX on the Xeon SIL-
VER 4514Y platform using Intel’s default TDX configuration,
and confirmed that PKT_MATCH remains capable of observing
targeted memory traffic from a running TD, consistent with In-
tel’s reply to our responsible disclosure that SGX/TDX do not
aim to prevent host access to uncore performance monitoring.
Implementing UncoreBleed against TD requires the host
physical address (HPA) of the sensitive target inside the TD,
which involves resolving two mappings. The first is GPA-to-
HPA mapping. While SEPT is protected from host inspection,
the host provisions TD pages and requests the TDX module
to establish SEPT mappings (e.g., via TDH.MEM. SEPT.ADD).
Thus, it can learn the mapping. The other is GVA-to-GPA
mapping. While the host cannot directly observe the TD’s
guest page tables, prior work (e.g., TDXdown [48]) suggests
this mapping can be inferred via templating. We leave a full
UncoreBleed implementation on TDX as future work.

7.1 Mitigation

To effectively mitigate UncoreBleed, a straightforward ap-
proach is to disable uncore PMCs (as some other uncore
events may also be exploitable), at least the PKT_MATCH event,
during enclave execution, similar to the suppression of core
PMCs in SGX enclaves. However, this measure would hinder
runtime performance analysis. Based on Intel’s feedback, they
do not plan to disable uncore PMCs capabilities.

To enable legitimate use of PMCs while mitigating Coun-
terSEVeillance [10], TEEcorrelate [46] reduces fine-grained
leakage by aggregating counter updates into coarse time win-
dows and introducing controlled noise to event counts. How-
ever, it requires hardware modifications and is not available
on Xeon processors.

Besides PMC-focused defenses, controlled-channel miti-
gation is also relevant. Following TLBIlur [44], we classify

existing countermeasures into four categories. The first two
target attacks that rely on controlling AEXs, making them
ineffective against UncoreBleed. The last two aim to either
randomize enclave execution or eliminate secret-dependent
memory access patterns. While effective, these approaches
incur high performance overhead and are deemed impracti-
cal [44]. Specifically:

Interrupt Detection monitors the rate or pattern of asyn-
chronous enclave exits (AEX) or interrupts to identify poten-
tial controlled-channel attacks [4,29, 35]. These approaches
fundamentally assume that a successful attack must trigger
AEXs or interrupts, making the detection feasible. However,
this reliance leaves them blind to leakage channels that oper-
ate entirely without inducing such events. UncoreBleed works
by observing physical memory accesses without generating
any AEXs or interrupts, thereby evading this class of defenses
by design.

Page pinning focuses on keeping sensitive pages resident
in the TLB [6, 30, 38,44, 52], thereby reducing and even pre-
venting exploitable interrupts, page faults or page-table walks.
However, they cannot address attacks that bypass the page-
table entirely. Since UncoreBleed monitors specific physical
memory accesses directly, it remains effective even when all
sensitive pages are pinned in the TLB.

Randomization mitigates controlled-channel attacks by un-
predictably relocating code and data in memory [2, 34, 54],
making it difficult for an attacker to correlate observed mem-
ory accesses or page faults with actual secret-dependent op-
erations. However, randomization cannot completely elimi-
nate information leaks, as residual patterns such as page-fault
sequences, stack accesses, and control-flow traces may still
reveal secrets [47], and frequent re-randomization introduces
significant performance overhead. Clearly, strong runtime
randomization could prevent controlled-channel attacks in-
cluding UncoreBleed from pre-identifying physical pages
containing sensitive functions.

Memory access obliviousness aims to remove any secret-
dependent differences in memory access patterns [1,37,47].
This is achieved by techniques such as Oblivious RAM
(ORAM)-based execution or compiler-enforced deterministic
memory accesses, hiding sensitive information from memory
access sequences. However, these approaches generally in-
cur very high performance overhead, require invasive code
modifications or manual annotations, and are impractical for
complex or legacy enclaves. While complete obliviousness
could neutralize UncoreBleed, its deployment cost means
real-world enclaves remain without this level of protection.

8 Conclusion

In this work, we demonstrated that, contrary to prior beliefs,
not all PMCs were disabled during enclave execution: in
particular, uncore PMCs are still active. Further, we iden-



tified the PKT_MATCH event in the M2M uncore subsystem,
which enabled fine-grained monitoring of enclave memory ac-
cesses with 64 B granularity. Through comprehensive reverse
engineering, we uncovered the event’s filtering mechanism,
programmability, availability, and address mapping across
multiple generations of SGX-capable Xeon processors, de-
spite incomplete or inaccurate Intel documentation.

Leveraging this, we developed UncoreBleed, the first PMC-
based side-channel attack against SGX that operated without
triggering AEXs, maintained low noise, and achieved high
resolution. Using UncoreBleed, we successfully reconstructed
visual content from JPEG images and extracted RSA private
keys from a single decryption operation, even in the presence
of TLBIlur. As a result, our study overturned the long-held
assumption that SGX completely suppressed performance
monitoring and highlighted that active uncore PMCs could be
exploited to compromise enclave confidentiality.

Ethical Considerations

All experiments in this work were conducted by us on ma-
chines under our exclusive control, and no experiments were
performed on systems without the owner’s consent. Potential
stakeholders include Intel (SGX), cloud providers, enclave
developers (especially those implementing SGX-based cryp-
tographic algorithms), and the academic security community.

Before submission, we reviewed Intel’s SGX guidelines,
which consistently emphasize constant-time/data-oblivious
enclave code [22,23]. Our preliminary assessment was that
UncoreBleed monitors specific enclave physical memory ac-
cesses, which could be neutralized by data-oblivious enclave
code. We expected that UncoreBleed would likely be consid-
ered outside Intel’s scope. Therefore, we thought that Intel
would benefit most from a complete package of the paper and
code, including the reverse-engineered details of the M2M
filtering mechanism across multiple generations of Xeon plat-
forms, which could help Intel validate our findings and update
their inaccurate and incomplete documents.

Due to the conference deadline, we prioritized finishing the
reverse-engineered results and assembling a complete pack-
age so that both reviewers and Intel could accurately evaluate
the attack in depth. As a result, we disclosed UncoreBleed
to Intel shortly after submission. In retrospect, we recognize
that earlier disclosure would have been preferable, and we are
committed to initiating contact earlier in future work.

Shortly after submission, we reported UncoreBleed to Intel
PSIRT, providing the full paper and code and informing them
of the submission. After reviewing our report, Intel classified
the vulnerability as out of scope under their threat model,
reiterating their recommendation that enclave code follow
constant-time or data-oblivious coding practices [22,23]. In-
tel indicated that they did not plan a mitigation specific to
UncoreBleed and noted that SGX/TDX do not aim to prevent
OS/VMM access to general performance monitoring capabil-

ities. Their only request was that we provide advance notice
of public disclosure and artifact release so that they could pre-
pare customer messaging. We updated Intel with the planned
publication dates for the final version of the paper and the
artifact, which they acknowledged.

We believe that the benefits of being able to explore, un-
derstand, and quantify new side-channel leakage in SGX out-
weigh the potential harms of making the leakage openly avail-
able (e.g., UncoreBleed enables an attacker to extract secrets
from legacy enclave programs that exhibit secret-dependent
memory-access patterns). Publishing this work with an open-
source and reproducible artifact, together with explicit miti-
gations, maximizes defensive benefit, corrects previous mis-
understandings about PMUs during SGX enclaved execution,
empowers a broad set of stakeholders to harden systems, and
advances SGX vulnerability research while minimizing po-
tential security threats.

Open Science

All of our software artifacts, including the case studies, are
available in a public repository at https://doi.org/10.5
281/zenodo.17902416. The repository includes 6 subdirec-
tories. Each subdirectory contains its own README . md with
build, run, and usage instructions. Specifically, MicroBench-
mark/ contains a microbenchmark suite to compare core and
uncore PMCs inside a production-mode SGX enclave and in
a non-enclave environment; EventAnalysis/ includes test
programs and analysis scripts to study the PKT_MATCH behav-
ior; ReverseM2MMap/ provides the address-to-M2M reverse-
engineering details; tools/ collects low-level infrastructure
used by the attacks (e.g., VA—PA translation, PA—M2M
mapping helpers, PKT_MATCH configuration, high-frequency
sampling, and kernel modules); Demo/ and RecordAnaly-
sis/ contain the end-to-end case studies and offline trace-
processing scripts.
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