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Abstract

A threshold signature protocol divides a secret signing key
among multiple parties, enabling any subset above a threshold
to jointly create a signature. While post-quantum (PQ) thresh-
old signatures are being studied, especially following NIST’s
call for threshold schemes, most solutions focus on specially
designed, threshold-friendly signature schemes. However,
real-world applications like distributed certificate authori-
ties and digital currencies require signatures verifiable under
existing standardized procedures. With NIST’s standardiza-
tion of PQ signatures and ongoing industry deployment, de-
signing an efficient threshold scheme compatible with NIST-
standardized verification remains a critical challenge.

In this work, we present the first efficient and scalable so-
lution for multi-party generation of the module-lattice digital
signature algorithm (ML-DSA), one of NIST’s PQ signature
standards. Our contributions are two-fold. First, we present
a variant of the ML-DSA signing algorithm that is amenable
to efficient multi-party computation (MPC) and prove that
this variant achieves the same security as the original ML-
DSA scheme. Second, we present several efficient & scalable
MPC protocols to instantiate the threshold signing function-
ality. Our protocols can produce threshold signatures with
as little as 150 KB (per party) of online communication per
rejection-sampling round. In addition, we instantiate our pro-
tocols in the honest-majority setting, which allows us to avoid
any additional public key assumptions.

Our signatures verify under the same ML-DSA implemen-
tation for all security levels, with signature and verification
key sizes matching ML-DSA; previous lattice-based threshold
schemes could not match both of these sizes. Our solution pro-
vides the first method for producing threshold post-quantum
signatures compatible with NIST-standardized verification,
scalable to any number of parties, without new assumptions.

*The full version of this paper may be found at [9].

1 Introduction

In an increasingly interconnected digital world, ensuring the
authenticity, integrity, and non-repudiation of electronic com-
munications and transactions is critical. Digital signatures
have emerged as a foundational technology in achieving these
goals, playing a vital role in securing online communications,
enabling trusted software distribution, and underpinning mod-
ern cryptographic protocols. By leveraging public key cryp-
tography, digital signatures provide a means to ensure that
a given message has not been altered during transmission.
Their applications span a wide range of domains, including e-
commerce, e-governance, secure email, blockchain, and legal
documentation, among others.

Modern digital signatures like ECDSA [45] and EdDSA [8]
are vulnerable to attacks given a sufficiently large quantum
computer [48]. To address this risk, NIST initiated a series of
standardization efforts to construct cryptographic primitives
based on quantum-safe assumptions, which are problems that
are computationally hard even for quantum computers. This
effort resulted in the standardization of a signature scheme
based on lattice problems, namely Dilithium [4], which was
renamed ML-DSA [46] in the standard. This scheme is based
on the module-lattice learning with errors (MLWE) and short
integer solution (MSIS) problems [39], which are believed to
be hard even for a quantum machine.

As one of the first standardized post-quantum signature
schemes, there is huge motivation to integrate ML-DSA
into applications currently using pre-quantum signatures like
ECDSA. One core application is threshold signing, which
delegates the signing authority to n parties. This is a particu-
larly important feature for signing keys that are sensitive and
long-lived. Threshold signing balances security and availabil-
ity by allowing any set of more than ¢ parties to construct a
valid signature while preventing any set of # or fewer parties
from generating any valid signature. Use-cases of threshold
signatures include securing master secrets in key management
systems or software update services. In these settings, a secret
key can be split across multiple nodes that can still jointly
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produce signatures, and yet an adversary would need to com-
promise at least # + 1 of these nodes in order to access the
secret-key.

Despite many efficient constructions of threshold signa-
ture protocols for pre-quantum signatures like ECDSA (e.g.,
[29]) and Schnorr (e.g., [38, 40]), post-quantum signature
schemes tend to be much less “threshold-friendly.” In fact,
except a few very recent works [11, 30] (see Section 1.2),
there does not exist threshold signature scheme that can in-
teroperate with NIST-standardized PQ signature verification,
such as ML-DSA. Instead, it is common in the literature
(cf. [1,2,12, 16, 23, 25, 32, 33, 35, 44, 49]) to design lattice-
based schemes specifically tailored to the threshold setting,
which includes custom verification algorithms that differ from
the standardized verification procedures. These signatures
have downsides beyond non-standardization: they are typi-
cally larger than their non-threshold counterparts, and it is
not uncommon that their size and other performance aspects
scale with the number of signing parties.

Difficulties in designing threshold ML-DSA. Unfortunately,
designing a threshold version of the standardized ML-DSA
remains an elusive open problem. Even though in principle
one could use generic secure multiparty computation (MPC)
to distributively evaluate the ML-DSA signing algorithm, do-
ing so naively would lead to prohibitive costs in practice. This
is primarily due to the fact that ML-DSA’s native description
is highly non-MPC-friendly, since the signing algorithm re-
quires computing a cryptographic hash function (e.g., SHA3)
on inputs that must be hidden from the adversary. Without
additional analysis and modifications to the signing algorithm,
this would require running SHA3 within the MPC protocol
itself, which is a circuit comprising of millions of arithmetic
gates.

1.1 Our Contribution

In this work, we present the first' threshold signature protocol
compatible with the NIST-standardized ML-DSA scheme.
Our protocol produces signatures that pass exactly the
same verification implementation of the standardized, non-
threshold ML-DSA scheme. Our protocol supports an arbi-
trary number of parties, and the distribution of signatures
produced by our protocol does not change with the number of
parties. One of the main contributions of this work is a new
“MPC-friendly" variant of the ML-DSA signing algorithm,
where partial signatures can be safely revealed. This allows
the expensive hash function in the signing algorithm to be run
locally by the parties (i.e., outside of the MPC functionality).
We provide a security proof for this variant to show that the se-
curity level of our variant is essentially identical to the original
ML-DSA signing algorithm, and we expect this MPC-friendly

'As a concurrent and independent work, Borin et al. [11] presented a
different approach to threshold ML-DSA. See Section 1.2 for a comparison.

variant to find applications in other MPC implementations of
ML-DSA (beyond simple threshold access structures). Addi-
tionally, we prove that this variant even satisfies a stronger
unforgeability notion that we call unforgeability under cho-
sen message attacks with incomplete signatures (UF-CMA | ),
which may be of independent interest.

With an MPC-friendly variant of ML-DSA in place, we
present our second contribution, which is a careful synthesis
of several MPC building blocks in order to securely evalu-
ate our ML-DSA signing algorithm. The modularity of our
approach enables us to leverage state-of-the-art techniques
from general-purpose MPC, which allows us to achieve the
best performance and trade-offs in terms of communication
complexity and round count. In terms of security, we prove
that our protocol UC-realizes an ideal functionality, F1_mLpsA,
which computes ordinary ML-DSA signatures exactly, instead
of realizing an abstract threshold signature functionality or
proving game-based unforgeability in isolation. Furthermore,
even though we focus on the setting of honest majority with
active security, the generality of our techniques allows for
extensions to other contexts as well. When taken together,
these contributions yield the first efficient, scalable solution
for threshold ML-DSA signature generation.

A conceptual shift away from Schnorr. We emphasize that
the use of general-purpose MPC to implement PQ threshold
signing represents a major conceptual shift in the design of
these protocols. Essentially all prior works on lattice-based
threshold signatures based on the Fiat-Shamir transform ei-
ther rely on threshold homomorphic encryption or attempted
to leverage the similarities between Lyubashevsky-like sig-
natures [41] and Schnorr. In threshold Schnorr, it is common
for threshold shares of the signature to themselves be valid
Schnorr signatures under shares of the signing key, and the
linearity of Schnorr verification allows these signature shares
to be publicly combined. However, locally generating ML-
DSA signature shares and running a public, “Schnorr-style"
combiner is fundamentally limited by the additional require-
ment on the norm of the ML-DSA signature. In other words,
since an ML-DSA signature must have small norm, combin-
ing many signature shares increases the norm and degrades
the security of the final signature. Therefore, despite the ap-
parent similarities between ML-DSA and Schnorr, our work
implicitly argues for a radically different approach in the de-
sign of the threshold versions of these signatures. We view
this work as identifying the correct MPC subroutines that
must be evaluated to obtain a threshold ML-DSA protocol
that is simultaneously efficient, secure, and scalable. We ex-
pect future works to develop optimized methods for these
subroutines in various application settings.

1.2 Related Work

Constructions from Threshold-friendly Schemes. Re-
cent works on threshold lattice-based signatures follow the



paradigm of threshold Schnorr signatures [6, 20, 38], while
simultaneously designing “Schnorr-like” signatures with
threshold-friendly properties. Damgard et al. [23] designed a
2-round, n-out-of-n signing protocol for a modified version
of the Lyubashevsky signature [41]. This scheme has been
improved in several ways, by reducing the number of aborts
[3], improving the communication complexity [17], or turn-
ing it into f-out-of-n threshold schemes with FHE [35] or
MPC [49]. The two-round scheme proposed in [35] obtains
signatures of size 46.6 KB and public keys of size 13.6 KB
for (t,n) = (3,5). Note that [49] uses generic dishonest ma-
jority MPC, and like us they rely on the comparison protocol
from Rabbit [42]. However, they do not instantiate ML-DSA
exactly, and in fact they avoid evaluating hashes in MPC by
using commitments as in [23], which is different from our
novel approach.

Chairattana-Apirom, Tessaro and Zhu [16] proposed a 2-
round threshold scheme based on (a rejection-free variant of)
the Lyubashevsky signature with the signature size of [16] is
over 100 KB for up to 32 parties [51]. Threshold Raccoon
[25] is an efficient 3-round threshold signature scheme based
on Raccoon [27], which is itself a threshold-friendly variant
of ML-DSA. The scheme naturally supports integration of
Shamir secret sharing, allowing efficient instantiations, e.g.,
signatures of size 12.7 KB and public keys of size 3.8 KB for
up to 1024 parties. The follow-up works of threshold Raccoon
reduced the number of rounds to 2 [12, 32, 51], proved the
adaptive security [36], and realized the security with identifi-
able aborts [24, 26]. The recent Raccoon-based construction
due to del Pino and Niot [44] enjoys the most compact in-
stantiation with signatures of size 2.7 KB and public keys
of size 2.6 KB for up to 8§ parties by limiting the number of
signatures produced to 2%4. However, it is unclear whether
the same technique carries over to scalable threshold signa-
tures compatible with the standardized ML-DSA verification
process.

Two-party ML-DSA signature generation. To the best of
our knowledge, Trilithium [30] is the only multi-party scheme
outputting a signature compliant with NIST-standardized ML-
DSA verification. However, Trilithium is specialized for only
two parties, and it requires both parties to generate a valid
signature. Moreover, Trilithium heuristically assumes that a
rejected, partial signature can be simulated with the uniform
distribution, while we introduce an important tweak to the
signing algorithm to enable a provable simulation of partial
signatures.

Concurrent work. Concurrently with our work, Borin et
al. [11] also proposed a threshold signature scheme inter-
operable with the ML-DSA verification process, optimized
for up to 6 parties. Compared to our scheme, their protocol
achieves game-based unforgeability in the dishonest-majority
setting, requires fewer rounds, and incurs lower communica-
tion costs. In contrast, our protocol is proven UC-secure in
the honest-majority setting, involves more rounds, and has

higher communication overhead for the same number of par-
ties. However, our scheme is scalable to an arbitrary number
of parties, whereas their protocol relies on replicated secret
sharing and local rejection sampling on individual shares,
which seem to limit scalability beyond a small constant num-
ber of parties. We compare our protocol to this concurrent
work in Section 5.2.

1.3 Technical Overview

In this section we present a brief overview of our techniques.
We begin with a high-level description of ML-DSA.? This
scheme is defined over a standard power-of-two cyclotomic
ring R = Z[x]/(x" + 1) and its quotient R, = R /gR., which
means every polynomial of &, consists of N coefficients in Z,.
The secret key consists of two vectors s € R’ and e € R¥ of
polynomials, each having small coefficients. The public key is
an MLWE instance t = A -s+ e mod ¢, where A € ‘_ij" isa
public matrix. For signing a message m, the signer follows the
standard Fiat-Shamir with Aborts approach [41], summarized
as follows:

1. Samples y € R ¢ at random with small entries, and then
computes w = Ay mod ¢. Then (each coefficient of) w is de-
composed as w = (272) - W + wy for certain public parameter
Y2, where wy is high-bits of w, while wq is low-bits of w,
respectively.

2. Derive a challenge ¢ = H(m, wy)
3. Compute a response z = c-s+Yy (over R).

4. Finally, before outputting the signature, a rejection sam-
pling step checks that ||z||. and ||wo — ¢ - €||. are within cer-
tain specified public bounds, aborting by outputting _L if this
is not the case. If the check passes, then the final signature is
(wi,c,2).

Let us denote by [-] a linear secret-sharing scheme over R,.
A natural approach to thresholdizing ML-DSA would be to let
the parties begin with shares of the secret-key [s], [e], and run
the steps from the signing algorithm, replacing all operations
by generic MPC calls that operate on shares. The first blocker
one would face is evaluating ¢ +— H(m, [w1]) in MPC, which is
prohibitively expensive due to the complexity of SHA-3 hash
function used in ML-DSA. Note that, for a valid signature, w;
is ultimately public since w can be approximately computed
from the signature as w =~ Az — c - t (and hence w, the upper
bits, can be exactly derived). This leads to the intuition that
it is acceptable to let the parties first reconstruct wi < [wy],
and evaluate ¢ = H(m,wy) in the clear.

Security of ML-DSA with Revealed Incomplete Signatures.
However, notice that in Step 4 of the (non-threshold) sign-
ing algorithm above, the signer outputs nothing if one of the

2This omits some Dilithium-specific optimizations that are irrelevant to
highlight our techniques. We provide a detailed description of actual ML-
DSA in Section 2.1 and A.1.



norm checks fails. Ts it still secure to reveal (wy,c, 1) when
the ML-DSA signature is rejected? We answer this question
affirmatively by introducing a tweak to the ML-DSA signing
algorithm and go further to prove that the resulting scheme
satisfies a stronger version of the standard unforgeability no-
tion.

First, a subtle technicality with rejection-sampling-based
signatures [41], including ML-DSA, is that the underlying
three-pass identification protocol often lacks a proof of stan-
dard honest verifier zero knowledge (HVZK). Instead, the
standard analysis of ML-DSA [5, 37] relies on weaker vari-
ants of HVZK, which only requires the simulatability of
the tuple (wy,c,z) conditioned on z # 1 —that is, assum-
ing the transcript has been accepted. While recent works have
made progress by showing that rejected transcripts in cer-
tain schemes can be simulated statistically [13, 28] or even
computationally [28, 44], these techniques do not directly
carry over to ML-DSA due to several optimizations and its
parameter configurations.® Notably, these techniques are de-
veloped for identification schemes in which the prover sends
w = Ay +e,, as a commitment. They then rely on the leftover
hash lemma [13, 28] (viewing /4 : (y,€,) — W as a surjective
universal hash) or the LWE assumption [28, 44] to argue that
the rejected w looks pseudorandom conditioned on z = L.
However, the ML-DSA identification only sends the higher
order bits of w = Ay without an error, where the map /4 is
not surjective since ML-DSA’s A is either square or tall. To
bridge this gap, we tweak the ML-DSA signing operation by
bringing back the noise e,, in such a way that the resulting
signature remains verifiable under the standardized ML-DSA
verification. The challenging part is to determine a suitable
norm bound on e,, that preserves the standardized ML-DSA
parameters while minimizing the correctness error. Through
careful analysis, we set max ||e, ||, = max||e||., < max ||y]|..
to balance these requirements. We empirically confirm that
this configuration only introduces a negligible correctness
error in practice. As a result, we prove strong computational
HVZK (scHVZK) [28] for the modified identification under
the standard MLWE assumption, without changing the sizes
of the output signatures.

With scHVZK in place, it is now straightforward to
prove standard unforgeability under chosen-message attacks
(UF-CMA) following the analysis of [28]. We also observe
that our scHVZK simulator enables us to go beyond standard
UF-CMA security. Since a rejected transcript (wy,c, L) is es-
sentially an incomplete signature, revealing such a transcript
on queried message m should not count as having signed m.
As such, an adversary that only obtains incomplete signatures
on some messages should still not be able to forge a valid
signature on any of these messages. To capture this intuition,
we define the UF-CMA | notion tailored to signature schemes
that may output incomplete signatures, and prove that our

3This is a well-known open problem [18]

modified ML-DSA satisfies it.

Our Threshold Signing Protocol. Having removed the chal-
lenging part of running H in MPC, what remains is efficiently
instantiating the signing steps in MPC. We focus on the set-
ting of honest majority with active security, for which we
use Shamir secret-sharing [-], over the ML-DSA modulus
g. The parties start with shares [s],, [e], and compute locally
[tl; = A-[s]y+[e],. Most of our more elaborate primitives rely
on edabits [31]. We use them to sample small shared random
values [y], and [e,],, and also to perform the modular reduc-
tion to obtain shares of wy and wy, as well as instantiating the
secure comparisons needed for rejection sampling. Thanks
to our unforgeability analysis sketched above, the parties can
safely reconstruct wy, even if the signature ends up being re-
Jjected. Because of this, the parties can compute the challenge
¢ = H(m,w) in the clear. For this rejection sampling part,
we need to see if at least one of the bound checks failed, for
which we present a method for Batched OR computation (see
Protocol 3). Assuming rejection sampling passes, the rest of
the signature consists of opening z = c¢-s+y. We consider
concrete instantiations for these primitives: Escudero et al.
[31] for edabits, Rabbit [42] for comparison, Nishide-Ohta
[43] for bit decomposition (needed for obtaining wo, w; from
w), and for openings and multiplications we consider both
round-optimized (all-to-all openings) and communication-
optimized (“king-based”) variants (see the full version [9] for
more details).

2 Preliminaries

Notations For integers a and b such that a < b, [a, ] denotes
a set {a,a+1,...,b}. For an algorithm 4, x + 4 means

A outputs a value x. For a set S, x <i S means a value x is
sampled uniformly from S.

2.1 Module Lattices and ML-DSA

In this section, we recall the most basic operations in ML-
DSA. As we have already sketched the ML-DSA signing func-
tion in Section 1.3, we focus on the description of the param-
eters and computational assumptions here. For the reader’s
convenience, Section A.1 provides a self-contained summary
of the original ML-DSA scheme and the complete list of
parameters (Table 2).

Basic Operations. For a positive integer o and any x € Z,
the centered modular reduction operation x’ := x mod To
maps x to a unique integer —[ol/2] < x’ < |o/2] such that
x = x' mod o. ML-DSA operates on a power-of-two cyclo-
tomic ring R := Z[x]/(x" + 1) and its quotient &, := & /qR..
For a ring element z = Z?’:Bl zi-x € Ry, the infinity norm
of z is defined as ||z||,, := max;|z; mod* ¢|. For a module
elementz = (z(1), ... z0) e R(f, its infinity norm is defined



analogously: ||z||,, := max; Hz(j) H . The Hamming weight

HW(z) is defined as ||z|[; = X |[z/]];.

We will write Sy to denote all elements x € &, such that
[[x]l.. <M. We will write Sy to denote the set {x mod® 21 :
x € R }. Note that S‘n does not contain any polynomials with
—n coefficients.

Hash Functions. ML-DSA uses SHAKE-256 H essentially
in three ways and maps its output to appropriated codomains:
(1) public key digest tr = H(p,t;) € {0,1}>, (2) message
digest u = H(tr,m) € {0,1}°'2, and (3) Fiat-Shamir challenge
c=H(u,w) eC={ceR:|l|]li =7,]lc||« = 1}. As the
details of these mappings are not relevant to our protocol, we
use the same notation H and refer the reader to [4, §5.3] for
more details.

Security Levels & Common Parameters. The ML-DSA
FIPS standard [46, Table 1, page 15] lists the various parame-
ters for the scheme. In Table 1, we give the parameters that
are unchanged for all security levels of ML-DSA. Note that
q:=2%— (2" —1) just under 223, and elements in Z, fit in
23 bits.

Supporting Functions. ML-DSA relies on the following
supporting functions. We assume that if the function takes
a module element x € Q{qk as input, it applies the operation
coefficient-wise to each polynomial in x. See [46, Algorithm
37]) for the full details:

A = ExpandA(p): Expands a uniformly random 256-bit seed
kxt

p into a larger matrix A €
(r1,r0) = Power2Round,(r,d): Decomposes r € Z, into
(r1,70) such that » =27 - 1 +rp

(r1,r9) = DecomposeMod(r,a): [19] Decomposes r € Z,
into unique (r1,rp) such that r = a - r; + rp, where r| €
[0,(g—1)/0] and rp € [—0/2+ 1,a/2] if r; # 0. It is an
MPC-friendly and equivalent variant of Decompose [46, Al-
gorithm 36], and we use them interchangeably.

r; = HighBits, (r,a): Extracts the high bits | of r by inter-

nally running DecomposeMod(r, ).

ro = LowBits, (r,a): Extracts the low bits ry of r by internally
running DecomposeMod(r, o).

h = MakeHint,(z,;a): Creates a hint bit A, indicating
whether adding z to r changes the high bits of r.

r1 = UseHint,(h,r,a): Uses the hint vector 4 to obtain the
corrected high bits 7| of r.

Computational Assumption. We recall the standard module
LWE assumption, required by the security of ML-DSA. Note
that the unforgeability of ML-DSA also relies on (SelfTar-
get)MSIS, which we omit here.

Definition 1 (Module Learning with Errors (MLWE)). For
g € Nand N a power of two, define R, := Zy[x]/(xN +1). For
k.t.m €N, let D be some distribution over ¢ The decision-
MLWE problem MLWE, i ¢ n is the task of distinguishing

(A, Ay +e) from (A, u) with non-negligible advantage, where
A is uniform in qu”", y < D and e is sampled coefficient-
wise uniformly from [—, M|, and u is uniform in ‘qu. IfDis
a uniform distribution over a set S, we write MLWE y 1 7,51

Parameter = Value Description
q 8380417 Polynomial coefficient modulus
N 256 Degree of the polynomial modulus
d 13 Number of dropped bits from the public key

Table 1: Common parameters of ML-DSA.

2.2 Secure Multiparty Computation

We make use of MPC to design our threshold ML-DSA sign-
ing protocol. To define and argue security of our protocol we
use the Universal Composability (UC) framework [14] and
refer interested readers to the original works for further de-
tails. We also write an introductory self-contained description
of UC in the full version of the paper [9]. In this model, we
define ideal functionalities (denoted here by Fname) that may
receive inputs from the parties, perform a given computation,
and may return some outputs. These functionalities are then
instantiated by protocols (denoted here by I1,,me) Where the
parties communicate with each other without any trusted third
party. In words, security is defined by means of simulation: a
given protocol IT,,me instantiates a functionality Fname if the
interaction of the adversary in the real world, where I1,ame 18
executed and the honest parties send messages that depend on
their (sensitive) inputs, can be simulated in the ideal world,
where Fname runs and all the adversary sees is the output.

Our work is set in the actively secure model where an ad-
versary can deviate arbitrarily from the protocol execution
and yet security is maintained. We do not write this explicitly
in our functionalities, but the adversary can cause an abort at
any point of the execution—this is called security with abort.*
We assume a model with n parties among which the adversary
controls 7, where n = 2t + 1. We achieve computational secu-
rity, but we remark this is only for using simple cryptographic
primitives such as PRFs, and other than that our protocols
are mostly information-theoretic secure, and in particular are
simple and concretely efficient.

Remark 1 (On the number of parties). In threshold signing
it is common to have a set of N parties that run DKG, among
which a given number n < N of them must get together to
sign, and the adversary cannot sign even when controlling
t of the parties. In this work we obviate this, and assume
we already have n parties, all of which will sign a message,

“4For the sake of simplicity we also omit other UC-related details in our
functionality descriptions, like the use of sid and ssid’s.



Parameter ML-DSA-44  ML-DSA-65 ML-DSA-87 Description
A 128 192 256 Security level
(k,0) (4,4) (6,5) (8,7) Public matrix dimensions
mn 2 4 2 Coefficient bound of the secret and error
T 39 49 60 Hamming weight of the challenge ¢
T 217 219 219 Coefficient range of y.
T 95232 =49 261888 =91 261888 = L] Truncation parameter
0} 80 55 75 Max hamming weight of hint h
B:=m-7 78 196 120 Bound on ||¢s||- and ||ce||.
M, 4.25 5.09 3.85 Expected # of reps in rej. samp. loop (original)

Table 2: ML-DSA parameters that vary with the security level.

and the adversary corrupts t of them where n = 2t + 1. We
emphasize this is merely for the sake of exposition, and we
can trivially accommodate the setting above.

Remark 2 (On generality). We describe our functionalities in
terms of Shamir secret-sharing, but our core ideas do not rely
on any specifics of this scheme, or even the honest majority
setting. An alternative take could be to use the so-called
arithmetic black-box (ABB) model, where all is assumed is a
secret-sharing scheme that allows for basic operations such as
reconstructions, additions and multiplications (cf. [15]). Such
approach would enable different instantiations beyond Shamir
secret-sharing and even beyond honest majority. Our core
ideas are generic enough to accommodate for this model, and
we hope future work in threshold ML-DSA for other settings
will benefit from them, but here we chose concreteness and
simplicity over generality for the sake of exposition and to
better present experimental results.

2.3 Some Core Functionalities

We consider two finite fields: IF, where g is the ML-DSA
modulus (see Table 1), and [F,« (degree-k extension of IFy)
where k = [logn]| + 1.

We use [[x]] to denote Shamir secret-sharing over F,, and
[6]l2 to denote Shamir secret-sharing over F,.. For the latter
we think of the secret b as being in I, and we only use the
degree-k extension to get enough interpolation points to define
Shamir shares over [F5.

We make use of the following functionalities. These are
standard building blocks in MPC and we discuss different
instantiations in the full version [9].

* Jopen: receives shares of a secret [[x] (or [b])2). If the
shares lie on a degree-t polynomial, reconstructs x (or
b) and sends it back to the parties. We either use all-
to-all reconstruction (1 round, n? communication), or
reconstruction through a king [22] (2 rounds, O(n) com-
munication).

* Fmuit: receives shares of two values [[x]] and [[y]] (or [[x])»
and [[y]}2) and ouputs shares of [[x-y] (or [x-y],) to the
parties. We use triple-based multiplication.

* Fcoin|D]: samples x € D at random and sends x to all the
parties. To instantiate this we call [[r] <~ Frand and open
r < Fopen([r]). As an optimization, for long coins we
sample a seed and use a PRF to expand it.’

* Jrand|[D]: samples € D and sends shares [[r]] to the
parties. We write Frang if D = ;. Our other type of
domain D is sampling bounded values, for which we use
edabits.

* Fedabits|m] [31]: samples r € [, bit-decomposes it as
r=ri+r-24-+r, 2" and distributes shares

([T 0l - [rmll2)-

* Faabits|k] [47]: samples random bits r € {0, 1}* and dis-
tributes shares ([[r]J; [[r]}2); i.e., edabits of length-one.

3 MPC-friendly ML-DSA Signing

In this section, we present our MPC-friendly variant of ML-
DSA in Algorithm 1. The purpose of this section is to prove
the extended unforgeability of Algorithm 1 (Theorem 1) and
thus justify the threshold ML-DSA functionality (see full
version [9] for details) which computes Gen and Sign of Al-
gorithm 1 inside the ideal functionality. We then present pro-
tocols that UC-realize the threshold ML-DSA functionality in
Section 4. As mentioned in Section 1.3, a short error vector e,,
with coefficients in [-1,m] is added to Ay before decomposi-
tion occurs. The description also simultaneously defines the
underlying identification scheme ID = (Gen, P, V), in which
the prover algorithm consists of P = (P, P5), and the verifier
V returns a uniformly sampled ¢ € C and then accepts if and
only if wi = UseHint,(h,Az —ct; -29,2y,), |1z||, < Vi — B
and HW(h) < .

5This does not instantiate Frand technically, but it suffices for our pur-
poses. See the Full Version [9].



,_[ Algorithm 1: MPC-friendly ML-DSA (changes from original ML-DSA are highlighted)

Gen() Sign(sk = (p,tr,s,e,t;,ty),m) Pi(sk = (p,tr,s,e,t;,tg))

I: p & {0,1}256 ; (Vf’_asl_t') — PI.(Sk_) .y T A 1$:~E><Pand£(P)

2: A:=ExpandA(p) o He= (erym); € = H{p, w1) 2: yeSf}]; ey eSﬁ

_ S of o ok 3t (z,h) ¢ Pa(st,c) 3: w:=Ay-+e, mod g

31 (s,€) & Sy x Sy 4: return (6 = (c,z,h), wy) , ¥

4: t:=As+emod g 40 -_l (w1, wo) := DecomposeMod, (w,2Y,)

Se (tlat()) = Power2Roundq(t’d) Ver(pk = (patl)amac = (C,Z,h)) J: (W],St = (WO-,SkvyveW))

6: tr:=H(p,t;) I: A :=ExpandA(p) Pa(st,c)

7 pk:= (p,tl) 2 p= H(H(p7t1)7m) I: z:=cs+y

ek 3: wi=Az—ct; -2¢ mod =

8: sk :=(p,tr,s,e,ty,tp) i &l c q 20 W 1= W —ce

9: return (pk,sk) 40wy = UseHintg(h,W'.2%2) 35121 >y, — Bor [[¥Woll. > 7> — B then return (L, L)

5: assert: 4: else
_ / :
¢ =Hu,w)) 5: h := MakeHint, (—cty,Az — ct+cty,2y,)
2 m\\/wlf g —B 6: iflcto|l. > 72 or HW(h) > @ then h = L
®
() < 7: return (z,h)

Correctness. We first prove the correctness of a variant of the
scheme presented in Algorithm 1, which replaces Line 5 of
P> with h := MakeHint,(—cty +e,, ,Az — ct 4 cty,2y,) and
the first check of Line 6 with ||cty —e,, ||.. > Y2, respectively.
This variant is already MPC-friendly, as our proof in the next
subsection implies that e,, is not sensitive once both checks
in Line 3 of P, have passed, allowing us to release e,, in the
clear.

We show that, conditioned on z # | and h # L, the modi-
fied scheme is perfectly correct. Recall that Line 4 of Ver sat-
isfies w := Az —ct; - 2¢ = Az— ct+cty = w—ce+cty—e,,
(mod ¢g). By Lemma 3, we have that

UseHint,(MakeHint, (—cto + €,,, W, 272),w',2Y,)
— HighBitsq(w’ —cty+ey,27)
= HighBits,(w —ce,27,).

For the verification condition to hold, it remains to be shown
that HighBits, (w — ce,2y,) = HighBits,(w,2y,) = wy. This
is handled by the second rejection condition of Line 3 of Sign.
By Lemma 5, if ||wo — ce||, < y» — P (as it is guaranteed by
Sign outputting a passing transcript) and ||ce||., < B, then
we have that LowBits,(w — ce,2y,) < y» — . Then Lemma 4
guarantees HighBits, (W —ce, 2y,) = HighBits, (w,27,) = w;.
The verification conditions on z and h are clearly satisfied
due to the corresponding checks on Line 3 and Line 6 of Py,
respectively.

The expected number of iterations caused by Line 3 is iden-
tical to that of the original ML-DSA. Let p, the probability
that z passes the check, and py, the probability that wo passes
the check conditioned on ||z||,, < i — B. Following §3.4 of
the Dilithium specification [4], the probability that the checks
in Line 3 of P, succeed is

N-(Bk/v2+BC/v1) 9]

Dz Pwy X € .
In Table 2, we provide the expected numbers of repetitions
(denoted by Mrep = 1/ppass) due to the checks in Line 3.

The probability that the checks in Line 6 of P, pass changes
in theory due to the additional error e,,. However, since we set
the parameter such that |le,,||., <M < ||cto]|.., the empirical
probability that Line 6 fails is around 0.02, which remains
almost unchanged compared to the ML-DSA scheme [4].

Optimization: skipping addition by e,, when computing
hint. While the correctness analysis above assumes that
MakeHint takes into account the overflow caused by e,
thanks to our parameter configuration, we can further opti-
mize the construction by dropping e,, when computing a hint,
as presented in Algorithm 1. In our empirical experiments,
this optimization does not noticeably affect the probability
of the hint growing beyond the size limit, and therefore this
optimization does not sacrifice correctness in practice.

3.1 Defining Unforgeability

UF-CMA | : Unforgeability under Chosen Message Attacks
and Incomplete Signatures. We first discuss our extended
version of the unforgeability notion tailored to our modified
ML-DSA (or, more generally, signature schemes that some-
times output incomplete signatures), which we call unforge-
ability under chosen message attack and incomplete signa-
tures (UF-CMA ). Recall that the standard UF-CMA security
game requires that no PPT adversary can produce a valid
signature on a message that has never been queried to the
signing oracle. While ML-DSA in its original form always
outputs a valid signature after repeating the signing process
several times, our modified version runs the signing process
only once, and sometimes outputs an incomplete signature
(wi,c, L) whenever the norm check fails. We opted for this
design choice to model an adversary who can potentially ob-
tain an incomplete signature after a single signing attempt,
and then leverage this information to adaptively choose mes-
sages to query the signing oracle. As the unforgeability game



,_[ Algorithm 2: UF-CMA ;| Experiment ]—

Exp"* (1)
I M:=9

2: (pk,sk) < Gen(1%)
3. (m*,0%) « 2%M) (pk)
4: return Ver(pk,m*,6*) =1 Am* ¢ M

)

m)
o pi=H(tr,m);
: (wi,c,(z,h)) + GetTrans(u)
ifz # | then
M:=MU{m}

5: return (wy,c,(z,h))

W N =

GetTrans(u)
10 (wy,st) < Pq(sk)
2: ¢ =H(u,wp)
3: (z,h) < Pa(st,c)
return (wy,c, (z,h))

»

already allows an adversary to query the signing oracle with
arbitrary messages, this also naturally models the repeated
signing process on the same message.

Now, note that variants of the security game can be defined
based on when a forgery is considered trivial. In the stan-
dard UF-CMA notion, any forgery on a message m previously
queried to the oracle is deemed trivial, regardless of whether
the oracle returned a complete or incomplete signature. How-
ever, if the oracle only returns an incomplete signature on
m, intuitively, it should be still difficult to produce a valid
signature on m. To formalize this intuition, we introduce the
stronger UF-CMA | security, which allows an adversary to
win the game by querying the signing oracle with m*, ob-
taining an incomplete signature on m*, and later outputting a
valid signature on m*. We define the following notion in the
quantum random oracle model (QROM) [10].

Definition 2 (UF-CMA | /UF-NMA Security). A modified
ML-DSA scheme is UF-CMA | secure in the quantum random
oracle model if for every polynomial-time adversary A that
makes classical queries to the signing oracle O and quantum
queries to the random oracle H, there exists a negligible func-
tion € such that Pr[Expy "+ (1*) = 1] < &()), where Expy™*
is defined in Algorithm 2. Moreover, if A does not have access
to the signing oracle O, then the scheme is UF-NMA secure.

3.2 UF-CMA| Security of Modified ML-DSA

We now present our main theorem regarding our modified
ML-DSA scheme. We sketch the proof idea here and defer
the formal proof to the full version [9].

Theorem 1. The signature scheme presented in Algorithm I is
UF-CMA | secure in the (quantum) random oracle model, as-
suming the UF-NMA security of the original ML-DSA and un-
der the I\/ILWE%,\LM’S%1 n and MLWEq7N.,k/.S§1,B,1,n assump-

tions.

Security of Fiat-Shamir with Aborts. Since ML-DSA is
constructed by applying the Fiat-Shamir transform to the un-
derlying three-pass identification scheme ID, we first recall
standard security proofs for Fiat-Shamir signatures in the
QROM (cf. [28, Theorem 9-10] [34, Theorem 3]). Instead of
proving UF-CMA | from scratch, we reduce the UF-CMA |
security to a weaker notion known as the UF-NMA (unforge-
ability under no message attack) security, which only consid-
ers adversaries that do not have access to the signing oracle.
As the verification algorithm of our modified ML-DSA in
Algorithm 1 is identical to that of the original ML-DSA, the
UF-NMA security of our modified ML-DSA follows from that
of the original ML-DSA [4]. The reduction from UF-CMA |
to UF-NMA boils down to the ability to simulate the signing
oracle’s reponses without knowing the secret key, which is
typically shown by proving that the underlying ID is strong
computational honest-verifier zero-knowledge (scHVZK) [28],
defined below.

Definition 3 (Strong Computational Honest-Verifier Ze-
ro-Knowledge (scHVZK)).  An identification protocol
(Gen,P,V) satisfies the scHVZK property if there exists a
polynomial-time simulator Sim such that for all probabilistic
polynomial-time distinguisher A4, the following advantage is
negligible in \:

€q =

Pr lﬂl(trs,sk) =1: (pk;sk) Gen(lx)]

trs < Trans(sk)

—Pr | A(trs,sk) =1:

trs <— Sim()

(pk, sk) Gen(ll)] ‘

where pk is an implicit argument to Trans,Sim, 4 above, and
Trans(sk) denotes the following procedure: (w,st) < P (sk);

& C; 7+ Pa(st,c); output trs = (w,c,z).

Putting it all together. Once scHVZK is proved, we take
advantage of the adaptive reprogramming lemma by [34] to
reduce the UF-CMA | security to the UF-NMA security of
ML-DSA. As aresult, we obtain Theorem 1. Here, to formally
prove that incomplete signatures on queried m do not help the
adversary to come up with a complete signature on m, we rely
on the ability to simulate rejected transcripts without knowing
challenge c in advance. This will essentially allow us to skip
reprogramming the random oracle whenever a signing oracle
outputs an incomplete signature.

Proving scHVZK. At the heart of Theorem 1 is the ability to
simulate both accepting and rejected transcripts. We provide



a sketch of the simulation and proof here and defer the full
proof with a concrete reduction loss to the full version [9].

Theorem 2. The modified ML-DSA identification implicit
in Algorithm 1 is strongly computational HVZK under
the MLWEq.,N,kLS%l n and MLWEq’N’k’é’Sil—B—l’n assumptions.

That is, there exists a polynomial-time simulator Sim such
that for any scHVZK distinguisher A, there exist adversaries
breaking either MLWEq,N,k,&%l nor I\/ILWEq,]V’k.&S}[}l e
Proof Sketch. The first challenge is that the error we are adding
to w := Ay +e,, is too small to show zero-knowledge for
the interactive protocol with the first message as w. This is
because the verifier can compute w+-ct — Az = e,, + ce, where
the public key t = As + e. If the first message was the full
value w, the error e,, would need to be the size of a flooding
term, or an additional rejection sampling must be performed
on ce + e,, in order to show that the public key error is hidden.
Thus, we cannot naively rely on the existing scHVZK proof
[28, 44] that aims to simulate (w,¢,z).

On the one hand, we have that the accepting transcripts for
ML-DSA signatures are perfectly simulatable even without
any error in w (i.e. e,, = 0). On the other hand, we must show
the simulatability of rejected transcripts (wy,c, L).

The detailed description of the simulator is presented in the
full version [9]. While it is somewhat similar the generic Fiat-
Shamir with Aborts (FSwA) simulator of [28], our simulator
is more involved due to the optimizations unique to ML-
DSA. This simulator takes in the public key t,° and it is
parametrized by p,, i.e., the probability that ||z||., <7y; —P.
At the beginning, the simulator samples uniform challenge
¢ € C. The simulator has two modes: With probability p,
(resp. 1 — p,), it enters Mode 1 (resp. Mode 2) to simulate
the case where z passed the norm check (resp. where z failed
the norm check). Within Mode 1, the simulator further enters
one of the two modes as follows. The simulator in Mode 1
first samples a uniform random w’ € ‘qu , computes its lower
bits W6, and checks its norm as in the real prover. If wf) fails
the norm check, then it enters Mode 1-A; else, it enters Mode
1-B.

Mode 1-A: Simulating (w,, ¢, L) for passing z and rejected
wo: In this mode, the simulator samples every element of w;
“almost” uniformly from W, :={0,1,...,(¢—1)/(2v2) — 1},
i.e., the range of Decompose. Note that w; is not entirely
uniform due to the edge case of Decompose, slightly biasing
towards 0. At a high-level, we can prove this case is compu-
tationally indistinguishable by the MLWE assumption, since
w' = Az+e,, — ct is pseudorandom thanks to the added noise
e,.

Mode 1-B: Simulating (w;,c, (z,h)) for passing z and pass-
ing wo: For passing transcripts, we maintain the same perfect

SWe assume that all parties hold the full public key t, since providing only
t; to the verifier is strictly a performance optimization.

HVZK property as the original ML-DSA identification. In
this mode, the simulator enters the following “loop mode”
to freshly sample a passing transcript: sample a uniformly
random z such that ||z||., <) — B, sample a uniform error
e, € Sﬁ, compute W = Az — ct + e, until |wy || <72 —B.
This loop ends in expectation after 1/pg, steps, which is a
polynomial in A.” As in the standard Fiat-Shamir with aborts
proofs, z is perfectly simulated. We also obtain an identical
distribution of w; = HighBits,(Ay +e,,,272), since the sim-
ulator is able to reproduce exactly the same check as in the
real prover. This is because w' computed by the simulator is
identically distributed to w' = w — ce in the prover, since

Az —ct+e, =Ay+e, —ce=w—ce.

By Lemma 4, as long as the check LowBits(w',2y,) < v, —
B passes and by setting § = T = max, ||ce||.,, we have
HighBits, (w') = HighBits,(w) = w, so the overall transcript
is perfectly simulated.

Mode 2: Simulating (w;,c, L) for rejected z: In this mode,
the simulator samples a uniform w € ‘_qu and outputs its higher
bits w;. Thanks to the additional noise e,,, this mode computa-
tionally simulates a real transcript by the MLWE assumption.
Note that the the distribution of real w = Ay + e,, is not ex-
actly equivalent to the standard MLWE sample, because it is
conditioned on cs 4y failing the norm check. However, by in-
voking the tight reduction recently presented by del Pino and
Niot [44], we can reduce this variant of MLWE to standard
MLWE assumptions with bounded uniform secrets.

4 Threshold ML-DSA Protocol

Now we describe our threshold signing protocol for ML-DSA,
starting in this section with the online phase. We discuss the
instantiation of the offline phase in Section 4.3. Our func-
tionality that captures threshold ML-DSA signing, Function-
ality Fr-mLpsa, is presented in Appendix B.1. In essence,
Fr-mLpsa allows for two commands: (GEN), which enables
the parties to obtain shares of a secret-key together with its
respective public key, and (SIGN, m), which allows the parties
to obtain the respective signature. Fr-mipsa runs our MPC-
friendly description of ML-DSA signing from Appendix 3,
since this is the one our protocols will instantiate.

To instantiate Fr-mLpsa, we rely on a preprocessing func-
tionality that outputs shares of the “commitment message”
w1, wo. We model this as Functionality #pe, below, which is
instantiated in Section 4.3. Note that the functionality outputs
the shares of y, wg, and wy over the arithmetic domain.

"To realize a strict polynomial time simulator, we can bound the number
of loops by O(A), leading to a negligible statistical loss.



,_[ Functionality 1: Fpcp }

The functionality proceeds as follows:

1: If the adversary inputs abort, send abort to all parties.
Otherwise, continue.

y & 5“[;1 /! 5‘«‘,‘ =S, \{xeS8y, : Iexx=-"}

[\%}

e, <i Sﬁ

w = Ay +e, mod g

(w1, wo) = DecomposeMod, (W,272)

Receive 3¢ shares from the adversary, complete [wo],
[w1]], and [[y]] from these, and send shares to the honest
parties.

W AW

(@)

In addition to ¥pyep, the parties also need a functionality
for secure comparison, which enables performing rejection
sampling securely in MPC. This functionality, modeled as
Fitc (which stands for less than constant) takes as input
shares of a value [x]), a public bound B, and outputs [b] where
b= (x <B). Fi1c is a fundamental building block in many
MPC applications, and it admits many different instantiations
depending on a range of trade-offs. We discuss concrete in-
stantiations 7 ¢ in the full version [9].

4.1 Performing Rejection Sampling Securely

One of the core operations in ML-DSA signing is rejection
sampling, which consists of comparing certain values against
some given bounds, and restarting the signing process if any
of the values fall out-of-bounds. We present the formal func-
tionality in the full version [9], which takes in secret sharings,
compares their secret values to the relevant bounds, and out-
puts either 1 (fail) or O (pass) to the parties.

Below, we present Protocol ITrejsamp, Which realizes this
functionality. Overall, the parties call 7 1¢ to perform the
comparisons, and the problem is reduced to a functionality
TFsatchedor that checks whether an array of shared bits con-
tains at least one 1, which here indicates at least one sam-
ple was rejected. We instantiate this via Protocol Ilg,tchedOR,
which works by taking ¥ random linear combinations, open-
ing them, and verifying all of them are zero. Unfortunately,
this approach on its own does not work since it leaks non-
trivial information on which values failed the check (to see
this, consider the extreme example where many linear com-
binations are open: it would eventually leak the vector of
checks itself), and this leakage is not allowed by our signature
functionality. In fact, in our case, hiding the position of out-of-
bound coefficients in z is crucial especially because we reveal
challenge c corresponding to a rejected signature. Combining
this information together, it has been shown that a key recov-
ery attack is possible [50]. To securely verify these k “check
bits” b’ shared over IF, efficiently with no leakage, the parties
will first lift them to a different, large field F, (|F,| > 2¥)
using dabits [47]. They then combine these bits by simply
adding them together over ¥, and finally multiply the sum by

arandom element u € I, to re-randomize. Finally, they open
y= (X%, bY)-u,and if y # 0, then we know v/) = 1 for at
least one j € [¢] with overwhelming probability and hence the
rejection sampling failed.

,_[ Functionality 2: FgatchedoR ]

Input: On receiving shares [v], of a vector v € {0,1}*

from the honest parties:
1: Reconstruct v alongside the corrupt parties’ shares, and
send the shares to the adversary.

. If all entries of v are 0, set b <— 0.

: Else, set b < 1 to all parties.

. Send bit b to the adversary.

: Once the adversary replies with continue, output b to
the parties.

[T SIS N0

. J

,-[ Protocol 3: I1g,tchedoRr ]

Parameters: Prime p such that p > 2.
Input: Secret-shared [[v]], of length ¢. Proceed as follows:

I: for i from 1 to x do (s(li), e ,sgi))}‘:l — Fcoinl{0,1}]

2. for i from 1 to k do compute [b)],
(@15l
3: Call Fdabits[1]s times, to receive

K
([ V1), - (9T ps [F9T2)
4: Parties compute and open ) ,{]:Open([[b(i>H2 @
[rD],) fori € [x]
5: Parties compute [[b(i)]]p —c 4 (1- 2'C(i))[[”<i>}]p for
i€ [x]
6: Parties compute [[b]] , < Y5, [6@],
7: Parties call [[ul], < FRand
8: Parties compute [[y]], <= Fmuic([6]], [u]p)
9: Open y < Fopen([¥]p)
10: if y # 0 then return 1./ indicates 5/ € [/] :v; = 1.
11: else return 0.

The following is proved in the full version of the paper [9].
The opened vector ¢ can be simulated since each component
of o is sampled randomly. If all inputs of v are 0, then ¢ =0
always. Otherwise, with overwhelming probability, at least
one b() = 1 and thus at least one ciy = 1.

Lemma 1. Ilg.ichedor UC-realizes TpatchedorR N the
(TCoina Frand> FMults j'—Open)‘hybrid model.

For Ilrejsamp, note that we actually check bounds on an
absolute value ||z|| < B. Over integers this would correspond
to —B < z < B, but since negative values are represented in IF,,
by integers in the range [(¢+ 1)/2,4¢), we have that ||z|| < B
iff 0 <z < Borg—B <z < q. We can shift this by B—1 to
equivalently get

B—-1<z+B—-1<2B—-1
Izl < B — or
g—1<z+B—1<g+B—1.



Since z is represented in F, := {0,1,...,¢g — 1}, the latter
inequality wraps around and becomes 0 < (z+ B —1) mod
q < B, so the two inequalities together translate to (z+ B —
1) mod g < 2B— 1, which is the strict-less-than operation that
we will compute. We do so using the functionality 7 rc.

,_[ Protocol 4: ITrejsamp ([[2], [Wo)) ] .

Inputs: Secret-shared [[z] (length £-N) and [Wo] (length
k-N). Proceed as follows:
1: Define ky := ¢N and ky := kN. Define By :=y; — P and
By:=1,—p.
2: for i from 1 to k, do
[[Mi]]Z —1—Fitc [ZBxf 1]([[z,'+BX7 I]D /ui =0
ifz;j+By—1<2By—1;u; =1 o0.w.
4: for i from 1 to ky do
50 [uilla < 1= Firc[2By — 1)([Wo, + By —1]))
6: Concatenate (“05-11 and (u;)f‘: Lasve Fgﬁk”
7: Let b < Fgatchedor([V]2)- // 1 means at least one
check failed
8: return b // 1 means rejection sampling failed

[9%]

J

The following is proved in the full version of the paper [9].

Simulation is straightforward, since everything is local, given
the outputs of the sub-functionalities.

Lemma 2. IIRejSamp UC-realizes TRejSamp in the
(e, FBatchedor ) -hybrid model.

4.2 Threshold ML-DSA: Online Phase

Now we are ready to present our threshold ML-DSA signing
protocol, assuming the functionality Frejsamp, and also the
preprocessing functionality Fprep.

r—{ Protocol 5: HT—MLDSA } \

Key generation: Upon receiving (GEN) as input:

I+ All parties call p <~ Fcoin[{0,1}%°], [[s] < Frand[Sh]
and [[e]] < FRand [S’]r(]]

: A :=ExpandA(p)

. Locally compute [[t] = A[s] + [e]

: Opent < -(}—Open([[tﬂ)

: Parties locally compute (t1,ty) = Power2Round,(t,d)
/[ t is public

6: Compute 7r := H(p,t;)

7: Let pk = (p,t;)

8: Parties store (p,tr,t,t;,to, [s], [e]) and return pk.

|9 I SOS I )

Preprocessing: Upon receiving (PREP) as input, the parties
call ([woll, [w1], [¥]) < Fprep and store the output.

Sign: Upon receiving (SIGN,m) as input, proceed as fol-
lows:

1: Compute u := H(zr,m)
2: Open Wi < Fopen([W1]), and locally compute ¢ :=
H(u, wi)

3: Locally compute [[z]] = c- [s] + [y]] and [Wwo] = [wo] —
c-[e]

4: b+ f]:RejSamp([[ZHv [[WOH)

5: if b =1 then return (wy,c, L, 1).

6: else open z < Fopen([[2]) and compute hint h =
MakeHint, (—cty,Az — ct+cty,2y,).

7: if || cto||o > Y2 or HW(h) > o then return (wy,c,z, L)

8: else return (wy,c,z,h).

The following is proved in the full version of the paper [9].
All opened values are public values in the Gen and Sign algo-
rithms of ML-DSA, so security is straightforward.

Theorem 3. It yipsa UC-realizes Fr-mipsa in the
(.‘TCoina .{]:Randv .{]:Opena .'TPrepy TRejSamp)'hybrid model.

4.3 Threshold ML-DSA: Offline Phase

We now describe the instantiation of the Fprp, functional-
ity, which is part of the offline (i.e. message-independent
phase).® Due to space constraints, we will only present Iprep
for ML-DSA-65 and ML-DSA-87 in the main body; ML-
DSA-44 requires a different instantiation due to the fact that &
in DecomposeMod for this case is not a power-of-two, unlike
in the other cases. We present Ilprep44 in Appendix 4.3.1.

For instantiating #prep for ML-DSA-65 and ML-DSA-87,
we will make use of a bit decomposition functionality, ¥gjtDec,
that takes as input sharings w € IF; and returns binary sharings
of their bit-decomposition. We describe it as Functionality
Fgitpec in Section B.1 in the Appendix. This functionality
appears in several applications of MPC where direct access to
the bits is needed. We make use of the instantiation from [43].
See the Full Version [9] for a discussion on other approaches
and their trade-offs.

Lines 3-9 in IIp,e, below capture our MPC instantiation
of DecomposeMod for ML-DSA 65 and 87, where 6 = (¢ —
1)/(2y2) is a power-of-2. The following theorem is proved in
the full version [9].

Theorem 4. Ilp.p, UC-realizes Jprp in the
(FRand; FBitDec, Fdabits; Fopen)-hybrid model.

,_[ Protocol 6: I1p,c, ]

Parameters The bit-length m := [logg]. A power-of-2
modulus § := % and d = logd.

: Call [y] < Frand [5'4]] and [, ] < Frand [S’]r(]]

1

2: Locally compute [w]] = A[ly] + [[ew]

3: Locally compute [[s]] < —8- [w] + (¢ —1)/2

4: Call ([s1]]2, - - -, [Smll2) < FgitDec([s])

5: Call Fdabitslk], d times, to receive

8We remark that the offline phase of our end-to-end protocol is not re-
stricted to Ilpyep: instantiating #7c also requires some preprocessed data in
the form of dabits and edabits.



(Il [ ])s- o (el Teall)
6: Compute and open ¢; < Fopen([[si]l2 @ [r;]l2) fori e
d]
7: Locally compute [s;]] < ¢;+ (1 —2-¢;)[r;] fori € [d]
8: Locally compute [w] + Y4, 21 [s;]
9: Locally compute [wg]] < [w] — (2v2) - [w1]]
10: return [wo], [wi]], [y]

4.3.1 ML-DSA-44 Offline Phase

The protocol Ilp., from Section 4.3 only captures the case
where the operation “s mod™ §” in DecomposeMod is equiv-
alent to the extraction of d =1logd LSBs. As d =44 isnot a
power of two in ML-DSA-44, we need a separate protocol
to handle this case. The essential building block is Tyod-44,
which takes as input (a vector of) sharings [[r]] of r € Z, to-
gether with its bit-wise sharings over the binary domain, and
outputs a sharing [r mod §]. Intuitively, Ttpod-44 exploits the
fact that Z, has a multiplicative (cyclic) subgroup G = (g) of
order 9§, as d divides g — 1. Therefore, for r € Zg, one can ob-
tain » mod & by computing the discrete logarithm of g" mod ¢
with respect to the generator g. To extract the discrete loga-
rithm, we define a polynomial F (x) = ag+aj -x+- - - +ag - x°,
such that F(g' mod g) =i for i € [0,8 — 1], and thus we have
that F(g" mod ¢) = r mod 8. Thus, computing [[r mod 3]
boils down to evaluating the public polynomial F' at the point
g" mod ¢ in a multi-party fashion.

The procedure Tpog-44 is then used in Ilprep 44 to instan-
tiate the preprocessing for ML-DSA-44. Both are formally
presented below. The proof of the following theorem is de-
ferred to the full version [9].

Theorem 5. Ilpepas UC-realizes  Fprep in  the
(Frand, FaitLTC, Fedabits, Fdabitss Fnule, Fopen )-hybrid model.

,_[ Procedure 7: Tyod.a4([r]; [r1]2,- - -, [tm])2) ]—

Parameters:
* Generator g of order 44 subgroup G C Zj and ele-

mentshy =g\ = g2 =g ... . hu=g>" .
3

* Polynomial F(x) = ag+ajy -x+--- +ay3 - x*, map-
ping elements of G injectively to [44].

/I Compute shares of g"

1: Call Fdabits[k], m times, to receive
([s11: [s1112), - - -, ([8a]l; [18a]]2)
2: Compute and open ¢; < Fopen([ril2 @ [si]2) fori e

m
3: £0Lally compute [[r;]] - ¢;+ (1 —2-¢;)[s;]] for i € [m]
4: Locally compute [w;] < [r;] - h; + (1 — [r;]])
5: forifrom 1 to log(m)do
6: for j from 1 to log(m)/2" do // in parallel
7: Compute [u;] < Fnue ([uz2j-1], [uz;])
/I Compute r mod 44 based on F(x)
8: Let [[xo]] = 1 and [[x; [} ¢ [u]

9: for i from 0 to [log(44) ]| do

10: for j from 0 to 2' — 1 do

11 Let [[xyi+1_ ;] <= Prure ([x2]), [%2i—])

12: Let [r mod 44] <- 0

13: for i from O to 44 do

14: Compute [r mod 44] + [r mod 44] + a; - [x;]
15: return [r mod 44]

,_[ Protocol 8: Ip cp-44 }

Parameters The bit-length m := [logq]. A modulus & =
44.

I: Call [[y]] < JRand [Sé]] and [[ew]] < JRand [S’]rc]]
. Locally compute [w]] = A[[y] + [[ew]
. Locally compute [[s]] < —8-[w] + (¢—1)/2
: Call Fedabitsm], & times, to receive

([ 10Tz, - Trmll2), - (0D [T, - - [ ]l2).-

A W

Represent this as a vector of edabits
(I70: 1D, - [em]2)

5: Compute and open a < Fopen([s] + [r])

6: Compute [b]l2 < Fgirrrc(al([r1]2; .-, [rm]2)

7. Call ([ul); [u]2) ¢ Feabies4

8: Compute and open d <— Fopen ([b]2 + [ufl2)

9: Locally compute [[b]] +— d+ (1 —2-d)[u]]

10: Call [ mod 8] ¢ Toaas([¥: [11Lay-... [rm]2)

I1: Locally compute [[w;] <~ amodd + (1 — [b]) *

(g mod 8) — [[r mod ]|
12: Locally compute [wo]] < [W] — (2y2) - [w1]]
13: return [[wol], [w1], [ly]

5 Performance and Experiments

We now discuss the concrete performance of our threshold
signing protocol. For the online phase, we report both com-
munication and runtimes derived from an implementation of
our protocol. For the offline phase, we only report commu-
nication and round costs. For Fy we first generate triples
using DNO7 [22], which costs 9.5n field elements in total,
and then for the online phase two calls to Fopen are required.
We instantiate Fopen in two possible ways: (1) via all-to-all
reconstruction, which has a cost of n- (n — 1) field elements in
one round, and (2) via “multiple kings” as in [22], which costs
4n elements in two rounds. Recall that, due to limitations with
Shamir secret-sharing, shares of binary secrets are actually
defined over IF',x. We use a simple “packing optimization” that
allows reconstruction of a batch of k secrets over 5, at the
cost of one element in IF,«. We refer the reader to the full ver-
sion [9] for details on these instantiations and the derivation
of their costs. We set the statistical security parameter K to
40.



5.1 Communication, Rounds, and Benchmarks

We present communication and rounds for both offline phase
(i.e., PREP command in Ilt_ i psa) and online phase (i.e.,
SIGN command in ITtpmipsa) of our protocol. We also pro-
vide runtime benchmarks for the online phase. See Table 3
and Table 4 for communication costs. We consider two vari-
ants of our protocol that differ on the method used for recon-
struction: either all-to-all or king-based, as discussed above.
SIGN involves: one arithmetic opening, one call to Frejsamp-
and in case of accept, one more opening. Note that, for the
communication-optimized version, the communication per
party remains constant, whereas for the round-optimized vari-
ant this communication grows linearly with the number of
parties. However, for a small number of parties, we observe
that the round-optimized approach is likely the better option,
since only a slight increase in the communication is required
to halve the number of rounds. As the number of parties
increases, the linear scaling in the round-optimized communi-
cation begins to diverge from the communication-optimized
version. Applications with a large number of parties will likely
favor the communication-optimized version, and we discuss
below how to minimize the total number of expected rounds
when generating a signature.

# of parties 3 7 15 31 63 ‘ Rounds
wosaaa o 00 9% Sn | T
MLDSA-65 g 8:‘2‘? 8:22 0]%53 gigi 06?‘ %2
wone ¢ 03 43 e '8 tn] %

Table 3: Online communication in MB per party for a suc-
cessful SIGN command. For n parties, we sett = (n— 1) /2.
The C rows are communication-optimized and the R rows are
round-optimized.

# of parties 3 7 15 31 63 | Rounds
MLDSA-44 6 15.9 40.6 110.4 330.1 86— 108
MLDSA-65 4.1 11.9 34.4 108.4 369.9 81-103

MLDSA-87 5.5 16 46.3 146 499 81-103

Table 4: Offline communication in MB per party for a suc-
cessful SIGN command. For n parties, we sett = (n—1)/2.
We also report round-count, given as a range since for the
offline phase the number of rounds increases as the number
of parties grow (this is due to the edabits protocol).

Full signature generation: parallel rejection sampling. As
in the original ML-DSA scheme, the majority of invocations
of the SIGN command will fail to output a complete signature.
Table 2 gives the expected number of times the SIGN com-
mand must be run before a full signature is produced. Our
variant of the ML-DSA signing algorithm has essentially the

same failure rate, so parties can expect to invoke the SIGN
command about four or five times before a signature is suc-
cessfully produced.

For some applications, it may be acceptable to evaluate
each SIGN command sequentially and only invoke the next
SIGN command when the rejection sampling test fails. How-
ever, for most applications, this high variability in the number
of rounds could cause unacceptable latency. To address this,
we consider an approach? where the parties run several in-
dependent iterations of SIGN in parallel and open the first z
value that passes the rejection sampling test. These parallel
invocations of SIGN dramatically reduce the variance in the
number of rounds while only slightly increasing the expected
communication bandwidth of the protocol.

In Table 5, we give communication benchmarks for parallel
invocations of the SIGN command. Note that we only perform
the final opening of z on a single passing invocation; any other
passing invocations must be discarded without opening the
full signature. The table reports the expected performance
of running multiple SIGN commands in parallel. Observe
in Table 5 that evaluating more SIGN commands in parallel
decreases the expected round-complexity but increases the
expected communication.

# parallel SIGN 1 2 4 8
E[# of Irejsamp iters] 509 278 169 120

Comm. ont E[# of rounds] 149 82 50 35
“OPL " E[per party comm.] 22 24 29 42
Round ont E[# of rounds] 81 45 27 19
pt. E|[per party comm.] 7.6 8.5 103 145

Table 5: Expected number of rounds and communication in
MB per party to generate an ML-DSA signature. We analyze
this for both the round and communication-optimized versions
of our online phase, in a setting with 15 parties generating
ML-DSA-65 signatures.

Runtimes. We implemented'’ our circuits using Dalskov’s
C++ secure computation library (SCL) [21]. In Table 6, we
give the runtimes for one round of rejection sampling ignor-
ing network effects. Our benchmarks were run on a single
thread of a machine with 32 GB of RAM with an Intel i7 chip
running at 2.5 GHz. Additionally, we do not consider pipelin-
ing optimizations that would likely remove the computation
from the overall wall-clock times. For example, in a WAN
setting with a round-trip-time of 20 milliseconds, the over-
head from network latency would be about 160 milliseconds
for the round-optimized version and about 290 milliseconds
for the communication-optimized version. In a pipelined im-

9Note that our approach is different from the one considered in [23, 44],
in which a signature is generated only if all parties simultaneously succeed in
local rejection sampling on each share of z. In contrast, our protocol allows
the parties to jointly perform rejection sampling on the shared z, thereby
preserving the expected number of restarts of the original ML-DSA scheme.

10}; tps://doi.org/10.528 d
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plementation, the network operations would run in parallel
to the computation, so the overall wall-clock time would be
heavily dominated by the network.

# of parties 3 7 15 31 63

ML-DSA-44 6.3 8.9 187 522 1964
ML-DSA-65 8.7 125 257 704 261.2
ML-DSA-87 119 169 348 94.6 343.1

Table 6: Online compute times in ms ignoring network effects.
All parties are evaluated in parallel.

5.2 Comparison to Related Works

In Table 7, we compare our protocol to similar related works,
including the concurrent work by Borin et al. [11]. As noted
in Section 1.2, while [11] supports dishonest majority and
is more efficient in terms of communication and rounds for
a small number of parties, ours achieves universal compos-
ability assuming honest majority and supports an arbitrary
number of parties. To illustrate the cost of achieving arbi-
trary scalability and UC-security while remaining compatible
with the ML-DSA verification process, we compare ours to
(threshold) Raccoon [25], EKT [32], Ringtail [12], and Fi-
nally! [44]. These protocols are all based on the Raccoon
signature scheme [27] and are proven secure under variants
of game-based unforgeability notions [7] in the dishonest ma-
jority setting. While our communication and round counts
are significantly higher, the signature and verification sizes
remain the smallest thanks to the ML-DSA parameters.
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Ethical Considerations

In this paper, we propose threshold ML-DSA signatures. To
evaluate the ethical implications of our research project, we
provide a stakeholder-based ethics analysis below.
Stakeholders

* Technical stakeholders: The authors; the cryptography
community; and NIST MPTC organizers.

* Deployers and operators: Cloud providers; certificate
authorities; financial institutions and custodians.

* Users and society: Users whose assets, identities, or com-
munications rely on ML-DSA.

Impacts

* Ethical Principles: We articulate the ethical principles
through Beneficence, Respect for Persons, Justice, and
Respect for Law and Public Interest.

* Beneficence and Respect for Persons: As stated in the
original submission, this paper focuses on the proposal
of cryptographic protocols. Our protocols and experi-
ments do not involve human subjects, user data, or any
interaction with deployed systems. Justice, Respect for
Law and Public Interest: By improving the security of
signature schemes, this paper supports societal interests
in resilience and trustworthy infrastructure.

* Harms: Stakeholders’ expectations of security may be
undermined if the scheme is used outside its proven
threat model or if the security model is not clearly com-
municated. For instance, the scheme should not be con-
sidered secure once more than ¢ key shares are corrupted.
Moreover, the security of our protocol is not guaranteed
if the corresponding implementation reuses ephemeral
randomness (such as y, e,, and correlated randomness
in the offline phase) across different signing sessions,
or has non-constant time operations involving shared
secrets.

Mitigations We mitigate these risks by (1) stating assump-
tions and threshold profiles, (2) following well-established
security frameworks, i.e., game-based security analysis of
our modified ML-DSA and simulation-based analysis of our
threshold protocols in the UC framework, (3) clearly mark-
ing the implementation details in the code, emphasizing that
ephemeral randomness is to be used only for a specific signing
session and must not be reused or combined, and (4) warning



Scheme ML-DSA Security Rounds (Online) Comm. (Online) |pk| |[sig] t n N

This work (C) v UC-realize Fr_mLpsa 29 952 1.3 24  <n/2 <N Any
This work (R) v UC-realize F1.mipsa 16 1444 13 2.4 <n/2 <N Any
Borinetal. [11] v Unforgeable 2 < 525 1.3 2.4 <n <N <6
Finally! [44] X Unforgeable 2 22 2.5 2.7 <n <N <8
Ringtail [12] X Unforgeable 1 11 4.5 13.4 <n <1024 Any
EKT [32] X Unforgeable 1 14 55 11.1 <n <1024 Any
T-Raccoon [25] X Unforgeable 3 40 3.8 12.4 <n <1024 Any

Table 7: Comparison with other lattice-based threshold signatures with 128-bit security. The column ML-DSA indicates whether
the scheme produces signatures compatible with the standardized ML-DSA verification. Following Remark 1, N denotes the
total number of parties participating in the DKG; n denotes the number of signing parties producing a signature; ¢ denotes
the corruption threshold, i.e., the security is guaranteed as long as up to ¢ parties are malicious. Online communication is in
KB per party, and public key and signature sizes are in KB. Per-party communication for [12, 25, 32] is derived by setting
n = 1024, and for [44] by setting n = 8. The rounds and communication for ours and [11] are set to achieve a success probability
> (0.5. We set n = 7 for our round-optimized protocol (R) to compute the communication. Per-party communication of our
communication-optimized protocol (C) remains constant regardless of the number of parties n. We note that ours has an offline
phase incurring varying communication costs depending on the number of parties (see Table 4).

that our proof-of-concept implementation is intended solely editors, ACNS 2024, Part I, volume 14583 of LNCS,
for research purposes and is not production-ready, as its side- pages 376—402. Springer, Cham, March 2024.
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A Extended Preliminaries

A.1 Details of ML-DSA

In this section, we provide additional details on the ML-DSA
scheme [4]. The list of complete parameters is provided in
Table 2. In the description below, we replace some of the
de-randomized operations in Gen and Sign in the spec by
fully randomized ones. This modification does not impact
interoperability with the standardized verification procedure.

Basic Operations. For a positive integer o and any x € Z,
the centered modular reduction operation x’ := x mod *a
maps x to a unique integer —[a/2] < ¥’ < |a/2] such that
x = x’ mod o.. ML-DSA operates on a power-of-two cyclo-
tomic ring K := Z[x]/(x" + 1) and its quotient &, := R /¢R..
For a ring element z = Z?Qol zi-x' € R,, the infinity norm
of 7 is defined as ||z||,, := max;|z; mod™ g|. For a module
elementz= (z(,....z()) € R/, its infinity norm is defined

analogously: ||z||,, := max; Hz(j)

HW(z) is defined as ||z||; = ¥ |[z/]];.

We will write Sy to denote all elements x € &, such that
[[x]|.. <M. We will write Sy, to denote the set {x mod* 2n :
x € R }. Note that Sn does not contain any polynomials with
— coefficients.

Hash Functions. ML-DSA uses SHAKE-256 H essentially
in three ways and maps its output to appropriated codomains:
(1) public key digest tr = H(p,t;) € {0,1}%, (2) message
digest u = H(tr,m) € {0,1}°'2, and (3) Fiat-Shamir challenge

. The Hamming weight

c=H(u,w)eC={ceR:|lc|]li =7,]lc|]l~ = 1}. As the
details of these mappings are not relevant to our protocol, we
use the same notation H and refer the reader to [4, §5.3] for
more details.

Security Levels & Common Parameters. The ML-DSA
FIPS standard [46, Table 1, page 15] lists the various parame-
ters for the scheme. In Table 1, we give the parameters that
are unchanged for all security levels of ML-DSA. Note that
q:=2%— (213 —1) just under 2%, and elements in Z, fit in
23 bits.

Supporting Functions. ML-DSA relies on the following
supporting functions. We assume that if the function takes
a module element x € qu as input, it applies the operation
coefficient-wise to each polynomial in x. See [46, Algorithm
37)) for the full details:

A = ExpandA(p): Expands a uniformly random 256-bit seed

p into a larger matrix A € R

(r1,r0) = Power2Round,(r,d): Decomposes r € Z, into
(r1,70) such that r =24 1| +rg

(r1,r0) = DecomposeMod(r,a): [19] Decomposes r € Z,
into unique (rj,79) such that r = o - ry + ro, where r| €
[0,(g—1)/0] and 1o € [-0/2 4 1,0/2] if r; # 0. It is an
MPC-friendly and equivalent variant of Decompose [46, Al-
gorithm 36], and we use them interchangeably.

r1 = HighBits, (r,): Extracts the high bits 7 of r by inter-
nally running DecomposeMod(r, o).

ro = LowBits, (r,a): Extracts the low bits rg of r by internally

running DecomposeMod(r, o).

h = MakeHint,(z,r,a): Creates a hint bit h, indicating
whether adding z to r changes the high bits of r.

r1 = UseHint,(h,r,a): Uses the hint vector / to obtain the
corrected high bits r| of r.

Computational Assumption. We recall the standard module
LWE assumption, required by the security of ML-DSA. Note
that the unforgeability of ML-DSA also relies on (SelfTar-
get)MSIS, which we omit here.

Definition 4 (Module Learning with Errors (MLWE)). For
g € Nand N a power of two, define Ry := Zy[x]/(xN +1). For
k,¢,m €N, let D be some distribution over ¢ The decision-
MLWE problem MLWE, y i ¢ px is the task of distinguishing
(A, Ay +e) from (A,u) with non-negligible advantage, where
A is uniform in quw, Yy < D and e is sampled coefficient-
wise uniformly from [—n,m], and w is uniform in qu. If Dis
a uniform distribution over a set S, we write MIWE, n 1 ¢ s 1.

Secret Key & Public Key Distributions. The public matrix is
Ac quk *¢, which is obtained by expanding a random seed p €
{0,1}?% via ExpandA function, internally calling SHAKE-
128 (see §5.3 of [4] and Alg.32 of [46]). The security level
in ML-DSA is adjusted by growing the dimensions k and /.
The public key for ML-DSA consists of p and the top bits of



t=As+e=t;-29 +ty where the coefficients of both s and e
are uniformly sampled from [—m,m]. The actual public key is
t; := Power2Round,(t,d).

ML-DSA Signing & Rejection Sampling. The coefficients
of the mask y € ‘J{f are uniform in [—y; 4 1,v1]. The rejec-
tion sampling loop begins by sampling a mask y, then com-
putes w = Ay. Let w; := HighBits,(w,2y2). Let us denote
d= ‘IZ;Y; Then the HighBits, operation (see [46, Algorithm
37]) internally decomposes w into unique (w;,wp) such that
w = 27, - W + Wy, where coefficients of w| are in canonical
representation modulo § (i.e., wi € {0,1,...,8 — 1}*V) and
coefficient of wy are in centered representation modulo 2y,
(i.e., wo € [—’Yz + 1,Yz]kN if w; #£ 0 and wg € [—’Yz,'Yz]kN if
w; = 0), respectively. Note that this decomposition is care-
fully defined so that 2y, - w; # ¢ — 1 and thus the distance
(modulo g) between any two distinct 2y, - wy and 2> - W is
at least 27,. In concrete instantiations of ML-DSA, w is very
small since § is either 44 or 16.

Next, wi is hashed to ¢ € C C R, together with u €
{0,1}3'2, where C consists of polynomials with coefficients
in {—1,0,1} with hamming weight T, and y is a hash of
the message m to be signed and tr = H(p,t;). Observe
that T sets ¢ to be quite sparse, which is highly restrictive
for the verification norm. Define z := y + ¢ - s, and define
Wo := LowBits, (W, 2y,) — c - e. The rejection sampling con-
sists of two checks: ||z||. <Y1 — P, and ||Wo || < Y2 —B. The
latter check is for the error term, where 7, is nearly the modu-
lus g.

Once both rejection sampling tests pass, a final hint h is
computed, which is a series of bits marking when

HighBits,(w —c-e,2y,)
# HighBits,(w—c-e+c-ty,27).

If ||c - to|| > Y2 or the hamming weight of h (denoted by
HW (h)) is beyond o, rejection sampling restarts. The final
signature is 6 = (c,z,h).

ML-DSA Verification. The verifier takes the public key t;
and computes w' = Az — ct; -2¢ and w| = High Bits, (W', 272).
For all locations where h is 1, the verification corrects w’1 by
adding 1 if wy, > 0 or subtracting 1 if wj, < 0. Finally verifica-
tion computes ¢’ = H(u,w)), where u = H(H(p,t;),m) and
accepts if ¢ = ¢’ and ||z|| <Y1 —B.

Technical Lemma. We recall the technical lemma from the
ML-DSA specification [4]. Lemma 5 is a direct consequence
of Lemma 2 and 3 of [4].

Lemma 3 (Lemma 1 of [4]). Supposed that q and o. are
positive integers satisfying q > 20, ¢ = 1 (mod o) and
o even. Let r and z be vectors of elements in R, where
lzll, < 0/2, and let h,W be vectors of bits. Then the
HighBits,, MakeHint,, and UseHint, algorithms satisfy the
following properties:

1. UseHint,(MakeHint,(z,r,a),r,0) = HighBits,(r +
z,0)

2. Let vi = UseHint,(h,r,a). Then |[r—v; - o, < o+ 1.
Further, if the number of 1’s in h is w, then all except at
most ® coefficients of v — vy - & will have magnitude of
at most /2 after centered reduction modulo q.

3. For any h,}, if UseHint, (h,r, o) = UseHint,(h',r, ),
thenh =h’.

Lemma 4 (Lemma 2 of [4]). Ler |sll, < B. If
||LowBits, (r —s, )|, < o/2—B, then

HighBits, (r —s,a) = HighBits, (r, o)

Lemma 5 (Lemma 3 of [4], adapted). Ler (ri,rg) =
Decompose,(r,a), (r},r;) = Decompose,(r —s,a), and
Is|l.. < B. Then we have that

||oo

[ro —s|l.. <o/2—Pp & ||rp||, < o/2—B.

B Supplementary Material for Section 4

B.1 Missing Functionalities

,_[ Functionality 3: 71 v psa ]

Setup (DKG): On receiving (GEN) from all parties:

I+ p & {0,1}25

2: A:=ExpandA(p)

30 (s,e) & 84 x Sk

4: t:=As+emod g

5: (t1,tp) := Power2Round,(t,d)

6: tr:= H(p,tl)

7 (pkvsk) = ((p7t1)7(p7tr7s7e>t17t0))

8: Internally store sk

9: Send (pk,tr,t,tp) to the adversary and then output pk
to all parties

Prep: Upon receiving (PREP) as input:
$ & & 9 9 ]
Ly~ S%] ISy, =Sy \{x €S8y, : Iy ex,xi=—-1}
D ey 8%
w = Ay +e,, mod ¢

: (wy,wg) = DecomposeMod, (W,272)
. Internally store (wg,w1,y)

O B N

[

Sign: Upon receiving (SIGN,m) as input:

I: p:=H(tr,m)
s c=H(u,wy)
CZ=cSt+Yy

W(o = Wy — ce

i 2], > %1 — B o o, > 72 — B then

6: (z,h) =(L,1)

. else

h = MakeHint,(—ctg, Az — ct+cty,2y,)
9: if ||cto || > ¥2 or HW(h) > o then

N AW N

[Ce BN




10: h=_1
11: Send (wy,c,z,h) to the adversary and then output the
same to all callers

,_[ Functionality 4: 7, 1c|[B] }

On receiving shares [[x] from the honest parties:
I: Reconstruct x < [[x] and the shares of the corrupt par-
ties, and send the shares to the adversary.
tletb=(x<B)
3: Receive ¢ shares from the adversary, complete [b]
from these and send shares to the honest parties.

[\

,_[ Functionality 5: Fgiipec }

On receiving shares of [w]] from the honest parties:

1: Reconstruct w and the shares of the corrupted parties,
w/ for j € C.
: Send {w/}; to the adversary.
fori=1,...,mdo
Receive from the adversary corrupted parties’
shares w/, for j € C
5: Using {w/}; and w, compute sharing [w]>

W

6: Output to the parties their shares of [w1])2,... [Wn]2

,_[ Functionality 6: Frejsamp ]

J

On receiving shares of [[z]] and [Wo] from the honest parties:
1: Reconstruct z < [[z]] and W < [[Wo]], and the shares of
the corrupt parties, and send the latter to the adversary.

if ||z]| < y1 — P and ||Wplle < 72 — P —m then set
b+ 0

3: elseset b+ 1

4: Send bit b to the adversary.

5: Once the adversary replies with continue, output b to

the parties.

\]

,_[ Functionality 7: Fg;u c|B] ]

)

The functionality takes in m binary shares [[x1]]2,. .., [xm]2
from the honest parties, and proceeds as follows:
1: Reconstruct xp,...,x, alongside the corrupt parties’
shares, and send the shares to the adversary.
: Compute x :=}" | X271

: Compute b := (B < x)

. Receive from the adversary corrupted parties’ shares
bl for j € C.

5: Sample [[b], based on b and {5/} ; and send the parties

their shares.

R ST
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