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Abstract

We propose Libra, a compiler framework that automates ef-
ficient code generation for cross-scheme fully homomorphic
encryption (FHE) on highly parallel computing architectures.
While it is known that leveraging multiple FHE schemes in
a single application can improve the overall efficiency, the
exact mapping of cross-scheme FHE operators onto high-
performance architectures, such as general-purpose graphic
processing units (GPGPUs), remains challenging. To address
such challenge, Libra integrates both the FHE computational
patterns and hardware-aware scheduling strategies to establish
an algorithm-hardware co-optimization framework. Specifi-
cally, Libra defines a novel cross-scheme representation for
FHE that abstracts common program patterns for each of
the FHE schemes. Then, we dynamically optimize the out-
put FHE program based on the combined execution costs of
FHE primitives derived from multiple scheme switching pat-
terns. Next, to accelerate inter-operator execution on GPUs,
Libra introduces a computational scheduling strategy that
bridges high-level computation characteristics with low-level
execution plans. Through the proposed pattern-scheduling co-
optimization process, Libra generates efficient codes for cross-
scheme high-precision FHE computations on GPGPUs. Ex-
periment results show that Libra achieves up to 270 x speedup
on microbenchmarks and 19 x on the applications compared
to state-of-the-art cross-scheme, while improving compute
unit and memory bandwidth utilization by 44% and 36.1%.

1 Introduction

Fully homomorphic encryption (FHE) is a powerful technique
for protecting data confidentiality. Unfortunately, it remains
highly challenging to transform real-world applications into
efficient FHE computations, primarily due to the inherent
complexity of the FHE schemes and the complicated archi-
tectures of the underlying hardware.
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In particular, depending on how the bootstrapping func-
tion is evaluated, we roughly have two main classes
of FHE schemes, namely, single-instruction-multiple-data
(SIMD-FHE) schemes such as CKKS [27], BGV [20], and
BFV [46], and single-instruction-single-data (SISD-FHE)
schemes such as DM [43], AP [6] and CGGI [31]. First of all,
due to the massive batching capability, SIMD-FHE schemes
are effective in carrying out the same kind of computation
over a large batch of data, such as privacy-preserving neural
networks inference [23,54,56,57,77,85,104]. However, to
realize batched computation, SIMD-FHE schemes impose
large encryption parameters, resulting in prolonged end-to-
end computation latency. In contrast, SISD-FHE schemes
only encrypt one plaintext data per ciphertext, without using
large-scale polynomial representations. As a result, schemes
such as CGGI are commonly used in time-critical applications
with small-scale data [9, 10, 12,22,99,103].

Building upon the encryption schemes, program compil-
ers for FHE starts to emerge as an essential bridge between
high-level program description and low-level FHE operator
execution. Naturally, existing FHE compilers can be classi-
fied based on the utilized FHE schemes, namely, SIMD-FHE
compilers, SISD-FHE compilers, and cross-scheme compil-
ers. To begin with, SIMD-FHE compilers mainly focuses
on minimizing the effective multiplicative depth, encryption
parameters, and number of batched bootstrapping over the
BFV, BGV and CKKS schemes [40,61,61,73,74,79,88,94].
Next, compilers for SISD-FHE FHE schemes [48,51,79,82]
generally transform the input program into Boolean circuits or
lookup-tables (LUTs), and then optimize the low-level FHE
circuits. Recently, cross-scheme FHE compilers [15,47] are
proposed to leverage multiple FHE schemes in enhancing
both the usability and the performance of FHE programs.

Despite the progresses, we point out two main drawbacks
of existing FHE compilers: i) inadequate cross-scheme opti-
mizations, and ii) lack for hardware-software co-optimization.
First, FHE schemes are generally considered a static optimiza-
tion rules in all of the existing SIMD-FHE, SISD-FHE, and
cross-scheme FHE compiles. In other words, when optimiz-



ing the target program, existing compilers are unable to au-
tomatically select the most suitable FHE scheme for a given
computational workflow. Second, most existing FHE com-
pilers apply the algorithmic-level optimizations separately
from those at the hardware level. Consequently, such com-
pilation frameworks fail to capture the distinct characteris-
tics of various hardware execution environments, especially
for highly parallel architectures such as GPUs. In combined,
we are in need of a new compilation paradigm that jointly
optimize scheme-specific characteristics and hardware-level
execution costs, further enhancing both the usability and the
performance of cross-scheme homomorphic computations.

1.1 Our Contributions

In this work, we propose Libra, a hardware-aware cross-
scheme FHE compiler framework. The core idea of Libra is
to tightly couple the cross-scheme computing pattern with the
hardware-aware cost models through a co-optimization mech-
anism. By analyzing the unique structure of cross-scheme
FHE computations and quantifying the cost of individual
FHE operators under parallel execution, Libra effectively im-
proves the performance of cross-scheme FHE programs and
the resource utilization of hardware platforms. Our main con-
tributions are summarized as follows.

¢ Cost-Aware Compilation Paradigm: Libra incorpo-
rates a unified cost-based model for both SIMD-FHE
and SISD-FHE schemes. Our compiler framework de-
termines the most efficient execution strategy for each of
the operator node based on its state, and propagates these
stae decisions across the computation graph to formulate
a globally coordinated execution plan.

¢ Cross-Scheme Compilation Strategy: To the best of
our knowledge, Libra is the first FHE compiler for GPUs
that supports adaptive cross-scheme program compila-
tion. Libra adaptively choose the operators from both
the SIMD-FHE and the SISD-FHE schemes to mini-
mize computational cost under the concrete hardware
platforms and precision constraints.

¢ Kernel-Level Utilization Optimization: By restructur-
ing the dataflow graph according to the kernel-level com-
putation intensities and memory-access behaviors of the
GPU, Libra effectively leverages the asynchronous com-
puting characteristics of GPUs to substantially improve
the utilization rates of both streaming multiprocessors
(SMs) and global memory bandwidth.

* Thorough Experiments: We evaluate the performance
of Libra across various FHE program benchmarks. The
compiled programs achieve average speedups of 270 x
over the single-scheme baselines and up to 19x im-
provements over the cross-scheme frameworks. We also

demonstrate that the GPU bandwidth utilization rates
can be improved by 36.1%.

1.2 Related Works

As shown in Table 1, we also observe numerous recent ad-
vances in compiler designs specifically targeting FHE, which
can be broadly categorized into three types.

Compilers for SIMD-FHE Schemes: The compiler of
SIMD-FHE scheme mainly supports polynomial schemes
and natively supports linear operations, so how to efficiently
compile and execute nonlinear functions (such as activation
functions, comparisons, etc.) is the core challenge of building
practical SIMD-FHE applications.

The existing compilers for SIMD-FHE schemes can be
broadly classified into the following categories, depending on
how they handle nonlinear functions: 1) Some SIMD-FHE
compilers only support compiling linear functions. As the first
FHE compiler system built on a domain-specific language
(DSL), Alchemy [39] can automatically track ciphertext noise
accumulation and insert ciphertext maintenance operators.
RAMPARTS [8] extracts the abstract syntax trees of the main
computation function, and generates an arithmetic circuit via
symbolic execution. Some recent works [52, 63] have fur-
ther improved the performance of SIMD-FHE schemes for
linear operations in specific applications. 2) Some compil-
ers [28,29, 68,69, 74,97] can achieve the compilation of
nonlinear functions with the support of underlying libraries.
The core focus of those work lies in performance-driven scale
management, bootstrapping management, and resource opti-
mization. They typically operate on the CKKS scheme, thus
inheriting CKKS’ polynomial approximation capability to
handle nonlinear functions. Some works [24, 38,70, 88] have
begun to focus on computational performance and memory
layout to further pursue performance. 3) Some recent compiler
works [1,7,16,33,40,41,61,73,81,96,98] fully support the
compilation of nonlinear functions. Among them, EVA [40]
compiles nonlinear functions via predefined polynomial ap-
proximation and automatically replaces them with optimized
polynomial circuits. As a new compiler framework, ANT-
ACE [73] inherits EVA’s approach and supports nonlinear
activation functions in neural networks through polynomial
approximation.

Compilers for SISD-FHE Schemes: For the SISD-FHE
scheme, recent work FHEDA [93] can synthesize deeply
optimized Boolean circuits, reducing the bootstrapping pro-
cess and improving time efficiency. Similarly, compilers like
general-purpose Transpiler [48] automate the translation of
high-level programs into Boolean circuits while incorporat-
ing scheduling optimizations to manage costly bootstrapped
gates [17,21,42,50,51,79, 80, 86,92,93, 100, 102]. These
works demonstrate the feasibility of bitwise and nonlinear
computation in homomorphic settings. Nevertheless, their
reliance on fine-grained gate evaluation without SIMD-style



Table 1: Qualitative Comparisons of Selected FHE Compilers

Feature [39] [97] [40] [73] (611  [93] [48] [49]1 [30] [5] [15] Ours
Type SIMD SIMD SIMD SIMD SIMD SISD SISD SISD Both Both Both Both
Bootstrap — — — v v v v v — v v v
SIMD-Slot v v v v v — — — v v v v
SIMD-Coeft. — — — - — — - — — - v v
Logic Gates — — — — — v v v v v v v
Ctxt. Conv. — — — — — — — — - — v v
GPU Support — — — — — — — v — — - v
batching leads to poor scalability in large linear or tensor vector a.

operations, which are common in arithmetic-heavy tasks.

Cross-Scheme Compilers: Beyond scheme-specific ap-
proaches, several efforts have begun exploring compilation
techniques that integrate multiple homomorphic encryption
schemes into a unified execution flow. E* [30] proposes a high-
level programming abstraction with limited multi-scheme exe-
cution capabilities. HEIR [15] is one of the first frameworks to
explicitly support cross-scheme translation, allows operators
to be selectively mapped to either SIMD-FHE or SISD-FHE
schemes based on their computational properties. This allows
linear algebra kernels to benefit from SIMD packing, while
nonlinear operations are compiled into efficient Boolean cir-
cuits. Google HEIR [5,47] is also a compiler that supports
both SIMD-FHE and SISD-FHE. It can coordinate multiple
abstraction layers with different back-end, but currently does
not support ciphertext conversion between schemes. These
explorations illustrate the growing interest in mixed-scheme
compilation as a pathway toward more versatile FHE work-
loads, and demonstrate that cross-scheme execution is feasible
in practice through careful operator-level decomposition and
scheme selection.

Existing compilers either target a single scheme or sup-
port limited cross-scheme mapping. Missing are (i) a unified
cost-aware framework and (ii) hardware-aware scheduling for
GPUs. We introduce a cost-aware cross-scheme compiler that
unifies schemes and adapts to modern accelerators.

2 Background and Preliminaries

2.1 Notations

Here, we use A to denote the security parameter, ¢/Q the
ciphertext moduli, where it generally holds that Q > ¢. Z,
denote the set of integers modulo ¢, and (g) is the set of
natural numbers less than or equal to g. For some lattice
dimensions N and n, we write Ry,o = Zo[X]/(X" + 1) for
the 2N-th cyclotomic quotient ring modulo Q, and ZZH for
a n+ 1-dimensional integer vector modulo g. We use tilde
lower-case letters with square brackets such as @[X] to refer
to polynomials in the variable X, and bold lower-case letters
such as a to depict vectors. ali] notes the i-th element in the

2.2 FHE Schemes

In this work, we primarily use two types of FHE schemes:
SIMD-FHE and SISD-FHE, which can all be instantiated
over the standard lattice hardness problems. As mentioned, we
abstract all FHE schemes that encrypt only one plaintext into
a single ciphertext as a SISD-FHE scheme, and those encrypt
multiple plaintexts into a single ciphertext as a SIMD-FHE
scheme. In what follows, we sketch the main operators for
each of the FHE schemes.

2.2.1 The SISD-FHE Schemes

A SISD-FHE scheme consists of the following operators:
e Encryption and Decryption: Given a plaintext message
m € Zg, we have that

cgphp (m) = SISD-ENCRYPT(m). 1

Here, note that, in most common SISD-FHE schemes,
Cophn(m) € Zg“ [6,31,43], where n is the dimension and
q is the ciphertext modulus. By definition, we have that
m = SISD-DECRYPT(SISD-ENCRYPT(m)).

o Addition, Subtraction, and Constant Multiplication:
csisp ciphertexts are compatible with standard ciphertext ad-
dition, subtraction and constant multiplication. For brevity,
we only take the addition operator as an example, where it
holds that

CSISD(m() +my ) = SISD-HADD(CSISD(m()),CSISD (ml ))

@

o Look-Up Table [22,32,35,60,90, 101]: For two plaintext
messages m € Zg, and some function F, : Z; — Z,, we have
that

CSISD(Fq(m)) = SISD-LUTFq (m) (3)

2.2.2 The SIMD-FHE Schemes

Different from SISD-FHE schemes, a single ciphertext in
the SIMD-FHE scheme can encrypt a vector of plaintext



messages. Here, we summarize the list of key operators over
SIMD-FHE schemes.

¢ Encryption and Decryption: Given a vector of plaintext
messages m € 7%, we have that

cyia . (m) = SIMD-ENCRYPT(m), 4)

where cyion(m) € R} [20,27], for N the ring dimension
and Q is the ciphertext modulus. We also have that m =
SIMD-DECRYPT(SIMD-ENCRYPT(m)). Here, we neglect
how m is encoded into polynomials [53,95], as these details
are irrelevant to this work.

e Addition, Subtraction, and Multiplication: Similar to
csI1sDs CsMD Ciphertexts also have the ciphertext addition,
subtraction and constant multiplication operators, e.g.,

csivp (Mo +m; ) = SIMD-HADD (csvp (o), csivp (my) ).

®)

e Look-Up Table: Recently, it is shown [4, 34, 44, 76]
that, for two plaintext message mg € Ry o and some function
Fo : Zg — Zg, we have that

CSIMD(FQ(HI)) = SIMD—LUTFQ (m) (6)

2.2.3 Scheme Conversion

To change the FHE scheme during the process of homomor-
phic evaluation (in a non-interactive manner), scheme conver-
sion operators are applied to achieve the best of both worlds.

o SISD-FHE to SIMD-FHE Conversion [19,26,75,78]:
For a set of SISD-FHE ciphertexts {ct;};c( where ct; =
csisp(m;), we have that

CSIMD(m) = STOM({Ct,’}i€<g>)7 (7

where m[i] = m;.

e SIMD-FHE to SISD-FHE Conversion [31]: For any
1 < ¢ < N, MTOS can extract a set of cgisp ciphertexts
{Cti}i€<£>a ct; = cgisp(m[i]) from a single RLWE ciphertext
csivp (m):

MTOS ({ct; }ie(y) — csvp (m),

where the set of LWE ciphertexts encrypt each element of the
plaintext vector m, and the output RLWE ciphertext encrypts
m such that /72; = mli].

3 The Libra Compiler

In this section, we present Libra, a pattern-scheduling co-
optimizing compilation framework for to generate FHE pro-
grams over highly parallel architectures. We first describe the
motivations for Libra in Section 3.1. Then, we introduce the
framework overview in Section 3.2. Finally, we present the
threat model in Section 3.3.

3.1 Motivation

As mentioned, existing cross-scheme FHE compilers primar-
ily adopt a static compilation approach, where FHE schemes
are selected based on a set of pre-defined mapping rules. In
what follows, we identify two key motivations for the dy-
namic co-optimization of high-level FHE operator patterns
and low-level hardware kernel scheduling.

Motivation 1: Scheme-Specific Pattern Characteriza-
tion: We first observe that, the efficiency of both SIMD-FHE
and SISD-FHE schemes vary considerably with the in-
put sizes and precision requirements, making each type of
schemes preferable under a particular circumstance. However,
existing FHE compilers either solely rely on a single FHE
scheme [33,48, 88], or select encryption schemes statically
based on the operation type (e.g., linear or nonlinear) [15],
disregarding the dynamic nature of data granularity, preci-
sion constraints, and computation resources. This oversim-
plification often leads to suboptimal program performance.
Motivated by the such observation, we propose a new cross-
scheme compilation framework that dynamically select oper-
ators from different schemes, such that the program latency
can be effectively reduced without violating data precision
requirements. We provide a concrete analysis on the exact
performance trade-offs between FHE schemes in Section 4.1.

Motivation 2: Hardware Resource Utilization. Modern
GPUs provide massive parallel computing resources and hard-
ware asynchronous execution capabilities, which can be effec-
tive in accelerating FHE workloads. However, the state-of-the-
art FHE compilers lack GPU microarchitectural awareness,
causing a mismatch between algorithmic optimizations and
the GPU execution model. For example, transferring large
amounts of ciphertexts across global memory frequently stalls
the parallel computing units, serializing memory transactions
with computational operations despite their logical indepen-
dence. In addition, frequent launches of fine-grained kernels
amplify kernel launch overheads and degrade the overall
throughput. To bridge this algorithm-to-hardware gap, we
propose a graph-based backend scheduling strategy that en-
hances the overall GPU utilization, thereby accelerating pro-
gram execution on GPUs.

3.2 Libra Overview

To support structured compilation of FHE programs to GPU
codes, we adopt the MLIR framework [62] as the foundation
architecture. MLIR’s multi-level IR and extensible dialects
align with our pipeline’s multi-stage nature. The built-in GPU
dialect of MLIR also enables hardware-agnostic modeling of
GPU parallelism, while the flexible code generation capabili-
ties enable us to emit the CUDA C++ code.

We illustrate the compilation workflow of Libra in Figure 1.
In the front-end, we adopt Polygeist [87] to convert input C
programs into MLIR in a similar fashion to [15]. Then, in the
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Figure 1: An illustration of the Libra framework.
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Figure 2: The dialect framework for Libra.

middle-end, Libra performs a dialect-level transformation by
lowering standard MLIR operations and data types into our
custom domain-specific FHE dialects, thus constructing an IR
aware of multiple FHE schemes. Lastly, in the back-end, Libra
progressively lowers the FHE dialects to a CUDA-compatible
IR, and applies a set of optimizations to improve performance
on GPU hardware.

More concretely, Libra consists four main stages of trans-
formations, which include:

(1) Front-End Passes: Libra adopts a multi-level IR design
to support progressive lowering from native C programs to
CUDA homomorphic programs. As illustrated in Figure 2,
the front-end translates high-level plaintext constructs into
MLIR’s built-in dialects. Control flow and parallel structures
are captured by affine and scf, arithmetic by arith, mem-
ory operations by memref, and program organization by func.
The front-end dialects serve as the plaintext IR, preserving
program semantics in a form amenable to further IR lowering.

(2) Segmentation Optimization: After processing the
front-end layers, the input program enters the middle-end,
where a series of FHE transformations lower the plaintext IR
into FHE-specific IRs. We define the top-most set of dialects
to represent encrypted data-types and homomorphic operators

in the middle-end as the FHE IR. The FHE IR itself is orga-
nized into several dialect layers, including the dialect scfhe,
simd, and sisd. In the upper layer, the scfhe dialect abstracts
common operations over encrypted scalars, vectors, and ten-
sors. To map the front-end IRs into the FHE IR, high-level
control-flow constructs, such as loops and conditionals, are
lowered into the sequential applications of operators suitable
for homomorphic execution. Different from [14], for loops
with ciphertext break condition, we force either the server
or the client to explicitly specify the number of iterations.
Moreover, data-independent structures are annotated in the
scfhe dialect to enable subsequent parallel optimizations.
Then, scfhe is translated into scheme-specific dialects.

For the scheme-specific lowerings, Libra partitions the com-
putation into each of the dialects along with the associated
homomorphic primitives accordingly. For each partitioned
segment of the input program, the compiler selects the corre-
sponding encryption scheme that maximizes overall execution
efficiency, guided by a cost model that takes into account both
the computational cost of homomorphic operations on spe-
cific hardware and the overhead of inter-scheme conversions.
During the process, abstract ciphertext types in the generic
scfhe IR are replaced with concrete IRs from simd and sisd.

(3) Encoding Optimization: On the scheme-specific IR
lyaer, we apply similar techniques in [14, 15], to optimize the
ciphertext coefficient-slot encodings and number-theoretic
transform (NTT) transformations. Most existing FHE com-
pilers support only slot encoding for cspvp, it is inefficient
for workloads such as inner product and MTOS, which favor
coefficient encoding. To mitigate this cost, Libra employs pat-
tern -matching encoding optimization, which automatically
selects coefficient-slot encoding strategies that minimize the
conversion overhead. To further reduce overhead, we maxi-
mize computation in the NTT domain, allowing consecutive
operations to remain in the NTT domain, and apply lazy re-
linearization to reduce key-switching overhead.

(4) Parameter Optimization: At this stage, we optimize
operator computation by selecting minimal parameters for
cross-scheme FHE, balancing both execution efficiency and
noise growth. For SIMD-FHE, fewer multiplication levels
improve efficiency but obviously constrain multiplicative
depth. Notably, when converting from SISD-FHE to SIMD-
FHE, the STOM operator resets the multiplication level. In
contrast, the MTOS conversion from SIMD-FHE to SISD-
FHE consumes all the noise margins. To avoid the waste of



Algorithm 1: FindMin
Input: data, the plaintext vector of n points
1 min + data0)
2 fori=1tondo
3 L if min > datali] then min = datali

4 return min

multiplication levels, we optimize the SIMD-FHE levels ac-
cording to locations of MTOS, so that cspvp naturally reach a
multiplication level of zero at conversion points. Building on
the above technique, we dynamically adjust the ciphertext lev-
els to minimize the number of bootstrapping, ensuring correct
program evaluation and efficient cross-scheme computation.
Level management algorithm detailed in Appendix A. Note
that all the encoding and parameter optimizations in stage (3)
and stage (4) are applied in the simd and sisd dialect layer.

(5) Operator Packing & Kernel Scheduling: Finally, the
simd and sisd IRs are lowered to the gpu IR in the back-end,
which exposes GPU-specific constructs such as memory al-
location, kernel launch, synchronization, and mathematical
primitives (e.g., Add, NTT). This dialect is directly translatable
into CUDA C++ kernels that implement the homomorphic
program, enabling efficient execution on GPU hardware. Here,
we first capture the dataflow and structural characteristics of
the FHE IRs and derive a GPU-tailored computation graph.
This process involves a targeted mapping of data-types, com-
putational operations, and memory operations. The operator
graph is then transformed into gpu, followed by optimiza-
tions of the asynchronous execution stream. Further details
on optimizatios in the gpu IR are discussed in Section 5.

3.3 Threat Model

We adopt the standard two-party model in which the client
holds private data and outsources the encrypted computations
to a semi-honest server equipped with GPU resources. While
the program can be compiled on both the server and the client,
we assume that the program compiler honestly produces the
output FHE program according to the input program specifica-
tion. To carry out computation, the server knows the program
logic and has full visibility into the compiler’s output (e.g.,
operator scheduling, scheme transitions, and GPU kernels),
but learns nothing about the encrypted input as well as all
intermediate ciphertexts.

4 Cost-Aware Compilation

Cost-aware compilation is a core design of Libra. This sec-
tion develops a lightweight cost model to minimize encrypted
execution latency under precision constraints. We first present
an illustration that demonstrates the typical trade-off between
the SIMD-FHE and SISD-FHE schemes in Section 4.1. We
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Figure 3: Normalized latency for the Compare and FindMin
of SIMD-FHE and SISD-FHE on A100.

then introduce separate cost models for each scheme in Sec-
tion 4.2, and finally show how these models guide compiler
partitioning and graph rewriting in Section 4.4.

4.1 SIMD-FHE vs. SISD-FHE Trade-offs

Here, we give a concrete example using the FindMin function
(Algorithm 1) to further sketch the computational trade-offs
between the SIMD-FHE and SISD-FHE schemes. The core
operation of FindMin is the homomorphic comparison, which
is typically implemented by evaluating the sign function. For
the SIMD-FHE scheme, existing methods approximate the
sign function using a minimax composite polynomial [67],
which is optimized for low circuit depth and small multipli-
cation budget. In contrast, the SISD-FHE scheme leverages
SISD-LUT to compute lookup tables (LUTs) that directly
perform Boolean comparison on ciphertexts. The two ap-
proaches differ fundamentally in algorithmic structure, which
leads to distinct theoretical complexities. Furthermore, the
exact performance of the two schemes is also influenced by
the concrete workload characteristics and hardware resource
availability, resulting in dynamic trade-offs in real-world pro-
gram compilation.

Figure 3 compares the computational latency of SIMD-
FHE and SISD-FHE when evaluating the same task of
FindMin. As shown in Figure 3(a) and Figure 3(c), SISD-
FHE outperforms SIMD-FHE on small inputs due to its
lightweight operators. However, as the data size grows,
SIMD-FHE prevails by amortizing costs over a batch inputs.
This distinct scaling behavior creates a trade-off point where
both schemes exhibit comparable latency. For FindMin, we
employ the sorting method from [13] for SIMD-FHE and the
min-finding method from [78] for SISD-FHE. Notably, Fig-
ure 3(b) and Figure 3(d) demonstrate that the trade-off point
shifts to the right as precision requirements increase. This is
because SIMD-FHE requires costly high-degree polynomials



Algorithm 2: SIMD-FHE Cost

Algorithm 3: SISD-FHE Cost

Input: G = (V, E), operator DFG of the SIMD-FHE
scheme
Input: €, precision of polynomial approximation
Input: CostLUT[S, op], lookup table with operation latency
under GPU resource state S and operator op
Output: Total estimated cost C
1 C+0; T + TopologicalSort(G)
2 foreach level € T do
Irapprox <= APPROXLINEAR(/evel.nolr,€)
U < level.lr Ulrapprox
foreach op € U do
| € C+CostLUTI[S,0p]

> Initialize

a U B W

Procedure APPROXLINEAR(0p, €)

3

8 U+0 > Initialize operator set
9 if op.type = smooth then p <— Chebyshev(op,€)
10 else p + MiniMax(op,¢€)
1 U + Collect(p) b Collect linear operations of poly
12 return U
13 return C

for high precision, whereas SISD-FHE incurs a much smaller
performance penalty, making the crossover point sensitive to
both the input sizes and the approximation precision.
Through the above example, we highlight the necessity
to establish a comprehensive computational cost model that
captures the trade-offs among FHE schemes considering com-
putational characteristics, approximation precision, and hard-
ware resources to guide the FHE compiler optimizations.

4.2 Cost Model

Motivated by the design trade-offs, in what follows, we in-
troduce our cost modeling method of Libra for both the
SIMD-FHE and SISD-FHE schemes.

4.2.1 SIMD-FHE Cost

In the SIMD-FHE scheme, the costs of native operations are
relatively straightforward to estimate. The main challenge in
precise cost modeling lies in evaluating the computational
overhead of approximations for nonlinear functions. To gen-
erate the approximation polynomial, two strategies are com-
monly employed. The first relies on Chebyshev polynomi-
als [18,25] to approximate smooth functions. This approach
achieves uniform convergence and ensures low maximum er-
ror within a bounded interval. The second employs Minimax
composite polynomials [64,66,71,84], which are specifically
designed to approximate functions with discontinuities or
sharp transitions. By analyzing the computational structure of
the generated approximation polynomials, the costs of nonlin-
ear function evaluations over SIMD-FHE can be established.

Input: DFG of SISD-FHE scheme G = (V,E)

Input: CostLUT[S, op,ops, €], where S is the GPU state, op
is the operator, ops is number of op, and € the target
precision.

Output: Total cost C

1 C+0; T + TopologicalSort(G)
2 foreach level € T do

> Initialize

3 foreach op € level.opType do
4 opsp < S.n-S.p > Number of parallel operations
5 0psm < |S.m/op.mem |
6 ops < min(opsp,0psm) > Batch size
7 tiles < [op.ops/ops] > Waves
8 for i <— 0 to tiles do
9 opsi < min(ops,op.ops)
10 T + CostLUT[S,0p,0opst, €]
11 C+—C+HT,
12 0p.OpS — 0p.Ops — Opst
13 return C

Algorithm 2 estimates the computational cost of SIMD-
FHE. The procedure begins by applying topological sort-
ing [59] to the dataflow graph G to derive its parallel levels
T (Line 2). For each level, the APPROXLINEAR function ap-
proximates nonlinear operators via polynomial fitting under
the target precision €, producing a set of linearized opera-
tors [rapprox (Line 4). These operators are combined with the
level’s native linear operators to form the complete opera-
tor set U (Line 6). The execution cost is then obtained by
summing the latencies of all linear operators using CostLUT
(Line 7-8). Further details on CostLUT are provided in Ap-
pendix B.1. Lines 9-16 define APPROXLINEAR. Smooth op-
erators are approximated with Chebyshev polynomials, while
operators with sharp variations are handled by Minimax com-
posite polynomial approximation to balance accuracy and
efficiency (Line 11-14). Detailed descriptions of these meth-
ods can be found in [25, 65]. Finally, all linear operations
derived from the polynomial p are collected into U (Line 15).

4.2.2 SISD-FHE Cost

SISD-LUT is invoked in the process of almost all function
evaluations over SISD-FHE, and accounts for the majority
of computational costs. Furthermore, the deterministic al-
gorithmic structure of SISD-LUT is particularly favorable
for compiler-level scheduling and resource management on
highly parallel hardware platforms.

To model the computational cost of the SISD-FHE scheme,
two inputs are required: the dataflow graph (DFG) G and the
lookup table CostLUT, where CostLUT stores the measured
latencies as a function of platform state, operator type, input
size, and target precision. We detail CostLUT in Appendix B.2.
Algorithm 3 provides a method for accurately estimating the
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Figure 4: Dataflow graph (DFG) of Minimum Euclidean Distance. (a) DFG for plaintext program, (b) DFG after SCHEME-
PARTITION, (c) and (d) DFGs after COST-REWRITE. RS indicates a reduce-sum operation, and RM indicates a reduce-minimum
operation. Colored nodes highlight IR-level operations implemented via FHE-IR.

execution latency of the SISD-FHE scheme based on these
inputs. On Line 2, T denotes the parallel levels generated
from the dataflow graph G, where each level contains a set of
operators that can execute in parallel. For each level, Line 5-8
compute both the batch size of operator and the waves based
on the available SMs and the memory capacity on the GPU.
Subsequently, the execution latency of the current batch is
evaluated using CostLUT at target precision €, and finally, the
state of the current operator is updated (Line 9—13).

4.3 Scheme Conversion Cost

In the segmentation optimization stage of Libra, the computa-
tion graph is divided into the SIMD-FHE and SISD-FHE
domains. Explicitly inserting scheme conversion operations,
MTOS and STOM, at domain boundaries introduces conver-
sion overhead. Since MTOS and STOM have fixed compu-
tation patterns, their latency depends only on the number
of SISD-FHE ciphertexts [78]. Therefore, we construct a
lookup table, CostLUT[op, counts], to find conversion latency,
where op denotes MTOS or STOM, and counts is the number
of SISD-FHE ciphertexts. Table 9 in Appendix B.3 reports
exact latency results for representative ciphertext counts.

4.4 Compilation Approach

Building upon the SIMD-FHE and SISD-FHE cost models
introduced earlier, we propose a cost-aware progressive layer
lowering strategy, known as the segmentation optimization.
This strategy translates high-level plaintext programs into
efficient FHE execution plans by assigning the most cost-
effective scheme to each of the computational segments, while

respecting approximation precision, input scale, and encoding
constraints.

As an conceptual illustration, we extend FindMin to com-
pute the Minimum Euclidean Distance. As sketched in
Figure 4, the compiler first lowers the input plaintext pro-
gram into built-in IRs represented as a DFG. Next, Libra
applies the SCHEME-PARTITION rule to divide the DFG
into SIMD-FHE and SISD-FHE subgraphs (Figure 4(b)).
Finally, the COST-REWRITE rule refines these partitions to
reduce cross-scheme overhead (Figure 4 (c) and (d)).

As shown in Figure 5, to formalize this paradigm within
the MLIR-based compiler, we apply three graph-rewriting
passes: SCHEME-PARTITION, COST-REWRITE-DOWN,
and COST-REWRITE-UP. Subsequently, we detail each of
the rewriting rules.

SCHEME-PARTITION. SCHEME-PARTITION is the
first optimization pass in the Libra compilation pipeline. The
goal of SCHEME-PARTITION is to assign a locally optimal
encryption scheme to each operation node in the DFG of the
input program, thereby providing an efficient starting point
for subsequent optimization phases. Formally, for a plaintext
node np, with a linear operator 7y;, or a nonlinear operator
Nulin, the scheme assignment is defined as:

®

(D(npt) _ {Sj:-Sd if Cs (n.nlims) < CM(nnlime)

simd otherwise
where € denotes the approximation precision, and Cs and Cy
denote the cost models of SISD-FHE and SIMD-FHE, re-
spectively, under a given computational resource state. Here,
we simplify Cs and Cy; to be functions of the scheme type,
node, and approximation precision, as described in Algo-
rithm 3 and Algorithm 2.



npt € PTInsts  np.op € Opp U Oy

SCHEME-PARTITION -

if npt.op € Opyip and Csisp-rHE (1p, €) < CsMD-FHE (Mt €)

Insts < InstsU{n} n.op < sisd.OP(np,€) n.in < sisd.Encrypt(np.in)

else: Insts < InstsU{n} n.op< simd.OP(ny,€) n.in < simd.Encrypt(np.in)

n € Insts

COST-REWRITE-DOWN

n.optype = simd n..optype = sisd

if Cs1sp-FHE (1 Un.simd .MToS,€) < Csimp-FHE(sisd.0P(nc),¢€) :

Insts < InstsU{ns} ns.op < simd.MToS

else: n.«ng ns.op+ sind.0P(ne,€) ng.in < simd.Encrypt(ne.in)

n € Insts

n.optype = sisd n..optype = simd

COST-REWRITE-UP-

if Csisp-FHE (nc Un.sisd.SToM, 8) < CSIMD—FHE(Simd .OP (n),S) :

Insts < InstsU{ny} ng.op < sisd.SToM

else: n<n; nsop< simd.0P(n,€) ny.in < simd.Encrypt(n.in)

Figure 5: Cost-based cross-scheme graph rewriting rules in Libra. PT Insts represents plaintext nodes, O is linear or nonlinear
operator set, Insts represents ciphertext nodes, Cscheme denotes a node’s computational cost under the current scheme, and €

denotes its precision constraint.
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Figure 6: Operation flow graph for computing A-s+b in
the gpu IR. D&E denotes diagonal extraction and plaintext
encoding, R refers to Rotate, M depicts plaintext-ciphertext
multiplication, S&M indicates accumulation after plaintext-
ciphertext multiplication, sum specify ciphertext addition, and
RS is the reduce-sum operator.

Based on operation semantics, linear arithmetic operators
(e.g., addition, multiplication, squaring) are directly lowered
to simd. Nonlinear or table-friendly operators (e.g., compari-
son) are lowered to either sisd or simd, depending on their
relative costs, producing a mixed-dialect IR with explicit FHE
scheme boundaries (Fig. 4(b)). Nonlinear operators also en-
force a precision threshold € to control error propagation.
High-precision nodes require larger encryption parameters,
which increase computational overhead, reflecting the perfor-
mance—precision trade-off.

To further improve the throughput, the SCHEME-
PARTITION pass applies automatic SIMD batching strate-
gies [97] when encoding plaintext inputs into ciphertexts for
SIMD-FHE. We further optimize the encryption method in
SISD-FHE by aligning ciphertexts to contiguous memory,
enabling batch processing during computation. The resulting
encoding metadata is recorded to guide scheme selection for
downstream nodes.

COST-REWRITE. This stage addresses conversion over-
heads arising from FHE scheme switching, which require ex-
plicit operators (MTOS and STOM) to be invoked. A straight-
forward conversion insertion can invalidate the local optimum
produced by the SCHEME-PARTITION pass, resulting in the
need of a global refinement. Hence, the COST-REWRITE
pass implements boundary optimization through an iterative
process consisting of two complementary passes.

First, the COST-REWRITE-DOWN traverses the DFG
from top to bottom, analyzing the computational cost of each
node while explicitly accounting for input conversion over-
heads. COST-REWRITE-DOWN identifies simd to sisd
boundaries and applies the optimization rule

@y(n) =

{Insert MToS  if Cs(n. UMtos) < Cwm(nc) ©)

ne — simd  otherwise,

where n denotes the current simd node and n, its next sisd
node. The cheaper alternative updates both nodes and cipher-
text formats.

Then, we apply the COST-REWRITE-UP pass, which tra-
verses the DFG from bottom to top. This pass refines the
decisions by checking downstream demands to amortize con-
version costs, particularly when a single operator serves mul-
tiple successors. Here, the pass searches for the sisdto simd
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Figure 7: Operator graph rewriting rules in Libra. 6 represents the predefined computational intensity of an operator.

boundaries, and execute

Dy(n) =

{Insert SToM if Cs(nUSToM) < Cv(n) (10)

n— simd  otherwise,

where 7 is a sisd node and 7, its simd successor.

Each rewriting rule updates the affected nodes, propagat-
ing local cost increments. The two rewriting rules are re-
cursively applied over the entire DFG until a fixed point is
reached or a predefined iteration bound is reached. After the
COST-REWRITE pass, the Minimum Euclidean Distanc
DFG converges to one of the two configurations shown in
Figure 4 (c) and (d), either a cross-scheme or a SIMD-FHE
scheme, with the configuration achieving the lowest computa-
tional cost chosen as the final result. Appendix B.4 shows a
more detailed COST-REWRITE algorithm.

5 Scheduling

In the back-end of Libra, the main optimizations involve the
applications of the operator packing and kernel scheduling
passes. Here, we provide details on the operator packing pro-
cess in Section 5.1 and the kernel scheduling procedures in
Section 5.2.

5.1 Operator Graph Construction

During the middle-end optimization phase, a dataflow graph
G of FHE primitives is constructed. In the subsequent operator
packing pass, G is transformed into a GPU-aware operation
flow graph G’ via a structured mapping G — G’, as shown in
Figure 6. This transformation leverages Libra’s multi-level
dialect infrastructure, where a sequence of passes performs
semantic lowering and structural reorganization from the FHE
IRs to the GPU IR. The corresponding rewrite rules are illus-
trated in Figure 7.

Dialect Lowering: We adopt a post-order traversal strat-
egy, processing from leaf nodes upward to outer structures.
This bottom-up approach preserves the semantic integrity of
composite operations, such as a homomorphic multiplication
followed by relinearization. For instance, the pattern:

simd.Relinear(Mul(simdCiphery,simdCipher;) (11)
is directly mapped to a consolidated GPU operator:
gpu.SIMDMul (bufferp,buffer;) (12)

During dialect lowering, three aspects should be care-
fully addressed. First, for data types, both cspmp in SIMD-
FHE and cgisp in SISD-FHE are mapped to GPU multi-
dimensional tensor (buffer<N x L X d, Type>) and vector
(buffer<n+1, Type>), respectively, annotated with mem-
ory space attributes such as gpu.global or gpu.shared. Sec-
ond, for compute operations, FHE primitives, including ho-
momorphic addition, multiplication, and look-up tables, are
lowered to GPU operators under a parallel execution model.
Lastly, for memory operations. ciphertext read/write opera-
tions are translated into GPU memory-related IR instructions
to specify data read/write in global or shared memory.

Task Identification: To address the complex dataflow
and control structures in graph G’, we introduce a pattern-
driven operator packing technique. Note that, here, the op-
erators refer to the GPU-level operators that reside in the
gpu dialect. We use Figure 6 to illustrate an example
construction of the operator graph in Libra when comput-
ing A X simd.simdCipher(s) + simd.simdCipher(b), A €
RIxd s,b € R<. First, we transform the sequential execu-
tion graph into a parallel structure based on data dependen-
cies. Next, we identify recurring patterns such as loops and
iterative accumulations, which are encapsulated into coarse-
grained GroupTask. These units serve as GPU parallel ex-
ecution blocks with clearly defined input/output interfaces.



Table 2: Detailed configuration of the platform.

CPU Intel(R) Xeon(R) Silver 4310 @ 2.10GHz
Memory 500GB

GPGPU NVIDIA A100; 40GB; 1.5TB/s

Misc. GCC/G++-13; CUDA-12.6; Clang-4.0.0

Table 3: Experimental default parameters in Libra.

Scheme Parameters
n 1024/2048
SISD-FHE log, (q) 32/64
N 65536
SIMD-FHE ~ Max(log,(¢)) 61
log>(Q) 1867

Independent GPU operators, such as reduction, are instead en-
capsulated into fine-grained OpTask. A topological sort [59] is
then applied to establish task dependencies. Data-independent
tasks within the same hierarchical level are marked for parallel
execution and mapped to concurrent GPU thread blocks, while
data-dependent tasks are synchronized explicitly through
GPU primitives.

Aggressive Operator Fusion: A fusion optimization pass
is applied post-packing to enhance performance. This opti-
mization is particularly beneficial in FHE workloads, which
are inherently parallelizable in computation but bounded by
memory bandwidth. Using a pattern library or worklist algo-
rithm, adjacent operators are merged according to workload
traits: 1) lightweight fusion and ii) load-balancing fusion. First,
in lightweight fusion, sequences of low-cost operations (e.g.,
element-wise additions/multiplications) are fused to elimi-
nate intermediate memory allocations, reduce memory traffic,
and improve instruction-level parallelism. Second, for load-
balancing fusion, lightweight kernels often result in high warp
idling and poor SM utilization. By fusing them with compu-
tationally heavy kernels, we balance thread block workloads,
and reduce pipeline stalls. The fusions also reduce the total
number of kernel launch events, thereby decreasing launch
overhead and context-switching costs.

5.2 Kernel Scheduling

At the bottom level, kernel scheduling bridges the high-level
operator graph and concrete GPU execution, exploiting hi-
erarchical parallelism and asynchronous execution to effi-
ciently map FHE workloads to SMs. We propose the gpu
and async dialects to improve the computation throughput
and resource utilization. To enable concurrency, we adopt a
multi-stream execution model, where each logical stream cor-
responds to an independent command queue, thereby allow-
ing computation overlap. Specifically, execution dependen-

cies are represented by the !gpu.async.token type, which
abstracts away the details of physical stream management.
Meanwhile, the computations are split into fine-grained tasks
and launched asynchronously using gpu.launch async. To-
kens track dependencies and async.collect defines syn-
chronization scopes without global barriers. We issue memory
transfers with gpu.memcpy async and overlap the memory
transactions with computations by linking their tokens to
later kernels. Token chains maintain intra-stream order, while
events (gpu.event.record, gpu.stream.wait.event) en-
force cross-stream dependencies. The above IR designs over-
lap kernels and data movements, hiding communication la-
tency and improving throughput.

6 Evaluation

In this section, we thoroughly evaluate Libra. Due to the
absence of comparable GPU-based FHE compilers, we use the
CPU-based compiler Bian et al. [15] to generate the Middle-
End IRs, which are then transformed to our custom GPU
backend to serve as the baseline.

6.1 Experiment Setup

Libra is implemented as an MLIR-based compiler that lever-
ages Polygeist [87] to generate IRs. The produced CUDA
code is compiled into GPU executables using NVCC [37].
The underlying CUDA FHE library includes our in-house
implementations of CKKS [27] and TFHE [31], along with
Pegasus [78] scheme conversions. The library is open-sourced
at https://github.com/sunnchioo/F1yHE. Performance
metrics are collected with NVIDIA Nsight Systems [36]. Ta-
ble 2 summarizes the experimental system configuration. Ta-
ble 3 reports the default evaluation parameters for Libra, se-
lected using the LWE estimator [3] to ensure 128-bit security.
We evaluate Libra using a set of benchmarks commonly em-
ployed in general-purpose FHE compilers, and compare the
results against other GPU-based FHE compilers, or the GPU
implementations of CPU-based compilers.

6.2 Microbenchmarks

We begin by evaluating Libra on a set of representative mi-
crobenchmarks that are commonly used [15,78,97,104]. After
being processed by Libra, these benchmarks are automatically
compiled into SIMD-FHE, SISD-FHE, or cross-scheme, de-
pending on factors such as data size and computing capability.

o Pure SIMD-FHE Programs: Figure 8 reports the com-
parisons between Libra-generated code and those generated
by prior arts, including [15], [58], and [104]. For inner product
and euclidean distance, both Libra and [15] achieve the same
level of performance, while the manually-tuned slot-encoding
approach incurs a large number of SIMD-HROTATE. For
matrix—vector multiplication, both Libra and [15] adopt the
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Figure 9: Microbenchmarks for original SISD-FHE program.

SIMD-FHE BSGS method from [58]. Libra, however, de-
livers a 1.7x speedup via operator fusion and parallelization.
For layernorm and softmax, Libra and [15] follow the nonlin-
ear approximations from Nexus [104] (see Appendix C.1 for
details). Libra achieves a 2x speedup on layernorm due to
better GPU scheduling, and reaches a 3.3 x speedup for the
128-point SoftMax by leveraging the cross-scheme compila-
tion technique.

e Pure SISD-FHE Programs: Figure 9 compares Libra
with prior works or their GPU variants. First, in Figure 9(a),
for the inner product and matrix-vector multiplication tasks,
ArctyrEx [49] uses SISD-FHE, while Libra and [15] are both
compiled to SIMD-FHE, resulting a 6230x speedup. Sec-
ond, for the minimum value and minimum index tasks, we
compare Libra with Engorgio [13], CHESS [91], and the GPU-
variant of [15]. Specifically, in Figure 9(b), it is observed that,
in the minimum-value task with 16,384 inputs, Libra adopts to
the SIMD-FHE scheme, yielding a 2.5 x speedup over [91],
which always uses the SISD-FHE scheme. While both Libra
and [13] employs SIMD-FHE schemes, by applying oper-
ator packing and kernel scheduling, Libra is a 1.2x faster

than [13]. On the other hand, due to its serial scheduling
nature, programs compiled by [15] did not finish within 11
minutes. Lastly, in Figure 9(d), we test the performance of
Libra on the Fibonacci sequence task. By fully exploiting the
GPU resources, Libra achieves a 270.4 x speedup over [15].

6.3 Evaluation on End-to-End Applications

e Minimum Euclidean Distance: We use [15] to implement
this task and compare the codes to those generated by Libra.
As shown in Figure 10(a), at small data scales, both Libra
and [15] employ a cross-scheme strategy. When the data scale
increases to 1,024, Libra switches to the SIMD-FHE scheme.
Through scheduling and operator fusion, Libra achieves up to
19.5 x performance improvement over [15].

e Data Analysis in Homomorphic Database: In this ap-
plication, we consider counting the number of people over 65
years old from an encrypted database. Figure 10(b) shows the
computation latency under different data sizes. Libra employs
SISD-FHE scheme and achieves 1.86x and 2.1x speedups
over Opera [55] and [15], respectively, on the 32 data.
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¢ Homomorphic K-Means Evaluation: Here, we eval-
uate the performance of Libra and [15] over K-Means [83].
Table 4 reports the program latency under different settings.
Different from manually-tuned SIMD-FHE scheme, both
Libra and [15] generate cross-scheme execution traces for K-
Means. Through cost-aware compilation and exploiting GPU
hardware features, Libra achieves 23 x and 5x speedups over
the manually-tuned GPU implementation and [15] over GPU,
respectively.

¢ Homomorphic Resnet-20 Evaluation: Here, we evalu-
ate Libra against AutoFHE [7] and ReSBM [74] on the neural
network inference task. For the approximation of ReLU, [7]
employs polynomials of varying degrees across different lay-
ers, whereas [74] utilizes a uniform 11th-degree polynomial
for all layers. We evaluated both configurations within Libra
under the SIMD-FHE scheme. We show that, by leverag-
ing proper level management, Libra can reduces the latency
from 9.75 s to 6.13 s against [7] and from 15.93s to 12.25s
against [74]. (More details in Appendix C.1).

6.4 Performance Analysis

The performance gains of Libra stems from two optimiza-
tions: cost-aware compilation and GPU scheduling. Figure 11

Table 4: Latency Comparison of [15] and Libra for K-Means

Points  Centroids Manually-Tuned [15] Libra
16 2 2.72s 325s 0.96s
4 29.73s 6.27s 1.54s
128 2 10.18s 25.83s 5.22s
4 215.46s 49955 9.64s
512 2 35.614s 102.56s 19.46s
4 848.17s 200.76s  36.76s
1024 2 69.55s 203.72s  37.83s
4 1692.49 s 399.84s  76.21s

Table 5: Utilization Rate Comparison between [15] and Libra

| SMs Active (%) | Bandwidth (%)

Bian et al. [15] 19.1 11.5
Libra 63.1 47.6

shows the performance breakdown of an 128-point softmax
application, where Libra significantly reduces max-reduction
time under same parameters using cross-scheme compila-
tion. To evaluate GPU utilization, we measure SM active and
memory bandwidth utilization using Nsight Systems [36] on
K-Means with 2 centroids and 16 points. We compare Libra
with [15] over GPU. As shown in Table 5, Libra improves SM
active and bandwidth utilization by 44% and 36.1%, respec-
tively, demonstrating more effective use of GPU resources
through operator- and kernel-level scheduling optimizations.

6.5 Limitation

The current COST-REWRITE strategy is fast and effective,
but as FHE workloads become more complex, it may some-
times lead to suboptimal solutions. In the future, we plan
to explore more efficient cost-rewriting methods to improve
FHE program execution in highly parallel environments.

7 Conclusion

In this work, we introduce Libra, a GPU-based FHE com-
piler with cost-aware cross-scheme optimization. Libra deeply
incorporates operator costs across FHE schemes with ker-
nel scheduling optimizations over GPU, exploiting both
algorithmic-level and hardware-level computation characteris-
tics to enhance the performance of the compiled programs. Ex-
periment results show that Libra-compiled programs achieve
up to 19x lower latency in end-to-end applications compared
to the state-of-the-art solutions.
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The Open Science Policy

This section outlines the ethical considerations and the open
science policy of this work.

Ethical Considerations

This work proposes a GPU compiler framework for fully
homomorphic encryption (FHE), focusing on optimizing per-
formance while preserving the strong security guarantees of
FHE. Importantly, the experimental portion of this research
is conducted entirely on synthetic workloads and benchmark
datasets in a controlled computing environment, without in-
volving any real user data or production systems. We confirm
that the research process and the publication of these results
introduce no harm to individuals or infrastructure. Below, we
discuss the ethical implications of our research, adherence to
ethical principles, and compliance with relevant guidelines.

* Beneficence and Stakeholders: The main objective of
our research is to improve the practicality of FHE by
leveraging GPU parallelism, thereby enabling stronger
data protection in outsourced and privacy-sensitive com-
puting. This work positively affects several groups, in-
cluding cryptographic researchers, compiler engineers,
and industry practitioners seeking secure cloud comput-
ing solutions. By developing and evaluating our compiler
framework, we aim to enhance data security and make
privacy-preserving computation more accessible, reduc-
ing the risks of unauthorized access or data leakage. Our
experiments are confined to isolated test environments,
ensuring no negative impact on real-world systems or
individuals.

* Respect for Persons: Respect for individual privacy is
a core motivation of this work. FHE inherently protects
sensitive user data by allowing computation over en-
crypted information without exposing plaintext values.
In our research process, we do not use any personally
identifiable or sensitive information. All benchmarks
are derived from open-source, anonymized, or synthetic
datasets, and strict data handling procedures are main-
tained to ensure confidentiality.

» Justice: The principle of justice requires a fair distribu-
tion of the benefits of research. Our compiler framework
aims to broaden access to efficient FHE, allowing both

researchers and practitioners to benefit from enhanced
performance while preserving strong cryptographic guar-
antees. By ensuring reproducibility and open availability
of our work, we avoid creating unfair barriers and ensure
that these advancements are available to the entire scien-
tific community regardless of institutional affiliation.

* Respect for Law and Public Interest: This work com-
plies with all relevant laws, ethical standards, and guide-
lines regarding cryptographic research and responsible
use of computing resources. The proposed compiler
framework is designed exclusively for legitimate and
beneficial applications of FHE and does not support or
encourage unlawful activities or unethical usage. We
mitigate misuse by enforcing standard security param-
eters and explicitly designating the tool as a research
prototype.

» Ethical Warrant and Benefits: Given the increasing
reliance on cloud computing and the corresponding rise
in data breaches, research into practical FHE is not only
warranted but essential. The ethical benefit of this work
lies in its potential for privacy-preserving computation.
By lowering the performance barrier of FHE, we en-
able industry practitioners to adopt encryption standards
that protect user data even during processing. This shift
supports a more privacy-centric internet ecosystem.

Open Science

In alignment with the open science policy, we are committed
to ensuring that our research is transparent, reproducible, and
publicly accessible.

* Reproducibility: To facilitate independent validation,
we provide detailed descriptions of our compiler design,
optimization techniques, and experimental setup. All ex-
periments are run with publicly available benchmarks
or synthetic datasets, and the evaluation methodology is
thoroughly documented. Research artifacts will be sub-
mitted for artifact evaluation to ensure their availability,
functionality, and reproducibility.

* Open Access: Our source code, benchmark config-
urations for reproducing experiments will be pub-
licly released at https://doi.org/10.5281/zenodo.
17962002, ensuring that the community can access, ver-
ify, and build upon our work. Released artifacts are vetted
to exclude sensitive data and malicious code.
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A Parameter Optimization

During parameter optimization stage of Libra, the ciphertext
level in the SIMD-FHE computation domain can be dynami-
cally adjusted based on the locations of scheme conversions,
as detailed in Algorithm 4, which determines the minimal
encryption level required for each operation by propagating
constraints backward from sink nodes. The procedure ini-
tializes the level map Lgp, (Line 1) and performs a reverse
traversal of the topologically sorted graph 7 (Line 2). For
each node, the output level map I, is derived by aggregat-
ing the requirements of its consumer nodes vies (Line 5-8).
The input level map [, is then calculated based on specific
constraints of the operation: if a bootstrapping is scheduled
(Blop] is true), I, is reset to the minimum bootstrap threshold
Lpoot_req» effectively truncating the propagation path (Line 10—
11). Conversely, for SIMD-HMUL, the level is incremented
to account for depth consumption (Line 12—13). Finally, /;,
is propagated to the parent nodes v, in Req, ensuring each
producer satisfies the maximum requirement of its consumers
(Line 16-17).

B Cost Model Details

This appendix provides details about the cost model in Sec-
tion 4.2, including the construction methods for CostLUT of
Algorithm 2 and Algorithm 3 and the costs associated with
scheme conversion operators.

B.1 CostLUT for SIMD-FHE

In the SIMD-FHE scheme, the ring structure of high-
degree polynomials demands substantial computational re-
sources. Specifically, it is typically the case that a single
operation exhausts all the available resources. In Algo-
rithm 2, CostLUT[S, op] denotes the computation latency of
the SIMD-FHE operator op under a GPU resource state S.
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Algorithm 4: Level Management

Input: 7, topological sort
Input: D, mode map from Phase 1
Input: Req, demand map initialized to 0
Input: B, boot decision map from Phase 1
Input: Ligot_req, min level required to perform bootstrap
Output: Lg,,, minimal assigned levels
1 Lfpa < 0 > Initialize result map
2 foreach op € Reverse(‘T) do
3 if D[op] = SISD then

4 L continue > SISD ops don’t consume levels
5 lout 0

6 if op has children then

7 Vres <— op-.children

8 lout < Req|vres) > Demand from children

9 Linal[op] < lout > Assign final level
10 if Blop] = True then

11 ‘ lin < Lyoot_req > Reset to min level
12 else if op.type = SIMDMult then

13 ‘ lin < lout +1 > Level accumulation
14 else

15 | lin 4 Lot
16 foreach v;, € op.parents do

17 L Req[vin] + max(Req[vin],kn) > Update Req

18 return L,

We construct CostLUT by benchmarking all SIMD-FHE op-
erators on an A100 GPGPU with no active compute workload
state. Some measured latencies are shown in Table 6. Users
may refer to Table 6 to construct their own cost model for
SIMD-FHE based on their backend FHE libraries. The eval-
uation of non-polynomial functions must rely on polynomial
approximations, which introduce approximation error. For
sign function, achieving an output error below 10~ requires
a degree-6,561 polynomial and consumes 16 levels. Tighten-
ing the output error to 10~* increases the degree to 531,441
and the level cost to 29. The input range of sign function
must also be restricted to [—8,8] to keep the output error
bounded. Therefore, Algorithm 2 introduces a polynomial-
approximation tolerance parameter € to balance output error
and performance.

B.2 CostLUT for SISD-FHE

Due to the inherently low dimension of the ciphertexts in
SISD-FHE, SISD-LUT generally does not fully utilize GPU
compute capacity, revealing significant opportunities for par-
allel acceleration. More concretely, the SISD-LUT com-
prises three main stages [31]: KeySwitch, BlindRotate,
and SampleExtract. The predictable execution flow of
SISD-LUT enables for a precise cost modeling on GPUs
and fine-grained parallel optimization. In Algorithm 3,
CostLUT[S, op,ops, €] denotes the computation latency of ex-

Table 6: Latency (ms) of SIMD-FHE operators on N = 2!°

SIMD-FHE native operators at some levels

Level 16 8 4 2

HADD 0.0473  0.0205 0.0226 0.0163
PMULT 0.0822 0.0428 0.0331 0.0285
HMUL 2.0029 0.7943 0.4147 0.2743
HROTATE 37616 1.4983 0.7734 0.5116

bootstrappingstrapping at some packed messages

Packed Messages 256 1024 4096 32768
Slim Bootstrapping®  147.52  192.15 24346 461.59
Base Bootstrapping®  223.52 26622 317.61 506.09

Base Bootstrapping™: Bootstraps a SIMD-FHE ciphertext from level 3 to 19.
Slim Bootstrapping*: Bootstraps a SIMD-FHE ciphertext from level 0 to 16.

Table 7: Latency (ms) of SISD-FHE operators

Ciphertexts 8 64 256 1024
e=10"2

SISD-HADD 0.006126 0.006144 0.007168  0.01024

SISD-LUT 356598  35.6751  106.159  348.518
e=10"*

SISD-HADD 0.007168 0.007168  0.009216  0.038912

SISD-LUT 417956  41.7772  123.966  409.706

Table 8: Notation Summary of Algorithm 3

Notation Description

S.n Optimal number of tasks assigned per GPU SM
S.p Total number of SMs on the GPU

opsp Number of executable tasks based on the SM
S.m Available GPU memory

op.mem  Memory required per operation

opSm Number of executable tasks limited by memory
op.ops Total number of operations of a given type

opst Number of tasks processed in the current wave
T: The computation time for ops;

ecuting ops instances of the SISD-FHE operator op under
GPU state S, given precision €. We also measure the compu-
tation latency of SISD-FHE operators on an A100 GPGPU
under a no active compute workload state, and the some re-
sults are shown in Table 7. The notations in Algorithm 3 are
given in Table 8. Users may also construct customized cost
tables based on their own backend libraries.

B.3 Scheme Conversion Cost

The conversion between scheme conversion requires explicit
operators MTOS and STOM. Table 9 summarizes the latency



Table 9: Latency(ms) of mutual scheme conversion operators

Points 1 64 128
MTOS 31.34 34.66 54.04
STOM 16143 212.61 22247

of the conversion between SIMD-FHE and SISD-FHE.
Specifically, MTOS measures the time to convert from SIMD-
FHE with N = 2!¢ to SISD-FHE with n = 2'°, while STOM
measures the time to convert from SISD-FHE with n = 21°
back to SIMD-FHE with N = 2!6. When performing MTOS,
we apply parallel optimizations such that the latency remains
almost unchanged when extracting up to 128 SISD-FHE
ciphertexts.

B.4 COST-REWRITE

Algorithm 5 details the adaptive COST-REWRITE pass, an it-
erative optimization routine that alternates between top-down
allocation and bottom-up refinement until convergence. The
top-down phase employs a greedy strategy with a dual-boot
mechanism, adaptively inserting a lightweight slim bootstrap-
ping at the threshold (Lgjip,) or a base bootstrapping when
ciphertext levels are exhausted (/i < Lgjim). Conversely, the
bottom-up phase performs global refinement by pruning re-
dundant bootstrapping where existing levels suffice for down-
stream demands, and by optimizing execution modes through
conversion cost amortization.

C Details in the Evaluation

C.1 Benchmarks

Below, we detail the implementation of several complex
benchmarks, describe their evaluation under homomorphic
constraints, summarize the input ranges and error probability
across all applications.

LayerNorm: For layernorm, we use the expression:

x—E(x)
/Var(x)’

where E(x) and Var(x) denote the mean and variance of the
input x. The inverse square root is computed via an optimized
Newton iteration [89], initialized by a rational-function ap-
proximation. This design achieves high numerical precision
while avoiding expensive homomorphic comparisons. For
layernorm, Libra selects SIMD-FHE scheme with an initial
level of 18, and does not require bootstrappoing.

SoftMax: We adopt the numerically stable softmax formu-
lation to prevent overflow during homomorphic exponentia-
tion. The computation is given by

exp(x; — M)
Zjexp(xj—M)’

LayerNorm(x) =

SoftMax(x;) =

Algorithm 5: COST-REWRITE Pass

Input: 7, topo sort; M, cost model; Lioor, boot level
Output: D, mode map; B, boot decision map
({None, Slim, Base})
1 Const Lgjj, < 3;  Lpase < 0;
2 foreach op € 7 do
3 | Dlop] + SIMD; B[op] ¢+ None

Nmax =20

4 changed < True; iter <0
5 while changed Niter < Npax do

6 changed < False; iter < iter+1
7 foreach op € 7 do
8 lin < minpeop.parents(L[P])
9 typepoot <— None
10 if /;;, < Ly, then
11 if l;;, > Ly, then typepoor <— Slim
12 L else rypepoor < Base
13 COSthoot < 0
14 if typepoor == Slim then

COStpoot +— M .BootSlim()
15 if typepoor == Base then

COStpoot < M BootBase()
16 Csimp + M .Cost(op,SIMD) + costpgor
17 Csisp < M.COSI(OP,SISD)
18 if Csisp < Csivp then
19 if Dop] # SISD then
20 L Dlop] < SISD;  changed < True
21 Liop]  lin
22 else
23 if D[op] # SIMD then
24 L Dlop] + SIMD;  changed + True
25 Blop| < typevoot
26 Llop] + (B[op] # None)?(Lyoot — Depth(op)) :

(lin —Depth(op))

27 foreach op € Reverse(7) do

28 lreq = MaXycop children(INputReq(u))

29 lraw < minpeap.parents (L[[’D

30 if Blop] # None A (lrqw > lreq + Depth(op)) then

31 Blop] + None

32 changed <— True > Prune wasteful boot

33 if Djop] == SISD then

34 Ceurr < Csisp + ((3c € op.children : Dic] =
SIMD)?9 .Cast(SISD — SIMD) : 0)

35 Chew < Csimp + ((3¢ € op.children : Dic] =
SISD)?9M .Cast(SIMD — SISD) : 0)

36 if Cpey < Ceyyr then

37 | Dlop] < SIMD;  changed + True

38 return D, B

where M = max(x). To compute the inverse of the summa-
tion term, we use the Goldschmidt algorithm [45], which
iteratively approximates 1/x using only SIMD-HSUB and
SIMD-HMUL. For exponential function, we use the approx-
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Figure 12: Homomorphic ResNet-20 architectures on Libra and [7]. Blue blocks denote convolution + batchnorm, consuming 2
levels total. Orange blocks denote ReLU. Numbers within blocks indicate the input level for the current operation.

imation exp(x) = (1+x/ 28)28. After compilation, the cross
scheme computation begins at level O and becomes level 16
after STOM. For the SIMD-FHE scheme, the required initial
level is 34, and one bootstrapping is inserted when the level
drops to 0, restoring it to 17.

Data Analysis: We consider queries over encrypted
databases stored in SISD-FHE ciphertexts, in which records
are filtered according to user-specified conditions, and com-
putations are performed on the matched entries. In this bench-
mark, Libra compiles the entire workload using the SISD-
FHE scheme only, removing the need for STOM previously
required in manually-tuned implementation [55].

K-Means: Each multi-dimensional data record of K-Means
is packed into a SISD-FHE ciphertext, enabling all dimen-
sions to be processed simultaneously. Libra consistently se-
lects the cross-scheme , using [78] to find the nearest centroid.
Libra starts at level 2 and reaches level 4 after STOM. In the
manually-tuned SIMD-FHE implementation, the initial level
in the first iteration is 19, and one bootstrapping is inserted
after sign function. In later iterations, an additional bootstrap-
ping is inserted before sign function. For k iterations, a total
of 2k + 1 bootstrapping operations are required.

Resnet-20: We evaluated Libra on the CIFAR-10 dataset
using methods from [7] and [74], achieving the same accura-
cies of 92.98% and 90.8%, respectively. ReL U is iteratively
approximated using [65]. Figure 12 details the ResNet-20
architectures of Libra and [7]. Libra enables fine-grained
bootstrapping insertion within the polynomial approximation
of ReLU, whereas [7] treats ReLLU as a monolithic operator,
thereby reducing the number of bootstrapping from 11 to 8.

Input Ranges for Benchmarks: To ensure correct execu-
tion, we specify the input ranges of all benchmarks according
to the requirements of their underlying homomorphic com-
putations. Specifically, the input range for inner product, eu-
clidean distance, and matrix-vector multiplication is set to
[—128, 128]. For softmax, layernorm, min, and min-index op-
erations, we use a narrower range of [—8, 8]. For fibonacci se-
quence, we use 16-bit precision to store the values. K-Means,
Resnet-20, and min euclidean distance adopt an input range of
[—2,2], reflecting the tighter bounds typically used for com-
parison. For data analysis, we assume 8-bit integer inputs. All

selected cryptographic parameters are chosen to match, or
remain extremely close to, those adopted in prior works, and
all satisfy the 128-bit security as specified in [2].

Error probability: Error probability is the probability that
decryption fails to recover the original message because the
accumulated noise exceeds the system’s tolerance. It is typi-
cally computed via the tail probability of the noise distribu-
tion [11,72]:

_ erfc( Bound )
berr Grotal \/E

where, Bound: Security boundary, often A/2 in SISD-FHE
(with A = g/1) or g1, /2 in SIMD-FHE; 6,44 The standard
deviation of the total noise distribution. erfc: Complementary
error function. Using the above formula, we evaluate the error
probability of Libra under the generated parameters. For inner
product, euclidean distance, matrix—vector multiplication, lay-
ernormal, softmax, and ResNet-20, Libra adopts the SIMD-
FHE scheme, achieving negligible error probabilities (p.,r =
erfc(2!330), erfc(2°7?), erfc(24%%), and erfc(222°) — 0). Due
to the presence of SISD-LUT, for min, min-index, fibonacci
sequence, data analysis, K-Means, minimum euclidean dis-
tance, and cross-scheme softmax, the error probability is also
negligible, approximately p,,, = erfc(231%) — 0.

C.2 GPU Metrics

SMs Active measures the fraction of time that SMs are ac-
tive during kernel execution, while bandwidth utilization is
the ratio of achieved to peak memory throughput. Since Li-
bra employs asynchronous optimizations, CUDA kernel-level
metrics fail to capture overall system load. We therefore use
Nsight Systems [36] to measure device-wide utilization.
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