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Abstract

Blind signatures (Chaum, CRYPTO 82) are important build-
ing blocks in many privacy-preserving applications, such
as anonymous credentials or e-cash schemes. Recent years
saw a strong interest in building Blind signatures from post-
quantum assumptions, primarily from lattices. While perfor-
mance has improved, no construction has reached practical
efficiency in terms of computation and communication. The
state of the art requires at least 20 KB size of communica-
tion for each showing of a lattice-based Blind signature to a
verifier, and more than 100 ms in prover time.

In this work, we propose an alternative direction with a plausi-
bly post-quantum Blind signature scheme called POMFRIT. It
builds on top of the VOLE-in-the-head Zero-Knowledge proof
system (Baum et al. CRYPTO 2023), which we combine with
the MAYO digital signature scheme (Beullens, SAC 2021).
We implement multiple versions of POMFRIT to demonstrate
security and performance trade-offs, and provide detailed
benchmarks of our constructions. Signature issuance requires
0.45 KB communication for Blind signatures of size 6.7 KB.
Showing a Blind signature can be done in < 76 ms even for
a conservative construction with 128 bit security. As a build-
ing block for our Blind signature scheme, we implement the
first VOLE-in-the-head proof for hash functions in the SHA-3
family, which we consider of independent interest.

1 Introduction

A digital signature scheme allows a signer to sign a mes-
sage u using their private signing key, such that a verifier can
later authenticate the signature ¢ using the signer’s public
key. This requires the signer to know u, which is often unsuit-
able for privacy-preserving applications. A Blind signature
scheme [18] introduces an additional party, namely a user,
who “owns" the message ¢ and sends a blinded version of
it to the signer. The signer then returns information to the
user, enabling it to generate a signature G on the message u
to the verifier. The signature ¢ must verify under the signer’s

public key, and the user must only be able to produce sig-
natures on messages which have been signed by the signer
(who, nevertheless, did not actually learn them). Blind signa-
tures find their use-cases in applications like e-voting, privacy
preserving e-cash, digital identity, surveys, among others.

Classical constructions of Blind signatures have been known
for some time, starting from the RSA-based construction
of Chaum [18] or Schnorr signatures [42]. These are, of
course, not secure against quantum attackers. With recent
increased interest into privacy-preserving (anonymous) cre-
dential schemes, it is necessary to build efficient post-quantum
alternatives which can be deployed and remain secure in the
quantum age. However, only recently, some lattice-based pro-
posals showcased practicality with signatures of around 20KB.
They usually instantiate a version of Fischlin’s round optimal
Blind signatures [24]. Except for [3,38], no implementations
of lattice-based (or any other post-quantum) Blind signatures
have so far been provided. Worse, for other post-quantum
assumptions, proposed Blind signature schemes mostly gener-
alize Schnorr’s Blind signatures to the post-quantum setting.
However, Schnorr-based Blind signatures have been shown to
only be secure for a bounded parallel signing sessions [10,33]
and are therefore of limited practical use.

1.1 Our contributions

In this work, we build and implement a plausibly post-
quantum Blind signature scheme without lattice assumptions,
outperforming lattice-based constructions in communication
and computation. Our approach generally follows Fischlin’s
paradigm [24], although we make modifications towards more
practical efficiency. To make it easier to describe our approach,
we quickly recap [24] now: Let SIG := (Setup, KG, Sig, Ver)
be the algorithms of a signature scheme. In addition, we
assume the existence of a commitment scheme COM :=
(Setup, Com) and a Non-interactive Zero-Knowledge (NIZK)
proof system ZK := (Setup, Prove, Ver).

During key generation of the Blind signature algorithm, the



signer generates a signature key pair (sk,vk) and vk be-
comes the verification key of the Blind signature scheme,
known to the user and the verifier. In the signing process,
the user samples randomness r and produces a commitment
¢ = COM.Com(y, r) to his message y, and sends the commit-
ment to the signer. The signer returns a signature 6 on c that
the user can verify using vk. Finally, the user creates the Blind
signature by proving knowledge of a commitment c that can
be opened to u,r and a signature G on c that verifies under
vk using the NIZK proof system ZK. To verify this proof, the
verifier will only use u, vk. More formally:

BSig.KG(): Signer runs and outputs (sk, vk) + SIG.KG().
BSig.Sig(sk,u):

1. Sample r and compute ¢ = COM.Com(u, r). Then
send c to the signer.

2. Signer computes G < SIG.Sig(sk,¢) and sends it
to the user.

3. User calls ZK.Prove to create a proof
of knowledge wm of (r,0) such that
SIG.Ver(vk,COM.Com(u,r),0) = 1.

4. User outputs u, T to verifier.

BSig.Ver(vk,u,m): Run ZK.Ver to check if m is a
valid proof of knowledge of (r,0) such that
SIG.Ver(vk,COM.Com(u,r),6) = 1. Output what
ZK.Ver outputs.

Our main idea. We instantiate this paradigm using the
MAYO signature scheme [11, 13] as well as the VOLE-in-the-
head (VOLEitH) NIZK proof system [6, 8]. We exploit that
verifying a solution to a multivariate quadratic system such
as in the MAYO signature scheme is highly efficient using
VOLEitH both in terms of computation and communication,
as demonstrated first in [6]. However, the MAYO signature
follows a hash-and-sign paradigm where the signed message
m (which is ¢ in our setting) is first hashed using SHAKE256
while the actual signature is a preimage of SHAKE256(m).
Since we instantiate the commitment function Com with
SHAKE256, the Zero-Knowledge (ZK) proof needs to prove
a statement involving two evaluations of SHAKE256, one for
the commitment and one for the MAYO signature verification.
A straightforward application of ZK proof systems to prove
two evaluations of SHAKE256 would be rather costly, due to
the large number of rounds (24) and the large state size (1600
bits) of the underlying Keccak-f[1600] permutation.

Optimizing Hash function evaluation. We explore two
solutions to this problem. First, we exploit that VOLEitH sup-
ports proving constraints of higher degree than 2 without
substantial increase in proof size (and only modest increase in
prover time). We optimize the proof of correct Keccak-{[1600]

evaluation on a secret input state, leading to a 75% reduction
in proof size for such circuits. In addition, we explore the use
of an alternative hash function based on the Rain One-Way
Function (OWF) [21]. As Rain shares similarities with the
AES block cipher and recent works have explored how to
evaluate it efficiently in VOLEiItH [6, 8], those optimizations
can be applied in our context. Compared to our optimized
proof of SHAKE256 evaluation, the use of RainHash reduces
the proof size further by approximately 50%.

Avoiding Hash function calls in the ZK proof. The main
purpose of the commitment scheme COM is to hide the mes-
sage u from the signer. An alternative approach is to addi-
tively mask the hash of the message ¢ = SHAKE256(u) @ r
with some randomness r. If the user has control over r, then
the Blind signature would not be secure, since the “commit-
ment” ¢ could be opened to any message ¢/, allowing the user
to produce signatures for arbitrary messages given a signa-
ture for a single c. To solve this problem we leverage the
fact that VOLEItH proof systems can be split into two parts.
The first part outputs ©t; which is a binding and hiding com-
mitment to some randomness r, known to the prover, and
the second part takes the witness as input, and completes the
proof of some statement involving the witness and the ran-
domness r. The user first runs the first part of the proof, and
uses ¢ = SHAKE256(u,m;) @ r as commitment to y. Since
u and m; are public, the hash 7 = SHAKE256(u, ;) can be
computed in the clear. So, proving that ¢ opens to u just boils
down to proving that ¢ = h & r, which is extremely cheap to
prove in a VOLEitH proof system.

In addition, we can also avoid the use of SHAKE256 in-
side MAYO, by using a version of MAYO where the preim-
age is directly computed on the message ¢ = h @ r and not
SHAKE256(c). This requires a stronger, but justifiable, secu-
rity assumption on MAYO.

Implementation and Benchmarks. We implement two
Fischlin-like Blind signatures using SHAKE256 and
SHAKE256 with optimized evaluation. Additionally, we im-
plement our optimized scheme that does not evaluate any hash
function inside the NIZK, significantly improving the com-
putation time and signature size. Our implementation builds
upon the publicly available NIST PQ DSA Round 2 submis-
sions of FAEST' and MAYO’. We implement modifications to
MAYO and SHAKE256, with the NIZK proofs implemented in
C++, and integrate them in Rust frameworks via foreign func-
tion interfaces. We implement and benchmark signatures with
security levels equivalent to NIST levels 1, 3, and 5. For each
level, we propose a small (s) and fast (f) variant optimized
for proof size and prover time, respectively. We also imple-
ment RainHash inside the NIZK and construct an additional

Uhttps://github.com/faest-sign/faest-avx
Zhttps://github.com/PQCMayo/MAYO-C



Fischlin-like Blind signature for NIST L1 security, showcas-
ing the performance benefit compared to constructions using
SHAKE256.

1.2 Technical Overview

MAYO, on a high level, is a trapdoor OWF used in a hash-and-
sign signature scheme. The public key vk describes a mul-
tivariate quadratic map 7 : Fj — ¢, while the signing key
sk allows to sample random preimages s € Iy from 7 “Ie).
Simply put, a signature on a message u is a vector s such that

T (s) = SHAKE256(u)

which can easily be verified using vk’. Following an observa-
tion in [6], we note that the proof of correct evaluation of 7 (s)
inside VOLEitH is communication- and computation-efficient
due to very low multiplicative depth of the circuit and special
properties of the proof system.

Optimizations to SHAKE256 evaluation inside VOLEitH.
We reduce the cost of proving correct evaluations of
SHAKE256 by carefully optimizing how its circuit is eval-
uated inside the VOLEitH proof system. The naive approach
is to commit to the Keccak states stg,sty,...,sty4 after ev-
ery round, and prove that all the states are consistent, i.e.
Round(st;) = st;y+1, where Round is the Keccak-f[1600]
round function. We observe that the multiplicative degree
of the Keccak round function is only 2, and that the inverse
only has degree 3. This allows us to improve the proof size by
committing only every sixth Keccak states sto, ste, ..., St24.
Then we prove that these states are consistent, by proving
that Round*(st;) = Round~2(st;¢), which is a polynomial
constraint of degree 16. This gives a reduction in proof size
by almost a factor 4 (see Table 2).

We also investigate the use of the recently proposed
Rain OWF, when modified as a hash function, to replace
SHAKE256 both as commitment and for hash-and-sign. This
leads to another substantial decrease in proof size. However,
PoMFRIT can be made even more efficient if proving state-
ments about hash functions can be avoided altogether.

More efficiently committing to u. In the scheme described
above, ¢ and r are secret input of the ZK proof and demon-
strate (among other things) that ¢ = Com(u, r). We observe
that computing c inside the ZK proof is actually not neces-
sary if one generates the NIZKs using VOLEitH: VOLEitH is
a two-stage proof system where, in the first stage, the prover
generates a proof m; which contains linearly homomorphic
commitments to random values r. In the second proof stage,

3Note that in the MAYO scheme some random salt is included in the hash.
This is only as a countermeasure against side-channel and fault injection
attacks, and is not necessary for the security of the scheme. So we can omit
the salt to simplify the design of our Blind signature scheme.

the prover commits to the actual input by derandomizing com-
mitments to r, and proving statements about committed values
using the homomorphic property of the commitment scheme.

We use this as follows: Instead of fully generating a ZK proof
after the user obtains ¢ from the signer, the user will start
the VOLEitH ZK proof (which is the Blind signature) before
interacting with the signer. The user generates 7y committing
to the randomness r = (ry,r;). For a message u and VOLEitH-
committed randomness ry, we then use ¢ = r; © H(u, ;) as
the “commitment” which is signed by the signer. This works
because r; is the output of a random oracle and unpredictable
to the signer, even given 7. Upon receiving 6 on ¢ from the
signer, the user can then finish the proof by sending r, ¢ G,
i.e. committing to ¢ using r, (the remaining randomness)
and showing that the committed ¢ is a valid signature on
r1 @ H(u,m). Note that H(u,m;) is a public value that the
verifier can compute based on u and the NIZK proof.

Hash-free MAYO. To verify a MAYO signature, the verifier
checks that 7(s) = SHAKE256(u) where T is determined
by vk. SHAKE256 is used to hash to the codomain of 7, to
make it possible to sign messages of arbitrary length. In our
setting, if we match the length of the commitments c=h&®r
with the size of the codomain, we can avoid using the hash,
and simply sample preimages for the commitment directly,
i.e. 7(s) = ¢ = h@r. The resulting Blind signature can be
proven secure based on the conjectured one-more preimage
resistance property of the MAYO trapdoor T (see Section 3).

1.3 Related Work

We now compare with the state-of-the-art of Blind signatures
from lattices and multivariate quadratic polynomials, with a
focus on efficiency and security.

Lattices. While there were many early works on lattice-
based Blind signatures following Schnorr’s paradigm, they
all relied on a flawed security proof as identified by Hauck et
al. [29]. They present the first provably secure construction,
which however has signatures of size 7.7MB

For simplicity, we have summarized the state-of-the-art of
all recent lattice-based Blind signature schemes in Table 1.
The only implementations are due to Lyubashevsky et al.
[38] and Argo et al. [3]. [38] relies on a non-standard lattice
assumption. Even using Fischlin’s generic construction and
regular MAYO signatures we improve around 50% on their
showing runtime and issue Blind signatures of comparable
size. Using a non-standard assumption for MAYO, we achieve
< 45 ms of showing time (improving ~ 2x) and <7 KB
of Blind signature size (improving ~ 4 x). Our construction
based on regular MAYO has 5 x faster showing time than [3]
and a ~ 2.5x improvement in Blind signature size.



Scheme Assumptions Signing | Showing | Runtime Showing | Security

(in KB) (in KB) (in ms) (in bits)
Agrawal et al. [2] One-More-ISIS 14 45 - 109
del Pino® & Katsumata [19] MSIS/MLWE/NTRU 851 102.6 - 128
Lyubashevsky® et al. [37] MSIS/MLWE > 1000 150 - 128
Bootle et al. [15] ISIS-f/NTRU > 100 > 100 - 128
Lyubashevsky®et al. [38] ISIS-f/NTRU 1.3 29 <200 128
Argo et al. [3] (implementing [30]) MSIS/MLWE 45 79.6 <500 128
Beullens? et al. [14] MSIS/MLWE/NTRU 60 22 - 128
Jeudy and Sanders [31] MSIS/MLWE 60 41 - 128
Baldimtsi® et al. [5] One-More-ISIS 1 68 - 128
SHAKE256-deg16+MAYO-128¢ UOV/WMQ 0.486 | 24.3/41.6 178.1/75.6 128
RainHash+MAYO-128; UOV/WMQ 0.486 16.5/27.8 114.4/49.8 128
One-More-MAYO-128¢ UOV/One-More-WMQ 0.469 6.7/10.4 42/40 128

? May be improved upon using more recent lattice NIZKs.
dUses a generic NIZK scheme.

b Bounded number of signatures, 1.3MB public key.
¢ Non-interactive construction with pseudorandom messages.

¢ Implements a version of [15].

Table 1: Efficiency of various Blind signatures using lattice-based assumptions compared to ours (SHAKE256-deg16+MAYO-
128, RainHash+MAYO- 128, One-More-MAYO-128¢). A more detailed version of all our constructions, including a finer
distinction between the short (s) and fast (f) version, can be found in Table 3. Here, and in previous work, “signing” denotes the
issuer’s workload and “showing” refers to the user’s workload when running the NIZK.

Multivariate Quadratic Polynomials. In 2017, Petzoldt
et al. [41] constructed a post-quantum secure Blind signature
based on multivariate trapdoor and ZK proof system. How-
ever, their construction was shown to be insecure [12]. As an
improvement, [12] also suggested to switch to VOLEitH proof
systems [6] for better signing and verification performance
with reduced signature size.

Recently and concurrent to us, Bouillaguet et al. [16] use a
generalized commit-append-and-prove paradigm to model
the NIZK proofs necessary for Blind signatures based on
MPC-in-the-head. In comparison, we use a different gener-
alization which directly applies to VOLEitH. As we do, the
authors investigate multiple hash functions for the signatures
and commitments, and investigate signatures based on UOV
and the code-based WAVE while we only focus on MAYO (a
specific UOV signature design). While they achieve show-
ing sizes comparable to ours, they make use of an expensive
generic Succinct Non-Interactive Argument of Knowledge
(SNARK) in the signing protocol, which makes signing slow
and bandwidth-heavy. No implementation is available, but
the authors estimate that producing a signature can take any-
where between 37 seconds and multiple days, with the Blind
signature sizes between 300 KB and 2 MB, depending on
parameters and SNARK. In contrast, Table 3 shows that PoM-
FRIT signing using regular MAYO, including all steps, requires
< 80 ms of runtime with ~ 30 KB of communication for com-
parable security and assumptions.

2 Preliminaries

Notation. We use A to denote the computational security
parameter and write vectors using bold lower-case characters
such as r, while bold upper-case letters such as M denote

matrices. [n] denotes the set {1,...,n}. We write & sto
sample uniformly at random from a finite set S, while + A()
denotes the output of a possibly randomized algorithm A. Let
negl(n) denote any positive function that is negligible in n,
i.e. < 1/|p(n)| for any polynomial p and large enough n.

2.1 Signatures
A signature scheme consists of the following algorithms:

* KG(1*) — (sk,pk) : Takes the security parameter as
input and outputs a secret key sk and a public key pk.

* Sig(sk,u) — sig : Takes a signing key sk and a message
u € {0,1}* as input and outputs a signature sig.

* Ver(pk, u,sig) — {0,1}: A verification algorithm that
takes as input a public key pk, a message u and a signa-
ture sig and outputs a bit to indicate whether the signature
is deemed valid (1) or invalid (0).

All the algorithms take the security parameter A as input
(sometimes implicitly). We require that a signature satisfies
correctness (honestly generated signatures are always valid)
and existential unforgeability, which says that if an attacker
obtains Q signatures for an honestly generated pk for which
it doesn’t know the signing key (and where it could choose
the messages itself), then it cannot produce a signature for



non-queried other message.

Definition 2.1 (Correctness). A signature (KG,Sig, Ver) is
correct if there exists a negligible function negl, such that for
any message u we have

(sk,pk) « KG(1*)
sig « Sig(sk,u)

Pr {Ver(pk,,u,sig) =1 ’} > 1—negl(A).
Definition 2.2 (EUF-CMA). A signature (KG,Sig, Ver) is
existentially unforgeable if for every polynomial-time adver-
sary A4 that makes at most Q queries to the signing oracle
there exists a negligible function negl such that

. { () ¢ L, ‘
Ver(pk, u,sig) = 1

(sk,pk) « KG(1*),
(u,sig) < A=) (pk)

where L = (u;,sig;)c|g) is the list of all queries and responses
of 4 to the signing oracle.

2.2 Blind Signatures

We provide the correctness and security definitions of Blind
signatures [18]. A round-optimal Blind signature scheme
consists of the following five algorithms:

* KG(1*) — (sk,pk) : Takes the security parameter as
input and outputs a secret key sk and a public key pk.

* Sig; (pk,u) — (p1,S¢) : This is the first part of a signing
protocol between a user U and a signer .S, where U uses
a public key and a message u € {0, 1}, to compute a
state S¢; and a first message p1, which they send to S.

* Sig,(sk,p1) — p2 : The second part of the interaction,
where § uses their signing key sk and a first message p
and outputs a second message p», which they send to U.

* Sigs(p2,Su) — sig : The last part of the interaction,
where U uses py and S¢; to derive a signature sig or
L if the signing protocol failed.

* Ver(pk,u,sig) — {0,1}: A verification algorithm that
takes as input a public key pk, a message u and a signa-
ture sig and outputs a bit to indicate whether the signature
is deemed valid (1) or invalid (0).

All the algorithms take the security parameter A as input
(sometimes implicitly). We require Blind signatures to sat-
isfy three properties: correctness, which says that honestly
generated signatures should verify with probability close to 1,
blindness, which says that the signer cannot link signatures to
the interaction with which they were created, and existential
unforgeability, which says that if a user is allowed to execute
the signing protocol Q times with chosen messages it cannot
obtain valid signatures for any other messages.

Definition 2.3 (Correctness). A Blind signature
(KG, (Sig;)ic(3, Ver) is correct if there exists a negligi-

] < negl(}).

ble function negl, such that for any message u we have

(sk,pk) + KG(1%),
1| (P1:Sw) < Sig, (pk, ),

P2 < Sig2(5k7p])7

Slg < Sig:;(pz,Sfu)

Pr | Ver(pk,u,sig) =

is 1 except with probability negl(A).

Definition 2.4 (Blindness). A  Blind signature
(KG, (Sig;)ic[3), Ver) has blindness if for every polynomial-
time three-part stateful adversary 4 = (4,4, 43) there
exists a negligible function negl such that for any two
messages Lo, we have

pk<—ﬂl(17‘) b & {0,1},
(Pu 71) < Sigy (Pk, o),
(517 u) < Sigi(pk, ,Ul),
50 gl — p2ap2 <_-542(p1a )

Pr | A3(sig”,sig’) =b Sig) Sig3(p8,S%),

sig! < Sig3(p3,Sh,),

If L e {sigo,sigl}

then (sigo,sigl) — (L, )]

)

N =

is bounded by negl(1).

Definition 2.5 (One-more unforgeability). A Blind signa-
ture (KG, (Sig;)ic3), Ver) is one-more unforgeable if for every
polynomial-time adversary A4 making at most Q queries (Q
is a function of A, bounded by a polynomial) to the signing
oracle Sig, there exists a negligible function negl such that

VI<i<j<QO+1:

Pr (i 7 1))
VI<i<Q+1:

(Ver(Pknuia Sigi) = 1)

(sk,pk) « KG(1%),

{(l"iaSigi)}iegQJrl] | <negl(2).
/fZlSig2<Sk7') (pk)

2.3 Commitments
A commitment scheme consists of the following algorithms:

* Setup(1*) — cpk : Takes the security parameter as input
and outputs a commitment public key cpk.

* Com(cpk,u,r) — ¢ : Takes a commitment public key
cpk, a message u € {0,1}* and randomness r € {0,1}*
as input and outputs a commitment ¢ € {0,1}*.

We say that a commitment scheme is correct if for any
honestly generated cpk, the algorithm Com is deterministic
and always terminates except with negligible probability. In
addition, we require that it is binding and hiding:

Definition 2.6 (Binding). A commitment scheme
(Setup,Com) is binding if there exists a negligible



function negl, such that for any PPT algorithm A4

cpk < Setup(1%),
€1 =2, (‘ul,yz,rl,rz)%ﬂ(Cpk),
Pr < negl(A).
a1 # L, #w| ¢ « Com(cpk,uy,r1), | — gl(h)
¢z < Com(cpk,up,72)

Definition 2.7 (Hiding). A commitment scheme
(Setup,Com) is hiding if there exists a negligible function
negl, such that for any PPT algorithm 4 we have that

cpk < Setup(1%),
(Ho,1,8t) = A(cpk), | 1

b& 10,1}, r & {0,130 2
¢ + Com(cpk,up,r))

Pr (b= A4(c,st)

is bounded by negl(}).

2.4 Hash Functions

To implement the commitment and Hash-and-Sign paradigm
we use a cryptographic hash function (which will be modeled
as a random oracle). In this work, we use the SHAKE256
extended output function as specified in the SHA-3 NIST
specification [23].

SHAKE256 splits the input into blocks of size » = 136 bytes
each, and pads the input accordingly. Then, the blocks are
absorbed consecutively using a sponge construction. The first
input block, concatenated with an initially empty vector of
length c, is permuted using a round function (permutation) of
input/output length r 4 c. We call this r 4 c-byte vector the
state. The first r bytes of the function’s output are XOR-ed with
the next input block and this process is repeated until all input
blocks are processed. When the whole input is processed, the
output is generated: the first r bytes of the r + c-byte state
obtained after processing the input blocks denote the first r
output bytes. If more output is needed, the permutation is
applied again to the whole r 4 c-byte state and the first r
bytes of the outcome are considered as next r bytes of the
output. The process can then be repeated as required. For
SHAKE256, this algorithm is described by the Keccak[512]
sponge function using the Keccak-f[1600,24] permutation.
The sponge construction itself uses only XOR-operations, i.e.
simple [, additions.

The Keccak-f[1600,24] permutation, however, is non-linear
and processes 1600 bits state using 24 almost identical per-
mutation rounds. Each permutation round consists of three
layers: (1) © which is an invertible linear map, (2) p&=® which
is a permutation, (3) ¥, which is an invertible degree 2 map.
Therefore each round of Keccak-f[1600,24] is an invertible
polynomial function of multiplicative degree 2. The inverse
map is known to have degree 3 [22].

In Section 7, we will introduce our new proposed RainHash
hash function, which is based on the Rain OWF. Unlike

SHAKE256, it is primarily designed to be efficiently evaluated
in MPC/VOLEitH-based ZK proof systems.

3 MAYO and one-more preimage resistance

In this section, we will quickly recap how the MAYO signature
works. We will also put forward a strengthening of one of the
security assumptions underlying MAYO, which will allow us
to build a more efficient Blind signature scheme.

A sequence of m multivariate quadratic polynomials in n
variables 7 = (pi, ..., pm) is called a multivariate quadratic
map, and we identify it with the function

T :Fy —F7
x—p1(X),...,pm(X)

given by the evaluation of the component polynomials. For
any multivariate quadratic polynomial p(x) we define the
corresponding polar form as p'(x,y) := p(x+y) — p(x) —
p(y) + p(0), which is a symmetric bilinear form. We denote
by T'(x,y) : Fy x Fjy — F the function of evaluating the
polar forms associated to 7, which satisfies

T'(x,y) =T (x+y) = T(x) = T(y) + Z(0).

3.1 Oil and Vinegar trapdoors

The Oil and Vinegar digital signature scheme relies on a sim-
ple but powerful procedure for sampling preimages for a mul-
tivariate quadratic map 7 : Fj — F¢', given knowledge of a
linear subspace O C Fy of dimension at least m on which T
evaluates to zero. Given a target t € F”', the procedure first
samples a vector v € [y uniformly at random, and then solves
for o0 € O such that 7 (v+ o) = t. The latter can be done
efficiently because it reduces to solving a system of linear
equations in o by using the polar form:

T(V—I—O):T/(O,V)—FZ(,(:Z—F T(vV)—T(0) =t. (1)

linear in 0 =0 fixed by choice of v

For properly chosen parameters (m sufficiently large, and
n sufficiently larger than 2m), it is assumed hard to sample
preimages for 7" without knowledge of O, so this yields a
cryptographic trapdoor function.

3.2 The MAYO trapdoor

The Oil and Vinegar signature scheme uses an almost uni-
formly random subspace O *, and a map 7 which is chosen
uniformly at random among the maps vanishing on O. Rep-
resenting such maps requires O(m?) coefficients, which un-
fortunately means that the Oil and Vinegar signature scheme

“In typical implementations, the subspace O is the row span of a matrix

(1,, O), where the submatrix O € IFZ'X(W'") is chosen uniformly at random.



has large public key sizes. To solve this problem, the MAYO
trapdoor was introduced [11], which is still a multivariate
quadratic map which vanishes on a large hidden subspace,
but which require fewer than O(m?) coefficients to represent,
reducing the public key size.

The MAYO trapdoor, starts from a “base” multivariate
quadratic map 7 : Fj — F7' that vanishes on a subspace O.
The only difference with an Qil and Vinegar public key is that
in the Oil and Vinegar signature scheme we have dim(0) = m,
whereas in the case of MAYO the dimension of O is smaller.
This means that the procedure from Section 3.1 no longer
works, since the linear system (1) has more equations than
variables, and is thus unlikely to have solutions. To increase
the size of the subspace, MAYO “whips up” the base map 7
into a larger map 7% : IF’;" — Iy that has a factor k more
variables, where k is a parameter of the scheme. This is done
by letting the polynomials of T*(xy,...,x;) be linear com-
binations of 7 (x;) and 7"’ (x;,x;) for i, j € {1,...,k}, where
each x; is a sequence of n variables. MAYO defines

k k
Ei,iT(Xi)+Z Z Ei,j{f/(xhxj)7
1 i=1 j=i+1

T (X1, Xg) 1=

-

1

where E;; and E; ; are fixed m-by-m matrices whose rows
determine what linear combination of 7'(x;) and 7' (x;,X;)
each polynomial of 7* consists of.

Since 7 vanishes on the subspace O, it follows that 7* van-
ishes on the space OF = { (01,...,0¢)|01,...,0; € O}, which
is a subspace of ng of dimension kdim(O). The parameters
are chosen such that kdim(O) > m, so that the Oil and Vinegar
procedure from Section 3.1 can be used to efficiently sample
preimages for 7.

The matrices E; ; are chosen in such a way that all non-trivial
linear combinations of them have full rank °, since linear com-
binations with low rank lead to efficient forgery attacks [11].

3.3 The MAYO algorithms

Given the outline of the MAYO signature scheme above, we
can summarize its public parameters P as follows: (i) Fy, the
field over which the equations are defined (ii) n, the number
of variables (iii) m, the number of polynomials in the public
key (iv) o, the dimension of the oil space O (v) k, a whipping
parameter (vi) {E; j}, jc 2. a set of public matrices in Fj"™".

We define 3 algorithms MAYO = (TrapGen, Eval,SPre),
which all obtain P as implicit input, as follows:

» TrapGen() — (0,7):

1. Sample O € FEI"_())XO uniformly at random.

5To ensure that non-trivial linear combinations have full rank these ma-
trices are chosen to represent multiplication by [F,-linearly independent
elements of an extension field Fm.

2. Sample m homogeneous quadratic polynomials
T =(p1,...,pm) in n variables, uniformly at ran-
dom subject to the constraint that that they evaluate
to zero on the row-space of (O 10).

3. Output (sk =0,pk=7)

* Eval(T,s = (si,...,8¢)) — Fy: Output

k k k
T* (S) = ZE,‘J‘T(S,') + Z Z E,',]'T/(Si,Sj) .
i=1 i=1 j=it+1

* SPre(O,t € Fy) —s:
0. Let O =rowspan(O 1,). Setctr:=0.

1. Sample v = (vq,...,V) € ]F;’Xk uniformly at ran-
dom, deterministically based on (O, ctr).

2. If the linear map Ay : OF — Fy:0— T*(v+o)
does not have rank m, increase ctr by 1 and go to
step 1. (Note that Ay is indeed linear because 7
vanishes on 0.)

3. Sample a solution o to the linear system 7*(v +
0) = t uniformly at random, deterministically based
on (O,ctr). Output s = v+o.

Based on a cryptographic hash function, the MAYO signature
scheme is constructed from the aforementioned 3 algorithms
using the hash-and-sign paradigm. "One-more" assumptions
are commonly used to construct Blind signatures, and we now
define the one-more preimage resistance hardness assumption
that we use for our Blind signature schemes (and that also
underlies MAYO). In it, the adversary is given n random target
elements t; from [’ and can query the SPre algorithm up to
g times. It is then asked to produce g + 1 preimages for g+ 1
out of the n targets t;.

Definition 3.1 ((n, g)-one-more preimage resistance). We de-
fine the advantage Advg;ﬁbTr of an oracle algorithm A4 against
the (n,q)-one-more preimage resistance property of a trap-
door function T = (TrapGen,SPre) as

Vi#jelg+1]*: (sk.pk) « TrapGen().
y (4; 5['5 [j)lv] Vi€ [n]:
i€lg+1]: 5 .
g (Eval(pk,si) =t;,), (ti{? -Ir'.}C-Odo1mim)7
i irLifielg+
SPre is ca'lled /qSPre(-,td)(l [lz {]t} )
at most g times P&, tisie[n

Definition 3.1 is a generalization of the Whipped MQ
Problem of MAYO [11, Definition 4], which is equivalent to
(1,0)-one-more preimage resistance. We discuss it further in
Appendix A.



4 Non-Interactive Zero-Knowledge proofs

In this section, we describe the model of NIZKs that we use
in this work. As we rely on the VOLEitH proof system in our
implementation, we expose some of the properties of those
proof systems to allow a more efficient construction. We de-
scribe our constructions in terms of these general definitions,
as the same properties also hold for other NIZK proof systems
such as those based on MPC-in-the-head. See Appendix B to
see how VOLEitH proofs work and why our model is suitable.

Computational model. We model computation by applying
a circuit C to an input X € Féé . We say that the input, or
witness, is valid if C(x) = 0 and invalid otherwise. C has 2¢
input wires and a single output wire. The output may either
be an element from s for any s > 1 or L.

C consists of wires and gates, where each gate has at least
one input wire and exactly one output wire. The input wires
of each gate are either the input wires of C, or output wires
of other gates. The output of a gate may be input to multiple
other gates, and the wires and gates form an acyclic directed
graph. There are 4 types of gates in a circuit:

Lift gates take as input a wire value x € F,» and output a
wire value X € Fys where r,s € N, r|s and X is the output
of the canonical embedding of - into [Fys.

Linear gates apply public linear functions lin(a,f,x) =
(o, x) 4 B on the input wires x € IFZ;. VAS IFZ,-,B eFy
are public inputs to the gate, while the output is a single
element in F,r. Note that & may be arbitrarily large.

Multiplication gates take as input a vector x € F",, compute
the product of all input wires mul(x) = [Ticj xi and
output it as an element in Fr. & can be larger than 2.

Assert gates take as input a wire value x € IF,r and output T
if x =0and L otherwise. Note that the output wire of an
assert gate may therefore never be input to another gate.

We define the evaluation of C on input x as follows: X is
initially assigned to the input wires of the circuit, and then
consecutively all gates whose input wires are fully assigned
are evaluated and the output of the gate function is assigned to
the output wire(s). This process is repeated until a) the single
output wire of the circuit has a value assigned to it; and b)
all assert gates have been evaluated. If all assert gates have
output T then C(x) is equivalent to the value assigned to the
output wire of C, otherwise C(x) = L.

We denote with C a set of circuits, all with the input length
24, output element in Fys U{ L} and defined over the field IF,.
We assume that C has a description size that is polynomial in
the security parameter A, even if | C| is exponential in A.

Our NIZK model. We now define NIZK proof systems
in the random oracle (RO) model. A NIZK proof system IT
for the set of circuits C is a tuple I1 = (P, P, V) of PPT
algorithms, consisting of two prover algorithms 2P}, % and
the verifier ¥/ that have access to the random oracle H:

« PM(C) — (m1,wy,st): Takes the circuit set C and out-
puts a proof 7y, partial witness w, € ]Ff] and state st.

» PH(C,w,st) — my: Takes a circuit C € C, a witness w
and a state st, and outputs a proof ;.

s VYH(C,m1,mp) — {0,1}: Takes a circuit C € C, and two
proofs 1; and 7;, and outputs a bit to indicate whether
the proofs are deemed valid (1) or invalid (0).

In the following, we drop the superscript H from 2, P,V to
simplify notation.

Definition 4.1 (Correctness). A proof system (P, P, V) for
C in the RO model has correctness error €, if for C € C and
forall w € IFf;,

(T, Wy, 5t) < P (C),
Pr ‘V(C,TC],TQ) =1| mp + sz(C,W, S’C)7
C(wy,w)=0

Z 1 - Scor (7\')

(P, P, V) is correct if €, = negl.

Note that we make the additional constraint that C(w,,w) =0
during correctness. This is because w, is generated indepen-
dently of C as it only depends on C, so we allow to adaptively
pick w based on w,,C.

Definition 4.2 (Non-interactive Zero-Knowledge). A simula-
tor § = (51,5,) for a proof system I1 = (P, P>, V) for Cis a
pair of PPT algorithms with implicit input 1*. 5 on input C
outputs 7, st while S, on input C, st outputs 7p. Let 4 be a
stateful algorithm and let

Realg(A) =Pr[b=1]b + 2" (1})]
Idealg(A) =Pr[b=1|b <+ 2% 05 (1%)]

The adversary has black-box access to H and to a pair of ora-
cles Ogp,, Op, or Os,, Os,. We define these oracles as follows:

* Op,(C) computes (7, w,,st) < P(C) and outputs
T, Wr.

* Op,(C,w,my) checks if m; was generated by Op, (-) to-
gether with st, w, and if C(w,, w) = 0. If so then output
Ty < PH(C,w,st), otherwise output L.

* Os,(C) computes (my,st) < SJ'(C), samples w, uni-
formly at random and outputs 7Ty, w,.

* Os,(C,w,m;) checks if Ty was generated by Og, (-) to-
gether with st, if w, was generated for 7; by Os,; and if
C(wy,w) = 0. If so, then output Tty .S‘ZH(C, st), other-
wise output L.



The simulator § is allowed to program the random oracle H
on any fresh input to H, i.e. if H(m) has not been queried
by any party before, then A4 resp. S is free to choose H(m),
otherwise, programming fails.

We define the advantage of 4 by |Realz(A) — Ideal 7(A)|. We
call § a Non-interactive Zero-Knowledge Black-box simula-
tor for IT if for any PPT A4 the advantage is negligible.

The knowledge soundness for black-box extraction in the RO
model for NIZKSs is then defined as follows:

Definition 4.3. Let IT be a non-interactive proof system and
Ei,E, be a pair of PPT algorithms. Define the knowledge
soundness experiment as follows:

1. The experiment obtains C as input.

2. Run 4"(1*, C) until it outputs 7, st. Let Q; be all RO
queries made by A4.

3. Run 2" (m;,st) until it outputs C, 7. Let Q> be all RO
queries made by A4.

4. Return 1 if C € C, Ver(C,m;,m,) = 1 and for the addi-
tional constraint C(E; (C,my,01),E2(C, 11,12, 02)) #0,
else return 0.

The advantage of 4 is defined as the probability that the exper-
iment returns 1. If there exist E;, E, such that for every PPT
A the advantage is negligible, then IT is knowledge sound.
Remark. Our definition also supports the standard notion
of NIZKs, which considers regular circuits C which do not
obtain a random witness part w, as input and which only
consists of a single prover algorithm ?. The standard no-
tion is supported by our definitions by extending C into a
circuit C that ignores w, and only operates on w, and then
setting C = {C}. In that case, one obtains P by running P, P
sequentially and letting T = (71,7, ). Our notions of correct-
ness, knowledge-soundness and zero-knowledge collapse to
the standard notions of a NIZK.

5 Blind Signatures from Plain MAYO

In this section we construct a Blind signature scheme fol-
lowing Fischlin [24]. Towards this, we combine the MAYO
signature scheme MAYO = (KG, Sig, Ver) with the commit-
ment scheme COM = (Setup, Com) and the single prover-
algorithm NIZK NIZK = (P, V) introduced in Section 4.

Towards constructing the 5 algorithms of the Blind signature
scheme, note that the Blind signature is a NIZK proof of
knowledge of a commitment com, a valid commitment open-
ing u, r of com as well as a valid MAYO signature sig on com.
For the MAYO public key pk, commitment public key cpk,
randomness 7 € {0, 1}* and € {0, 1}*, we let Cox cpi (7, Sig)
be a circuit that outputs O iff

MAYO.Ver(pk, Com(cpk, u,r),sig) = 1.

We fully describe the scheme in Algorithm 1.

Algorithm 1 Conservative BS

We assume that cpk < COM.Setup(1%) is run in advance.
cpk is implicit input to all other algorithms.

1: KG(1*):

2: Output (sk,pk) < MAYO.KG(1%)

3: Sigy (pk,u):

4 r«{0,1}*

5. com < COM(cpk,u,r) > Committing to message.
6:  Output p; = (com) and S¢; = (pk, 4, 1)

: Sig,(sk,p1 = (com)):
: 0 < MAYO.Sig(sk,com)
9:  Output p; = (0)

© =

> Sign com.

10: S|g3(p2 = (G),Sru = (pk,,u,r)):

11:  If MAYO.Ver(pk,com,G) # 1 then output L.
12:  Compute T <— P(Cpy,cpr s (T,0))

13:  Output sig = ().

14: Ver(pk,u,sig = (w)):
15:  Output 1 iff V(Cox,cpru, T) = 1, otherwise output 0.

The security proof of our algorithms follows directly from
previous works, but we include a sketch for completeness.
Theorem 5.1. Let KG, (Sig;)ic(3), Ver be as defined in Al-
gorithm 1. Then they are a Blind signature scheme that has
correctness, blindness and one-more unforgeability according
to Definitions 2.3 to 2.5 respectively.

Proof. Correctness follows directly from the definitions. The
commitment scheme is perfectly correct, and both the MAYO
signatures and the NIZK are correct except with negligible
probability. Therefore, Algorithm 1 is also correct.

Blindness. Consider the standard notion of blindness as de-
fined in Definition 2.4. As a first step, we adapt the security
game in such a way, that the challenger uses a simulator for
the NIZK when running Sigz. The difference between the
standard game and the modified version is negligible as the
simulator is a black-box simulator for the NIZK. Now that the
computation of Sigs uses a simulator, no knowledge of the
actual witness is required. We remove the access to the Sig;
oracle from the adversary. The oracle only uses public infor-
mation, as we have utilized the NIZK previously. Hence, the
removed signatures sig” and sig' can just be simulated by the
adversary. The adversary only sees commitments for two mes-
sages now and being able to distinguish which commitment
belongs to which message breaks the hiding of the commit-
ment scheme. As the commitment scheme is hiding, B only



has a negligble advantage and Algorithm | has blindness.

One-more unforgeability. Given any adversary 4 against
the one-more unforgeability, we construct an adversary B
against the EUF-CMA security of MAYO. B generates a com-
mitment public key cpk and sends it to A4 together with the
MAYO public key. When A4 makes a signing query for a ¢;,
B asks for a signature on it from its challenger and returns
the result to 4. It can make at most Q queries. Eventually 4
outputs a forgery list of forgeries (1, sig; )ic|p+1]- By defini-
tion of the soundness property of the NIZK, there are efficient
extractors E; and E; such that they can extract r; and s; that
are accepted by the circuit captured by the NIZK. Each ex-
tractor can fail with a € probability incurring an additional
loss of (Q+ 1) - €. This means that s; is a valid signature for
the commitment COM(cpk, i}, r;) = ¢;. Collisions between
the commitments of ¢; break the binding property, so each c;
is associated with a distinct ;. Therefore, there exists a ¢; for
i € [Q+ 1] that was not queried as input to Sig,(sk,-), and
thus, (c;,s;) is a valid forgery for the MAYO signature scheme
breaking the EUF-CMA security. If A4 succeeds in the one-
more unforgeability game, then all signatures are valid and
assuming that the extractions succeeds, this produces a valid
signature for MAYO breaking EUF-CMA. O

6 Blind signatures from One-More-MAYO

For h € Fj' and MAYO public key pk let Cppx be a circuit
that on input (r,s) outputs 0 iff 7*(s) = h+r. We define
C = {Cnpx} to be the set of all possible such circuits for a
fixed pk but free choice of h € F. Let H: {0,1}* — F be a
hash function modeled as a random oracle.

Theorem 6.1. Let KG, (Sig;)ic[3), Ver be as defined in Algo-
rithm 2. Then they are a Blind signature scheme that has cor-
rectness, blindness and one-more unforgeability according to
Definitions 2.3 to 2.5 assuming the hardness of Definition 3.1.

Proof. The correctness follows directly from the definitions.
Assuming the correctness of the NIZK except with negli-
gible probability and assuming that the preimage sampling
algorithm works except with negligible probability, honestly
generated signatures are accepted except with negligible prob-
ability given the definition of the circuit Cp py.

Blindness. Consider the notion of blindness as defined in
Definition 2.4. The procedure for proving the blindness is
similar to the proof that we do in Theorem 5.1. First, replace
and then remove the Sigs algorithm using the NIZK simulator.
By definition of the NIZK and its simulator, the partial witness
Wyand» here r, must be uniform and not recoverable from 7;.
By this, both outputs of Sig; look uniform, and an adversary
can’t have any advantage in the blindness game.

Algorithm 2 Optimized BS

1: KG(l}‘):
2:  Output (sk,pk) < MAYO.KG(1%)

t<h+r
Output py = (t) and S¢; = (pk, 1, 4,1, t,5t)

3: Sig) (pk,p):

4 (m,r,st) « P (C) >reFy
5: h%H(‘u,TI:l) DhEFrqn
6

7

o0

+ Sigy(sk,p1 = (t)):
9: s < MAYO.SPre(sk, pk,t)
10:  Output py = (s).

>se Rl TH(s) =t

1L S|g3(p2: (S),Sru: (pk7n1nuarat75t)):
12:  If T%(s) # t output L

13:  Compute Cp px

14: T < Tz(Ch7pk,S, St)

15:  Output sig = (7;,77)

16: Ver(pk,u,sig = (T1,M)):

17 h<« H(u,m)

18:  Compute Cp px

19:  Output 1 iff V(Cppx,T1,T2) = 1, otherwise output 0.

One-more unforgeability. Let A4 be an adversary against
the one-more unforgeability of Algorithm 2. Now, we con-
struct from this an adversary B against the one-more unforge-
ability of MAYO defined in Definition 3.1. 4 makes at most
Oy hash queries to H, which will be the number of targets Def-
inition 3.1 will be instantiated with. B receives these initial
targets in the beginning. When 4 queries H for query i € [On]
with (u,T;), B returns h; < t; — r; where it extracts r; from
7; and the list of random oracle queries using the extractor
E| defined by the NIZK. As t; is uniform, h; is also uniform.
When 4 queries the Sig, oracle for t; where i € [Q], B asks
for a preimage of s; from its challenger. It asks for at most Q
preimages for the preimage sampling function from MAYO.
Eventually 4 outputs Q + 1 forgeries (w;, (%; 1,7 2)). All ;
are distinct, which means that all H(g;, 7; ;) are distinct except
with negligible probability. If 4 never queried for (u;,; 1),
the probability of the signature being correct is negligible,
as the hash determines the target uniquely, and a proof can
only be valid for exactly one target. The hash function follows
the uniform distribution over the target space, which is super-
polynomial in size. Now that all H(y;, 7; 1) = h; were queried
and are all distinct, we can use the NIZK extractor and extract
s; and r; such that 7*(s;) = h; +r; = t;. By definition, these t;
are all distinct and given by the challenger, and B can simply
return (s;, 1;)ic(o+1) Where I; identify the correct t; to which s;
is the preimage. O



7 Rain Hash Function

This section describes a zk-friendly, in particular MPCitH
and VOLEitH-friendly hash construction, RainHash. It is a
larger variant of the Rain permutation proposed by Dobrau-
nig et al. [21] for constructing OWFs used in MPCitH- and
VOLEitH-based digital signatures [6, 21] and adjusting the
number of internal rounds to accommodate for the different
security expectations. Our most conservative Blind signature
proves the correct execution of SHAKE256 permutation inside
the VOLEIitH zk-proof. We show that a Blind signature when
instantiated using VOLEitH-friendly RainHash enjoys a much
smaller signature size and faster runtime than SHAKE256
due to RainHash’s design choice with a low number of non-
linear operations over a minimal state size required in the
particular use-case with 128-bit of security level. In the past,
such special hash designs have been explored for different
use-cases like hardware-friendly [20], software-friendly [4],
zkSNARKSs-friendly [27,28], among other use-cases [25,26].
As MPCitH and VOLEItH applications mature, like being
used to construct post-quantum signatures, general ZK-proof
systems, and Blind signatures (with this work), there is more
motivation to explore VOLEitH-friendly hash designs pro-
viding smaller communication and faster circuit prove/verify
runtime.

The Rain Permutation. The Rain permutation was inspired
by the AES S-Box and Nyberg’s S-Box [40]. This gives ev-
idence for cryptanalytic resistance of the Rain permutation
given the large body of work investigating AES, while in-
creasing the S-Box size and using a more unstructured affine
mapping, a random matrix multiplication M € ;™" for im-
proved diffusion compared to more structured designs. In
MPCitH- and VOLEitH-based signatures, the linear layer does
not have a high impact of the performance and the non-linear
layers, the S-Box over [Fo», enjoys efficient inverse checks as
shown in Helium [32] or FAEST [8].

The Rain permutation (without a secret key) fi(x) : IE‘%‘ — IF%‘
is defined by the concatenation of a small number r of round
functions R;, i € [r], i.e. fy(x) =R,0---oRy0R;(x). Each R;,
i €[], is in turn defined as

() = M,"S()C‘i‘&') le[ll’)
Rl )_{S(x—i—cr) i=r

Here, S : F,n — F, is the field inversion function over [F

(mapping 0 to 0), ¢; € IF%‘ is a round constant and M; € F%‘Xk
an invertible matrix.

RainHash Construction. RainHash uses the same round
function as the Rain. We refer to Fig. | for the actual construc-
tion. It performs 7 rounds of the Rain permutation without any
special treatment of the last round.When constructing OWFs

with Rain, the last linear layer was omitted, as an attacker
could simply revert the output of the matrix multiplication
with its inverse. In the RainHash construction, however, keep-
ing it improves the diffusion as the output is not trivially
revertible as the input message is XOR-ed to the state after
the last linear layer. As in Rain, matrices and round constants
are public. RainHash uses the same ideas as other short-input
hashes [34] and can be traced back to Davies—Meyer [39]
replacing the keyed with a “fixed key" permutation.

Security Discussions For the original goal of a OWF, the
authors of Rain concluded that the number of permutation
rounds could conservatively be chosen to be 4, with 3 rounds
as a more aggressive setting leading to better implementation
characteristics and less security margin. In the last years,
several attack strategies [36, 44] were proposed, violating
security expectations for the OWF use-case up to two rounds.

For the choice of a conservative number of rounds for
RainHash we start by re-using the existing security analy-
sis from [21] which states that all known attack vectors are
expected to stop working after 3 rounds, for all block sizes.
Their setting is however quite restricted for an attacker. We
assume that due to our distinct requirements (collision and
preimage resistance rather than mere one-wayness), attackers
can employ so called "inside-out" approaches that could in
the limit double the number of rounds that can be attacked.
Classic examples of this are rebound attacks on AES-like
hash functions [35]. The original analysis includes various al-
gebraic and statistical approaches which are also very relevant
for collision attacks. Hence we deem a choice of 7 rounds
(doubling the number of rounds for the OWF property which
includes a security margin) to be a conservative choice. Fu-
ture cryptanalysis may suggest a smaller number of rounds to
be sufficient, but in the context of this work this demonstrates
the advantages of using a custom hash function for VOLEitH.

RainHash Instances. As an example, we propose the in-
stance RainHash512 with a state size of 512 bits for L1 se-
curity. Generating larger instances for higher security levels
is straight-forward. With the implementation we provide the
RainHash round constants and round invertible matrices, and
a sage script to generate the parameters.

MPC and ZK-Friendliness RainHash, due to its low num-
ber of rounds and smaller state size than many other hash
functions, enjoys a very competitively small non-linear com-
plexity in terms bytes communicated as part of the proof. One
hash function call has only 448 bytes of non-linear communi-
cation complexity, compared to un-optimized evaluation of
SHAKE256 with 4800 bytes and 800 bytes for our VOLEitH-
optimized SHAKE256 instance. Refer to Table 2 for proof
size comparison between RainHash and SHAKE256.
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Figure 1: RainHash construction with with 7 rounds of Rain permutation. m is the input to the hash functions. ¢; are the round
constants of the respective i round XOR-ed with the i’ round state. M; denotes the multiplication with an unstructured invertible
matrix over [F; in the i-th round. out is the output of RainHash after XOR-ing with the input message m.

Scheme Proof Size (KB) ‘
RainHash5124 7.6/10.5
SHAKE256-deg?2 55.5/80.1
SHAKE256-degl6; 14.9/21.1

Table 2: VOLEItH proof size comparison between RainHash
and SHAKE256.

8 Implementation

Blind Signature. Our implementations use the NIST PQ
DSA Round 2 submissions of MAYO and FAEST. The MAYO
codebase provides functionalities for preimage sampling
and only minor modifications were done in the C codebase.
We used the C++ FAEST framework, which implements a
VOLEitH NIZK proof system over F,s, to implement two
VOLEitH circuit descriptions, namely for SHAKE256 and the
MAYO verification. All field operations, wherever possible,
were implemented in AVX. From the implementations in C
and C++ we compile shared libraries and with the Rust crate
bindgen® we generate foreign function interfaces making it
possible to use the implementations in Rust. The functions
in the actual Blind signature algorithm, namely, Sig;, Sig,,
Sigs and Ver are implemented in Rust and make calls to the
underlying implementations. This mixture of C++ & Rust
is due to our use of a legacy codebase. In the interest of
memory-safety and to simplify the codebase, a Rust-based
re-implementation of VOLEitH would be interesting future
work. SHAKE256 is implemented in two VOLEitH circuits,
deg-2 and deg-16, providing a trade-off between signature
size and prover runtime.

RainHash. We also provide the RainHash implementation
as a circuit for VOLEItH proofs as defined in Section 4. The
RainHash plain implementation is AVX optimized. Due to
the large state size of F,s12, all multiplications are done with
Karatsuba’s algorithm and for reduction we use Itoh-Tusuji
algorithm. Depending on the use case, we provide two vari-
ants of computing the multiplication and reduction over [F5s2
bits representation. The standard multiplication calls clmul

nttps://github.com/rust-lang/rust-bindgen

Karatsuba over 512 bits directly and reduces with irreducible
polynomial over x°'2 4 x® + x> +x2 4 1. The second variant is
crafted for the VOLEiItH circuit proof/verify use-case since the
FAEST verifier performs operations over IF5; to achieve secu-
rity levels A = 128,192,256 respectively and since the circuit
for FAEST must be defined over a subfield of [F,, checking
the RainHash inverse S-Box of 512-bit-size required some
optimization instead of naively increasing the verifier bit level
to 512-bits (which would make computation significantly
more expensive and the proof substantially larger). Namely,
we view the 512-bits input/output state of the S-Box as IF‘Z‘IN
state represented as a degree-3 polynomial with coefficients
from F,i28. Any inverse check multiplies the input polyno-
mial f3X3 + -+ fy and output polynomial g3X> +---+ go
representing the input and output of the S-Box, yielding a
degree-6 polynomial 16X + - - - + hg. which is then reduced to
the degree-3 polynomial 75X 344 hjy using an irreducible
polynomial in Fy12s [X] of degree-4 which defines a field ex-
tension F,512s C [Fys12. All these operations can be efficiently
done in the ZK proof system. The final check in the ZK proof
system is to test if i3, hy,h; = 0 and hy = 1, which tests that
the output of the S-Box is indeed the inverse of the input.

This leads to the following design of a circuit that evalu-
ates RainHash: first, the prover commits to the input as well
as the output of x~! in each round. Here, each element is
committed over [F,. Next, the prover applies the remaining
linear functions for each round i forward until it reaches a
bit-wise encoding of the input of the S-Box. Note that us-
ing the Lift gates, we can lift all inputs to elements in [F .
Next, in each round i the F,-committed state is propagated
backwards through the linear layer until it reaches the output
of the S-Box. Similarly, the outputs are now lifted to elements
in [F,). Finally, all S-Boxes are checked as mentioned above
and the output of RainHash is revealed to the verifier.

Evaluation of MAYO. The components p(s),...,pm(s)
of the MAYO trapdoor 7 are quadratic polynomials over
Fie, it is straightforward to add these quadratic constraints to
the VOLEIitH proof to prove 7 (s) = t. However, to reduce
the running time of the prover and verifier, we make use of
the optimization described in [6], where given a [Fi4-basis
B={by,...,by 4} for Fy, the idea is to prove the linear com-
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Scheme Runtime in ms Size in KB
Sig; Sig, Sig; Ver | Communication Blind Signature

SHAKE256+MAYO-128; 0.021 5.651 292.555 296.672 0.47 92.66
SHAKE256+MAYO-128;¢ 0.022  5.928 52.760 50.466 0.47 163.15
SHAKE256+MAYO-192, 0.023 15428 844.999 827.654 0.71 149.06
SHAKE256+MAYO-192¢ 0.024 15.488 580.431 551.821 0.71 252.29
SHAKE256+MAYO-256, 0.026 37914 1706.023 1699.451 1.00 220.66
SHAKE256+MAYO-256¢ 0.025 37.116 1411.481 1402.816 1.00 348.23
SHAKE256-deg16+MAYO-128; 0.023 6.119 178.067 143.088 0.47 24.32
SHAKE256-deg16+MAYO-128;¢ 0.019 5314 75.591 41.794 0.47 41.65
SHAKE256-deg16+MAYO-192 0.023 16.159 761.779 689.241 0.71 44.28
SHAKE256-deg16+MAYO-192¢ 0.023 16.082  630.773 555.048 0.71 72.67

SHAKE256-deg16+MAYO-256, 0.025 39.541 1686.270 1546.398 1.00 73.16
SHAKE256-deg16+MAYO-256¢ 0.024 39.308 1477.271 1385.398 1.00 112.23
RainHash+MAYO-128, 0.305 6.174 114.399 125.268 0.47 16.51

RainHash+MAYO-128; 0.265 5.782 49.783 44.862 0.47 27.78

One-More-MAYO-128; 47.191 6.053 42.004 91.305 0.45 6.73

One-More-MAYO-128;¢ 1.004  5.900 39.972 40.145 0.45 10.39
One-More-MAYO-192, 73.454 16.109 541.852 592.591 0.68 15.49
One-More-MAYO-192¢ 2442 15.872  561.136 545.397 0.68 23.31

One-More-MAYO-256, 11.318 34313 1434.543 1369.497 0.97 41.00
One-More-MAYO-256¢ 8.614 39.354 1414.202 1467.207 0.97 43.20

Table 3: Blind signature signing times (ms), verification times (ms), and signature sizes (KB) of plain MAYO and One-More-MAYO
based schemes. Slow and fast versions of the VOLEitH proof are denoted with s and f respectively. The verification keys consist
of a commitment public key with 16/24/32B, the MAYO public key with 1.420/2.986/5.554KB, and the secret key is MAYO’s

secret key of size 24/32/40B for NIST level 1/3/5.

bination 23‘:/ ? b;pi(s) instead of proving the p; individually.
This allows to combine A/4 equations over F1¢ into one equa-
tion over [F., which is more efficient. Since B is a basis, the
linear combination is satisfied if and only if all p; are satisfied.
However, this still leaves [4m/A] equations to be proven. We
take the idea one step further and combine all the equations
over [ into a single equation over [F,. Instead of using a
basis B (of length A/4), we sample a list L of length m of uni-
formly random elements of I, and consider a single linear
combination Y | ¢;p;(s). It is crucial that the list be chosen
only after the prover has committed to the witness. It is easy
to prove that if at least one of the constraints is not satisfied,
then the linear combination will not be satisfied with proba-
bility 2*, which means that the proof system remains sound
with this optimization. In practice, this optimization reduces
the proving and verification time of the MAYO trapdoor by
roughly a factor of 2 for our chosen parameter sets.

Results. We evaluated our Blind signature implementations
and report on the runtime and the associated communication
and signature sizes in Table 3. On 128 bit security level,
each of our constructions outperforms current lattice-based
proposals (see Table 1) with competitive or improved size.

We report the performance of the Blind signature with and
without the optimized degree-16 Keccak circuit technique,
marked SHAKE256-deg16+MAYO and SHAKE256+MAYO re-
spectively, as well as the optimized construction that avoids
proving a statement about symmetric primitives One-More-
MAYO. We don’t expect the SHAKE256+MAYO implemen-
tation to be useful, as it is larger and less efficient and oth-
erwise has no advantages over SHAKE256-deg16+MAYO. It
is included in Table 3 purely to showcase the effect of the
degree-16 optimization. As a contribution of independent in-
terest, we also present a new VOLEitH-friendly hash function,
RainHash, complimenting our conservative Blind signature
construction, RainHash+MAYO, with even smaller signature
size and faster runtime than when using Keccak.
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Ethical Considerations

In this work, we have demonstrated that certain cryptographic
primitives are viable with security against quantum computers.
Our work primarily benefits the privacy of users that employ
digital signature schemes in use-cases such as e-cash or as a
building block to construct anonymous credential schemes.
While fully anonymized payments have known societal draw-
backs (money laundering, avoidance of sanctions, financing
of terrorism), one can add traceability mechanisms to them
to counter these. Such traceability mechanisms are particu-
larly viable using ZK-based approaches such as ours. Our
work does not impact any currently running system, service
or users in any - particularly not harmful - way. To the best
of our understanding, no harm is done due to our work that
upgrades a popular cryptographic construction with stronger
security guarantees.

Open Science

The artifacts of this work are available here: https://gi
thub.com/shibammukherjee/pg_blind_signatures,
permanent Zenodo DOI: https://doi.org/10.5281/zeno
do.17979641. The artifacts contain a README, codebase,
benchmarks and a test and benchmark script bench. sh.

Our testing platform. Benchmarks are performed on an
intel Ultra 9 Processor 185H, running Ubuntu 24.04. The
codebase is compiled with gcc version 13.3.0 with —02 and
—fomit — frame — pointer flags.

How to replicate experiments. We provide a README
alongside our artifacts. The README gives a project
overview explaining the projects structure, dependencies and
instructions explaining how to replicate the benchmarks. Once
all required dependencies are installed it is sufficient to just
run bench. sh script, automatically compiling and running
the tests and benches.
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A On the One-More-MAYO assumption

The difference between OMM and EUF-CMA security of
MAYO is that the OMM adversary can obtain preimages for
arbitrarily chosen outputs, instead of preimages for the output
of a hash function. This extra freedom does not appear to help
an attacker forge extra signatures, but we will briefly discuss
two natural (but fruitless) attempts to make use of the preim-
age oracle. Firstly, since the MAYO secret key is a linear space
of vectors that all evaluate to 0 under the public key, one might
think that asking for preimages of O could reveal a vector in
the secret key space, which would be catastrophic. However,
preimages for 0 sampled using the secret key are statistically
close to uniformly random preimages, and therefore lie in the
secret space with extremely small probability, showing that
this is not a problem. Secondly, one can use the inversion
oracle to obtain slightly larger multicollisions for the MAYO
trapdoor by first computing a multicollision of size k, i.e. com-
pute sy, ...,s; such that t = Eval(pk,s;) = --- = Eval(pk,s),
and then asking the oracle for a k + 1-th preimage for t. Con-
cretely, for MAYOj it is possible to compute multicollisions
of size only up to 11 in polynomial time without using the
preimage oracle, so the adversary can obtain multi-collisions
of size up to 12 using the oracle. While multi-collisions of size
12 do not seem to threaten security, this separation shows that
a new hardness assumption is indeed necessary to make the
security proof work. As with any new assumption, cryptanal-
ysis is needed to build confidence. Note that the recent work
on the Cryptology ePrint archive by Bouillaguet et al. inde-
pendently used the same assumption to construct "signatures

with efficient protocols" [17].

B VOLE-in-the-head-based NIZKs

We now present a (short) introduction into VOLE-in-the-Head
(VOLEitH)-based NIZKs of [8]. We explain their high-level
structure and how they evaluate circuits based on commit-
ments. This description of circuit evaluation uses our termi-
nology from Section 4, which is compatible with the opti-
mizations and notation from [1,6]. We also argue that these
algorithms are compatible with our NIZK notion presented in
Section 4, meaning we do not have to change these algorithms
to fit our generalized definitions.

B.1 How VOLEitH-based NIZKs work

Let g,A € NT such that g|A and define ¢ = 28. A (sub-
field) vector oblivious linear evaluation (VOLE) correlation
of length m is a two-party correlation between a prover P
and a verifier V' defined by a random global key A € I, as
well as random vectors u € IFZ’, arandom VOLE tag v € Fglx
and VOLE keys x € I; such that’ x = u-A —v. P obtains
u, v while ¥ obtains A, x. The correlation commits P to the
u; values (i.e. the coefficients in u) as linearly homomorphic
commitments, allowing to construct efficient interactive ZK
proof systems (see more on this below). One of the main
drawbacks of such VOLE-based ZK schemes (see [9] for a
recent survey) is that they are inherently designated verifier
proof systems since the verifier ¥ needs to know its part of
the VOLE correlation to verify the proof. At the same time,
A, x has to remain secret from the prover for the proof to be
sound. These proof systems can be made non-interactive (af-
ter setting up the VOLE correlation through interaction) using
the Fiat-Shamir transform.

In [8], Baum et al. realized a delayed VOLE functionality
that allows the prover to generate vectors u,v of VOLE cor-
relations independently of A, x. Later on, anyone (including
the prover) can then generate x based on a choice of A. This
delayed VOLE functionality is sufficient to instantiate previ-
ous VOLE-based ZK proof systems if A is chosen using the
Fiat-Shamir transform, and can be realized from all-but-one
vector commitments (VCs) non-interactively. These VCs al-
low the sender to efficiently reveal all but one of the indices
of a vector committed by the prover, where the verifier can
choose the unopened index. The value at the unopened index
remains hidden.

In Figure 2 we give a quick overview of the proof system
steps of [8]. First, the prover generates T VCs with random
values which in turn define T random, independent VOLE
correlations over a small field Fqk where gkt = A. Each of

"The product holds over ), where u is identified as the canonical repre-
sentative of the IF;-element in the extension field sz.



these VOLE correlations commits to a different (random) se-
cret ul/), By letting the first such VOLE instance be fixed,
which also fixes its secret u = u(?, the prover can compute
correction values 8) = u —u'/) for all other instances. The
prover then sends these T VCs, together with T — 1 correction
values (1), ..., 8(*=1 to the verifier, which can later apply the
correction values to the T— 1 VOLE instances. This yields
T “corrected” VOLE instances that all share the same secret
u. Moreover, the T independent VOLE instances with the
same secret u can then be considered as a single VOLE in-
stance with secret u but where the correlation now holds over
F i« = . After obtaining a random challenge, the prover
will use a consistency check to demonstrate that all correction
values §; are consistent (i.e. they indeed correct to a single
secret u). Finally, prover and verifier run a VOLE-based proof
system such as QuickSilver [43], finished by a challenge A
that defines the x\/) to be revealed to the verifier based on
the VCs. To save rounds, the prover commits to its witness
as VOLE commitments after the first challenge, i.e. together
with the message containing the VOLE consistency proof.

B.2 Computation on commitments in VOLEitH

As described above, VOLE correlations are lists of tuples
(ui,vi,x;) such that the VOLE relation x; = ;A — v; holds
for the global key A. One such tuple is referred to as an
information-theoretic message authentication code (MAC)
on the value u; under the global key A, since u; cannot be
modified (for a fixed x;) without knowledge of A, and can
thus be considered as a designated-verifier commitment to u;.
Binding and hiding of the commitment are explained in more
detail e.g. in [9].

To simplify the exposition of circuit evaluation on commit-
ments, we define a commitment [[a] (@7) {0 mean that a value
a € Fyr,r > 1 held by the prover, together with a correlation
defined as follows:

* P holds coefficients (ag,...,aq_1,a) € ]F;lkT x Fyr, rep-

resenting the polynomial p,(f) = ag +ajt + - -- +aqt?,
where a4 equals a lifted into F .

* Vholds Y, = pa(A) € Fp.

Note that a VOLE correlation u;, v;, x; forms such a commit-
ment [[u,-]](Ll) where py, (t) = u; -t —v; and Y, = x; = py,; (A).

To open the commitment [a] () , the prover simply reveals
the degree-d polynomial p,(¢) to the verifier which checks
that p,(A) = v, and then outputs the leading coefficient of p,.
‘We refer to [9] for more details.

Note that such commitments are trivially additive, and any
public linear function can be applied by both parties on the
committed value by performing local computation on their
respective values. We now describe how linear as well as lift

gates work:

« Add: [a+b]“") = [a] 4[] with d =
max{dl,dz} and d; > ds:
)

— P outputs pp(1) = Pa(t) +11 "2y (1)
- 9 outputs Y, =y, + A1y,
* Add constant: [a+b]“"") = [a]'"") + b with b € Fr:
— P outputs payp(t) = pa(t) +1b
— 1/ outputs Y,y p = Ya + A%

* Multiply by constant: [c - a] @ —c. [a] with ¢ € Fyr.
Each party locally multiplies their value by c.

e Lift: of [a]'*" to [a]'** where rls: P lifts a € Fy to
its representative in Fys via the canonical embedding®.

Before describing multiplications, we introduce how assert
gates work. They allow ¥ to check that a commitment [a] "
has a = 0 as leading coefficient. While this can be done
by simply sending p, to the verifier (who in turn checks
that @ = 0) this simple approach might leak information. We
therefore now describe the algorithm Assert([«] (d’r)):

1. Letpu(t) =aop+---+aq 119", fora; € Fqk (recall that
the degree-d coefficient should be zero). 1 holds vy, =
Pa(A).

2. Sample d — 1 additional random VOLEzs, to obtain masks
[[so]](]’l>, ey [[sd,g]](l‘l), each represented by a polyno-
mial py,(¢) = s;it — ri, where r;,s; are both uniform in
F.

3. ? computes the degree-(d — 1) mask polynomial
py(t) = Z;‘Z;OZ 1"y (1)
4. P sends p(r) = pa(t) +py (¢) to the verifier

5. %V computes the corresponding MAC Y =y, + 2;12—02 Al
Ys; and checks that p(A) =Y and deg(p) <d —1

This algorithm perfectly randomizes all coefficients except for
the leading coefficient of p,(¢). By the fundamental theorem
of algebra, Assert([a] (dr) ) fails for non-zero a except with
probability d/ 2* It requires the use of d — 1 additional VOLE
correlations and that d F,-elements are sent from 2 to V.

Amortizing Assert gates. In Section 4 we outline that As-
sert gates do not directly compute outputs that can be inputs to
other gate types. However, they can make a circuit evaluation
result computed inside the NIZK invalid. As such, all Assert
gates clearly can simultaneously be evaluated and their evalu-
ation be separated from all other gates of a circuit C. Since

8Note that since we define the VOLE correlation already with a secret
from IF,, this is only a local operation for the prover
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Figure 2: Main steps of the VOLEitH-based ZK proof

Assert creates communication between 2 and V, VOLEitH
amortizes all evaluations by only checking a random linear
combination of all commitments, i.e. merging all Assert calls
into one. This random linear combination is defined by the
second challenge in Figure 2.

To achieve this for n commitments [a;]'"),. .. [a,]' ",
7 sends’ n uniformly random values 1,...,%, € Fo. P
runs a version of Assert on yjaj + - -+ + Yna, (Which must
be a 0 for an honest prover). More concretely, the algorithm

Assert([a1 ]I, ..., [an]“") works as follows:

1. For each j € [n] let p;(¢) be the polynomial # holds of
[a;]“"). 4 holds y; = p;(A).

2. Setd = max ¢, {d;}

3. Sample d — 1 additional random VOLEzs, to obtain masks
[[so]](l’l), ey [[sd_z]](l’1>, each represented by a polyno-
mial py, (¢)

4. P computes the degree-(d — 1) mask polynomial
P (t) = L5t psi (1)

5. ¥ sends the n uniformly random challenges %1, ...,%, €
Fa

6. P sends p(t) =Y jepy 14 Yx;p,(1) +py (1) to the verifier

7. YV computes the corresponding MAC ¢ =
Yjcn) Ay oy + 2?1_02 A" -y, and checks that
p(A) =7 and deg(p) <d—1

The protocol requires the use of d — 1 random VOLEs and
sends d Fqk-elements to the verifier. The soundness error (i.e.
the probability that the check passes if a commitment was not
a commitment to 0) is (d + 1) /2*. Thus, the efficiency of the

°In the non-interactive proof, these values are generated using the Fiat-
Shamir transform as output of a Random Oracle.

extended Assert is dominated by the maximal degree of the
input commitments.

Computing and checking Multiplications. While our cir-
cuit format in Section 4 only specifies a single type of
multiplication gate, we will introduce two different types
which we call cmul (for cheap multiplication) and drmul (for
degree-reducing multiplication). Both achieve the same out-
come (provably creating a commitment to the product of the
input commitments) but have differing performance metrics.
When implementing circuit evaluation, it is therefore up to
the implementer to find the best combination.

Assume that there exist 2 commitments [a] ¥, [p]>*)
where the prover wants to compute a commitment [¢] such
that a - b = ¢. The prover holds the polynomials p,(z), pp(¢)
while the verifier has the evaluations 7,, Y. Since evaluation
of a polynomial is a ring homomorphism (and in particu-
lar, evaluating p(¢) in A is the evaluation homomorphism)
we have that P can locally compute the degree-d; + d»-
polynomial p,.(¢) = p,(t) - pp(¢) of which ¥ implicitly holds
the evaluation y. =Y, - ¥». We thus define:

emul: [e]“4") = [a] ") [b] "), where d = dy +d>
* P: Output the coefficients of p.(t) = p,(t)ps(t)
e V: Output Y. =Ya - Yo

It is straightforward to see that these operations preserve
that invariant that the message is stored in the degree-d
coefficient and the verifier holds v, = p.(A). Also note that
the degree of the polynomial p(z) (at most) doubles during
each multiplication. This is important in practice: for each
opened commitment of degree d, d coefficients must be sent
to the verifier. Moreover, during the evaluation of gates on
commitments the prover’s computational overhead increases
with the degree of polynomials: any subsequent linear or



multiplication gates must be evaluated on higher-degree
polynomials.

To remedy this, when evaluating a circuit, one combines
Multiplication with Assert gates to reduce the degree. We
call this the drmul gate. To understand how it works, consider
a prover who first runs cmul as before. For two commitments
[a] ‘"), [6]'%"), let the prover also commit to the product

c=a-bas [[c]}(l”) such that the commitment only has degree
1, i.e. is a standard VOLE relation. To check consistency be-
tween [c] ") and [a] ") - [6] "), note that the polynomial
Pa(t) - pp(t) —t4179=1p (1) is zero in its leading coefficient
if and only if ¢ = a - b. At the same time, ¥ can compute
the evaluation 7, -y, — A“7%~ly, of the polynomial. Both
parties can run Assert on the resulting commitment, with the
aforementioned communication overhead and soundness loss

inherent to Assert.

Circuit evaluation on commitments. We now describe
how the input to the proof system will be committed and
how P and V execute the information-theoretic VOLE-based
QuickSilver proof on the secret input, as applied to VOLEitH
[8]. We modify the original approach to suit the circuit evalu-
ation required for our extended definition of a NIZK. This is
based on the gate evaluation techniques outlined above.

Let C denote a set of arithmetic circuits over [, containing
at most # drmul gates, for which the proof system provides
Wy € Fg and for which the prover generates an input (i.e. the
witness) w € Fg of length ¢ as well as a circuit C € C such
that C(w,,w) = 0. To prove its knowledge of the witness,
the prover will interact with the verifier to evaluate C. For
completeness, let d be the largest degree of any [-] that is
input to any Assert evaluated in the following.

1. The prover requests 2¢ +¢ +d — 1 VOLE correlations
from the VOLE protocol. This provides the prover
with (Py(1));e(p0+¢4a-1)- The verifier will later compute
(Yui)ie[zz +4+d—1] and A when performing this step as out-
lined above.

2. For every element in w, we let the first £ VOLE cor-
relations with secrets u;,i € [¢] determine the random
witness as wy[i] = u;.

3. For every input element w; of w, for i € [¢], the prover
computes d; := w; — u;1¢ and sends (d;);c[, to the veri-
fier. This allows the verifier later to update the commit-
ments [[ui+gﬂ<1’1) to [[wi}]“’1> locally using the linearity
of the commitment scheme described above.

4. For every gate in the circuit C, with input values wg, wg,
the prover proceeds as follows:

» Linear gate: the prover uses the linear property

of the commitment scheme to compute his shares
of the output commitment locally. This does not
require any communication towards the verifier,
which will later use the linear property to compute
his shares of the output commitment.

¢ cmul gate: the prover and the verifier use the mul-
tiplicative property of the commitment scheme to
compute their shares of the output commitment
locally. Again, this does not require any communi-
cation.

« Lift gate: evaluated by the prover locally.

* i-th drmul gate, for i € [¢]: the prover computes
Wy 1= Wo, - Wp and sends dyy; :=wy—uy; €F, to
the verifier. The verifier can later, when holding
his shares of the VOLE correlation as well as dy;,

update the commitment [[uz(gﬂ-]](l’l) to [[wy]](l‘l).

5. The prover runs Assert for all instances of drmul as well

as on the commitment [a] ") to the output wire of the
circuit, thus showing that a = 0.

The evaluation of C requires 2¢ 4t +d — 1 random VOLE
correlations and communicates £+t F, as well as d F,.-
elements from P to V.

B.3 VOLEIitH and our NIZK notion

The protocol outlined above is identical to the VOLEitH pro-
tocol of [6-8], except that an additional ¢ VOLE correla-
tions are generated initially and repurposed to become the
random witness string w,. We will add another very small
change to the original protocol. This change is required
for the security proof to work, and is as follows: before
the first message is sent, the prover will in addition sam-
ple a string rand € {0, 1}?* uniformly at random, compute
COMyand := H(rand) where comyang € {0, 1}27‘ as well and add
comyang to the first message. In the second message sent by
the prover, it will include rand as part of the message. During
verification, the verifier will check that com,,ng = H(rand)
holds and abort if it does not. This adds 4A bits of proof size,
and one additional hash function call done by both the prover
and the verifier.

The first message in Figure 2 (plus com,angd), which is sent by
the prover to the verifier, as well as the VOLE Consistency
proof from the second message, form ;. All subsequent
messages, namely rand, the ZK proof and the opening of 1’s
shares of the VOLE correlations, as well as second part of
the second message which is the commitment to the witness,
become T,. This is consistent with our definition: the total
number of necessary VOLE:s to evaluate a circuit C € C can be
determined in advance, and P; will generate as many VOLE
correlations necessary for the largest circuit in C.



These VOLE correlations are then, during circuit evaluation,
used to commit to the input w and to evaluate drmul and
assert gates as outlined above. The protocol also ensures that
the first £ VOLE correlations cannot be derandomized by P.

Given that the original proof system is correct, it also follows
that our modification fulfills correctness according to Defini-
tion 4.1 as can be seen above. The Zero-Knowledge property
of Definition 4.2 also reduces to the original Zero-Knowledge
property: our protocol is identical to the original protocol,
except in two places: we use the additional randomizer and
¢ additional VOLE correlations are sampled to generate and
commit to w,.. One can split the original simulator of the proof
of [7, Theorem 2] into two simulators S, .5, which then fulfill
Definition 4.2: §; simulates the VOLE correlation generation
the VOLE consistency check as well as generation of com,,nq,
which are the messages contained in 7;. S will simulate
rand, the commitment to the witness d, the ZK proof and the
opening. The simulator described in [7, Theorem 2] works as
follows: it first samples the random challenges output by the
Fiat-Shamir transform in the beginning of the simulation and
programs the Random Oracle to output these, making sure
that the Random Oracle was not queried before by the attacker
on the programmed points. It then first rerandomizes all small
VOLESs and correction values, then the VOLE Consistency
proof, the Amortized ZK proof and finally the commitment
to the witness. It appears that the first steps that randomize
the Fiat Shamir challenges can directly be emulated in our
protocol: $; chooses the random challenges and saves them
as well as any other choices that it makes as st. Then, 5,
continues the programming. However, this does not work in
our setting: for the second challenge, the proof of [7, Theorem
2] relies on the secrecy of the first challenge to the adversary
before the whole proof is released to it. We cannot use this,
as S; outputs the whole first message to the adversary be-
fore obtaining w from it. The second message (chosen by %)
also includes d = w — u and should therefore be sufficiently
unpredictable. However, this cannot be used to program the
random oracle to output a random second challenge either:
at this point in the proof we cannot argue that u is uniformly
random as this relies on [7, Lemma 5]. However, this Lemma
can only be applied once the last challenge in the proof has
been randomized (i.e. we finished programming the Random
Oracle) as it crucially relies on the challenge being uniformly
random. Thus, it appears that we are stuck.

We solve this problem using rand. Note that it is part of st
and not revealed by the adversary by .5 and only later by .5,
once the proof is finished. Hence, using the programmability
of H we can choose a uniform rand before reprogramming the
second challenge to a uniform value as before. Thereafter, we
can apply the same proof technique as in [7] as the adversary
cannot predict rand except with a negligibly small probability.
Note that having C instead of a fixed circuit C as input to .§;
does not change the simulation strategy which only relies on

the number of required VOLE correlations. Arguing that the
generated w, string is uniformly random follows from the
proof that d generated in the VOLEitH proof are uniformly
random.

It remains to show that the algorithms fulfill our notion of
soundness. Note that Definition 4.3 requires the existence
of a pair of extractors E;, E; which output w,, w separately.
In [7, Theorem 1] the authors show that their proof system
is a straight-line extractable knowledge-sound NIZK. This is
because the VCs which generate the VOLE-correlation are
instantiated in the Random Oracle model and straight-line
extractable by observing the Random Oracle calls. For each
obtained VC, the extractor can predict for which indices ex-
traction will fail, and assuming preimage resistance of the
Random Oracle the number of such indices for each VC can
be bounded. For the majority of VCs all indices must poten-
tially be extractable (as soundness would otherwise degrade),
and their committed VOLE instances can be fully extracted
after the VOLE consistency check. Note that after fixing 7,
(and thereby committing to the VOLE correlation shares of
the prover), one can therefore straight-line extract the secrets
of all random commitments and in particular can extract wy,
which in our construction is identical to the secrets of the first
¢ generated correlations/commitments. Hence, the extractor
E; works straight-line and identically to the first steps of the
extractor of [7, Theorem 1]. Given the remaining shares of
the VOLE correlations and all observed values d; (from 1)
as well as the soundness of assert, which remains unchanged
as our circuit evaluation is basically unchanged compared
to [6-8], one can thereby also construct E, which outputs w.
However, we must also consider the impact of the added com-
mitment com,,,4. Here, as in the existing proof, we can abort
if the adversary either never made a query to H to generate
comyang Or found a collision of inputs that generates the same
COMyang. Given that com,,,q has length 2 bits, this probability
is negligible. As the extraction strategy does not change, the
soundness error essentially remains unchanged. The added
soundness loss to ensure the collision resistance for com,,nq 18
minimal, as the knowledge extractor of [7, Theorem 1] must
already handle collisions of random oracle outputs for strings
of equal length in other places.
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