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Abstract reduction, with instances of exploitation occurring within a

The cybersecurity landscape faces an escalating challenge
as proof-of-concept (PoC) exploits transition from demon-
strations to weaponized attacks within minutes of disclosure.
While research has documented temporal dynamics and ma-
licious deployment, a critical gap remains in understanding
the human factors underlying PoC creation. Through semi-
structured interviews with 16 PoC developers across diverse
regions, we apply Expectancy-Value Theory to reveal PoC
development as a complex motivational ecosystem where
technical confidence, value assessments, and risk calculations
intersect within dual-use tensions. We demonstrate that PoC
development spans a continuum from crash demonstrations to
weaponized exploits, shaped by multifaceted calculus rather
than binary ethics. We identify three theoretical extensions:
dual-use moral reasoning enabling responsibility externaliza-
tion, dynamic value assessment where vendor behavior re-
shapes disclosure decisions, and identity navigation between
ethical research and technical mastery. Vendor responsive-
ness, community dynamics, and legal constraints significantly
influence disclosure strategies. PoC developers adopt risk-
mitigation approaches when navigating tensions between
security improvement and potential misuse, challenging bi-
nary conceptualizations of “responsible” versus “irresponsi-
ble” disclosure.

1 Introduction

The rapid weaponization of vulnerabilities poses a crit-
ical challenge for cybersecurity. Proof-of-Concept (PoC)
exploits—intentionally developed code demonstrating vul-
nerability exploitability, ranging from simple crash demon-
strations to fully weaponized implementations—initially re-
quiring hours or even days to translate into active threats, are
now being leveraged in alarmingly short timeframes.

Early reports indicated an average of one hour and seven
minutes for PoC exploits to be weaponized after public dis-
closure [22], but recent evidence demonstrates a dramatic

mere 22 minutes of disclosure [45].

While existing research has examined the malicious use
of public PoC exploits [22,25,45] and the rapid adoption of
exploits by attackers, these studies primarily rely on observa-
tional data, focusing on the “what” and “when” of deployment.
Less attention has been paid to the “who” and “why”—the
motivations, processes, and decision-making of PoC develop-
ers creating and disseminating PoC. This leaves a significant
gap in our understanding of the PoC lifecycle, specifically the
factors influencing PoC creation, reporting, and publication
decisions. Understanding this phenomenon requires examin-
ing not just the technical artifacts themselves, but the complex
motivational landscape that drives their creation. To address
this challenge, we apply Expectancy-Value Theory (EVT) as
our theoretical lens, which provides a systematic framework
for understanding how PoC developers navigate the inherent
tensions between beneficial security research and potential
harmful applications.

Existing research reveals three important gaps that our
study addresses. First, while prior work examines hacker moti-
vations broadly [20,30,46], no study has applied motivational
frameworks specifically to PoC developers within contempo-
rary dual-use disclosure ecosystems. Second, comprehensive
examination of the full PoC lifecycle—including creation, val-
idation, reporting, and publication—remains limited. Third,
informal PoC ecosystems characterized by pseudonymity and
legal uncertainty have been largely ignored, as research fo-
cuses on formal disclosure channels or observational studies.

Our work extends existing frameworks by demonstrat-
ing that PoC developer motivations shift dynamically in
response to vendor behavior, with vendor responsiveness
as a primary driver reshaping decisions over time. We
also surface how institutional factors—CVD norms, liabil-
ity concerns, weaponization timelines—shape contemporary
decision-making in ways prior motivational research has not
systematically addressed.

We fill these gaps by extending EVT with three key con-
tributions: (i) dual-use moral reasoning, which enables PoC



developers to externalize responsibility for potential misuse;
(i) dynamic value assessment, where vendor behavior, dis-
closure outcomes, and community feedback continuously re-
shape PoC developers’ subjective task values in real time; and
(iii) identity navigation, emphasizing the ongoing negotiation
between ethical research commitments and technical mas-
tery identities. We also incorporate contextual factors outside
traditional EVT—vendor relationship dynamics, community
trust patterns, and legal constraints—that critically influence
dual-use decision-making. We map these extensions to three
research questions aligned with EVT components: (RQ1)
What definitions and perceptions do PoC developers hold re-
garding PoC exploits? (RQ2) Which technical, ethical, and
economic factors influence PoC creation, validation, and re-
porting? (RQ3) How do PoC developers navigate dual-use
decision points in disclosure and publication strategies?

We conducted semi-structured interviews with 16 PoC de-
velopers from diverse regions and backgrounds. Our EVT-
informed analysis reveals PoC development as dynamic ne-
gotiation among technical confidence, value assessments, and
costs within dual-use contexts. This framework enabled us to
make the following contributions:

* We deliver the first comprehensive analysis of the PoC
lifecycle from their developers’ perspectives, spanning
simple crashes to weaponized exploits, guided by moti-
vational calculus beyond technical skill or ethics.

We extend EVT to dual-use contexts, introducing dual-
use moral reasoning, dynamic value assessment, and
identity navigation constructs that explain how PoC de-
velopers navigate competing beneficial and harmful ap-
plications.

L]

We identify key factors influencing PoC development
across five stages (vulnerability identification, develop-
ment, validation, reporting, publication), demonstrating
that personal motivation, vendor response, and past ex-
perience critically shape dual-use decisions.

L]

We reveal that offensive-minded versus defensive-
minded practitioners exhibit distinct motivational pro-
files, significantly influencing development and disclo-
sure practices through different risk tolerance and value
prioritization.

2 Related Work

Studies on Security Practices and Hacker Motivations. A
substantial body of research uses qualitative and interview-
based methods to understand the practices, motivations, and
challenges of security professionals, ethical hackers, and
testers. Votipka et al. [46] compared white-hat hackers and
software testers, highlighting differences in knowledge, ac-
cess, and motivation, and showing how PoC exploits are used

to validate vulnerabilities when communication with develop-
ers is absent. Chng et al. [20] provided a comprehensive frame-
work of hacker types and strategies, while Piao et al. [39]
revealed how bug bounty participants collaborate informally
to enhance discovery. Alomar et al. [7] examined real-world
disclosure practices, underscoring persistent challenges in
vendor—researcher coordination.

Building on this, research has also investigated bug bounty
programs and vulnerability disclosure channels. Studies high-
light the economic incentives and dilemmas hackers face in
navigating institutional programs [1,10,36]. Walshe and Simp-
son [48] assessed coordinated vulnerability disclosure (CVD)
programs and proposed improvements to foster more trustful
interactions. The Psychology of Hackers preprint [30] fur-
ther examined the psychological drivers behind vulnerability
discovery. More recently, Chaliasos et al. [17] evaluated au-
tomated tools in the decentralized finance (DeFi) ecosystem,
finding that state-of-the-art analyzers would have prevented
only a small fraction of high-profile attacks, highlighting gaps
between tool capabilities and practitioner needs.

Ethnographic work has examined hacker communities as
sites of identity and moral reasoning. Coleman’s foundational
study [21] and recent historical analyses [47] underscore how
values shape hacking. Foundational typology work [14,40]
established psychological frameworks for hacker behavior,
including tool developers. We build upon this by focusing
on PoC development within contemporary disclosure ecosys-
tems. These perspectives situate PoC exploit development as
both a technical task and one embedded in contested moral
economies and dual-use dilemmas.

PoC Exploits and Exploitation Timelines. Another line
of work examines the lifecycle of PoC exploits and their
weaponization in the wild. Nayak et al. [37] showed that
some vulnerabilities are rapidly targeted while others remain
dormant. Alrawi et al. [8] documented how IoT malware
campaigns quickly integrate public exploits. More recent
measurements confirm that adversaries may weaponize PoC
within minutes of publication [22], underscoring the urgency
of timely patching. Al Alsadi et al. [2, 3] provided large-
scale analyses of exploit timelines, showing that while many
exploits appear quickly, others surface years later or even prior
to CVE publication date, complicating assumptions about
disclosure. Related historical analyses [29,43] emphasize how
exploit availability reshapes patching priorities and attacker
decision-making.

Economics and Dual-Use Dilemmas. Economic per-
spectives on vulnerability exploitation highlight adversaries’
cost-benefit reasoning. Allodi’s work [5, 6] shows that attack-
ers prioritize low-cost, high-impact vulnerabilities and adopt
new exploits selectively. At the same time, dual-use dilemmas
emerge as tools circulate across legitimate and malicious do-
mains. Kang et al. [32] demonstrate how instruction-following
LLMs amplify dual-use risks by enabling standard security at-
tacks at scale. Silic [42] similarly analyzed the organizational



dilemmas of adopting dual-use open source security tools,
showing both defensive benefits and heightened risks. Ethical
scholarship on dual-use has a long history in the biological
sciences, where debates on governance emphasize the tension
between advancing knowledge and mitigating misuse [35].
Our study extends this dual-use lens to the socio-technical
practices of PoC exploit developers, who often operate un-
der pseudonymity and legal uncertainty, in contrast to more
institutionalized bug bounty ecosystems.

Motivational Theories in Security Behavior. Motiva-
tion theories from psychology provide additional explana-
tory power for security behavior. Expectancy-Value The-
ory (EVT) [24,49] posits that task engagement depends on
expectations of success (“Can I succeed at this task?”’) and
the subjective value of the task (“Is the task worth doing?”),
which includes intrinsic, attainment, and utility values, as well
as costs. EVT has been applied in security contexts such as
password adoption [31] and mobile identity protection [4].
Chen et al. [19] further demonstrated its usefulness in phish-
ing interventions, revealing how expectancy and value fac-
tors shape employee engagement. Other domains have also
adopted EVT, such as studies on gender-related academic and
occupational goals [38].

While EVT has been successfully applied to defensive secu-
rity behaviors [4,19,31], no previous research has applied mo-
tivational frameworks to offensive security contexts such as
PoC exploit development. We argue that EVT is well-suited to
capture developers’ decision-making, as it directly addresses
why individuals take on tasks, what values they assign to
them, and how costs shape engagement. This complements
economic and ethical accounts of dual-use by foregrounding
the situated motivations of actors.

Our study addresses this gap by extending EVT to capture
dual-use decision-making, where the same activities produce
both beneficial and harmful outcomes. We recognize that PoC
developers have been studied as part of the broader hacker
spectrum in prior work [20,46]. Our contribution provides
specific focus on this population within contemporary disclo-
sure ecosystems and demonstrates how vendor interactions
dynamically reshape developer motivations over time—a tem-
poral dimension absent from prior motivational research in
security contexts.

Finally, prior analyses of dual-use dilemmas at policy
and organizational levels—such as work on economic analy-
sis of dual-use research governance [23] and organizational
study [42]—demonstrate the importance of expectancy—value
reasoning beyond individual actors. Our study, by focusing on
PoC exploit developers, fills a gap in connecting motivational
theory to the dual-use challenges of PoC exploit circulation.

3 Methodology

We employed qualitative semi-structured interviews to ex-
plore the practices, motivations, and decision-making pro-

cesses of PoC exploit developers. We recruited 16 partici-
pants from diverse geographic and professional backgrounds,
piloted our interview protocol with psychology-trained col-
laborators, conducted remote interviews with rigorous ver-
ification procedures, and analyzed transcripts using hybrid
inductive-deductive coding with strong inter-coder reliability.

3.1 Operational Definition of PoC Exploits

We define Proof-of-Concept (PoC) exploits as intentionally
developed code demonstrating vulnerability exploitability,
spanning simple crash demonstrations to fully weaponized ex-
ploits. This definition emphasizes deliberate exploit construc-
tion and excludes automated fuzzer outputs or raw crashes
lacking purposeful development. Our focus is on exploits cre-
ated through human decision-making processes, regardless of
sophistication level. This operational definition aligns with
how participants conceptualized their work and enabled ex-
amination of the full range of motivations and practices in
PoC development.

3.2 Recruitment and Screening

We employed multi-channel recruitment to access this hard-
to-reach population. We began by distributing a registration
form via social media platforms, mailing lists, and direct pro-
fessional outreach to collect participants’ backgrounds and
PoC development experience. Our inclusion criterion required
prior experience developing at least one proof-of-concept ex-
ploit from start to finish. Beyond form-based recruitment, we
utilized: (i) professional outreach via social media, mainly
LinkedIn, to potential participants matching our criteria; (ii)
security conference networking where the lead author identi-
fied and approached candidates; (iii) recommendations from
academic colleagues; and (iv) snowball sampling where par-
ticipants connected us to others in their networks. From 33
form responses plus additional professional contacts, 16 par-
ticipants were selected after screening and eligibility confir-
mation. Personalized invitations detailed the study’s purpose,
scope, requirements, anonymity assurances, and emphasized
voluntary participation with withdrawal rights at any time.
Only one participant had a pre-existing work relationship with
the research team; all others were identified through profes-
sional networking initiated for this study. Participants spanned
North America, South America, Europe, Africa, and Asia, pro-
viding geographic diversity to assess whether motivational
patterns reflected cultural specificity or shared institutional
factors (CVD norms, legal frameworks). Thematic saturation
was reached well within this sample size [18]. While profes-
sional network-based recruitment may introduce sampling
bias toward communicative developers, this approach was
necessary given the population’s privacy concerns and legal
sensitivities.



3.3 Pilot Interviews and Protocol Development

Three pilot interviews (one in-person, two remote) tested
and refined our protocol. The lead researcher conducted
these pilots with a second author—who has a background in
psychology—present during the sessions to observe interview
flow, evaluate question clarity, and ensure the environment
encouraged open responses. Critically, the interview protocol
evolved iteratively during pilot testing rather than being pre-
determined by EVT categories. Pilot sessions with structured
feedback revealed that generic motivation questions needed
reframing to capture specific PoC developer tensions. The
refined protocol (see Appendix A) addresses EVT constructs
implicitly through open-ended questions about confidence,
benefits, risks, and outcome expectations, avoiding theoretical
jargon that would artificially constrain responses. Post hoc
application of EVT during analysis ensured the framework
matched empirical patterns rather than predetermining them.
This approach addressed concerns that EVT was imposed on
rather than emerged from the data.

3.4 Interview Procedure

We conducted semi-structured interviews via video or au-
dio conferencing, lasting 45-60 minutes (two extended to
approximately two hours). The lead researcher conducted
all interviews except one conducted in Spanish by a native-
speaking co-author to accommodate participant preference.
This transcript was translated using Argos Translate Python
library [9], following established methodology [12]. The of-
fline neural machine translation tool ran entirely on local re-
sources to maintain GDPR compliance and data protection re-
quirements. Two interviews included third-party interpreters
at participants’ request to facilitate communication. Inter-
preters were strictly limited to translation and clarification
roles, with clear instructions ensuring only participant per-
spectives were captured. All participants provided informed
consent prior to sessions, with study details reiterated at inter-
view commencement. Our outreach and consent procedures
emphasized that participation was entirely voluntary and that
participants could withdraw at any time without consequence.
Interviews followed a structured format: warm-up questions
covering background, experience, and motivations (Questions
1-8), followed by core questions on PoC development pro-
cesses (Questions 10-16). The complete interview protocol
appears in Appendix A.

3.5 Verification and Credibility

To address self-enhancement bias, the tendency for partici-
pants to overstate their achievements or capabilities, we im-
plemented converging verification checks while respecting
anonymity and legal constraints. Many participants were cor-
roborated through public records (CVE identifiers, vendor

security advisories listing them as reporters). Others vol-
untarily demonstrated artifacts during interviews via screen
sharing (triggering exploit scripts, debugger sessions show-
ing exploitation, reproduction steps) or shared links to their
public PoCs on GitHub or Exploit-DB aligning with their nar-
ratives. For participants bound by NDAs or ongoing vendor
coordination, we relied on internal consistency of accounts
and depth of technical detail provided. While these converg-
ing indicators enhance confidence in participants’ accounts
and reduce fabrication risk, they do not entirely eliminate
self-enhancement bias or broader self-report limitations.

3.6 Data Processing and Analysis

The lead author manually transcribed all interviews verba-
tim using secure local software with meticulous accuracy
review. Comprehensive anonymization removed identifying
information including names, organizations, technical imple-
mentations, geographic indicators, and temporal markers pre-
venting re-identification. Participants were invited to review
their transcripts and quoted material for accuracy and comfort,
reducing misinterpretation risk and enhancing validity. We im-
ported anonymized transcripts into Atlas.ti [11] for qualitative
analysis. Our hybrid inductive-deductive coding [26] enabled
both data-driven code emergence and theory-informed EVT
analysis. Two authors independently coded all 16 transcripts,
iteratively refining the codebook through consensus meetings
that reconciled discrepancies and refined definitions based on
EVT constructs and emergent themes. To assess inter-coder
reliability, we calculated Krippendorff’s alpha [16], achieving
strong consistency (o0 = 0.857), exceeding accepted thresh-
olds for qualitative security research [33]. This high reliability
was facilitated by shared codebook use and consistent appli-
cation of predefined coding themes (see Appendix C).

3.7 Participant Demographics

Our 16 participants included penetration testers, red and blue
teamers, independent researchers, consultants, and in-house
product security professionals; several held leadership posi-
tions (founders, CEOs). We recorded each participant’s pri-
mary and secondary roles; years of experience (current role,
overall security, PoC development); number of vulnerabilities
discovered; and number of PoCs developed (as each partic-
ipant defined PoCs). Additional self-reported data covered
public PoC count, development frequency, skill level, and
targeted software types. All participants identified as male
despite targeted outreach to women in cybersecurity, reflect-
ing broader gender disparities in the community [27]. Full
demographic breakdown appears in Appendix B.
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Figure 1: Cumulative theme emergence across 16 interviews.

3.8 Limitations

Our study has several limitations common to exploratory qual-
itative research [1,7,46]. First, participant recall may be in-
complete or biased when retrospectively describing complex,
expert-level tasks [46]. We mitigated this through hierarchical
structuring in our interview protocol to prompt comprehensive
responses [44]. Second, participants may have adjusted re-
sponses to influence how they were perceived (social desirabil-
ity bias) or overstated their achievements (self-enhancement
bias) [46]. While we created a non-judgmental atmosphere
and implemented verification procedures (Section 3.5), we
cannot entirely eliminate these biases. Third, explicit focus
on PoC development may have attracted participants with
particular experiences or interests, introducing selection bias.
Additionally, individuals concerned about privacy or intel-
lectual property may have opted not to participate. We par-
tially mitigated this through diverse recruitment channels and
screening for variation in experience and geography. Gen-
der imbalance in our all-male sample, despite targeted out-
reach efforts, reflects broader cybersecurity community dispar-
ities [27]. Fourth, our sample of 16 participants demonstrates
thematic saturation. Figure | shows cumulative theme emer-
gence: all major thematic categories (blue circles) appeared
by Interview 4, with 85% of detailed codes (purple squares)
identified by Interview 8 and 95% by Interview 12. Interviews
13-16 yielded primarily refinements (e.g., explicit cultural
stigmatization articulation) rather than new categories, pro-
viding empirical evidence of data sufficiency [28]. Finally,
findings may not generalize beyond our sample, though our
focused recruitment provides strong direction for future work
in this niche practitioner group [46].

4 Understanding PoC Developer Perspectives
and Decision-Making

We apply EVT to analyze our semi-structured interview data
and reveal how PoC exploit developers navigate the inher-

ent dual-use dilemma in their work. PoC development spans
a continuum from simple crash proofs to fully automated,
weaponized exploits. Higher sophistication—automation,
weaponization, code-centricity—amplifies both security re-
search value and misuse risk. Figure 2 presents our adapted
EVT framework, highlighting dual-use decision points where
developers balance competing motivations, integrating Tradi-
tional EVT constructs (yellow), Extended EVT contributions
(pink), and Contextual factors outside EVT (blue).

We first examine how PoC developers define and perceive
PoC exploits (RQ1), then identify the technical, ethical, eco-
nomic, and contextual factors that shape PoC creation, valida-
tion, and reporting (RQ2), and finally explore how PoC de-
velopers negotiate dual-use decision points in their disclosure
and publication strategies (RQ3). Notably, our EVT-based
analysis reveals a phenomenon we term motivational ambiva-
lence, where the very factors—such as intrinsic satisfaction
from technical mastery—that drive thorough exploit develop-
ment also heighten the potential for misuse (see Table 1).
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Table 1: Motivational Factors in PoC Development Dual-Use Decisions Based on EVT Analysis

EVT Component

Encouraging Dual-Use Risk

Discouraging Dual-Use Risk

Expectancy Beliefs
Intrinsic Value
Utility Value

Attainment Value
Cost Factors
Extended EVT:
Moral Reasoning
Dynamic Value Assess-
ment

Identity Navigation

Outside EVT:
Vendor Relationships

Community Dynamics

Cultural/Legal Context

High technical confidence, Patch diffing success, Al-assisted
development

Intellectual satisfaction, Technical mastery, Weaponization
challenge

Personal advancement, Financial gain, Skill demonstration,
Security improvement

Technical mastery identity, Community recognition

Low perceived legal risk, Anonymity protection, Vendor unre-
sponsiveness

Tool neutrality beliefs, Responsibility deflection

Vendor unresponsiveness, disclosure/publication outcomes,
and community feedback

Personal gain, Financial gain

Unresponsive vendors, Poor communication

Anonymous collaboration benefits, Knowledge sharing pres-
sure
Legal gray areas, Weak enforcement, Cultural acceptance

Task difficulty uncertainty, Limited system knowledge, Tool/re-
source constraints

Preference for defensive applications, Lack of interest in harm-
ful applications

Low perceived benefit, Vendor assistance, Ecosystem benefits

Core ethical values, Professional identity

High legal/reputational risk, Moral responsibility burden, Po-
tential misuse guilt

Strong moral framework, Harm prevention

Vendor responsiveness, Coordinated disclosure benefits

Ethical identity, Professional reputation

Responsive vendors, Strong CVD frameworks, Clear commu-
nication and timelines

Trust erosion concerns, Community accountability

Strong legal frameworks, Cultural disclosure norms, Clear

consequences

4.1 How PoC Developers Define and Perceive
PoC Exploits (RQ1)

PoC developers vary widely in what they consider a valid
PoC, ranging from simple crash demonstrations to fully
weaponized exploit code. Their definitions reflect not only
technical benchmarks but also personal standards for orig-
inality, sophistication, and intended use. Underlying these
definitions are key motivational factors: beliefs about their
own technical capabilities and likelihood of success, the intrin-
sic satisfaction of demonstrating mastery, the utility of PoC
for security improvement, the role of PoC work in their profes-
sional identity, and the costs they associate with development
and disclosure. Together, these factors shape how PoC devel-
opers define, prioritize, and engage with PoC exploit creation
(highlighted in yellow in Figure 2).

4.1.1 The PoC Exploit Definition Spectrum

PoC developers’ beliefs about their technical abilities and
expectations of success shape their position on what a PoC
exploit is and should do, influencing their development strate-
gies and publication choices.

Perceived Technical Ability: Several PoC developers ex-
plicitly connected PoC creation to demonstrating technical
understanding and validating their expertise. For instance, P12
mentioned “because it proves that you understand the vulner-
ability. Ego plays a role here.” This reflects how self-concept
of ability drives behavior choices where PoC developers with
high technical confidence pursue challenging targets to vali-
date and display expertise.

PoC developers demonstrated varying perspectives on legit-
imate PoC targets, with some insisting that valid PoC should
exclusively target self-discovered or zero-day vulnerabilities.
As P10 explained: “I'd say it’s when you find a vulnerability
on your own, like a zero day,” while P13 similarly stated: “I
think it’s for the zero day vulnerability.” This exclusivity pref-
erence reflects a high self-concept of technical ability, where
PoC developers prioritize original discovery over adaptation
of known vulnerabilities. On the other hand, other PoC devel-
opers maintained that PoC can target known vulnerabilities
discovered by others and still be considered valid as long as
they demonstrate technical effectiveness, indicating different
self-concept thresholds for meaningful technical contribution.

P8 similarly described preferences for weaponized proof
of concept creation, indicating how a high self-concept of
ability leads to more sophisticated development goals. The
intrinsic satisfaction derived from technical mastery serves as
a powerful motivator independent of external rewards.

PoC developers systematically adapt their approaches
based on perceived expertise in different vulnerability do-
mains. P12 explained their systematic approach: “If [a vul-
nerability] is publicly published, I use Shodan to get the CVE.
If that CVE has no PoC, I develop one.” This demonstrates
how domain knowledge confidence (expectancy belief) drives
efficient targeting strategies.

Task Difficulty Perceptions and Success Expectations:
PoC developers demonstrated preferences for known vulnera-
bilities with or without existing PoC, viewing these as opti-
mal targets balancing challenge with success probability. P2
described this approach as: “So we look at the differences



between the old version and the new version. And that often
requires some reverse engineering skills. Based on what the
vendor changed in the new version, we can deduce what the
vulnerability was in the old version and write code to verify
that those vulnerabilities still persist. In the new version, there
might be a single line change that reflects the patch.” This
“patch diffing” approach used by reverse engineering silent
patching reflects sophisticated task difficulty assessment—
leveraging vendor patches as roadmaps reduces perceived
difficulty while maintaining intellectual challenge. Such ap-
proaches maximize expectation of success while preserving
intrinsic value through technical problem-solving.

In addition, pursuing existing vulnerabilities often leads to
discovering new vulnerabilities. P4 explained: “For example,
in the case of a PDF reader, I noticed several vulnerabilities
published recently, so I examined if one product or multiple
products are affected. The larger the user base, the more likely
you will find an easy target.”

For unknown vulnerabilities, PoC developers often adopt a
trial-and-error approach. P12 mentions that he “downloads,
installs, and fuzzes the software,”, while P15 tailors his meth-
ods based on access to physical devices, firmware, or mere
specifications. Access to necessary tools and knowledge sig-
nificantly affects PoC developers’ willingness to pursue spe-
cific vulnerabilities, with deep system knowledge reducing
perceived task difficulty and increasing expectation of suc-
cess.

Prior experience guides both target selection and the choice
of tools and programming languages for PoC development. A
strong preference for Python is common due to its simplicity,
extensive libraries, and compatibility with Al-driven meth-
ods. P11 noted: “Al agents can work with Python extremely
efficiently.” Similarly, P1 stated: “Just use Al to make a good
starting point.” PoC developers also utilize languages such as
.NET, C#, bash, and Go, selecting the appropriate tools based
on target specifics and operational requirements.

Al integration enhances expectancy beliefs by boosting
PoC developers’ technical confidence and perceived capa-
bility to handle complex vulnerabilities. The availability of
Al-assisted development tools strengthens the self-concept
of ability, as PoC developers feel more capable of creating
sophisticated PoC regardless of their initial expertise level,
which reduces effort costs. This technological augmenta-
tion of expectancy beliefs creates a feedback loop where
increased confidence leads to more ambitious targeting and
development approaches, while simultaneously reducing the
perceived difficulty of moving toward more weaponized im-
plementations.

PoC developer expectations for PoC sophistication var-
ied significantly, with some requiring full automation and
weaponization capabilities. P2 emphasized: “Only consider
it as a proof concept exploit if it’s an automated code that
anyone can run and get the same results.” This automa-
tion standard reflects high expectancy beliefs about techni-

cal outcomes, PoC developers confident in creating reliable,
weaponized tools set higher success thresholds. P8 described
the ideal as a “O-click” solution where “typing in an IP ad-
dress” automatically yields complete system control. Such
weaponization expectations demonstrate how a high self-
concept of ability leads to more sophisticated development
goals, potentially increasing dual-use risks through enhanced
exploit capabilities. P6 described the evolution from basic
demonstration to automated tool: initially demonstrating a
vulnerability, but a robust PoC should “eventually automate
all steps so it can be reliably handed over to, for example, a
red team or the vendor for remediation.”

4.1.2 Motivational Dynamics in PoC Development

PoC exploit development sits at a crossroad in cybersecu-
rity, embodying a dual-use dilemma where the same tools
that drive security research and remediation can also be
weaponized for malicious purposes. This creates a complex
motivational landscape for PoC developers, who must con-
stantly balance technical ambition, values, ethical considera-
tions, and risk management.

Intrinsic Value and Craftsmanship: PoC developers de-
rive deep intrinsic satisfaction from crafting PoC exploits,

emphasizing the paramount importance of executable code

over abstract descriptions. As one participant (P8) succinctly

putit, “the most fun is to write a weaponized Proof of Concept.”
This code-centric philosophy positions functional code as the

ultimate demonstration of mastery. Reflecting this view, P12

stated: “For me only the code counts... the perfect PoC is a

code base.” Similarly, P7 highlighted that a PoC is “any piece

of code... tailored to exploit a vulnerability... especially if it is

novel.”

This orientation motivates them to build PoC from scratch,
particularly for new vulnerabilities, ensuring technical rigor
and security integrity. P12 described their workflow for web
exploits: “I start with manual exploitation, then replicate it
in Python, escalating to remote code execution.” The drive
for ethical craftsmanship also manifests in efforts to mini-
mize disruption: P5 embedded sleep commands into an SQL
injection PoC to avoid crashing the system, and P3 praised

“thinking outside the box” to achieve elegant yet non-disruptive
demonstrations.

Utility Focus: Beyond personal fulfillment, many PoC de-
velopers prioritize utility — the benefit their work brings
to cybersecurity. P2 framed this value as, “...cybersecurity
should be a fundamental right... PoC prove risks and motivate
mitigation.” PoC developers often favor responsible disclo-
sure to vendors or authorities. For instance, P13 supports
full disclosure to national authorities, while P11 advocates
delaying public release: “...don’t release... instantly... but
eventually it’s valuable.”



PoC are seen as tools for remediation. P1 emphasized,
“PoC are purely demonstrations to get things fixed,” and P15
noted they help others “reproduce the problem.” This ap-
proach balances knowledge sharing with reducing potential
misuse risks.

Identity and Recognition: Disclosure decisions are
strongly tied to complex professional identities and ethical
considerations. Many PoC developers see themselves as re-
sponsible contributors rather than as seekers of notoriety. P11
expressed support for openness tempered by caution: “I’'m for
openness, but... wait for fixes... to help defenders.” Cultural
and regional contexts influence these decisions; for exam-
ple, P16 noted that some prefer limited disclosure to avoid
reputational damage.

Cost and Moral Challenges: PoC developers contend with
significant costs, including legal risks, reputational concerns,
and psychological burdens. P14 abstains from working on
zero-day PoC due to legal restrictions. P1 related an experi-
ence involving misuse: “We made a full exploit... it ended up
in the wrong hands... several organizations got affected... I
distanced myself after that.”

Concerns about irresponsible disclosure are common. P2
warned: “...giving weapons to others who can’t handle them
responsibly is irresponsible.” Many take precautions to safe-
guard PoC, such as maintaining them locally with strict se-
curity measures. Economic incentives complicate decisions:
P12 admitted to selling PoC in the past but now pursues re-
sponsible disclosure.

—{ Takeaway 1

PoC development spans a continuum from simple
crash demos to fully weaponized exploits, driven by
complex motivations including technical mastery, eth-
ical reflection, and risk negotiation. PoC developers’
decisions are understood as dynamic calculations bal-
ancing their confidence (expectancy), perceived value
(utility, intrinsic, attainment), and costs (legal, moral).

4.2 Factors Driving PoC Development Deci-
sions (RQ2)

This section examines the key factors shaping PoC develop-
ment decisions, extending EVT to capture the unique chal-
lenges of dual-use technologies. Central to this extension is
the concept of dual-use decision points (highlighted in red in
Figure 2), where PoC developers weigh competing technical,
ethical, and contextual considerations.

Our extended EVT framework comprises three compo-
nents: Moral Reasoning, where PoC developers navigate
ethical reflections on tool neutrality and responsibility; Dy-
namic Value Assessment, reflecting how PoC developers con-

tinuously adjust their valuation of tasks based on vendor re-
sponsiveness, disclosure outcomes, and community feedback;
and Identity Navigation, describing ongoing negotiation be-
tween competing professional identities in the face of dual-
use tensions. Together, these elements illuminate the complex,
context-sensitive calculus guiding PoC creation, validation,
and disclosure decisions..

4.2.1 Moral Reasoning About Tool Neutrality

PoC developers grapple with moral responsibility stemming
from the dual-use nature of their work, which introduces
psychological costs beyond typical effort or time constraints.
They often adopt a moral reasoning stance that views PoC as
neutral tools—akin to knives—where the ethical implications
depend on how others use them. This perspective helps PoC
developers manage ethical tensions and sustain engagement
despite potential misuse.

The philosophical reasoning about tool neutrality repre-
sents a distinct form of ethical reasoning: while a PoC exploit
can be adapted for harmful purposes, the tool itself is inher-
ently neutral, its effect determined by how it is employed,
which was analogized by P9 as: “Well, releasing an exploit
have their risk. It’s like a knife. It’s like it’s not good or bad;
and a knife is just a tool. You can use the knife to feed your
Sfamily, or you can use the knife to kill somebody else... So you
the person who crafted the knife... oh, what people would do
with my knife.”

4.2.2 PoC Dynamic Value Assessment

PoC development involves ongoing recalibration of risk and
benefit evaluations, with PoC developers’ subjective task val-
ues shifting dynamically in response to external influences
such as vendor responsiveness, disclosure outcomes, and com-
munity feedback.

Several participants highlighted a preference for withhold-
ing public disclosure of PoC until vulnerabilities have been
patched. For example, participant P10 expressed reluctance
to share PoC prematurely: “I’'m not really in favor of publicly
sharing the PoC unless I know the vulnerability has been
patched. The people running the software were given a few
months to patch, so I only publish after they have had ample
time to update.”

On the other hand, participant P1 raised concerns about the
limits of timing in mitigating risk, noting: “If you look at the
timelines when a proof of concept is published and when it
gets abused, those timelines are pretty interesting. A patch
does not mean everyone is protected immediately.” Some PoC
developers practice controlled disclosure, delaying publica-
tion of weaponized PoC for extended periods. Participant P8
explained: “If I have a weaponized proof of concept, I do not
share it with the public right away. Maybe after a year or
two, when everything is fixed, then I release it, often via my



website.”

Participant P12 provided a critical view of how vendor
transparency impacts risk assessment: “If there’s a public
exploit code... some vendors don’t admit what the patch does.
But if the vendor is fast and transparent, having public PoC
balances the outcome — attackers’ odds are about 50/50.”
This dynamic process reflects how PoC developers continu-
ously update their value calculations based on vendor behav-
ior and disclosure context. Moreover, participants described
a maturation from personal or opportunistic motives to more
collaborative and career-oriented ones. P12 reflected on this
evolution: “Now I don’t do that [selling PoC] anymore; I’'ve
grown and consider reporting publicly. Maybe it could even
change my career path — like working for Facebook.”

4.2.3 Balancing Professional Identity with Ethical Re-
sponsibilities

While traditional EVT’s attainment value assumes straight-
forward alignment between activities and identity, dual-use
contexts create identity conflicts between roles as ethical
researchers, technical experts, and security contributors, re-
quiring active negotiation rather than simple alignment. The
decision between supporting or discouraging PoC publication
reflects different security philosophies and identity positions.
P12 noted: “Depends on your point of view. If you care about
security, we should have a private place to disclose PoC. If
you don’t care about securing clients, every PoC should be
public.”

Some PoC developers shifted their disclosure practices
from full to partial when experiencing real or potential misuse
of their PoC, representing identity adaptation in response to
dual-use consequences. Even under responsible disclosure,
PoC developers must decide whether to proceed with full or
partial disclosure processes. P13 represents those who opt
for full disclosure: “I often always submit full disclosure.
Yeah, because it is useful for the [National CVD], and also
useful for the vendors to identify the vulnerabilities.” “Yeah,
I basically trust the [National CVD].. So yeah, I would like
to share my PoC only with them, but I don’t want to make
it public.” Conversely, P4 represents those choosing partial
disclosure: “My real proof of concept code is something that
I rarely share. And that’s because my experience with a lot
of responsible disclosure teams, within vendors, are not to be
trusted completely. Like I've heard also from people around
me that say, well, I submitted my code to just show them like
the vulnerability, and then, out of the blue, a few days later,
you see it online.”

Personal motivations can also play a critical role in shap-
ing disclosure decisions. P12 recounted an early experience
involving a cross-site scripting vulnerability in Facebook’s
chat feature, explaining that he deliberately chose not to dis-
close this vulnerability because it served his personal interests,
using the exploit for about two months until Facebook even-

tually patched it. This example shows how personal gain in
PoC development can influence a PoC developer’s disclosure
strategy.

—| Takeaway 2

Beyond individual skills and motivations, PoC devel-
opers engage in ongoing, complex negotiations shaped
by ethical reasoning, external feedback, and identity
tensions. Moral responsibility is often externalized
via tool neutrality, while dynamic value assessments
fluctuate with vendor responsiveness and community
reactions. PoC developers continuously balance their
professional identities—as innovators, collaborators,
and guardians—within a shifting ecosystem marked
by legal ambiguities and cultural complexities.

4.3 Contextual Forces Shaping PoC Developer
Choices (RQ3)

Similar to [19], our analysis reveals important contextual
factors that operate outside the conventional framework but
significantly influence dual-use decision-making in PoC de-
velopment decisions that don’t fit neatly within traditional
framework boundaries. These include security community
culture with its disclosure norms and ethical frameworks, and
vendor/legal environments encompassing CVD policies and
regulatory constraints. These external factors shape the con-
text within which individual motivational processes unfold
(colored in blue in Figure 2).

4.3.1 Vendor Responsiveness & Communication

Vendor responsiveness creates dynamic feedback loops that
modify future disclosure decisions in ways not captured by
static EVT value assessments. A crucial aspect of the disclo-
sure process is the tone of communication and responsiveness
between PoC developers and vendors. Most of them believe
that adopting a friendly and respectful tone not only fosters
cooperative dialogue but also helps mitigate legal risks.

“I [think] definitely in your first messaging, saying some-
thing, giving them consequences for not replying is coming
off very, you know, evil. To them it sounds like you’re an
enemy, whereas I more wanna make myself sound like a
friend to them. So they can ask me questions, come back
to me, or even order a real pen test if they want. But if you
start saying, after 90 days, I will disclose this then, you kind
of put the whole conversation in a negative tone, whereas it
should be positive. And usually, I honestly couldn’t care too
much about actually disclosing stuff. What am I gonna do?
I’m just gonna make it public. Threatening companies in-
creases the chance of getting lawyers..., which is far worse
than just being nice.” (P11)



However, the situation often changes when vendors fail to
mirror that same level of communication, forcing PoC devel-
opers to adjust their disclosure to direct disclosure models.
P11 recalled a case involving vulnerabilities in smart lights:
“I found the vulnerability in these [smart] lights. I tried to let
them know and they said no, we’re not interested. Go away.”
In another instance, following an unresponsive disclosure to
Microsoft, P12 explained: “the first in my life I published to
Microsoft. They didn’t care. They didn’t even disclose it. They
didn’t give me some reward or something. Nothing happened
so I throw that script on the web. And 3 days later, we receive
a patch through Windows update.” In both cases, PoC devel-
opers transitioned from responsible disclosure approach to
direct publication to pressure vendors into remediation.

PoC developers increasingly rely on national frameworks—
such as CERT programs—to report vulnerabilities. These
delegations not only facilitate responsible disclosure but also
reduce the administrative burden of direct vendor communi-
cation. Many participants report that these systems provide a
structured and predictable timeline for vendor responses.

4.3.2 Community Trust and Anonymity Dynamics

PoC developer communities are characterized by anonymity
and low trust, which shape unique social dynamics around
information sharing and collaboration. Despite limited trust,
collaboration remains vital, with PoC developers exchanging
knowledge and jointly solving problems through platforms
such as Discord, Telegram, bug bounty programs, and online
forums. P11 exemplified this saying “Yeah, in the bug bounty
community, we do collaborate a lot and it’s really fun to see.
Definitely. If you’re working on the same target, somebody
will go. Hey, I have found this small issue here. I need this be-
havior to kind of chain it together and make it more impactful
and then somebody else will go. I found that behavior on this
on this website. Does that work together and then so yeah,
that’s quite fun to collaborate together in that way.”

Within this collaborative environment, a layered dual-use
dilemma emerges. On one level, shared motives for knowl-
edge exchange drive the community, as P12 explains: “There
are many collaboration channels... to share knowledge be-
cause sometimes they share the same goals you never know
how many people hate Microsoft.” However, P12 also stated
the open sharing of early-stage PoC can inadvertently enable
unauthorized manipulation: “Well, issue was where in the
community I discussed that. I said I have command execution,
not remote code execution. There is a command execution in
Microsoft website, so one of the guys develop and had remote
code exec on that server and he calls denial of service for
Microsoft. It didn’t last so much like two or three minutes, all
servers were down.” The dilemma deepened when the collab-
orator chose not to contribute back: “He succeeded in getting
some remote code execution, and when I asked him to share
the code and so he didn’t share it back, the guy just logged

out. Happens, yeah. You know, you just move on because ev-
eryone is anonymous.” The anonymous collaboration model
doesn’t fit traditional social influence categories within EVT.
It creates different dynamics than conventional social con-
texts where EVT has been applied. This community paradox
was described by P12 as: “Zero trust you. Don’t trust anyone
in that community, but, as I said, you go to certain servers,
certain channels where people share the same motives and
goals. So trust is not a factor.”

4.3.3 Cultural & Legal Constraints on PoC Publication

Cultural and legal factors create constraints that operate out-
side traditional EVT motivational processes while signif-
icantly influencing decision-making outcomes. P16 high-
lighted that cultural and legal pressures may discourage public
PoC publication, except where the impact is minimal and re-
mediation does not require end-user action.

Other reasons PoC developers opt not to disclose vulnera-
bilities or PoC at all range between: issues deemed insignif-
icant (P7), experiencing burnout (P1), someone else having
published it (P7), wish to avoid reputational risk (P16), due
to cultural or language communication challenges (P11). Ac-
cording to P2, social media can rapidly amplify risks “looks
for what’s discussed on platforms like Twitter. And because
people on Twitter can’t shut up, so even though they have an
NDA, they will post it on Twitter.” These cultural dynamics
affect information flow and knowledge development in ways
that indirectly influence EVT components while representing
external constraints on PoC developer decision-making.

The PoC developers often bypass intermediary channels of
disclosure by publicly, yet often anonymously, sharing both
vulnerability details and PoC, often via online or underground
platforms, as P12 noted: “other PoC are like just thrown in the
web, or ExploitDB, [or in] GitHub somewhere.” These plat-
form choices reflect cultural norms and legal constraints that
operate independently of individual motivational processes.

—{ Takeaway 3

PoC exploit developers’ decisions balance intrinsic
satisfaction and utility with risks of misuse and legal
costs. Vendor responsiveness critically influences dis-
closure strategies, fostering cooperation or prompting
direct public release. Anonymous, low-trust commu-
nities enable collaboration but increase misuse risks.
Cultural and legal contexts further complicate disclo-
sure decisions. This dynamic interplay transforms PoC
disclosure into a continuous negotiation between ad-
vancing security and managing dual-use risks—far
beyond a simple responsible versus irresponsible di-
chotomy.




5 Discussion

Our findings fundamentally challenge the prevailing binary
conceptualization of responsible versus irresponsible disclo-
sure that dominates current cybersecurity discourse [7,48].
Rather than operating within fixed ethical frameworks, PoC
developers engage in sophisticated motivational negotiations
that extend far beyond the technical-ethical dichotomy as-
sumed by prior work [20,46].

Where previous studies have primarily focused on ob-
servable behaviors and temporal patterns of exploit deploy-
ment [8,37], our EVT-informed analysis reveals the underly-
ing psychological mechanisms driving PoC development de-
cisions. This represents a significant departure from economic
models that assume rational cost-benefit calculations [5, 6]
by demonstrating how expectancy beliefs, value assessments,
and identity considerations create complex motivational land-
scapes that resist simple optimization frameworks.

Our extension of EVT through dual-use moral reasoning,
dynamic value assessment, and identity navigation addresses
a critical theoretical gap in cybersecurity research. While mo-
tivational theories have been successfully applied to defensive
security behaviors [19,31], this study provides the first system-
atic application to offensive security practices. The concept of
motivational ambivalence, where the same factors that drive
thorough exploit development also heighten misuse potential,
offers a novel framework for understanding dual-use technol-
ogy development that extends beyond existing governance
models [23, 35].

Dual-Use Moral Reasoning as Responsibility Externaliza-
tion. The insight of tool neutrality beliefs as a systematic
form of moral reasoning highlighted by PoC developers in
this study provides new theoretical insight into how practition-
ers manage psychological costs in dual-use contexts. Unlike
previous work that has treated ethical considerations as static
constraints [21], we demonstrate that those PoC developers
actively construct moral frameworks that enable continued
engagement despite potential harmful consequences. This
process of responsibility externalization represents a previ-
ously undocumented psychological mechanism that may ap-
ply broadly across dual-use technology domains.

Dynamic Value Assessment and Contextual Adaptation.
Traditional EVT assumes relatively stable value assessments,
but our findings reveal that PoC developers continuously re-
calibrate their risk-benefit evaluations based on vendor respon-
siveness, disclosure outcomes, and community feedback. This
dynamic process challenges static models of responsible dis-
closure [43] and suggests that governance approaches must
accommodate ongoing negotiation rather than fixed rules.
The identification of vendor behavior as the primary driver
of this recalibration process provides empirical support for

relationship-based rather than rule-based disclosure frame-
works.

Identity Navigation in Professional Contexts. Our analy-
sis reveals that dual-use decision-making involves contin-
uous negotiation between competing professional identi-
ties—ethical researcher, technical expert, security contribu-
tor—rather than simple alignment with pre-existing values.
This extends beyond existing work on hacker identity forma-
tion [21] by showing how professional contexts create identity
conflicts that require active management rather than passive
expression of fixed ethical commitments.

Challenging Economic and Rational Choice
Models

Our findings directly contradict the assumptions underlying
current economic models of vulnerability disclosure and ex-
ploitation. Allodi’s work on attacker economics [5,6] demon-
strates that malicious actors prioritize low-effort, high-impact
vulnerabilities through rational cost-benefit analysis. How-
ever, our PoC developer interviews reveal that PoC creation
involves fundamentally different decision-making processes
that cannot be reduced to simple economic optimization.

The concept of motivational ambivalence illustrates this di-
vergence most clearly. Economic models would predict that ra-
tional actors would minimize dual-use risks to avoid potential
costs, but our participants consistently described how intrinsic
satisfaction from technical mastery drove them toward more
sophisticated—and potentially more dangerous—exploit de-
velopment. This pattern suggests that non-economic motiva-
tional factors may be more influential than previously recog-
nized in shaping the dual-use technology landscape.

Similarly, our finding that vendor responsiveness is the
primary determinant of disclosure decisions challenges eco-
nomic models that assume stable preferences and consistent
cost-benefit calculations. The dynamic nature of value assess-
ment revealed in our data suggests that PoC developer behav-
ior is fundamentally contextual and relationship-dependent
rather than driven by fixed utility functions.

Implications for Vulnerability Governance and
Policy

Our results have implications for current approaches to vul-
nerability governance and coordinated disclosure policy. Ex-
isting frameworks assume that clear rules and structured pro-
cesses will produce predictable outcomes [48], but our find-
ings suggest that individual motivational factors may be more
influential than institutional constraints in determining actual
behavior.

The Recognition Paradox and Incentive Misalignment. We
identify a previously undocumented asymmetry in commu-
nity recognition patterns: vulnerability discoverers receive



celebration while PoC developers face stigmatization, despite
both activities representing dual-use research. This recogni-
tion paradox creates perverse incentives that may actually
increase security risks by pushing PoC development under-
ground or toward less responsible disclosure practices. Cur-
rent bug bounty research has focused on economic incen-
tives [1, 10], but our findings reveal that social recognition
dynamics may be equally important in shaping behavior.

This misalignment suggests that governance frameworks
focused solely on constraining harmful behavior may be coun-
terproductive. Instead, policies that acknowledge and reward
responsible PoC development alongside vulnerability discov-
ery may be more effective in channeling dual-use activities
toward beneficial outcomes.

Dynamic Governance for Dynamic Decisions. The find-
ing that PoC developers continuously recalibrate their value
assessments based on external feedback suggests that static
governance approaches may be fundamentally inadequate for
dual-use contexts. Unlike traditional risk management frame-
works that assume stable risk profiles, dual-use technologies
require governance systems that can adapt to changing moti-
vational landscapes and contextual factors.

Our identification of vendor responsiveness as the primary
driver of disclosure decisions provides specific guidance for
improving governance outcomes. Rather than focusing pri-
marily on rule development and enforcement, effective gover-
nance may require greater attention to relationship manage-
ment and communication quality between stakeholders.

6 Recommendations

Based on our empirical findings, we propose specific inter-
ventions derived directly from our EVT-informed analysis
of PoC developer decision-making. Each recommendation
addresses specific motivational factors, contextual constraints,
or community dynamics identified in our results.

For Vendors and Organizations

R1: Implement Structured Response Protocols: Our finding
that vendor responsiveness is the primary determinant of dis-
closure decisions (exemplified by P12’s Microsoft case where
unresponsiveness led to immediate public disclosure) requires
systematic changes to vendor communication practices. Or-
ganizations should establish 48-hour acknowledgment proto-
cols, assign dedicated technical liaisons, and provide regular
progress updates to PoC developers throughout the disclosure
process.

R2: Deploy Recognition Programs: Our discovery that vul-
nerability discoverers receive celebration while PoC develop-
ers face stigmatization creates perverse incentives. Based on
participants’ descriptions of wanting professional recognition
(P12’s career advancement motivation), vendors should create
formal acknowledgment programs that recognize responsible

PoC development through technical advisory roles, security
team consultation opportunities, and public recognition equiv-
alent to vulnerability discovery programs.

R3: Establish Graduated Response Systems: Our identifi-
cation of PoC development existing on a sophistication con-
tinuum from crash demonstrations to weaponized exploits re-
quires differentiated organizational responses. Vendors should
implement classification systems that distinguish between
demonstration-level PoC (requiring standard disclosure time-
lines) and weaponized exploits (requiring expedited response
protocols and enhanced PoC developer support).

For Policymakers and Standards Bodies

R4: Create Safe Harbor Provisions: Multiple participants
(P14, P16) described avoiding PoC development due to legal
uncertainty, directly impacting the cost component of our EVT
analysis. Policymakers should establish explicit safe harbor
protections for good-faith security research including PoC
development, with clear criteria based on disclosure intent
and target selection rather than tool sophistication.

R5: Support Dynamic Disclosure Frameworks: Our discov-
ery that PoC developers continuously recalibrate risk-benefit
evaluations based on vendor behavior requires policy frame-
works that accommodate this dynamic process. Standards bod-
ies should develop graduated disclosure models supporting
time-delayed publishing (as practiced by P8), partial disclo-
sure options (preferred by P4), and context-specific evaluation
criteria rather than uniform disclosure timelines.

R6: Fund National CVD Infrastructure: Our finding that
PoC developers increasingly rely on national CERT programs
as trusted intermediaries (reported by multiple participants as
reducing vendor communication burden) indicates the value
of institutional infrastructure. Policymakers should expand
funding for national vulnerability coordination centers that
can serve as neutral intermediaries between PoC developers
and vendors.

For Platforms and Technical Infrastructure

R7: Develop Sophisticated Content Management: Our identi-
fication of anonymous, low-trust community dynamics that
enable valuable collaboration while increasing misuse risks
requires technical infrastructure that can manage these ten-
sions. Platforms should implement graduated sharing sys-
tems that allow vulnerability details sharing while controlling
weaponized component access through community member-
ship verification, temporal restrictions, and reputation-based
access controls.

R8: Create Verified Researcher Networks: The “zero trust
but shared goals" phenomenon identified in our community
analysis suggests the need for reputation systems that preserve
beneficial anonymity while providing accountability mecha-
nisms. Platforms should develop verified researcher programs



that enable higher-trust collaboration through cryptographic
identity systems and peer verification processes.

R9: Implement AI-Aware Risk Assessment: Our discovery
that Al integration enhances PoC developers’ expectancy
beliefs and enables more sophisticated exploit development
requires automated risk assessment systems. Platforms should
invest in machine learning systems that can evaluate relative
risk levels of PoC submissions and apply appropriate shar-
ing restrictions based on sophistication metrics rather than
requiring manual review.

For the Security Research Community

RI10: Establish Dual-Use Decision Training: Our identifica-
tion of ongoing identity negotiation between ethical research
and technical mastery roles requires structured support for
navigating these tensions. The community should develop
training programs that teach dual-use decision-making frame-
works, impact assessment methodologies, and ethical reflec-
tion processes rather than relying on informal trial-and-error
learning described by participants.

RI11: Create Collaborative Disclosure Support Networks:
Our finding that vendor behavior creates dynamic feedback
loops affecting future disclosure decisions suggests the need
for community infrastructure that can buffer these relation-
ships. Professional associations should establish intermediary
organizations that can facilitate vendor-developer communica-
tion while providing accountability and support mechanisms
for responsible disclosure processes.

R12: Develop Community Standards: Our documentation
of differential stigmatization of PoC developers versus vul-
nerability discoverers requires systematic community norm
changes. Security conferences, professional organizations,
and community platforms should establish recognition stan-
dards that celebrate responsible exploit development as secu-
rity contribution equal to vulnerability discovery, including
dedicated presentation tracks and award categories.

For Academic and Industry Research

R13: Expand Motivational Research Applications: Our suc-
cessful application of EVT to offensive security practices
demonstrates the value of psychological frameworks in cy-
bersecurity research. Researchers should explore additional
motivational theories (self-determination theory, social cogni-
tive theory) and their applicability to other security domains
including malware analysis, threat intelligence, and security
tool development.

RI14: Conduct Longitudinal Studies of Dynamic Value As-
sessment: Our finding that vendor behavior shapes future dis-
closure decisions through dynamic value assessment requires
longitudinal research designs that can capture these temporal
effects. Researchers should design multi-wave studies that
track how disclosure experiences influence subsequent PoC

developer decision-making across different vendor types and
disclosure contexts.

R15: Investigate Cross-Cultural Variations in Dual-Use
Decision-Making: Our identification of cultural constraints
as operating outside traditional EVT suggests the need for
systematic cross-cultural research. International research col-
laborations should examine how different legal frameworks,
cultural norms, and institutional contexts influence dual-use
decision-making to inform more effective global cooperation
on vulnerability governance.

7 Conclusion

In this study, we examined how PoC exploit developers navi-
gate the dual-use dilemma inherent in exploit development.
By applying Expectancy-Value Theory (EVT), we showed
how PoC exploit developers’ decisions are guided not merely
by capability or ideology, but through dynamic assessments
of their technical capabilities, expected outcomes, and mul-
tifaceted value considerations. Our analysis shows that the
dual-use dilemma is not simply a binary choice between re-
sponsible and irresponsible disclosure, but rather a complex
navigation of competing EVT components influenced by con-
textual factors specific to dual-use technologies. Expectancy
beliefs about technical success and security impact, combined
with subjective assessments of utility value, intrinsic satis-
faction, identity alignment, and various cost considerations,
systematically predict PoC developer behavior across the dis-
closure spectrum. The theoretical extensions we proposed—
dual-use identity navigation, contextual cost amplification,
and dynamic value assessment—expand EVT’s applicability
to cybersecurity contexts while identifying areas for future
theoretical development. These insights offered practical guid-
ance for improving coordinated vulnerability disclosure pro-
cesses through EVT-informed interventions that address PoC
developer motivations rather than simply imposing policy
constraints. Our findings suggested that supporting responsi-
ble dual-use technology development requires addressing the
full spectrum of PoC developer motivations—technical con-
fidence, value perceptions, identity considerations, and cost
concerns—rather than focusing solely on regulatory or tech-
nical controls. By understanding and supporting the complex
motivational landscape revealed through our analysis, we can
better harness the security benefits of dual-use technologies
while minimizing their potential for harm.
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Ethical Considerations

This study received formal approval from the Institutional
Review Board (IRB) of the authors’ institution, ensuring
adherence to ethical standards in human subjects research.
Participant consent was informed and voluntary, with clear
assurances of anonymity and withdrawal rights.

Stakeholders

We identify three primary stakeholder groups potentially im-
pacted by this research.

Security Researchers. Our paper focuses on understand-
ing the motivations and decision-making processes of PoC
developers. To protect participant privacy and minimize any
risk of harm, all data were anonymized prior to analysis. Re-
searchers accessed only de-identified transcripts without any
personally identifying information and agreed not to attempt
re-identification. We conducted transcript reviews with partic-
ipants to ensure accuracy and to confirm their comfort with
the shared content. The artifacts released with this work ex-
clude any sensitive or identifying information. Economic or
reputational harms to participants are unlikely; if anything,
the findings offer greater visibility into the motivations and
challenges faced by PoC developers, potentially benefiting
their recognition and policy engagement.

Software Vendors and Organizations. Vendors whose
products are targeted by PoC exploits could experience indi-
rect impacts through improved understanding of the exploit
development ecosystem. This work aims to foster better coor-
dination and communication between vendors and researchers
by shedding light on vendor responsiveness as a key factor in-
fluencing PoC developer disclosure decisions. We minimized
risks of misinterpretation by rigorous data validation, thor-
ough review of all analysis outputs, and clear documentation
of findings, including limitations.

End Users and Society. Although not directly studied, the
ultimate beneficiaries of more secure software systems in-
clude end users whose safety depends on timely vulnerability
remediation. By deepening understanding of PoC develop-
ment and disclosure, this work contributes to improved vul-
nerability lifecycle management, which can reduce risks of
exploitation and harm at scale.

Ethical Considerations and Impact

This study adheres to the ethical framework outlined by the
Menlo Report, which adapts core Belmont Report principles
to cybersecurity and ICT research. We have systematically
applied these principles to balance stakeholder interests, min-
imize harm, and ensure research integrity.

Ethical Principles. Respect for Persons: All participants
gave informed consent, understanding the study’s purpose,
voluntary nature, and their right to withdraw. Anonymity and

data confidentiality were strictly maintained to respect auton-
omy and protect participants, especially given the sensitive
dual-use context.

Beneficence: We maximized potential benefits by gener-
ating actionable insights to improve vulnerability disclosure
practices, while minimizing risks through comprehensive
anonymization and participant transcript review to avoid harm-
ful exposure or misrepresentation.

Justice: Participant selection was fairly conducted across
geographic regions and professional roles relevant to PoC
development. Efforts were made to minimize sampling bias
and transparently disclose limitations, ensuring equitable rep-
resentation of the targeted community.

Respect for Law and Public Interest: The research com-
plied with all applicable laws and institutional policies. We
avoided publishing any sensitive exploit/PoC details to pre-
vent misuse. Transparency is upheld through full disclosure of
methodology and ethical precautions, fostering accountability
and community trust.

Potential Harms Addressed. Tangible Harms: Risks of
financial loss, reputational damage, or psychological distress
to participants were mitigated through anonymization, secure
data handling, and participant vetting of all quotes.

Human Rights Violations: Participants’ rights to privacy
and informed consent were prioritized. Data collection re-
spected expectations of confidentiality and autonomy. No
data collection or publication infringed on users’ privacy or
security.

Impact. This research advances understanding of the moti-
vations and ethical navigation of PoC developers, describing
the dynamics that influence disclosure strategies and dual-
use risk management. By providing empirically grounded
recommendations, it aims to foster more responsible vulner-
ability handling by vendors, researchers, and policymakers.
This promotes a safer cybersecurity ecosystem, balancing in-
novation with risk mitigation. No new vulnerabilities were
disclosed or created, ensuring no direct harmful outcomes.
Instead, the study informs ethical policy development, trust-
building measures, and improved communication frameworks
essential for coordinated vulnerability disclosure. Despite in-
herent legal and professional risks to participants working in
sensitive dual-use domains, our study was conducted because:
(1) understanding PoC developer motivations and disclosure
strategies is critical to enhancing coordinated vulnerability
disclosure frameworks; (ii) empirical insights provide founda-
tional knowledge to improve vendor responsiveness, reduce
exploit weaponization risks, and foster productive security
researcher-vendor collaboration; (iii) transparent, ethical en-
gagement with participants and rigorous privacy safeguards
mitigate risks while advancing community-benefiting knowl-
edge; and (iv) our study explicitly avoids publishing exploit
code or details that could facilitate malicious use, minimizing
potential for harm.

Risk Mitigation. Special care was taken to anonymize



data and prevent any linkage between participants and their
responses. The publication avoids release of exploit code
or technical details that could facilitate weaponization. Our
focus on human, motivational, and contextual aspects of PoC
development minimizes potential misuse. Ethical tensions
inherent in dual-use research are explicitly discussed, with
careful reflection on responsibilities surrounding vulnerability
disclosure and exploit publication.

Open Science

In accordance with USENIX Security’s open science pol-
icy, we commit to providing transparency and facilitating the
reproducibility of our research within ethical and legal bound-
aries. The research artifacts associated with this study include
the interview protocol and the codebook, both of which are
shared to enable critical review and replication of the study
design. The full interview protocol, comprising all questions
asked to participants along with examples of follow-up ques-
tions, is included in this appendix. Additionally, an excerpt
of our codebook, illustrating the coding scheme with codes,
definitions, and representative quotes, is provided to offer in-
sight into our thematic analysis. Due to the sensitive nature
of our research, particularly given the organizational ranks
of our subjects and the small size of our participant pool, we
are unable to share the raw transcripts of interviews, as well
as anonymized transcripts. Sharing these documents poses a
significant risk of de-anonymization, especially since many
of the subjects are recognizable figures in technical commu-
nities and because technical details involved in this research
could serve as unique identifiers or “fingerprints” capable
of re-identifying participants. This concern is further sup-
ported by institutional review board (IRB) compliance and
ethical considerations, which mandate the protection of par-
ticipant privacy and confidentiality. Our adherence to open
science principles is evidenced by the fact that the shared
artifacts—the interview protocol and the codebook—permit
rigorous evaluation of our study methodology and facilitate
replicability by other researchers. These artifacts contain suf-
ficient detail for understanding the study design and coding
procedures, thereby serving as valuable resources for assess-
ing the validity and reliability of our findings. Although we
do not share the raw data, the transparency in our research
process respects both the scientific community’s values of
openness and the imperative to protect participant privacy.
Our approach exemplifies a balanced commitment to open
science, allowing the community to scrutinize our research
methods while safeguarding sensitive information that could
compromise participant anonymity or pose legal risks associ-
ated with PoC exploit development work.
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A Interview Protocol

This section outlines the semi-structured interview protocol
used in our study. The protocol is organized into four the-
matic areas: (1) Background and Experience, (2) Motivation,
(3) PoC Exploit Development Process, and (4) Disclosure,
Publication, and Potential Misuse.

Background and Experience
1. What is your main job?
1.1. How many years have you been in this position?

2. How does your job relate to PoC exploit development?

2.1. Ifitis not directly related, how would you describe
your involvement?

3. How many years have you been involved in developing
PoC exploits?

4. How frequently do you work on developing PoC ex-
ploits?

5. On a scale of 1-5 (1 = beginner, 5 = expert), how would
you rate your PoC exploit development skills?

6. How many PoC exploits have you developed (publicly
disclosed or not)?
6.1. How many of them are public?
6.2. Where can they be found?

6.3. What do you count or consider as a PoC exploit?
7. For which types of software do you develop PoC?

7.1. Why do you focus on those types?

7.2. Can you briefly describe the last three PoC you
developed (or any three you recall)?

Motivation

1. What motivates you to develop PoC exploits for vulnera-
bilities?

PoC Exploit Development Process

1. Can you walk me through your typical process for devel-
oping a PoC exploit?
1.1. How do you identify or search for vulnerabilities?

1.2. What factors do you prioritize when deciding to
develop a PoC?

1.3. Do you collaborate with others? Why or why not?

1.3.1. If yes, what role do you usually play in the
collaboration?

1.4. Why do you follow this particular process?
1.5. Have you ever used alternative methods? If so,
what made you switch?

2. Have you developed PoC for known vulnerabilities dis-
covered by others that lacked a PoC? Why?

3. Have you developed PoC for vulnerabilities that already
had existing ones? Why?

4. What programming languages or tools do you typically
use, and why?

5. How do you validate or determine that your PoC exploit
is successful?

PoC Disclosure, Publication, and Potential Misuse

1. After developing a PoC, what steps do you take for re-
porting it?
1.1. If disclosing, to whom do you disclose?

1.1.1. What guidelines or principles do you follow
to ensure responsible disclosure?

1.2. Do you usually report full or partial disclosure?
Why?
Full disclosure: Sharing both vulnerability de-
tails and the complete PoC.

Partial disclosure: Sharing only vulnerability de-
tails.

1.3. What are your reasons for making PoC public?
1.3.1. Where do you typically publish them?

2. Are there cases where you chose not to disclose or pub-
lish a PoC you developed? Why?

3. What specific impacts or responses have you observed
from the community or vendors regarding your PoC?



B Interview Participants Demographics

Table 2 provides a detailed overview of the individuals who contributed to our study on PoC exploit development. It summarizes
key characteristics such as geographic distribution, professional roles, experience levels, and frequency of PoC development
among the 16 participants. This demographic context is essential for understanding the diversity and representativeness of our
qualitative sample, highlighting factors that may influence perspectives on PoC creation, disclosure, and the broader dual-use
dilemma explored in the main study.

Table 2: Summary of participant roles and background.

ID Role Sec. Role! Owner YrsJob YrsSec. YrsPoC #Vuln. #PoC (public) Platform Freq. Skill? Software Types Recruitment®
Pl Pentester F, V,BB - 4.6 - 9 6-7 10-12 (2-3) - unclear 35 ‘Web, Desktop, Electron, IoT E S
P2 Cybersec R&D Eng. F, V, BB - 1 4 - - 300 (0) - unclear 3 ‘Web, Network mgmt, IoT, PC, HD C
P3 Owner v 9 16 11 - 15-20 (>3) GitHub 3-4/mo 3-4 ‘Web, Mobile, band &IoT devices, S
Network & ICS protocols
P4 Blue teamer V., BB v 3 4-5 - - 7-8 - 2-3/yr 3.0 PDF, Network mgmt M
P5  Pentester (red teamer) ~ V - 4 - 2 - 7(1) - Monthly 25 mgmt System s
P6  CTO - v 8 - 17 - 30— 40 (5-10) - 5-10/yr 2 Industrial switches, SSH vuln, Ran- C
somware exfiltration tool vuln
P7  Cybersec consultant— - - 2 - 2-3/mo 12 12 (0) - 2-3/we 2-3 Hypervisor software F
Pentester (red teamer)
P8  Pentester V.BB v 10 6-7 >40 50-60 YouTube, others 10-20/yr 3 Any SW or Sys but mainly Web S
P9 Hacker (Pentester) Company PT - 3 3 1 unclear 10 (0) - Monthly 3 Web, Mobile apps c
P10 Hacker (Red Team) v v 1 3 10 6-7 10-12 (2-3) - 2-3/mo 3.0 Web, Local apps EC
PI1  Lead Pentester V, BB - 2 6 8 35 (onlyin2024)  100s (40-50) LinkedIn - 4.0 Web, Al apps EC
P12 Pentester BB - - 4 5 3 <50 (36) ExploitDB Monthly ~ Web: 3, Bin: 4 Web, Binaries, Mobile C
P13 Sec. Researcher - - 4 4 19 20 20 (0) - 3fyr 4 10T, Web UL C
P14 Hacker (Pentester) v - 18 50 unclear >100 (>1) Conferences, Youtube, others  unclear 5 Systems (Mainly Windows) S
P15  Pentester - - 6-7 6-7 6-7 2 2,000 (0) - 2-3/mo 4-5 Embedded  sys, IoT (con- C
sumer&industrial)
P16  Security analyst& re- - - 12 12 12 10 100s (0) - Daily 4-5 ‘Web, Embedded sys, IoT C

verse engineer

! Roles — F: Freelancer, V: Voluntary security researcher/tutor, BB: Bug bounty.
2 Skill scale: 1 = Beginner, 5 = Expert.
3 Recruitment method — C: Personal Contact, M: Social Media, F: Form, S: Snowball.



C Codebook

Table 3 presents the final thematic codebook derived from a hybrid inductive—deductive analysis of anonymized interview

transcripts [15,26], with high inter-coder reliability (Krippendorff’s oo = 0.857).

Table 3: Interview Codebook.

Code

Description

Code

Description

role-primary
role-secondary
job-involve-poc
job-no-poc
years-job
years-security
years-poc
skill-level

poc-def-code-centric
poc-def-demo
poc-def-weaponized

mot-ego
mot-curiosity
mot-demonstrate
mot-recog
mot-sec-improv
mot-protection

tool-python
tool-ai-assisted
tool-other-languages
tool-shodan
validation-local
validation-physical
validation-systematic
approach-patch-diffing

method-systematic
method-opportunistic
work-solo
work-collaborative

channel-cvd-national
channel-vendor-direct
channel-internal-client
channel-public-platforms
channel-restricted
disclosure-full
disclosure-partial
disclosure-none
disclosure-delayed
disclosure-immediate

full-poc-public
selective-poc-community
publication-kowdg-share

publication-pressure-tactic

publication-recognition

exp-positive-disclosure
exp-negative-disclosure
exp-vendor-cooperation
exp-vendor-hostility

identity-ethical
identity-community
identity-expert
identity-conflict

Background and Demographics

Main job role of the participant

Additional roles beyond primary job

Job involves PoC exploit development

Job does not involve PoC exploit development
Years in current position

Years in security field

Years developing PoC

no-vuln-discovered
no-poc-developed
no-poc-public
freq-poc

poc-lasts
poc-platforms
software-targets

Self-assessed PoC development skill level (1-5)

PoC
Code-based only
Simple crash demonstrations
Fully weaponized exploits

Prove technical and demonstrate expertise
Intellectual and technical challenges
Showecase technical abilities

Community and professional reputation
Improve cybersecurity for society

Safeguard organizational systems and colleagues

Perceptions and Definitions
poc-def-spectrum
poc-def-any
poc-def-Oday

Motivational Factors
mot-fun-challenge
mot-civic-duty
mot-vendor-pressure
mot-education
mot-personal-protection
mot-financial

Development Tools and Methods

Use Python for PoC development

Use Al tools for code assistance

Use non-Python languages

Use Shodan for target discovery

Test in isolated local environments

Test on physical devices

Structured multi-environment validation
Identify vulns via patch diffing

Structured, repeatable processes
Resource- and context-driven approaches
Independent PoC development
Collaborative PoC development

approach-known-vulns-no-poc
approach-unknown-vulns
approach-known-vulns-poc
approach-fuzzing
approach-poc-adaptation
approach-poc-scratch
approach-poc-scratch-reason

Workflow and Process
work-both
work-style-reasons
work-collaborative-role

Disclosure Strategies & Reporting Channels

National coordinated vulnerability disclosure programs

Direct reporting to vendors or organizations
Internal or client-only disclosure

Public disclosure platforms

Private or underground channels

Share vulnerability details and full PoC
Share details without PoC code

No public disclosure

Delay until patching

Immediate publication for pressure

Publicly available full PoC
Restricted community sharing
Community knowledge sharing
Pressure vendors via publication
Community recognition

disclosure-delayed
disclosure-immediate
disclosure-conditional
disclosure-reasons
disclosure-reasons-impact
disclosure-reasons-legal
disclosure-reasons-moral
disclosure-reasons-reput
disclosure-reasons-oppo
disclosure-reasons-legal-
supportive

Publication Practices
publication-monetization
community-trust-high
community-trust-low
community-anonymous

Experience and Learning

Beneficial disclosure outcomes
Harmful disclosure outcomes
Positive vendor interactions
Negative vendor interactions

Responsible security researcher identity
Contributor to collective security

Identity centered on technical expertise
Tension between professional identities

exp-misuse-witnessed
learning-community-driven
learning-self-directed

Identity and Values
values-prevention
values-open-source
values-neutrality

Number of vulnerabilities discovered

Total number of PoC developed (public and private)

Number of public PoC
Frequency of PoC development
Most recent PoC developed
Platforms used to share PoC
Types of software targeted

Continuum from crash to full exploit
Any form (text, video, code)

Only newly-discovered or zero-day vulnerabilities

Fun and game-like activity

Responsibility as a good digital citizen
Pressure vendors for faster patching
Improve security community skills

Protect personal accounts and data

Seek monetary gain or career advancement

Disclosed vulns without existing exploits
Newly discovered or zero-day vulnerabilities
Disclosed vulns with existing exploits
Automated vulnerability discovery

Validate existing public PoC

Develop PoC from scratch

Avoid hidden malicious intent

Alternate between solo and collaborative work
Reasons for work style choices
Roles when collaborating

Delay until patching

Immediate publication to pressure vendors
Conditional public disclosure

Reasons for disclosure strategy

Scope and severity of potential misuse
Legal concerns

Moral burden of potential harm
Reputational concerns

Opportunity costs

Permissive legal context

Sale through private markets
High trust in community
Skepticism toward community
Preference for anonymity

Witnessed PoC misuse
Community-based learning
Independent skill acquisition

Prevent misuse over transparency
Commitment to open knowledge sharing
PoC as neutral tools
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