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Abstract

Fingerprinting techniques allow a database owner (DO) to
embed unique identifiers within relational databases to trace
unauthorized redistribution. To protect its interests, the DO
often prioritizes maximizing fingerprint robustness, resulting
in extensive modifications to the databases. However, exces-
sive modifications may significantly degrade the databases’
utility, making recipients hesitant to purchase databases that
seem compromised when they cannot evaluate the maximum
number of modified bits made during fingerprinting pro-
cess. Current database fingerprinting techniques focus only
on boosting fingerprint robustness, without providing recipi-
ents any mechanism to verify the degree of modifications.

This paper, for the first time, addresses the research gap in
providing recipients the ability to verify the maximum num-
ber of modified bits in database fingerprinting. We introduce
a fuzzy perturbation verification (FPV) protocol, which en-
ables a verifier to assess the extent of modifications made to
a bit-string by a prover while keeping the exact modification
positions and original bit-string confidential. Using the FPV
protocol, we propose UtiliClear, a novel database finger-
printing scheme that allows the recipient to specify and ver-
ify the modification degree within the fingerprinted database.
We theoretically validate that UtiliClear enables recipients to
verify the extent of modifications during the fingerprinting
process while maintaining fingerprint robustness, database
utility, and data privacy. To demonstrate its effectiveness,
we evaluate UtiliClear’s performance using large real-world
datasets. The experimental results and analysis indicate that
UtiliClear incurs modest overhead while preserving finger-
print robustness and database utility comparable to existing
state-of-the-art schemes.

1 Introduction

Currently, many database owners (DOs) gather vast amounts
of user data to build specialized relational databases (collec-
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Figure 1: Tllustration of database fingerprinting.

tions of data records sharing the same set of attributes [1])
across various fields, such as patient health records in
medicine and consumer behavior data in business [2, 3].
These databases are sold to multiple recipients for profit [4,
5], with institutions and companies often purchasing them
for specific purposes [6, 7], like predictive analytics in
healthcare, targeted marketing strategies, or trend analysis
in retail [8, 9]. For example, some institutions (e.g., Flatiron
Health [10]) may gather healthcare data from patients to cre-
ate comprehensive medical databases, and pharmaceutical
companies purchase them to analyze patient demographics,
drug interactions, and potential treatment outcomes [11, 12].

In the database distribution paradigm, dishonest recipi-
ents may resell the purchased database to earn illegal prof-
its, adversely affecting the economic interests of the DO.
The DO prioritizes measures to prevent illegal redistribution
and to trace dishonest recipients [11, 13]. Fingerprinting
is a widely studied technique that enables the DO to trace
piracy in database distribution. As shown in Figure [, the
DO embeds a unique identifier (i.e., fingerprint) associated
with each authorized recipient into the distributed database.
If the authorized recipient illegally redistributes the finger-
printed database to unauthorized recipients, the DO can iden-
tify and trace the dishonest recipient by extracting the fin-
gerprint from the redistributed database. Various database



fingerprinting schemes [14—17] have been developed to pre-
vent illegal database redistribution. Since recipients might
attempt to damage or remove fingerprints to obscure their
unauthorized activities, current research focuses on enhanc-
ing fingerprint robustness while preserving high utility of
the database. Moreover, recent research by Ji er al. [18]
integrates data privacy protection with fingerprinting into a
unified mechanism. By leveraging the inherent randomness
of fingerprinting, it achieves provable entry-level differential
privacy (DP) for the fingerprinted database.

Research gap. All database fingerprinting schemes share
the common objective of enabling the DO to identify dis-
honest recipients. In practice, the DO may apply exten-
sive modifications to the database to enhance fingerprint
robustness. However, recipients are primarily concerned
with the database utility to support accurate data analysis
and mining [19, 20]. Excessive modifications may signifi-
cantly degrade the database’s utility [18]. Without the abil-
ity to assess the degree of changes, recipients may hesi-
tate to invest in databases that seem compromised in utility.
Current database fingerprinting techniques primarily focus
on strengthening fingerprint robustness but do not provide
mechanisms for recipients to verify the maximum number of
bits modified during the fingerprinting process. This high-
lights a significant research gap.

However, allowing the recipients to verify the extent of
modifications while maintaining the fingerprint robustness
presents a significant challenge. To prevent fingerprint from
being damaged or removed, the modifications made to the
database must remain confidential from the recipients, which
hinders the modification extent verification. This leads us to
pose the technique challenge:

* How to enable a recipient to verify the extent of modifi-
cations made to the database during the fingerprinting
process without degrading fingerprint robustness?

A feasible but impractical solution. Zero-knowledge proof
(ZKP) protocols [21-24] for arbitrary circuits have gained
significant attention recently. These protocols allow one
party with a secret input w to convince another party that
C(w) is the correct output of a circuit C without revealing
any additional information. A straightforward approach to
address the aforementioned challenge is to apply an exist-
ing ZKP protocol to the fingerprint embedding circuit, which
is configured to a fixed extent of modifications. The DO,
who holds the secret input (i.e., the original database), in-
teracts with the recipient through the ZKP protocol to exe-
cute the fingerprint embedding circuit. This interaction con-
vinces the recipient that the output (i.e., the fingerprinted
database) conforms to the specified fingerprinting circuit, en-
suring that no intermediate information is leaked during the
execution of ZKP protocol and thus maintaining the finger-
print robustness. However, ZKP is a resource-intensive cryp-
tographic tool. For instance, as discussed in [21], using the

state-of-the-art ZKP protocol on an Amazon EC2 instance
(type mS.4xlarge with 16 vCPUs and 64GB of RAM) in-
curs 320 seconds of computation time, 4.2GB of commu-
nication overhead, and 400MB of memory cost to compute
the multiplication of two 512 x 512 matrices over a 61-bit
field. As a result, based on the experiments in [21], it is
estimated that applying the ZKP protocol under the same
hardware conditions to the fingerprint embedding algorithm
in [18] would require approximately 1000 hours of computa-
tion time, 32TB of bandwidth cost, and 400MB of memory
cost to process a 34 GB database containing about 230 mil-
lion records, which is prohibitively expensive.

Our contributions. This paper introduces an efficient solu-
tion for verifying the extent of modifications in fingerprinted
databases. We first design a fuzzy perturbation verification
(FPV) protocol to address the trust issue in modifications
when a prover sends a modified bit-string to a verifier. The
FPV protocol enables the verifier to determine the maximum
number of modifications within a bit-string. In this proto-
col, the prover submits a modified bit-string to the verifier,
who then checks that the number of modifications does not
exceed a predetermined threshold. The core concept of the
FPV protocol is to map the bitwise differences between the
original and modified bit-strings onto a codeword of an error-
correcting code (ECC). During execution, the prover must
demonstrate to the verifier that the embedded error codeword
can be decoded within the ECC’s error tolerance. Unlike
traditional commitment schemes [25-28], which expose the
original data to the verifier during the commitment open pro-
cess, the FPV protocol maintains full-hiding. It ensures that
the exact positions of the modifications and the original bit-
string remain confidential to the verifier.

Using the FPV protocol, we introduce UtiliClear, a practi-
cal database fingerprinting scheme that enables recipients to
specify and verify the extent of modifications. A database
consists of records, each containing several ordered at-
tributes. Considering the potential size of a database, Util-
iClear divides each column of attribute values into equally
sized groups, and processes the attribute values within each
group separately. Additionally, each attribute value is typi-
cally divided into significant and insignificant bits (e.g., lead-
ing and trailing bits for an integer attribute). Since significant
bits are crucial for maintaining data utility, fingerprints are
typically embedded by modifying insignificant bits.

As a result, UtiliClear first separates the attributes values
within each group to obtain a significant bit-string and an
insignificant bit-string. For each group, it then employs a
commitment scheme [25] to ensure that the significant bit-
string remains unmodified, while utilizing the FPV protocol
to validate that modifications to the insignificant bit-string
fall within a specified range. The advanced database fin-
gerprinting technique described in [18] is utilized for em-
bedding and extracting fingerprints. In summary, this paper
makes the following contributions:



* This paper is the first to explore the concept of modifica-
tion extent verification in database fingerprinting. We con-
tent that providing recipients with the ability to verify the
maximum number of bits modified during the fingerprint-
ing process is important for assuring database utility.

* We introduce the FPV protocol that enables a verifier to as-
sess the maximum number of modifications made to a bit-
string by the prover. Building on this foundation, we de-
velop UtiliClear, a novel database fingerprinting scheme,
which allows recipients to specify and verify the extent of
modifications within the fingerprinted databases.

* We theoretically analyze that UtiliClear allows recipients
to verify the extent of modifications made during finger-
printing while preserving fingerprint robustness, database
utility, and data privacy. To demonstrate UtiliClear’s prac-
ticality, we conduct experiments to evaluate its perfor-
mance using large real-world datasets.

Insights and limitations. This paper is the first to enable
recipients to verify the extent of modifications in database
fingerprinting, thereby ensuring the fairness between the
DO and the recipient. We design a verification mecha-
nism that is compatible with existing bit-level fingerprinting
methods. When applied with an existing database finger-
printing method (e.g., the scheme in [18]), the verification
mechanism does not compromise the fingerprint robustness,
database utility, or data privacy. However, implementing
this verification mechanism inevitably introduces additional
overhead for both the recipient and the DO, potentially af-
fecting the overall efficiency of the fingerprinting system.

2 Preliminaries

We present the preliminaries used in our scheme. Table |
lists the important symbols in this paper.

2.1 Error-Correcting Code

An (n,k,2t + 1)-ECC scheme [29] encodes a message m €
{0,1}* into a codeword cw € {0,1}" containing redundant
bits. The m can be recovered even if up to ¢ bits of cw are
corrupted. The functions of ECC are described as follows:

* EC,;(m) — (cw): Given a message m, this function en-
codes m into a codeword cw of length n with the maximum
error tolerance of ¢ bits.

¢ DC,(cw') — (m): Given a codeword cw’, the original
message m can be reconstructed if no more than ¢ bits are
corrupted (i.e., Dis(cw,cew’) <1).

2.2 Pedersen Commitment

Pedersen commitment [25] is a cryptographic tool that al-
lows a committer to hide a value temporarily. Later, the value

Table 1: Important Symbols in This Paper.

Symbol Description

R The original database.

R The fingerprinted database.

r.key The primary key of a record r.

r[i] The i-th attribute value of r.

rli][j The j-th bit of r[i].

r[i][a, b] The substring of r[i] from position a to b.
L The bit length of fingerprint.

ne The number of columns in R.

ng The number of groups in each column.
cw The codeword generated by the recipient.
cw The codeword with bit errors embedded.
adb The bitwise XOR operation on a and b.
de, D Randomly select an element d from D.
C,0Cy The Hadamard product of C, and Cy,.

J (1%) The Jacobi symbol of a and p.
Perm(D,8)  Permute elements in D using a seed d.
Dis(a,b) The Hamming distance of strings a and b.
S(+) A pseudorandom sequence generator.

S, () The i-th output of S.

can be disclosed to a verifier and validated as untampered.
The commitment scheme are described as follows:

* PC.Setup(k) — (pp): It chooses two primes p and g of ¥
bits, and randomly selects two generators g and /& from a
subgroup of Zj, as the public parameters pp = (g,h,4, p).

* PC.Com(x,r, pp) — (c): Given a secret value x and a ran-
dom integer r €, Zg, it outputs the commitment ¢ = g*-h".

» PC.Open(x,r,pp,c) — (0/1): Given a commitment c, a
revealed value x, and a random integer r, this function out-
puts 1 if c = g*- h". Otherwise, it outputs 0.

The commitment scheme satisfies properties of hiding and
binding. Hiding: Given a commitment ¢ = g*- /', it is com-
putationally difficult to determine the secret value x before it
is revealed. Binding: Given a commitment ¢ = g*- /', it is
computationally difficult to find different values x’ # x and ¥
such that ¢ = gx, .

2.3 Goldwasser-Micali Cryptosystem

The Goldwasser-Micali (GM) cryptosystem [30] is semantic
secure asymmetric encryption scheme, which consists of the
following three algorithms:

* GM.KeyGen(k) — (pk, sk): Randomly choose two primes
p and g of x bits, and compute N = p-¢q. Generate an
integer & such that J (%) =J (%) = —1. The secret key is
sk = (p,q), and the public key is pk = (N,§).

* GM.Enc(m, pk) — (c): Randomly choose a uniform y €,
Zy,. If m =0, compute ¢ = ¥* mod N; otherwise, compute

c=&-y" mod N.



* GM.Dec(c,sk) — (m): If J(3) =J() =1, then m = 0;
otherwise, m = 1.

The GM encryption scheme satisfies the property of
XOR homomorphism, meaning GM.Enc(a @ b,pk) =
GM.Enc(a, pk) o GM.Enc(b, pk).

2.4 Permutation Function

Given an array D, a permutation function Perm maps D to
another array D’ by rearranging the positions of the elements
in D, i.e., Perm(D,8) — D’ [31]. The seed 8 €, A is used
to generate a mapping that determines how the elements of
D are rearranged to produce D’. The space of possible map-
pings, A, has a size of |D|!, where |D| represents the number
of elements in D.

2.5 Digital Signature

Digital signature [32] is used for electronic authentication of
digital information. A digital signature scheme Sig consists
of the following three algorithms:

* Sig.KeyGen(x) — (skyiq, pksig): Given the bit length k of
the key, this algorithm generates and outputs a public-
private signature key pair (pkjig, Sksig).

* Sig.Sign(skyg,x) — (signy): Given a message x, this al-
gorithm uses the secret key skg; to sign the message and
outputs a signature sign,.

* Sig.Verify(pkiig, signy,x) — (0/1): It uses pks;, to verify
the validity of signature sign, for the message x.

3 Problem Formulation

3.1 System Model

The system model of UtiliClear involves a database owner
(DO) and multiple recipients. The DO sells its database to
various recipients for profit. To trace illegal redistribution,
the DO embeds a unique fingerprint corresponding to each
authorized recipient into the sold database. A authorized re-
cipient purchases the database from the DO. To achieve ac-
curate data analysis and mining, the recipient is primarily
concerned with the extent of modifications to avoid paying
heavily for utility reduced database.

3.2 Threat Model

In our system, both the DO and recipients are considered
untrusted entities, with potential threats outlined as follows.
A rational DO would not intentionally compromise the util-
ity of its sold database. However, to ensure its profit, the
DO may modify more bits than the recipient specified dur-
ing fingerprint embedding, increasing fingerprint density to

enhance robustness. These excessive modifications may sig-
nificantly reduce the database’s utility. A dishonest recipient
may redistribute the database to unauthorized recipients to
obtain illegal benefits.

3.3 Design Goals

We aim to design a database fingerprinting scheme, Utili-
Clear, with the following objectives. (i) Modification ex-
tent verification: It allows recipients to specify and verify
the maximum number of modified bits during the fingerprint-
ing process. (ii) Fingerprint robustness, database utility,
and data privacy preservation: UtiliClear employs the ad-
vanced fingerprinting technique in [18] for embedding and
extracting fingerprints. It supports modification extent ver-
ification while preserving fingerprint robustness, database
utility, and data privacy, comparable to the employed finger-
printing technique.

3.4 Definitions

We provide formal definitions of the proposed FPV and the
UtiliClear scheme.

Definition 1. An (n,1)-FPV protocol consists of three algo-
rithms: FPV.Setup, FPV.Lock, and FPV . Verity.

» FPV.Setup(x) — (pk,sk). This algorithm is executed by
the prover, taking the key’s bit length X as input, and out-
puts a public-private key pair {pk,sk).

» FPV.Lock(sk, pk,x) — (y,vp). This algorithm takes a bit
string x € {0, 1}", along with the prover’s secret key sk and
public key pk, as inputs. It outputs a locked string y and
verification parameters vp.

o FPV.Verify(y,x',vp,k,t) — (1/0). Given a modified string
x' € {0,1}", the verification parameters vp, the bit length
k of the ECC’s input message, the ECC’s maximum error
tolerance t, and the locked string v, it verifies whether the
number of modified bits in x' is no more than t.

An (n,t)-FPV protocol enables a verifier to assess the
maximum number of modifications within a bit-string. In
this protocol, the prover submits a modified bit-string to the
verifier, who then checks that the modification number does
not exceed a predetermined threshold. This verification pro-
cess ensures that the exact positions of the modifications and
the original bit-string remain confidential from the verifier.

Given a secret bit-string x of length #n held by the prover,
the FPV.Lock algorithm allows the prover and the verifier to
collaboratively lock x before any modification. The prover
can later modify x, resulting in a new bit-string x, which is
then revealed to the verifier. The FPV.Verify algorithm en-
ables the verifier to check whether the prover made no more
than ¢ bits of modification to x (i.e., Dis(x,x’) < r) without
revealing the specific bitwise differences between x and x'.



A secure FPV protocol should exhibit two key properties:
fuzzy-binding and full-hiding. Fuzzy-binding ensures that
the modified bit-string x’ can pass verification only when
Dis(x,x’) <t. Full-hiding ensures that the verifier cannot
infer the exact differences between x and x’ during the execu-
tion of FPV. We provide the formal presentation of a secure
FPV protocol as Definition 2.

Definition 2. An (n,t)-FPV (FPV.Setup, FPV.Lock, and
FPV . Verify) is secure if it has the following properties:

* 1) Fuzzy-binding: For any adversary A (i.e., the prover):

FPV .Setup(x) — (pk, sk),
A(pk,sk) — (x,x',y) :

Pr | FPV.Lock(sk, pk,x) — (y,vp)A
FPV . Verify(y',x',vp,k,t) — 1A
Dis(x,x") > ¢

< negl(k).

* 2) Full-hiding: Given the public key pk, and a modified
string X', no adversary (i.e., the verifier) can identify the
differing positions between the modified string X' and the
original string x, during the execution of FPV.

Definition 3. UtiliClear is a five-tuple of polynomial-time
algorithms, defined as follows.

« UtiliClear.Setup(x) — (pp,kpo,kp;). It takes the key’s bit
length K as input and generates the following outputs: pub-
lic parameters pp and a public-private key pair kp, =
(pk,sk) for the DO, as well as a public-private signature
key pair kp, = (pkiiq, Sksig) for the recipient.

* UtiliClear.Preproc(R, pp,kpo,ne,ng,P)  —  (¥,®,0P,
VP). The algorithm takes the original database R, public
parameters pp, the DO’s public-private key pair kp,,
the number of columns n., the number of groups ng,
and the positions of insignificant bits P = {s,,e,};°, as
inputs. It outputs a commitment set ¥ and a verification
parameter set OP for the significant bits, along with a
locked string set @ and a verification parameter set VP
for the insignificant bits.

UtiliClear.Fingembed (R, kp,,n,ng,P,t,sk,ID) — (f,R).
The algorithm takes the original database R, the recipi-
ent’s signature key pair kp,, the number of columns ne,
the number of groups ny, the positions of insignificant bits
P={s,,e,}7,, the number of modifiable bits in each group
t, the DO’s secret key sk, and the recipient’s identity ID as
inputs. It outputs the recipient’s fingerprint f and finger-
printed database R.

UtiliClear. Verify (R, pp, n.,ng, k,t,P,'¥, OP, ®, VP) —
(0/1). The algorithm takes the fingerprinted database R,
the DO’s public parameters pp, the number of columns
ne, the number of groups ng, the bit length k of the ECC’s
input message, the number of modifiable bits in each

Ne

group t, the positions of insignificant bits P = {s,, e, }[
the locked string set ®, the verification parameter set VP
for insignificant bits, as well as the commitment set ¥ and
verification parameter set OP of significant bits as inputs.
It outputs the verification result.

UtiliClear.Fingextract(R, R, n¢,ng, P, 1, 1,5k) — (f'). The
algorithm takes the original database R, fingerprinted
database R, the number of columns n., the number of
groups ng, the positions of insignificant bits P = {s,,¢,}: ,
the length of fingerprint L., the number of modifiable bits in
each group t, and DO’s secret key sk as inputs. It outputs

the extracted fingerprint string f'.

UtiliClear is designed to achieve modification extent ver-
ification, meaning that the recipient can verify whether the
modifications during the fingerprinting process are within
the specified limit (i.e., 7 - n¢ - ng). We formally define Utili-
Clear with modification extent verification in Definition 4.

Definition 4. UtiliClear exhibits the property of modification
extent verification, if for any adversary A4 (i.e., the DO):

UtiliClear.Setup(x) — (pp,kpo,kp;),
A(kpo, pksig. pp) — (R, R, @) :
Dis(R,R) > (¢ -n. - ng) A UtiliClear.Pre
proc(R, pp,kpo,ne,ng,P) — (¥,®,0P,
VP) A UtiliClear. Verify(R, pp, n¢,ng, k.1,
P,¥,0P, &', VP) — |

Pr < negl(x).

4 Fuzzy Perturbation Verification Protocol

4.1 Technical Highlights

The core idea behind our FPV protocol is to transfer the
bitwise differences between the modified bit-string x' and
the original bit-string x onto a codeword cw = EC,(m)
of the ECC by constructing an embedded error codeword
cw =x®x' @ cw. Here, EC,,,(m) encodes a message m into
a codeword cw of length n with the maximum error tolerance
of ¢ bits. By checking whether the cw’ can be correctly de-
coded (i.e., whether DC,,,(cw’) equals to m), we can verify
that at most ¢ bits differ between X’ and x. However, since
the ECC decoding process can reveal the error positions, cw’
cannot be disclosed to the verifier. Additionally, the con-
struction of cw’ should not be completed solely by the prover,
as the prover may use a string with no more than # bit modifi-
cations to construct cw’, while actually sending the verifier a
bit-string x’ that has more than ¢ bit modifications. Therefore,
a careful design is required to transfer the bitwise differences
between x and x’ onto the codeword cw.

We address these challenges by enabling the verifier and
the prover to collaborate in constructing the embedded error
codeword cw’. The FPV protocol operates in two phases: the
locking phase, before bit-string modification, and the verifi-
cation phase, after modification. In the locking phase, the



FPV.Lock (sk, pk,x) = (y,vp)

Prover: encryption

I C,_ = GM.Enc(x, pk)

2: Send C, to the verifier
Verifier: perturbation

3: upon receiving C, do

4 ue, {0,118, A

5:  C, =GM.Enc(u, pk)
6: C,=Perm(C, oC,,5)
7

vp =(u,9) > output
8:  Send C, to the prover
Prover: decryption
9: upon receiving C, do
10 y= GM.DeC(Cy, Sk) » output

Figure 2: The locking algorithm (FPV.Lock) of the FPV pro-
tocol.

verifier and the prover work together to generate a locked
bit-string by introducing perturbation specified by the veri-
fier into the original bit-string. During this phase, the orig-
inal bit-string remains confidential to the verifier, while the
perturbation remains concealed from the prover. In the ver-
ification phase, after receiving the modified bit-string, the
verifier applies the same perturbation and the codeword to
the modified bit-string and sends the result to the prover. The
prover can extract the embedded error codeword cw’ only by
combining the result with the locked bit-string to remove the
perturbation and unmodified bits. This prevents the prover
from using a bit-string with fewer modifications for valida-
tion while sending a bit-string with more modifications.

4.2 Detailed Construction

This section details the construction of the (n,¢)-FPV, where
n is the length of the input bit-string and ¢ is the maximum
number of modified bit. Both n and ¢ are public parameters.
Setup. The prover preforms FPV.Setup by executing the
GM.KeyGen algorithm of GM encryption with the input pa-
rameter K, generating a public-private key pair (pk, sk).
Locking. The prover and the verifier collaborate to execute
the FPV.Lock algorithm, as illustrated in Figure 2, which
outlines the formal procedure for the locking process.

* Prover: encryption. The prover encrypts the bit-string x us-
ing the public key pk to obtain Cx = GM.Enc(x, pk), and
then sends the ciphertext Cy to the verifier.

* Verifier: perturbation. Upon receiving the ciphertext Cy,
the verifier locks the string x by perturbing the cipher-
text. Specifically, the verifier first selects a bit-string u €,
{0,1}" and a seed & €, A for the permutation function.
The verifier then encrypts u using the prover’s public key

FPV.Verify (y,x",vp,k,t) — (0/1)
Verifier: challenge
1: me, {0,1}%;n=
2: ew=EC,,(m)
3: z=Perm(x'®u,0) D cw
4: Send z to the prover
Prover: proof
5: upon receiving z do

X'

6: w'=y®z

7. m'=DC, (cw")

8:  Send m' to the verifier
Verifier: verification

9: upon receiving 7'do

10: if m2 = m'then: return 1 > output

11: else: return 0 > output

Figure 3: The verification algorithm (FPV.Verity) of the FPV
protocol.

pk to obtain C, = GM.Enc(u, pk), and computes the per-
turbation result Cy = Perm(Cy 0Cy, ). Finally, the verifier
securely retains the verification parameters vp = (u,d) and
sends the ciphertext Cy to the prover. Note that, to ensure
the security of the perturbation process against the prover,
u and § are randomly selected by the verifier and are not
reused in each execution.

* Prover: decryption. Upon receiving the ciphertext Cy, the
prover decrypts it using the secret key sk to obtain the
locked string y = GM.Dec(Cy, sk) = Perm(x @ u,9).

Verification. The prover and the verifier collaborate to exe-
cute the FPV. Verify algorithm, as illustrated in Figure 3.

* Verifier: challenge. After receiving the modified bit-string
x' from the prover, the verifier first selects a message
m €, {0,1}* and encodes it to produce cw = EC,,,(m) us-
ing an ECC scheme with the maximum error tolerance of ¢
bits. The FPV employs an ECC scheme that cannot verify
whether decoding succeeds or not, and outputs a random
result when the number of errors exceed the error toler-
ance. The verifier perturbs x’ by following the same pertur-
bation during the locking phase and XORs the result with
the codeword cw to obtain z = Perm(x’ & u,8) & cw. The
verifier then sends z to the prover.

 Prover: proof. Upon receiving z, the prover obtains an em-
bedded error codeword cw’ by computing cw’ = y® z to
eliminate the perturbation and unmodified bits. The prover
then decodes cw'.

* Verifier: verification. The verifier validates that at most ¢
bits are modified in x' compared to x by checking if m =m’.
If they match, the verification passes; otherwise, it indi-
cates that the prover has modified more than  bits in x’.

It is likely that the verifier might attempt to infer the original
bit-string by manipulating the perturbation process, leading
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Figure 4: Example of a (5,1)-FPV protocol on a five-bit string with a single bit modification.

to the prover decoding it. The prover can counter this threat
by comparing the statistical properties (e.g., the numbers of
1’s and 0’s) of the codeword with the original bit-string.

4.3 TIllustration

Figure 4 provides an illustration of the FPV protocol ap-
plied to a five-bit string with a single bit modification. In
the locking phase, to ensure that the verifier cannot obtain
the original bit-string x, the prover encrypts x using its pub-
lic key pk to generate the ciphertext Cx = GM.Enc(x, pk),
which is then sent to the verifier. After receiving Cy, the
verifier embeds perturbation into Cx. To ensure the con-
fidentiality of the perturbation, a random bit-string is em-
bedded to Cy along with a permutation operation. Specifi-
cally, the verifier perturbs Cy by first randomly selecting a
bit-string « and encrypting it as C, = GM.Enc(u, pk). Then,
the verifier computes Cy o C, and shuffles the result to obtain
Cy =Perm(C 0Cy,9). The verifier returns the perturbed re-
sult Cy to the prover. Due to the XOR homomorphism of GM
encryption, the prover can compute y = GM.Dec(Cy, sk) =
Perm(x @ u, d) using its secret key sk. During this phase, the
bit-string x remains confidential to the verifier, while the per-
turbation (i.e., the random bit-string u# and the permutation
seed 0) remains concealed from the prover.

In the verification phase, upon receiving the modified
string x’, the verifier first selects a message m and encodes
it to produce the codeword cw = EC,;(m) using an ECC
scheme with a maximum error tolerance of ¢ bits (one bit
in this example). The verifier then performs XOR opera-
tion on x’ with the string u and shuffles the result to obtain
y' = Perm(x’ @ u,d), following the same perturbation during
the locking phase. Next, the verifier performs XOR oper-
ation on cw with y' to obtain z =y’ & cw, and sends z to

the prover for the final construction of the embedded error
codeword cw’. Upon receiving z, the prover transfers the
bitwise differences between x and x' onto cw’ by computing
W =y®z="Perm(x®u,d) ®Perm(x’ D u,d) @ cw and then
decodes cw’ to obtain m’ = DC,;(cw’). The prover sends
the recovered m’ to the verifier. If the verifier checks that
m' = m, it confirms that the number of error bits in cw’ is no
more than ¢, further indicating that the difference between x’
and x is no more then ¢ bits. Otherwise, difference between
x' and x exceeds ¢ bits.

Note that the prover can only eliminate the perturbation
and unmodified bits by performing XOR operation on z and
y to derive the embedded error codeword cw’. This ensures
that the original string x and the modified string x’ cannot be
changed by the prover. Additionally, since neither cw’ nor x
is exposed to the verifier, the concealment of the modifica-
tion positions is maintained.

4.4 Correctness and Security Proof

Correctness. We first demonstrate that the bitwise differ-
ences between two bit-strings x and x’ can be correctly trans-
ferred to cw’. Since the codeword cw’ is ultimately con-
structed as cw’ = y & z, we can express cw’ as follows:
cw' =ybdz
=GM.Dec(Perm(Cx 0 Cy, ), sk) & Perm(x’ D u, ) & cw
=GM.Dec(Perm(Cxauy, d),sk) & Perm(x’ © u,8) ® cw
=Perm(x @ u,d) ®Perm(x’ ®u,8) ®cw
=Perm(x,8) ® Perm(x’, 8) & cw.
Since Dis(x,x’) = Dis(Perm(x,8),Perm(x’,8)), we have
Dis(cw,cw’) = Dis(Perm(x,d),Perm(x’/,8)) = Dis(x,x'),
demonstrating that the bitwise differences between x and x/
are correctly transferred to cw’.



Therefore, if the prover successfully decodes m from cw/,
we can deduce that the prover has modified at most ¢ bits
in cw' (i.e., Dis(cw,cew’) < 1), which implies Dis(x,x') <t.
Otherwise, if the prover cannot decode m from cw/, it indi-
cates that more than ¢ bits have been modified. This allows
the verifier to check the extent of modifications, thus proving
the correctness of the FPV protocol.

Security. We demonstrate the security of the proposed FPV
by proving its fuzzy-binding and full-hiding properties.

Theorem 1. The FPV is secure if the GM encryption is se-
mantically secure.

Proof. We prove the security of FPV by separately demon-
strating its fuzzy-binding and full-hiding properties.
Fuzzy-binding: Given two bit-strings x and x’ satisfying
Dis(x,x") > ¢ and FPV.Lock(x, sk, pk) — (y,vp), an adver-
sary 4 (i.e., the prover) attempts to generate a forged string
y' such that FPV.Verify(y',x',vp,k,t) outputs 1.

During the execution of the FPV protocol, the prover can
obtain information, including x, x’, y, and z. To validate the
verification, the adversary must obtain an embedded error
codeword cw’ such that Dis(cw’,cw) < 1. Since only z in-
cludes the correct codeword cw, the adversary can only ob-
tain the codeword cw’ from z.

In the FPV protocol, the verifier introduces perturbation
(denoted as Perm(x & u, §) to the bit-sting x (or x’) by XOR-
ing it with a random bit-string u and then permuting the re-
sult using a permutation function determined by a seed 3. To
validate the verification, the adversary must obtain « and 9,
and compute a string y' = Perm(x* ¢ u,d) using a forged x*
satisfying Dis(x*,x’) <. The adversary can then generate
a valid codeword cw’ =y’ @ z, satisfying Dis(cw’,cw) < 1.
However, since u and 8 are randomly chosen by the verifier,
the perturbation is secure against the prover, which is proved
in Appendix B.1. Therefore, the adversary cannot forge y'
and successfully pass the verification. As a result, the pro-
posed FPV satisfies the fuzzy-binding property.

Full-hiding: During the execution of the FPV protocol, the
public key pk of the prover, a modified bit-string x’, and the
ciphertext Cy of the original bit-string x are available to the
verifier, and it attempts to obtain the differing positions be-
tween x and x'. However, since the GM encryption is se-
mantic security, the adversary cannot obtain the plaintext x.
Thus, the adversary cannot obtain the differing positions by
comparing x” and x, which demonstrates the full-hiding prop-
erty of the proposed FPV. As a result, we can conclude that
the FPV protocol is secure as it satisfies Definition 2.

O

S Design of UtiliClear

The FPV protocol enables the recipient to verify the extent
of modifications made by the DO to the database. Initially,
before obtaining the recipient’s fingerprint, the DO and the

recipient interact to execute the PFV.Lock algorithm, allow-
ing the recipient to lock the original database. Subsequently,
the recipient sends a randomly selected C, its identity ID, and
the signature sign,, - of 1D || € to the DO. This process al-
lows the DO to embed the fingerprint f = Hy(ID || {) into

the database securely, where H : {0,1}* — {0,1}1/". The
signature sign,DH; ensures that only the specific fingerprint
can be used to trace the recipient, making any attempt to
embed other information before obtaining { and ID mean-
ingless. After obtaining the fingerprinted database, the re-
cipient can interact with the DO to execute the FPV.Verify
algorithm to check the extent of modifications in the finger-
printed database.

However, a large-scale database may contain a substan-
tial number of records, and processing each column of at-
tribute values in a single execution of the FPV protocol may
exceed the memory limits of individual devices. To address
this limitation, we divide each column of attribute values into
equally sized groups and process each group separately. Fur-
thermore, considering that leading bits are typically crucial
for maintaining data utility, bit-level database fingerprinting
schemes often divide attribute values into significant and in-
significant bits. Fingerprints are then embedded by modify-
ing the insignificant bits [ 16, 18, 33]. Thus, UtiliClear further
divides the attributes values within each group into signifi-
cant bits and insignificant bits, and employs distinct strate-
gies for verification. For the significant bits, UtiliClear em-
ploys the Pedersen commitment scheme [25] to effectively
verify that these bits remain unmodified in the fingerprinted
database. The modifiable insignificant bits are validated us-
ing the FPV protocol.

Specifically, the DO and the recipient first preprocess the
database through several interactions. For each column of
attribute values, the DO begins by organizing them into
groups, categorizing the attribute values within each group
into significant bits and insignificant bits. For each group, the
DO commits to the significant bits and transmits these com-
mitments to the recipient. For the insignificant bits, the DO
and the recipient collaboratively execute the FPV.Lock algo-
rithm, enabling the recipient to lock these bits. After prepro-
cessing, the recipient selects a random string , signs ID || C,
and sends {, ID, and the signature to the DO. With this infor-
mation, the DO computes the fingerprint f = H, (ID || {), em-
beds it into the database, and sends the fingerprinted database
to the recipient. Upon receiving the fingerprinted database,
the recipient can verify each group of significant bits using
the commitment open algorithm PC.Open and assess the ex-
tent of modifications to each group of insignificant bits using
the FPV . Verify algorithm.

Our protocol allows the recipient to validate the input data
from the DO after the locking phase, as the DO can only
remove recipient-implemented perturbation to pass verifica-
tion using the locked data. The DO has no incentive to mod-
ify the original data before the locking phase, as the recipient



UtiliClear.Preproc (R, pp,kp,,n,, ng, P) > (¥,®,0P,VP)
DO: grouping and commitment

I:for i=1—n_ do

2: SC[i]=1C[i]={L}"7,

3: for cach re R do

4: for i=1—>n_do
len =| 1[i]| > The bit length of 1[i]
J=S,(tlil[L, s, 1] [ t[i][e, +1,/en]) mod n, +1
IC[ /1= ICL /1 fills, ;]
SCLL/1 = SCLA | illLs, ~ 1[I e[ilfe, + 1, en]

9:for i=1—>n_do

10: for j=1—>n,do

1: V&2,
12: PC.Com(H,(SCIT /1), 7., pp) — PIill /] > outpu
13:  OP[][jl=v,, > output

14: Send ¥ and OP to the recipient
DO <> Recipient: locking
15:for i=1-—n, do
16: for j=1-—n,do
17: FPV.Lock(pk, sk, IC[i]j]) = (D[ /1, VP[II[/1) > output

Figure 5: The preprocessing algorithm (UtiliClear.Preproc)
of UtiliClear.

provides its fingerprint after this phase. Pre-locking modifi-
cations cannot embed fingerprint information and would de-
grade database utility, offering no benefit to the DO.

5.1 Construction of UtiliClear

Setup. The DO executes the PC.Setup and FPV.Setup al-
gorithms using the same input parameter K, generating the
public parameters pp = (g,h, p,q) and a public-private key
pair kp, = (pk, sk). The DO sends the public parameters pp
and the public key pk to the recipient. The recipient exe-
cutes the Sig.KeyGen algorithm to generate a public-private
signature key pair kp, = (pksig,sksig). The recipient keeps
skig confidential and sends pkg;, to the DO.

Preprocessing. The recipient can specify some parameters
for the purchased database, including the number of groups
ng, the number of modifiable bits 7 in each group, and the
positions of insignificant bits P = {s,,¢,}}*,. Based on these
parameters, the DO interacts with the recipient to preprocess
the database, as formally described in Figure 5.

* DO: grouping. For each attribute value r[i] (r € R, 1 <
i < ng), the DO first computes its group order as j =
S, (e[d)[1,s, — 1] || r[i][e; 4+ 1,len]) mod ng + 1, where len =
|r[i]| represents the bit length of r[i]. Subsequently, the DO
appends the significant bits r[i][1,s, — 1] || r[i][e, + 1,len]
to the string SCJi][j] and the insignificant bits r[i][s;,e,]
to IC[i][j]. Finally, the DO obtains the grouped results
{SC[i],IC[i]}}, for the n. columns.

* DO: commitment for significant bits. For each group
SCl][j] (1 <i < ne,l < j < ng) of significant bits,
the DO randomly selects v, €, Z,; and executes the

PC.Com(H, (SC[i][/]),Y,;,pp) algorithm to obtain the

commitment W[i][j], where H; : {0,1}* — Z,. After
processing all groups, the DO sends the commitment set
¥ and the verification parameter set OP (OP[i][j] =1, ;) to
the recipient.

e DO and recipient: locking insignificant bits. For each
group IC[i][j] (1 <i < n.,1 < j < ng) of insignificant
bits, the DO interacts with the recipient to execute the
FPV .Lock(pk,sk,IC[i][j]) algorithm. The DO and the
recipient then obtain the locked bit-string ®[i][j] and the
verification parameter PV[i][j], respectively.

Fingerprint embedding. The fingerprint embedding algo-
rithm is formally described as Figure 10 in Appendix B.

* Recipient: fingerprint generation. The recipient randomly
selects a string { €, {0,1}* and generates the signature
sig, . for ID || € using the Sig.Sign(sksig,ID || C) algo-
rithm, where ID represents the recipient’s identity. The

recipient then sends {, ID, and signmHC to the DO.

* DO: fingerprint verification. The DO verifies the signature
by executing the Sig.Verify(ka,-g,signlDM7ID | §) algo-
rithm. Only if the signature is valid does the DO compute
the fingerprint f = Hy(ID || ). The DO then initializes an
ne X ng matrix M, setting all elements to ¢, to track the num-
ber of bits that can currently be modified in each group.

* DO: fingerprinting. The fingerprint embedding process
follows the approach in [18], with UtiliClear additionally
limiting the number of modifiable bits in each group of
insignificant bits. For each insignificant bit r[i][j] (r € R,
1 <i<ne, s, < j<e,), the DO determines whether a fin-
gerprint bit should be embedded using its secret key sk, the
primary key of the record r.key, the attribute value r[i], and
the position index j. Specifically, the DO computes a seed
0 = sk || r.key || r[i] || j and inputs it into the pseudoran-
dom sequence generator S. A fingerprint bit is embedded
only if S, (6) mod L%J = 0 and the number of modifiable
bits within the group is greater than zero (i.e., M[i][ot] > 0).
Here,d;=e,—s,+1,len=|r[i]|,and =S, (r[i][1,s, — 1] ||
rli]le; + 1,len]) mod n, + 1. When embedding a finger-
print bit into the j-th bit of r[i], the DO computes the
mark bit 6 = B @ f[b] and modifies the r[i][j] by computing
t[i][j] = r[i][j] © 0, where b =S, (6) mod [, + 1, [, is the
bit length of f, and the value P is determined by checking
whether S,(0) is even or odd. After embedding, the DO
decreases the number of modifiable bits within the o-th
group of the i-th column by 1 (i.e., M[i][at] = M[i][at] — 1).

After processing all insignificant bits, the DO obtains a
fingerprinted database R and sends it to the recipient.
Verification. Upon receiving the fingerprinted database R,
the recipient can verify the modifications using the Utili-
Clear. Verify algorithm, as shown in Figure 6.

* Recipient: grouping. The recipient groups each column
in the database, following the operations performed by




UtiliClear.Verify(R, pp,n,,n,.k,t,P,¥,OP,®,VP) — (0/1)
Recipient: grouping and verification
l:for i=1—n, do
SCli=1C[i1={L}},
3:foreach re R do
4: for i=1—n, do
5 len =|1[i] |
6: J=S,(lilLs, =11 t[i][e, +1,len]) mod n, +1
7
8
9

»

IC[ALj1=IC L ills; ¢
SCTiLj1=SCTAL N T, s, =11 (I rli1[e, +1,en]
for i=1—>n, do
10: for j=1—n,do
11: PC.Open(H, (SC[{][/).OP[i][j]. pp, WIiIL/D > f;
12: FPV Verify(®[][ /1, IC[7][ /], VP[i[ /1. k. 1) = f,
13: if /=0 or f,=0 then
14: Return 0
15: Return 1

» output
» output

Figure 6: The verification algorithm (UtiliClear. Verify) of
UtiliClear.

the DO during the preprocessing phase, and obtains the
grouped results {SC'[i],IC"[i] },.

* Recipient: verification. For each group SC'[i][j] (1 <i <
ne,1 < j < ng) of significant bits, the recipient executes
the PC.Open algorithm using the parameters (OP[i][], pp)
to verify whether the committed significant bits in P[i][]]
match SC'[i][j]. For each group IC'[i][j] (1 <i<n.,1<
J < ng) of insignificant bits, the recipient interacts with the
DO to execute the FPV.Verify algorithm using the verifi-
cation parameters VP[i][j], verifying whether the number
of differing positions between insignificant bits locked in
®[i][j] and IC[{][j] is no more than ¢. The recipient accepts
the database only if all groups pass the verification.

Fingerprint extraction. @ Once discovering a pirated
database, the DO can trace the dishonest recipient by extract-
ing the recipient’s fingerprint from the database. The finger-
print extraction process follows the approach in [18]. The
formal description of the fingerprint extraction algorithm is
provided as Figure 11 in Appendix A.

Specifically, the DO initializes two arrays, fy and f;, to
record the positions of ‘0’ and ‘1’ in the extracted fingerprint.
For each insignificant bit, such as the j-bit of r[i], the DO de-
termines whether a fingerprint bit was inserted using its se-
cret key sk, the primary key of the record r.key, the attribute
value r[i], and the position index j. Specifically, the DO com-
putes a seed 0 = sk || r.key || t[i] || j and uses it as input of the
pseudorandom sequence generator S. If S, (8) mod L?{g‘i‘] =
0and b =S,(0) mod /, + 1, it indicates that the b-th finger-
print bit was inserted at this position. The DO then extracts
the fingerprint bit ot as o = B ri][j] ©1[i][j], where T € R is
the corresponding record with r.key, and [ is determined by
whether S, () is even or odd. If o = 1, f; [b] is incremented

by 1; otherwise, fy[b] is increased by 1.

After processing all insignificant bits, the DO can recon-
struct the fingerprint from the arrays f and f;. For each po-
sition ¢ within the fingerprint f', if f;[i] > fo[i] then f'[i] = 1;
otherwise f'[i] = 0. Once the fingerprint f’ is reconstructed,
the DO can accurately identify the dishonest recipient.

5.2 Theoretical Analysis

Modification extent verification. We present the theorem
for modification extent verification as follows.

Theorem 2. UtiliClear achieves modification extent verifi-
cation if the FPV protocol is secure and the employed Ped-
ersen commitment scheme satisfies the binding property.

We provide the detailed proofs for Theorem 2 in Ap-
pendix B.2. Given that our proposed FPV protocol is secure
as proved in Section 4.4, and the employed Pedersen com-
mitment possesses the binding property [25], the conditions
of Theorem 2 are satisfied. This confirms that UtiliClear
achieves modification extent verification for the recipient.
Fingerprint robustness preservation. To protect the inter-
ests of the DO, the primary goal of UlitiClear is to ensure
fingerprint integrity for the detection of illegal redistribu-
tion. We first prove the confidentiality of fingerprint posi-
tions from recipients.

Theorem 3. UtiliClear ensures the confidentiality of finger-
print positions from recipients if the FPV is secure and the
employed GM secret key is secure under the quadratic resid-
uosity assumption.

We provide the detailed proofs for Theorem 3 in Ap-
pendix B.3. Given that our proposed FPV is secure as proved
in Section 4.4, and the GM secret key is secure under the
quadratic residuosity assumption [34], the conditions of The-
orem 3 are satisfied and UtiliClear ensures the confidentiality
of fingerprint positions.

UtiliClear employs the advanced fingerprinting technique
from [18] for embedding and extracting fingerprints. This
method divides data into significant and insignificant bits,
embedding the fingerprint by modifying the insignificant
bits. By ensuring the confidentiality of fingerprint positions
from recipients, UtiliClear inherits the fingerprint robustness
comparable to the technique in [18]. This is further validated
by the experiments in Section 6.3.

Database utility preservation. Since modification extent
verification does not change the database and operates in-
dependently from the fingerprint embedding and extraction
processes, it maintains the database utility in line with the
technique described in [18]. This is further validated by the
experiments in Section 6.3.

Data privacy preservation. During modification extent ver-
ification, the DO only provides the recipient with the cipher-
text of database, encrypted using the GM cryptosystem [30].
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Figure 7: The DO’s computation time across distinct phases, with varying group numbers and insignificant bit lengths d.

This ensures that the modification extent verification does
not reveal any information about the actual database data
to the recipient. Additionally, UtiliClear employs the fin-
gerprint embedding technique [18], which provides €-entry-
level DP for the fingerprinted database contents, as demon-
strated in Appendix B.4. This allows recipients to use the
data for analysis while preventing access to sensitive details,
which ensures data privacy for the database providers against
the recipient. However, UtiliClear does not protect the pri-
vacy of data providers against the DO, which may cause a
potential negative impact on the privacy of data providers.

6 Experiments

6.1 Experiment Setup

Implementation. Our scheme is fully implemented
in C++ using standard cryptographic libraries, including
OpenSSL [35] and GNU Multiple Precision Arithmetic [36].
The programs of the DO and recipient are deployed on two
desktops, each equipped with a 24-core Intel Core i9-13900
processor and 16GB of memory.

Datasets. We evaluate UtiliClear using the Amazon Re-
view dataset (34GB) [37], which consists of 230,139,802
records, each containing 4 attributes and associated with one
of five rating labels. We extract two subsets, DB1 (8GB)
containing 54,846,036 records and DB2 (16GB) containing
109,693,107 records, and evaluate our UtiliClear using the
subsets with the original Amazon Review dataset (DB3).
The datasets contains numeric data, categorical data, and
text sentences. Numeric attributes are directly represented as

bit-strings, while categorical attributes are encoded into 20-
dimensional word vectors [38]. Text sentences are encoded
into one-hot vectors [39].

Parameter setting. Our implementation employs the Reed-
Solomon ECC [29], configured with an input size of 223
bytes, 16 bytes of error tolerance, and 255 bytes of output.
Specifically, the FPV employed in UtiliClear is configured
with an input string length of 2040 bits (n = 2040), a maxi-
mum of 128 modified bits (+ = 128), and a challenge message
length of 1784 bits (k = 1784). This ECC does not support
decoding result verification. The division of significant and
insignificant bits is usually negotiated between the DO and
the recipient, based on the data type and database price. For
simplicity, we set the last d bits (d = 2, 3, or 4) as insignifi-
cant in our experiments. For the number of groups, we adjust
this parameter to ensure that the number of insignificant bits
in each group does not exceed 255 bytes. Each insignifi-
cant bit group is then padded with ‘0’ to ensure adaptability
with the employed ECC. Thus, we set the minimum num-
ber of groups for DB1, DB2, and DB3 to 110000, 220000,
and 467500, respectively. Additionally, we set the key’s bit
length ¥ of all cryptographic primitives to 256, which is a
commonly used key length in practice. We also set the fin-
gerprint bit length /, to 128, which is large enough to repre-
sent a large number of recipients.

6.2 Evaluation on Efficiency

UtiliClear is the first scheme to support the verification of
modification extent during the fingerprinting process, which
inevitably incurs additional computation and communication
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Figure 8: The recipient’s computation time, with varying
group numbers and insignificant bit lengths d.

overhead for both the recipient and the DO compared to pre-
vious fingerprinting schemes that lack this feature. Thus, di-
rectly comparing the efficiency of UtiliClear with previous
schemes is less meaningful. Our experiments primarily fo-
cus on evaluating the effectiveness of UtiliClear.
Computation efficiency. Figure 7 and Figure 8 present the
time costs for the DO and the recipient, respectively. During
the preprocessing phase, the DO and the recipient collabo-
rate to execute the FPV.Lock algorithm for each insignifi-
cant bit group. The DO also executes the PC.Com algorithm
for each significant bit group. Dividing the database into
more groups raises the time cost for both the recipient and
the DO. However, fewer groups cause larger data sizes per
group, requiring more available memory. Additionally, for
databases with a larger number of insignificant bits (i.e., a
larger parameter d), UtiliClear consumes more time to pre-
process database.

During the fingerprint embedding phase, the DO’s com-
putation time increases with the number of insignificant bits
but remains unaffected by the group number, as illustrated in
Figure 7 (b). Fingerprint extraction, as the complementary
process to fingerprint embedding, incurs similar time costs,
as shown in Figure 7 (d).

For the verification phase, verifying each insignificant bit
group requires one execution of the FPV.Verify algorithm,
while validating each significant bit group requires one exe-
cution of the PC.Open algorithm. As illustrated in Figures 7
(c) and 8 (b), more groups increase the time costs for both
the DO and the recipient.
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Figure 9: Communication cost across different phases, with
varying group numbers and insignificant bit lengths d.

Since each group can be processed independently using
separate threads, our scheme can also leverage parallel exe-
cution for boosting the performance. Moreover, the DO and
recipient are typically institutions with much more powerful
computing resources in real-world scenarios.
Communication efficiency. Figure 9 (a) shows the com-
munication overhead for the preprocessing phase. The DO
transmits the commitment and verification parameters for
each significant bit group to the recipient. Each execution
of the commitment scheme incurs a fixed communication
overhead, and the overall overhead grows linearly with the
number of group. For insignificant bits, the ciphertext and
its perturbed version are exchanged between the DO and the
recipient, with the communication overhead primarily deter-
mined by the total number of insignificant bits.

For the verification phase, communication overhead arises
solely from the FPV.Verify algorithm. As shown in Fig-
ure 9 (b), UtiliClear incurs higher communication overhead
for processing databases with more insignificant bits, while
the overhead remains unaffected by the number of groups.
Memory cost. The memory cost results are presented in
Table 2. UtiliClear incurs an average memory cost of 580
MB for the DO and 620 MB for the recipient to process the
largest 34GB dataset (DB3), which is practically reasonable.
More groups cause smaller data sizes per group, reducing
memory requirements for both the DO and the recipient. Ad-
ditionally, since each group can be processed independently
using separate threads, our scheme supports parallel execu-
tion, as long as sufficient memory is available.



Table 2: Memory cost (MB)

Database DBI1 DB2 DB3
Group number (10°) | 1.10 1.14 2.20 2.24 | 4.675 | 4.715
| Average |426.54 |396.68 | 434.55 | 405.81 | 432.34 | 401.51
1) Maximum | 570.21 | 542.69 | 596.17 | 562.94 | 570.65 | 539.08
|  Average |495.07|458.91|507.36 |474.52 | 504.81 | 469.25
8 ﬂ) Maximum | 643.97 | 615.98 | 672.83 | 631.17 | 654.02 | 612.70
| Average |568.87 |531.51(579.02 |542.57 |571.89 | 539.66
_‘,L Maximum | 732.26 | 697.45 | 740.97 | 693.04 | 735.96 | 696.12
| Average |452.23|425.19|472.53 |446.10 | 461.34 | 423.62
1, Maximum | 568.42 | 541.97 | 598.58 | 563.79 | 572.62 | 537.47
§ ? Average | 537.42|500.02 | 552.91 | 514.63 | 536.67 | 503.25
'(‘:b: w | Maximum | 646.29 | 613.16 | 671.78 | 628.05 | 652.34 | 614.72
2 || Average |[613.63]579.68|623.14 |588.01|616.79 | 583.97
L Maximum | 730.42 | 694.74 | 737.58 | 695.73 | 731.47 | 692.15

6.3 Evaluation on Fingerprint Robustness
and Database Utility

UtiliClear is the first solution to achieve modification extent
verification in database fingerprinting by incorporating the
FPV protocol. It is compatible with existing bit-level fin-
gerprinting schemes. UtiliClear employs the advanced fin-
gerprinting method from [18], with an additional constraint
on the number of modifiable bits in each group. We present
the fingerprint robustness experiment in Appendix C, where
the results show that UtiliClear achieves similar fingerprint
robustness to the scheme in [18], when applying modifica-
tions of similar extent to the fingerprinted databases. We also
provide the database utility experiments in Appendix D. The
results show that UtiliClear achieves comparable database
utility with the scheme in [18] under similar modification ex-
tents. Additionally, as the number of modified bits increases,
database utility decreases.

The above experiments demonstrate that UtiliClear does
not compromise the fingerprint robustness or data utility of
the employed fingerprinting scheme. The experiment results
show UtiliClear’s effectiveness on numeric-type data. It also
supports real-valued data, with the process remaining the
same as long as significant bits (e.g., sign bits) and insignifi-
cant bits (e.g., trailing fractional bits) are properly defined.

7 Related Work

The concept of database fingerprinting was first proposed
in [33], where fingerprints are embedded by modifying one
attribute value per record. Inspired by this work, several
database fingerprinting schemes [40—42] have been devel-
oped to improve the efficiency of fingerprint embedding and
enhance the robustness against various fingerprint removal
attacks, such as random bit flipping attack [43], subset at-
tack [40], and superset attack [44]. Recently, Ji et al. [16] in-
troduced the correlation attack, which targets databases with

strong inter-attribute correlations. By leveraging these cor-
relations, recipients can remove most of fingerprint informa-
tion with a high probability. To resist this attack, the scheme
in [45] employs optimal transportation techniques. This so-
lution can be applied as a post-processing step to any ex-
isting database fingerprinting scheme, effectively mitigating
the threat of correlation attack.

Some prior works [15, 46, 47] employ database sanitiza-
tion techniques, such as the (o, B)-privacy model [48] and
DP [49], followed by fingerprinting to simultaneously en-
sure the identification of unauthorized redistribution and the
protection of database privacy. These works achieve their
objectives through a two-stage process, where data sanitiza-
tion and fingerprinting are conducted separately. However,
since both sanitization and fingerprinting involve noise ad-
dition, a significant number of records in the database are
modified, greatly compromising its utility. To address this
issue, the schemes in [17, 18] integrate data sanitization and
fingerprinting into a unified mechanism. The scheme in [17]
adds Gaussian noise with various pre-determined variances
to the database and uses the combination of these noises as
the fingerprint. In contrast, the scheme in [18] leverages
the inherent randomness of fingerprinting to achieve prov-
able entry-level DP for the distributed database, offering a
stronger privacy model compared to previous works.
Summary. Existing database fingerprinting schemes focus
on enabling the DO to detect unauthorized redistribution but
conceal the actual extent of database modifications from the
recipient. Additionally, to enhance the fingerprint robust-
ness, the DO may be inclined to extensively modify the dis-
tributed database, which may ultimately reduce the database
utility. In this paper, we address this challenge by develop-
ing a database fingerprinting scheme that allows recipients
to specify and verify the extent of modifications made dur-
ing the fingerprinting process, while preserving fingerprint
robustness, database utility, and data privacy.

8 Conclusion

In this paper, we take a significant step towards achieving
modification extent verification in database fingerprinting.
We develop a novel FPV that enables a verifier to actually
assess the extent of modifications made to a bit-string by a
prover, while keeping the modification positions confidential
from the verifier. Building on the FPV protocol, we further
propose a new database fingerprinting scheme, UtiliClear,
which allows the recipient to specify and verify the extent of
modifications made to the fingerprinted database. Through
theoretical proofs and comprehensive evaluation, we demon-
strate that UtiliClear can achieve the novel property of modi-
fication extent verification, while maintaining fingerprint ro-
bustness, database utility and privacy comparable to the em-
ployed fingerprinting scheme.
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The security goal of our protocol is to introduce a ver-
ification mechanism that enables recipients to verify the
extent of modifications within the fingerprinted database.
It is fully compatible with existing bit-level fingerprinting
schemes while preserving fingerprint robustness, database
utility, and data privacy. Developed from an impartial and
unbiased perspective, the protocol promotes fair and trans-
parent database transactions between database owners and
recipients, although inevitably introducing additional com-
putation and communication overhead.

Our protocol carefully adheres to fundamental ethical
principles, ensuring fairness and reasonableness. In the event
of a violation, either party can terminate the protocol with-
out incurring economic loss. Our goal is to build digital trust
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applications and remain open to any further guidance.
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A The Fingerprint Embedding and Extrac-
tion Algorithms

The UtiliClear.Fingembed algorithm in Figure 10 presents
the steps of fingerprint embedding, while the Ultili-
Clear.Fingextract algorithm in Figure || summarizes the de-
tailed procedures of fingerprint extraction.

B Security Proof

B.1 Proof of Perturbation Security

In the FPV protocol, the verifier introduces perturbation to
the original bit-sting x (or modified bit-string x) by XORing
it with a random bit-string u and then permuting the result
using a permutation function determined by a seed 8. The
perturbation to x is denoted as Perm(x @ u,d). We prove the
security of perturbation, including the XOR and permutation
processes, against the prover.

Theorem 4. Given that the parameters u €, {0,1}" and
d €, A are uniformly selected at random, the perturbation
of FPV is secure against the prover, where n is the bit length
of the FPV protocol’s input and A represents the space of
possible mappings for the permutation function.

Proof. During the execution of the FPV protocol, the prover
can obtain the following information: the original bit-string
x, modified bit-string x’, perturbed bit-string y = Perm(x’ &

UtiliClear.Fingembed (R, kp,.,n,n,, P, 2, sk, ID) — (f, R)
Recipient: fingerprint generation
1: Ce, 10,1}

2: sign,p, . =Sig.Sign(sk,,, ID || C)
: Send C, ID, and sign,p, . to the DO
: fingerprinting
- if Sig.Verify(pk,, ,sign, ., ID||) =1 then

f=H,(ID|§) > output
otherwise: Terminate
: N=[R[/, =1
for i=1—n, do

for j=1—n, do
10: M[i[j]1=t¢
11: for each r € R do
12: fori=1—n, do
13:  d=e-s+1
14: len=|1[i]|
15: o=S,(li][Ls, —1]||r{i][e, +1,/en]) mod n, +1
16:  for j=5,—>¢ do
17: 0 =sk|| r.key || t[i]]| j
18: if 8,(0)mod. N -d, /n 1] =0and M[i][a]>0 then

D

O 0 9wk QOw

19: b=8,(0)mod/, +1

20: if S;(6)mod2=1:p=1

21: otherwise: 3 =0

22: o =P Df[b]

23: Al1=1[/1®c

24: M[i][a]=M[i][a] -1

25: R=R > output

Figure 10: The fingerprint embedding algorithm (Utili-
Clear.Fingembed) of UtiliClear.

UtiliClear.Fingextract (R, R, 7,
I: N=|R|
2: for i=1->1/, do
fl1=1£[i1=0

n,, Pl t,sk)— (')

3

4: for each reR do

5: for i=1—n,  do

6: d,=e —s,+1

7 for j=s5,—>e¢ do

8 0= sk || r.key||[i][| j

9 if S,(0)mod N-d, /n,-t|=0 then

10: b=8,(6)mod/,+1

11: if S;(0)mod2=1: B=1
12: otherwise : 3=0

13: Retrieve T € R using r.key
14: a =B /1®T][/]
15: if a=1: f[b]++

16: otherwise : f [b]++

17: for i=1—/,do
18: if fi[i]>f,[i] : f[i]=1
19:  otherwise : fi]=0

> output
> output

Figure 11: The fingerprint extraction algorithm (Utili-
Clear.Fingextract) of UtiliClear.

u,8), and perturbed bit-string z = Perm(x’ G u, 8) & cw, where
cw is the codeword chosen by the verifier. The perturbation
security can be modeled as a game between a challenger C
(i.e., the verifier) and an adversary A4 (i.e., the prover).



* Setup: The challenger C publishes the employed ECC pa-
rameters to the adversary 4.

Challenge: The adversary A selects original bit-strings x,,,
x, € {0,1}" and modified bit-strings x{, x| €, {0,1}"
such that Dis(x,,x]) > ¢ and Dis(x,,x]) >, where ¢ is
the error tolerance of ECC. It then sends them to the chal-
lenger C. The challenger C randomly picks i €, {0,1},
u €, {0,1}", 6 €, A, and computes y = Perm(u & x;,9),
z=Perm(u®x/,8) & cw. The challenger C sends y and z
to the adversary 4.

* Guess: The adversary 4 outputs a guess i’ for i based on
(3,2) to identify which data pair, (x,,x]) or (x,,x]), was
selected by the challenger C.

In this game, the adversary A4 guesses whether the data
pair is (xo,x;) or (x1,x]), and we use X to denote its chosen
data pair. Based on this guess, the adversary generates a per-
turbed data pair C through enumerating the used parameters.
We calculate the conditional probability that C matches the
received perturbed data pair (y,z) as follows:

0

Pr|C= (y,z) |X - (xmxlﬂ
(u )=y & Perm(u' &x],8) & cew’ =]

=Pr [Perm(i/ ®x,,8) = y] - Pr [Perm(u/ ©x/,8') ® cw' =2

( )

=Pr [Perm(i/ @ x,,8') = y]
0Cn A AR
© o 2vnl o

Here, n, and n, are the numbers of ‘1’s and ‘O’s in y, re-
spectively, where n, +n, = n. The parameters u’ and &
are the adversary’s guesses for u and 9, respectively. (a)
Pr[Perm(u/ @ x/,8) & cw’ =z] = 1, because the adversary
can always find a bit-string cw’ such that Perm (' ®x/,8') @
cw' = z for any x:, where x = 1 or 2. (b) The total num-
ber of possible perturbations is 2" - n!, and for any x;, (x =
1 or 2), there are CZI AZi Azg perturbations such that
Perm(u’' ®x,,8') = y.
Then the two conditional probabilities are equal, i.e.,

Pr [C: (y2) | X = (xmxg)] =Pr [C: (v2) | X = (xl,x/l)}

Thus, the adversary cannot determine which data pair was
selected, and we can conclude that the perturbation of FVP
satisfies the indistinguishability under chosen plaintext at-
tack (IND-CPA), ensuring that the perturbation is secure.

As aresult, the prover cannot infer the XOR value u or the
seed d of the permutation function. Therefore, both the XOR
and permutation processes remain secure against the prover.

O

B.2 Proof of Theorem 2

Proof. An adversary’s target is to convince the recipient to
accept a fingerprinted database R that has bitwise difference
from the original database R exceeding the specified thresh-
old (i.e., t - n - ng). The adversary and the recipient first ex-
ecute the UtiliClear.Preproc algorithm before modification.
Then the adversary attempts to pass the verification of the
UtiliClear. Verify algorithm.

According to Definition 4, given two databases (R R)
satisfying Dis(R,R) > (¢ - n. - ng), the adversary needs to
forgery locked string @' of insignificant bits such that
the UtiliClear. Verify(R, pp,nc,ng.k,t,P,'¥,OP,®', VP) al-
gorithm outputs 1, where (pp,kp,,kp,) are generated using
the UtiliClear.Setup(x) algorithm, (¥,OP, VP) are the recip-
ient’s outputs of the UtiliClear.Preproc(R, pp,kp,,k,v,P)
algorithm, n, is the number of columns, ng is the number
of groups, P contains the positions of insignificant bits, and ¢
is the number of modifiable bits in each group.

Dis(R,R) > (k-7 -Vv) means that the adversary should
make modifications to at least one group of significant bits
or modified more than ¢ bits on one group of insignifi-
cant bits. Thus, there exists at least one group pair (e.g.,
the j-th group of the i-th attribute) IC[i][;] and IC'[i][/]
(or SCJi][j] and SC'[i][j]) between R and R satisfying
Dis(IC[][j1,IC"[i][j]) > t (or SC[i][j] # SC'[i][j]).

If the adversary modified significant bits (i.e., SC[i][j] #
SC'[i][j]), the commitment ¥[i][j] of SC[i][j] cannot pass
the verification PC.Open(H; (SC'[i][,]), OP[i][j], pp, ®[][j])
according to the binding property of Pedersen commit-
ment. On the other hand, if the adversary modified more
than ¢ insignificant bits (i.e., Dis(IC[{][j],IC'[][j]) > ?), the
employed FPV protocol ensures that the adversary can-
not forgery ®'[i][j] to pass the verification. According to
Theorem 1, the FPV protocol satisfies the fuzzy-binding
property, indicating that any adversary has a negligible
probability of convincing the recipient to accept IC'[{][/]
(i.e., FPV.Verify(®'[i][j],1C’[i][j], VP[][j]) — 1) for given
Dis(IC[{][j],IC'[i][j]) > ¢, FPV.Setup(x) — (pk,sk), and
FPV.Lock(sk, pk,IC[i][j]) — (®[]][j], VP[]][J])

As aresult, if Dis(R,R) > (¢-n, - n,), at least one group of
significant bits cannot pass the verification of Pedersen com-
mitment, or one group of insignificant bits fails to pass the
verification of FPV, causing the UtiliClear. Verify algorithm
to return 0. Therefore, UtiliClear can achieve modification
extent verification for the recipient.

O



B.3 Proof of Theorem 3

Proof. Given the DO’s public key pk (i.e., the public key of
GM encryption), a fingerprinted database R of R, the verifi-
cation parameter sets (¥, VP, OP), the recipient attempts to
obtain the differing positions between R and R from these
data (R, pk,'¥, VP,OP).

We first demonstrate that the recipient cannot obtain the
differing positions between R and R by attempting all in-
significant bits. Whether the position of an insignificant bit,
e.g., the j-th bit of the i-th attribute of record r, was modified
is determined by the seed s = sk || r.key || t[i] || j. The DO’s
secret key sk is an essential part for the adversary to con-
struct the seed. However, the secret key sk is secure under
the quadratic residuosity assumption [34], preventing the re-
cipient to obtain the secret key sk from pk. Thus, the recipi-
ent cannot attempt all insignificant bits to obtain the differing
positions using the fingerprinted database R and pk.

We then prove that the verification parameter sets
(¥, VP,0OP) cannot leak any information about the differ-
ing positions between R and R. Since the commitments
¥ and verification parameters OP are associated with sig-
nificant bits, they cannot reveal any information of modi-
fied positions as the fingerprint is embedded into insignif-
icant bits. For the verification parameter VP of insignif-
icant bits, such as VP[i][j] for insignificant bits contained
in the j-th group of i-the column (i.e., IC[{][}]), it is gener-
ated from the locking phase of the FPV. According to The-
orem |, the proposed FPV satisfies the full-hiding property,
indicating that the recipient cannot obtain the differing posi-
tions between the original data IC[{][] and the modified data
IC'[i][]. Therefore, the recipient cannot obtain any informa-
tion of fingerprint positions from the verification parameter
sets (¥, VP,OP).

As aresult, UtiliClear can ensure the confidentiality of fin-
gerprint positions from the recipient.

O

B.4 Proof of Database Privacy

In order to support database operations, such as intersection,
union and uploading, the primary keys are required to be im-
mutable [18, 33], when a database is fingerprinted. As a re-
sult, the conventional e-DP [49], which obfuscates the pres-
ence or absence of a record in the database, is not appropriate
in the setting of database distribution, and the common def-
inition of neighboring databases that differ by one record in
the literature of €-DP does not apply in the context of fin-
gerprinting database. The following alternative definitions
of neighboring databases and €-entry-level DP are formally
presented in [18] for fingerprinting database.

Definition 5. (Neighboring relational databases [18])
Given that R and R’ differ by at most one item (i.e., an at-
tribute of a single record), they are neighboring databases.

Definition 6. (-entry-level differential privacy [18]). A ran-
domized algorithm F : R — D satisfies €-entry-level DP if,
for any neighboring databases R and R" and all D € D, it
holds that Pr[F (R) = D] < ¢®-Pr[F (R') = D], where € > 0.

For any query or analysis performed on the fingerprinted
database, e-entry-level DP ensures that no specific attribute
value of an individual record can be inferred from the re-
sult. UtiliClear employs the database fingerprinting method
in [18] and introduces tolerable perturbation to the database
by modifying insignificant bits. Assume r[i][j] (i.e., the j-
th bit of i-th attribute of data record r) is selected to embed
fingerprint bit, our scheme modifies its value to r[i][j] © ©; ;,
where ©; ; is a Bernoulli random variable with parameter .

Theorem 5. Given the position of insignificant Dbits
{s,,e,}i°,, the number of groups ng, and the number of mod-
ifiable bits in each group t, the fingerprinted database of
UtiliClear satisfies €-entry-level DP, if % > m for
(1<i<n.), whered;=e,—s,+1, and N is the total number
of records in the database.

Proof. Given a pair of neighboring relational database R and
R’ that differ by one entry (i.e., the i-th attribute values be-
tween r[i] and r'[i] differ by at most K), our fingerprinting
method ¥ requires d; bits to encode the difference and each
bit is modified with a probability of T. Given that the outputs
of pseudorandom sequence generator S and hash function
H; are uniformly distributed, a bit position j of r[f] is finger-

printed with the probability of the % and the mark bit G; ;

takes value 1 with a probability of % As a result, the proba-
bility of the bit being changed (i.e., r[i][j] is XORed by 1) is

T— ng-t

N Subsequently, by applying Definition 6, we have

‘i e L (1 ,T)(l—r[i] [lerlili)

s ALl . (1 _T)Ufﬂ [l]er(d)

() ¢ _ o\ TG el -1
A

~.

where (a) can be obtained as each bit r[i][j] (r'[i][j]) of entry
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Figure 12: Evaluation for the ratio of matched fingerprint bits against different attacks.
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compare UtiliClear with two relevant schemes (i.e.,
SIJ18 [15] and TEE*23 [18]). We set the parameters ¢ to
128, and configure n, for DB1, DB2, and DB3 to 110000,
220000, and 4675000, respectively. Concurrently, we adjust
the parameter p of TEE*23 to 0.02, ensuring that the number
of modified bits is roughly equivalent to that of UtiliClear.
The random bit flipping attack [43], subset attack [40],
and superset attack [44] are common attacks against database
fingerprint robustness. In the random bit flipping attack, a
dishonest recipient randomly flips a proportion of bits to re-
move the fingerprint, distorting the fingerprint extraction of
the DO. The subset attack erases the fingerprint by randomly

Actual modified bits Actual modified bits

Figure 13: Query accuracy across different queries on fin-
gerprinted databases, varying the extents of modifications.

removing a proportion of records, while the superset attack
distorts the extracted fingerprint by inserting partial forged
records into the fingerprinted database. We evaluate the fin-
gerprint robustness against these attacks.

Figure 12 presents the ratios of matched bits between the
extracted fingerprints and original fingerprints across various
ratios of inserted records, flipped bits, and removed records.
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Figure 14: Classification accuracy across different tasks on fingerprinted databases, varying the extents of modifications.

UtiliClear achieves comparable fingerprint robustness with
the employed scheme (i.e., TEE™"23) in three datasets, out-
performing SJJ18. This is because UtiliClear and TEE*23
insert fingerprint to all the attribute values of each record,
while SJJ18 only inserts several forged records to embed fin-
gerprint. The experiment results demonstrate that UtiliClear
does not decrease the fingerprint robustness of the employed
fingerprinting scheme.

D Evaluation Results of Database Utility

We employ the following eight customized SQL queries
and four classifiers (i.e., k-nearest neighbors (KNN), sup-
port vector machine (SVM), and logistic regression (LR))
using 60% of the records for training to evaluate the utility
of fingerprinted databases. Additionally, since SJJ18 [15]
is a record-level database fingerprinting scheme, we cannot
use the number of modified bits to measure the extent of its
modifications to the database. Therefore, we only compare
the database utilities of UtiliClear and TEE*23, as they are
bit-level fingerprinting schemes.

* Q1: SELECT key FROM DB1 WHERE overall = 3 AND
category = Cell_phones_and_Accessories_5

* Q2: SELECT key FROM DB1 WHERE overall = 1 AND
category = Gift_Cards_5

Q3: SELECT key FROM DB2 WHERE overall =2 AND
category = Electronics_5

* Q4: SELECT key FROM DB2 WHERE overall < 3 AND
category = Software_5

* Q5: SELECT key FROM DB2 WHERE overall < 3 AND
category = Video_Games_5

* Q6: SELECT key FROM DB2 WHERE overall = 5 AND
category = Prime_Pantry_5

We present the evaluation results for the utility of finger-
printed databases under different extents of modifications in
Figures 13 and 14. Since theoretical number of modified
bits is controlled by distinct parameters in UtiliClear and
TEE'22, we can only ensure that they make similar extents
of modifications by adjusting parameters related to finger-
print density. When UtiliClear and TEE*22 apply similar
extents of modifications to fingerprinted databases, they ex-
hibit comparable query accuracy and classification accuracy.
This demonstrates that UtiliClear does not compromise the
database utility of the employed fingerprinting scheme. Ad-
ditionally, as shown in Figure 14, UtiliClear maintains classi-
fication accuracy comparable to that of the original database
(indicated by black lines), when modifications are minimal.
As modifications increase, both classification accuracy and
query accuracy decline. This trend confirms that UtiliClear
enables the recipient to assess the database’s actual utility
through modification extent verification.
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