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Abstract

The proliferation of Diffusion Models (DMs) has marked
a significant advancement in Al-generated image creation.
However, this success has also spawned a new form of in-
fringement threat termed the Diffusion Finetuning Attack
(DFA), where malicious attackers can finetune pre-trained
DMs using minimal resources to illicitly synthesize copyright-
infringing images by ‘stealing’ information from personal
photographic data or artwork, raising critical concerns about
privacy and intellectual property rights. Recognizing the limi-
tations of current defense strategies, which exhibit inadequate
generalizability and suboptimal mechanism efficacy, we intro-
duce an universal and effective active defense mechanism that
applies subtle protective noise to images, guarding against in-
formation theft from DFAs. Our work innovatively conceptu-
alizes active defense as a bi-level optimization problem, focus-
ing on attackers’ common behaviors to enhance the general-
ization of defense. Guided by this optimization framework, we
have developed a novel algorithm named Pretender, where
we adversarially trained a surrogate model to facilitate the
generation of more effective protective noise. In addition, a Si-
multaneous Gradient Back-Propagation (SGBP) technique is
introduced to significantly enhance computational efficiency.
Extensive experiments including real-world evaluations have
demonstrated the effectiveness of Pretender. By applying
minimal perturbations (p = 0.03), Pretender successfully
disrupted the quality and semantics of images synthesized by
diverse DFAs, achieving a comprehensive and prominent im-
provement in various automated evaluation metrics by 22.27%
and in human assessment scores by 94.28%. !

1 Introduction

The Diffusion Model (DM) [1] has recently ignited a surge in
Al-generated image creation. The model displays exceptional
performance in terms of high resolution, photo-realistic qual-
ity, and remarkable diversity, achieving a level comparable
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Figure 1: Active Defense against the Diffusion Finetuning
Attack (DFA).

to that of human professionals in the fields of photography,
painting, and design [2]. Its technology is constantly evolving,
with projects such as Midjourney [3] and Stable Diffusion [4]
leading the way.

However, the superior performance of DMs has also pre-
cipitated a highly threatening form of infringement attack:
the Diffusion Finetuning Attack (DFA). Malicious attackers
can exploit efficient algorithms to finetune a pre-trained DM,
enabling them to illicitly extract information from personal
photographic data or artwork extensively shared on social
networks. Based on stolen information, they can synthesize
images that may have negative effects without authorization,
e.g., fabricate a designated person to create pornographic im-
agery [5], or mimic a particular visual style of an artist for
undue commercial gain [6]. As of September 2024, more
than five finetuning algorithms [7-13] have continuously
emerged, with three typical ones, LoRA (LR) [7], Textual In-
version (TI) [8] and DreamBooth (DB) [9], being extensively
used in the open-source community.

The primary threat of DFA lies in its capacity for effec-
tive attacks with minimal effort. Using just about five images,
the DFA can be launched by tools such as Diffusers [14]
and SD-webUI [15] which enable complex finetuning and im-
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age generation on standard personal computers with minimal
code, lowers barriers significantly, thus amplifying the poten-
tial for misuse. In response, mainstream research has adopted
active defense mechanisms to shield personal images from
the threat of DFA, such as Glaze [16] and AdvDM [17]. These
methods involve adding imperceptible protective noise to im-
ages before they are shared, rendering it difficult for a DFA
that is fine-tuned on these images to effectively mimic them.
Research Gap. Despite recent efforts making significant ad-
vances in defending against DFA, we have identified several
unignorable research gaps. @ Limited generalizability. Ex-
isting active defense strategies struggle to generalize across
different DFA algorithms and various attack scenarios. AdvDM
effectively disrupts TI finetuning attack [8] by identifying ad-
versarial samples for DM but may remain vulnerable to other
DFAs. Glaze disturbs the style representation of images in
the DM’s feature space to mislead DFA into stealing incorrect
styles. However, it only defends against style theft and can-
not protect against the misuse of specific objects, characters,
or facial identities, which could be exploited to generate in-
fringing content such as pornography, violence, or misleading
images. ® Suboptimal defense mechanisms. Strategies for
effectively disrupting DFA are challenging and underexplored.
It requires altering a high-dimensional probability distribu-
tion, much more difficult than merely manipulating data-label
mapping in common image protection tasks for classifica-
tion models [18-20] or human-face analysis systems [21,22].
Aforementioned DFA defense methods [16, 17] both utilize
a pre-trained DM as a surrogate model to compute protec-
tive noise. Nevertheless, this static surrogate model fails to
faithfully simulate the complex behavior of attackers, thereby
diminishing the defense effectiveness.

Motivation. To bridge these research gaps, we aim to develop
a universal and effective active defense algorithm capable of
countering various DFAs. Our fundamental insight is that:
@ Targeting attackers’ collective behaviors yields an uni-
versal defense algorithm. Recent research practices indicate
that over-reliance on specific DFA principles may impedes
the generalization. To this end, we extract the ubiquitous be-
havioral pattern of attackers, and innovatively conceptualize
active defense as a universal bi-level optimization problem
theoretically, capable of encompassing multiple DFAs. This
theoretical framework reveals the principles of attack-defense
interaction and the essential optimization difficulties, shed-
ding light on the design of defense algorithms.

We further employ the broadly adopted and efficacious
surrogate model strategy to explore solutions to the active
defense optimization problem. Inspired by adversarial train-
ing, our motivation lies in that & An adversarially-robust
surrogate model spurs effective protective noise. By iden-
tifying a common limitation in existing approaches that rely
solely on a static surrogate model, we propose dynamically
updating the parameters of the surrogate model to enhance
its robustness to protective noise. The final protective noise

optimized for this updated surrogate model is anticipated to
possess enhanced protective capabilities and transferability.
Following the motivations for coutering the research chal-
lenges, we develop a universal and efficient DFA defense algo-
rithm named Pretender, which generates stronger protection
by adversarially perturbing the samples and synchronously
updating the model parameters, enabling it to defend against
diverse DFAs. In addition, a novel training strategy named Si-
multaneous Gradient Back-Propagation (SGBP) is proposed,
which optimizes the complex iterative training process and
significantly conserves computational resources.
Contribution. Our contributions can be concluded as follows:

* We explore the problem of active defense against a highly
threatening infringement attack in the Al-creation era: the
Diffusion Finetuning Attack (DFA). Through meticulous
analysis of existing challenges, we propose a novel defense
algorithm named Pretender with high generalizability. 1t
not only safeguards artistic images but also provides pro-
tection for characters and identity images, while effectively
mitigating diverse DFAs. To the best of our knowledge,
we are the first to pioneer a universal defense against
multiple DFAs, filling a critical gap in the research field.

* To enhance the generalizability of the defense, we sum-
marize the attackers’ collective behaviors to propose a
bi-level optimization objective for defense that has not
been addressed by prior works. Building on this, we intro-
duced the adversarial-for-unlearnable concept, leveraging
an adversarially robust surrogate model to improve the
transferability of protection. Lastly, we develop a novel op-
timization strategy, SGBP, which transforms the traditional
alternating optimization approach into a continuous opti-
mization process, substantially enhancing time efficiency.

 Extensive and comprehensive experiments demonstrate the
effectiveness of our proposed approach. Pretender effec-
tively hinders infringers using DFAs from imitating the
visual patterns of the protected images, such as specific
characters or artistic styles. Furthermore, its robustness,
transferability, and real-world applicability have been thor-
oughly evaluated and validated.

2 Related Work

2.1 Diffusion Finetuning Attack

Diffusion Model: It firstly defines a forward noising process
by adding Gaussian noise to image sample x(, and the gen-
erative model is defined as the backward de-noising process,
which learns to revert the original image from the noised im-
age [1] . The principle of training is to match each step in
adding noise and removing noise. Through the derivation of
the Variational Lower Bound and a series of simplifications,
the loss function during the training of DM can be written as:
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where the € represents the noise added in the forward step,
and the gq is the model’s prediction in the backward step.

DM excels in both “Text-to-Image” (T2I) and “Image-to-

Image” (12]) tasks. For T2I, numerous open-source or com-
mercial models like Stable Diffusion [23], DALL-E [24], and
Midjourney [3] leverage the capabilities of multi-modal mod-
els such as CLIP [25] to generate images from text. In the
121 domain, DM supports tasks such as super-resolution [26],
inpainting [27], style transfer [28], and depth map render-
ing [29], underscoring their extensive utility in image genera-
tion tasks.
Finetuning Attacks: The Diffusion Finetuning Attack (DFA)
empowers infringers with the capability to imitate the vi-
sual patterns of an original image using a small set of col-
lected images, including unique artistic styles or characters.
Considering representativeness, open-source adaptability and
popularity, our work mainly focuses on the following three
finetuning techniques for launching DFAs:

® LoRA (LR) [7]: It was originally proposed for fast fine-
tuning of Large Language Models (LLM) [30] and has been
adapted for DM. LR works by adding a very small number
of trainable parameters to the backbone UNet [31] of DM,
allowing for quick finetuning of the model parameters.

@ Textual Inversion (TI) [8]: 1t primarily controls the word
embedding stage in the workflow of the DM. The text prompt
used to control the image generation is first converted into
a word embedding. Thus, the core idea behind TI is to add
a trainable embedding, which is bound to a specific visual
concept to be learned. This approach enables the utilization of
a specific token (embedding) to conduct targeted generation.

® DreamBooth (DB) [9]: The core concept behind the DB
is the Prior-Preservation-Loss, which draws on the powerful
prior of the pre-trained DM to synthesize data of specific
classes, usually the same to the collected personal training
samples. This auxiliary data is then trained together with
the personal training data to prevent overfitting and concept
collapse, thus optimizing the attack effect.

In addition, @ SVDIff [12] performs singular value de-
composition on the weight matrices of the backbone UNet
and finetunes only a limited portion. Similar to LR. ® Hifi-
Tuner [11] builds on 77 and involves training an extra word
embedding. It optimizes synthesis quality by applying mask
guidance and regularization. ® TRL [13] and @ DraFT [10]
finetune the model using different reward functions as loss
functions, conceptually resembling DB, while their imple-
mentation is based on LR to train the networks. Given that
the core training mechanisms of these DFAs are consistent
with the typical ones (LR, TI, DB), focusing on the three
typical DFAs allows our defense framework to capture and
mitigate common threats, suggesting its potential to gener-
alize to other principle-similar DFAs. We provide further
discussion in Sec. 11.

2.2 Active Defense for Data Protection

Against Classification Models: Researches on protecting
personal images from deep-learning systems are predomi-
nantly centered on classification models. This technique is
also commonly referred to as availability poisoning attacks
or unlearnable examples [18, 19]. It involves adding trivial
protective noise to the images in the training set 7 that are
to be protected, with the aim of degrading the performance
of a model F on testing dataset D when trained on 7. The
above protective noise calculation process can be modeled as
a bi-level optimization problem:

mglx]E(x’y)ND [L(F (x:0(38)),y)]
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Since defenders cannot access information from the testing
set D and directly optimize the Eq. (2), they typically construct
a surrogate model F. They then generate protective noise
targeted at Fyy with the hope of disrupting the intended model
F. Subsequent work, inspired by adversarial examples and
adversarial training [32-35], has effectively enhanced the
transferability of protective noise by training an adversarially
robust Fy [36].

Although unlearnable techniques cannot be directly applied

to DFA defense, they offer valuable insights for constructing
a universal optimization problem for DFA defense and de-
signing corresponding algorithms.
Against Diffusion Finetuning Attacks: Recent efforts have
sought to defend against certain specific DFAs. AdvDM [17]
targets at trainable parameters. It successfully disrupts TI’s
imitation performance by identifying adversarial examples
for a pretrained DM, leveraging the sensitivity of TI’s word
embedding, an intermediate trainable parameter. However,
AdvDM may be less effective against LR and DB, where
attackers directly optimize the backbone UNet parameters.
Glaze [16] focuses on feature representations. It leverages
the feature encoder of DM to optimize and protect images
in the feature space, transforming them into a different style.
Nonetheless, as this perturbation is limited to style features, it
can effectively safeguard artistic styles but not characters or
identities. The generalizability challenges faced by existing
studies stem from the complex behaviors of attackers, such
as heterogeneous trainable parameters and diverse training
objectives, which is the primary focus of our work.

3 Threat Model

We consider two parties in our defense: the data owner (de-
fender) and the infringer (attacker). The data owner possesses
a small set of personal images, which might contain specific
characters or art styles. The infringer can launch DFA with
any finetuning algorithm and obtain a customized DM that
emulates the personal image.



Defender’s goals:

» Goal I: Unlearnability. The shared images cannot be
learned by the finetuning algorithm to extract their key visual
features, and hence further imitate them.

» Goal II: Usability. Any defense applied to the images
should not compromise their usability. For example, if adding
noise, it should be visually imperceptible.

» Goal III: Acceptable computational cost. As the users
who need to protect their images are often individual users
with limited computing power. Therefore, the defense algo-
rithm must exhibit computational efficiency.

Defender’s capabilities: (O Unknown ( Partially knowable)

@ Backbone DM adopt by the attacker: The Diffusion
model used by the attacker has numerous variations based on
the training dataset and different architectures [1, 3, 24, 26,
37,38]. However, most of the existing methods are still not
compatible with various finetuning algorithms [37,38] or are
not open-sourced, only providing paid APIs [3,24]. Adopt-
ing these models for attack requires advanced expertise or
substantial expenses, which to some extent restricts potential
attacks, especially those initiated by ordinary individual users.

Therefore, we assume that both the defender and the at-
tacker use open-source backbone DMs that are well-adapted
for fine-tuning. We start with the optimistic scenario where
they both utilize Stable-Diffusion-V1.5 (SD-v1.5 [23]). Then,
we gradually relax the attacker’s assumptions to explore the
generalizability of the defense, allowing the attacker to em-
ploy progressively more advanced and divergent architec-
tures, including SD-v2 [26], SDXL [39], and SANA [40]. SD-
v2 and SD-v1.5 share a similar LDM [26] architecture but
achieve better parameters through an improved training pro-
cess. SDXL introduces a dual-stage network and two text
encoders, resulting in larger architectural differences than
SD-v1.5. SANA employs a DiT backbone [41] and is trained
through rectified flow [42] to achieve state-of-the-art synthesis
performance, which is entirely different from SD-v1.5.

O Finetuning algorithms adopt by the attacker: We
assume that the defender is unaware of the specific finetuning
algorithm employed by the attacker, such as LR [7], TI [8]
or DB [9]. This presents a highly challenging scenario that
previous work has not considered. Additionally, practical ap-
plications [14, 15] show that using multiple finetuning meth-
ods simultaneously is uncommon and typically does not yield
significant improvements. Thus, we assume that the attacker
uses only one of the three finetuning algorithms at a time.
Attacker’s extra capabilities: In addition to the aforemen-
tioned foundational settings, we further employ assumptions
of attacker’s extra capabilities to assess the robustness of
the defense mechanisms. We assume that the attacker with
sufficient computational resources can execute a stronger fine-
tuning attack, such as fully finetuning the entire backbone of
DM. Moreover, attackers may employ adversarial eliminat-
ing measures aimed at neutralizing the protective noise, such
as JPEG [43], GRAY [44], BDR [44], SR [45] or TVM [46].

4 Active Defense: Framework and Insight

To develop a more generalizable active defense against DFAs,
in this section, we summarize the common behaviors of attack-
ers, thereby conceptualizing active defense as a theoretical bi-
level optimization problem to guide the design of defense al-
gorithms. Based on this framework, we analyze the dilemmas
of existing defense solutions and gain insight into the design
of generalizable defense strategies. This forms the foundation
for our universal DFA defense algorithm, Pretender, which
will be detailed in Sec. 5.

4.1 Bi-level Optimization Problem

Common Attacker Behaviors: The DFAs utilize sophisti-
cated deep neural networks with parameters 0 to model a
generative probability distribution pg, where 0 is collectively
influenced by multiple sub-network parameters. The typical
trainable parameters that are currently of interest to the at-
tacker include the backbone UNet 0, and the text encoder
07 used to convert prompts into word embeddings, while
there are also parameters that are not trained by default in the
current attacks such as the VAE 0y, which compresses the
images into the latent features to support the generation task
in latent space. We denote this property as:

0={6y,07,...,0n}, 3)

where Oy represents the network parameters that could poten-
tially be utilized for attacks in the future.

We note that, regardless of the specific implementation,

the objective of all types of attacks aligns with the standard
training goal of generative models: maximize the likelihood
of the target image on pg. Given a specific group of target
training data xg, LR [7] and DB [9] train 6y to achieve a maxi-
mization of pg, (xo), while TI [8] maximize pg, (xo) through
fine-tuning the O7. According to the theoretical principles of
generative models, the likelihood maximization means that
po could mimic the distribution of authentic training data,
leading to the generation of images that visually resemble the
target data xg. Therefore, we universally represent different at-
tacker aims, both current and potential, as aiming to maximize
the likelihood of pg.
Formulation of Optimization Problems: We denote the
personal image data as x. To fulfill the defender’s goal II:
usability, our active defense seeks to protect the image by
applying visually imperceptible perturbations , such that
||8]] < €. This process yields a protected image x’ = x+ 3.

According to the defender’s goal I: unlearnability, active
defense against DFA can be defined as the following bi-level
optimization problem:

8= argmsinpe(g) (x+9) )

s.t. 6(d) = argmax po (x+9). (5)
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Figure 2: Optimization dilemma of existing active defense
against DFAs. (D represents image input to the DM. Q) refers
to gradient back-propagation. 8, represents the DM finetuned
by the attacker, distinct from the surrogate model 0 held by
the defender.

The outer-level optimization objective Eq. (4) is to mini-
mize the likelihood of the perturbed image x” under the model
Po(s) (x) trained by the adversary using these images after
applying the defense. Here, 6(8) emphasizes the network
parameters’ dependence on the defense perturbation 9, i.e.,
the network parameters in this formula are obtained from
the training set with defense perturbations. If we minimize
1210 (x"), it implies that the generative model fails to replicate
the visual pattern of x’, or more precisely, x. Because x" = x+6
where the intensity of 0 is restricted, they are visually almost
the same.

The inner-level optimization objective Eq. (5) describes the
process by which the attacker is trained. The attacker could
launch various DFAs once the protected image x’ is obtained.
Using the aforementioned maximum likelihood principle, the
attacker ultimately receives the network parameters 6(3).

Due to the complexity of directly calculating the likelihood
of the generative model pg(x), equivalent proxy objective
functions (such as variational lower bounds) are commonly
used for optimization. Inspired by [17], we derive and rewrite
the bi-level optimization problem as follows (details in ap-
pendix B.1):

8=argm§1xL(9(8),x+8) (6)
s.t. 0(9) = argmeinL(e,er d), @)
where L(0,x) is a simplified form used to represent the DM-

training loss function as introduced in Eq. (1).

4.2 Optimization Dilemma

In the preceding segment, active defense was expounded as
a bi-level optimization issue. Nonetheless, it is worth noting
that the two levels are intertwined, making it infeasible to
compute the protective noise 6 through direct optimization.
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Figure 3: Defense mechanism of Pretender. The mark-
ings are consistent with Fig. 2. The upper part demonstrates
the intrinsic principle behind the effectiveness of the defense.

Existing defense solutions such as AdvDM [17] and
Glaze [16] both employ a static surrogate model strategy to
approximate optimization objectives. Specifically, they com-
pute protective noise following the Eq. (6) using a pre-trained
DM, denoted as 6(0), whose parameters remain unchanged
during computation. To avoid confusion, we will consistently
use 6 to represent the surrogate model held by the defender
and 0, to denote the DM used by the attacker for DFAs.

However, from the bi-level optimization framework, we de-
rive the following proposition that highlights the insufficiency
of current defenses:

Proposition 1. For any active defense strategies that utilize
a static surrogate model 0(0) and optimize through

8! =argm§1xL(6(0),x+8), 8)

the obtained protective noise 8' is a sub-optimal solution to
the bi-level optimization problem (Eq. (6) and Eq. (7)).

The proof of Proposition | is stated in the Appendix B.2.
Intuitively, the core dilemma is that 6(0) fails to reflect the
adversarial optimization behavior of attackers (Eq. (7)) after
they acquire protected images, as shown in Fig. 2.

Based on aforementioned inferences, we arrive at a core
idea that could potentially overcome the current dilemma and
achieve the ultimate bi-level optimization goal: Discovering
a 8" that obstructs attackers from minimizing the DM-loss
(7), facilitated by a dynamically updated surrogate model.

5 Pretender

5.1 Technical Motivation

The research on adversarial examples and adversarial train-
ing [32-35], as well as robust surrogate model for unlearnable



sample [36], can provide valuable insights for finding 8*. As
illustrated in Fig. 3, the uneven distribution of features space
or rough decision boundary (specific for classification mod-
els) in deep neural networks leads to adversarial examples,
which cause outlying data points (such as &' in Eq. (8)) to
be identified very easily. Retraining the model with adversar-
ial examples is equivalent to fixing the vulnerabilities, and it
leads to a smoother decision boundary of the model. Assume
that we repeat this process several times, i.e.:

8(0)>8' -0(8) > ->0(8%)—»..-8, (9

and disturb the "repaired" model with adversarial attacks sub-
sequently. It is likely to cause a greater perturbation (com-
pared to 8') to the original sample x in the feature space by
the successful discovery of 8", rendering the attacker’s DM
0, more challenging to be trained on them. Thus, we conclude
that 8" is a useful approximation of §*. We further analyze
the optimality of this dynamic approach in Appendix B.3.

5.2 Defense Algorithm

We introduce the Pretender defense algorithm which em-
ploys a dynamic surrogate model strategy outlined in Eq. (9).
Commencing from a pre-trained DM 6(0), the algorithm it-
eratively alternates between computing protective noise and
updating network parameters in an adversarial fashion. This
process culminates in the final protective noise &".

The protective noise computation process is derived from
the FGSM attack [47] and can be expressed as:

8 =& +ou-sign(VL(0(8),x+8")). (10)

The surrogate model update adheres to the gradient descent
formula as follows:

0(3"') =0(8") B+ (VoL(6(8),x+8"")). (1)

To enhance the efficacy and computational efficiency of model
update, we focus on training the crucial UNet parameters 0y
in DM, utilizing Low-Rank Adaptation techniques [30] for
acceleration. Specifically, we denote the parameter update ma-
trix as W = 0(8*!) - 0(§'), where W e R”**, We then employ
a low-rank decomposition W = BA, where B € R4*r LAeR” xk
with the rank r << min(d, k).

However, the aforementioned iterative adversarial train-
ing poses significant challenges in determining the optimal
number of training epochs for both noise computation and
model update, accompanied by considerable computational
overhead [32, 33, 47]. Considering the defender’s goal III:
acceptable computational cost, we propose the simultane-
ous gradient back-propagation (SGBP) strategy to decrease
computational overhead.

Simultaneous Gradient Back-Propagation: It has been ob-
served that the most time-consuming part of the two equations

Algorithm 1: Pretender

Input: Personal image x, Diffusion parameter 6,
disturb strength o, disturb budget €,
training strength 3, optimization step N
Output: Protected image x’
1 22,6°.8° < x,0,0;
fori=1to N do
t < randomSample();

2
3

4 L < L(&,x' 1) /* DM-loss */;
5 | G.LGh< VoLl /* SGBP */;

6 | & <& !+a-sign(Gl);

7 &' « clip(&',¢);

8 X048

9 | 0«07 1-B.G] /* Update Oy */;
10 end

1 return x’ < x°+8V:

(10) and (11) is the gradient calculation. Currently used open-
source deep learning frameworks can calculate gradients with
respect to images and network parameters simultaneously.
Meanwhile, by calculating the gradient with respect to images
following one forward pass and then computing the network
parameter gradient after another forward pass, the total time
required greatly exceeds that necessary to calculate the gra-
dients with respect to both images and network parameters
simultaneously after one forward pass.

Therefore, we approximate the gradients calculation in
Eq. (11) as

VoL(8(8),x+8™") » VoL(0(8'),x+8').

We can then perform a forward pass that calculates
L(6(8%),x+8'), and then update both the defense perturbation
d and the network parameters 6(3) by running the gradient
back-propagation only once. The iterative process enables
the network to learn about & i (1,N — 1) during parameter
updates and approximately achieve our final bi-level opti-
mization goals. The effectiveness and time efficiency of this
optimization strategy would be demonstrated by experiments.

We illustrate the Pretender defense in Fig. 3 and describe
the detailed procedures in Algorithm 1.

6 Evaluation Setup

6.1 Overview

We conduct comprehensive evaluations of the proposed
Pretender framework through a broad array of task sce-
narios, diverse metrics, and comparisons with representative
baselines. This section will detail the experimental setup, in-
cluding the datasets utilized and the metrics employed. In



subsequent sections, we will present the four main compo-
nents of our experimental evaluation: effectiveness (Sec. 7),
robustness and transferability (Sec. 8), usability and time effi-
ciency (Sec. 9), and real-world performance (Sec. 10). These
evaluations collectively demonstrate how our proposed frame-
work achieves the defender’s goals in active defense tasks.

6.2 Tasks and Datasets

Our evaluation encompasses two of the most prevalent appli-
cations of the Diffusion Model (DM): Text-to-Image (T2I)
and Image-to-Image (I121). In the T2I scenario, we assess the
defensive efficacy for the task of Character Reproduction.
In the I2I application, we evaluate the protective capabilities
against Style-Imitation.

To faithfully simulate the security risk scenario where an
adversary maliciously uses a small amount of data from in-
dividual users for fine-tuning pre-trained DMs, we manually
collect a minimal set of visually similar images (e.g., 5 or 10
images) in all tasks, which forms a basic experimental group.
The process is repeated to create multiple groups, covering a
wide variety of image categories.

For each basic experimental group, the DMs are finetuned
from four separate sources: original images (No-Protect), im-
ages protected with AdvDM [17], Glaze [16] and protected
with Pretender (ours). After finetuning, we generated 100
images using each DM for further evaluation across various
metrics.

6.2.1 Character-Reproduction

In this T2I task, a flexible textual description prompt is used to
generate specific backgrounds, postures, and shooting angles
for certain characters. Additionally, given the sensitivity of
facial images, generating visual content for specific individ-
uals (deepfakes) and the associated protection mechanisms
are also worth exploring. Therefore, we have utilized the two
datasets listed below:

@ LSUN [48]. It consists of diverse animals or objects,
such as horses, cats, cars, airplanes, and more. We selected
10 categories and manually chose S sets of § visually similar
images from each category, totaling 50 groups.

@ RAVDESS [49]. It comprises high-resolution videos of
multiple actors hired to record videos of various facial expres-
sions. We selected 20 actors from each of whom we cropped
10 facial images, resulting in a total of 20 distinct groups.
We attempted to select a wide range of facial expressions to
simulate collecting private photos from social media or public
photos of celebrities.

6.2.2 Style-Imitation

In this 121 task, the infringers imitate the target style by fine-
tuning a DM with stylistically coherent artworks. A content

image, laden with structural details like a landscape or draft,
is fed into the DM. The principal aim is to leverage the DM to
enrich the image’s textural data, thereby effectively imbuing
the input content image with the desired style. To simulate
various distinctive artistic styles, we use the following dataset:

@ WikiArt [50]. It spans multiple artistic genres, including
but not limited to abstract art, pointillism and sketch. We
selected 10 different artistic genres and chose 5 sets of 5
similar artworks within each genre, totaling 50 groups.

The content images, onto which a specific imitated style
was transferred, were selected from the Pexels [51]. The
dataset contains authorized photographs of various categories,
such as landscapes and portraits of people.

6.3 Metircs

We employ automated evaluation metrics that deliver ob-
jective and quantitative assessments through computational
models. Meanwhile, we utilize human evaluation metrics
derived from user studies, where individuals assess outputs
based on perceptual criteria, offering qualitative insights into
the user experience. The adoption of these holistic metrics
significantly enhances the validity of the results, ensuring a
meticulous evaluation in our study.

The goal of aforementioned tasks is for the DM to produce
images that deviate from the original distribution after fine-
tuning on protected images, thereby achieving the desired
protective effect. To assess this deviation, our metrics primar-
ily focus on two aspects: the visual quality and the semantic
similarity of the generated images. Overview of the metrics
adopted in each dataset is exhibited in Tab. 1.

6.3.1 Automated evaluation metrics

For the assessment of visual quality, we utilize Fréchet Incep-
tion Distance (FID) [52] and Precision (Prec.) [53] for LSUN
evaluations. Both metrics evaluate the distributional similarity
between generated images and original images. The Struc-
tural Similarity Index Measure (SSIM) [54] is additionally
employed for RAVDESS dataset.

For the semantic similarity evaluations, due to the lack of
universally applicable metrics in previous studies, we have
designed two metrics named BLIP-Matching-Score (BMS)
and BLIP-Similarity-Score (BSS) for LSUN dataset. Specifi-
cally, we initially employ BLIP [55] to caption images in each
training group, extracting a common caption like ‘a yellow
sports car’. We then calculate the image-text matching score
and cosine similarity in BLIP’s feature space for each gen-
erated image and the caption. Additionally, ArcFace [56] is
utilized to assess the similarity between synthesized and orig-
inal human faces in the RAVDESS dataset, which projects
facial features into a hyperspherical space, facilitating the
measurement via cosine similarity. Details are illustrated in
appendix A.l.
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Figure 4: Qualitative evaluations of image protection in character-reproduction task based on LSUN [48] dataset.
In each group, the leftmost column shows an training image, while the right columns show the images generated by the DFAs.

Metric—s Automated Eva. Human Eva.
Dataset] FID Prec. SSIM ArcFace BMM' BMS' Hy' Hs'
Character-Reproduction
® LSUN [ J [ | | [} |
@ RAVDESS @ [ ] [ |
Style-Imitation
® WikiArt [} |

Table 1: Tasks and datasets along with the adopted metrics.
@ represents visual quality metrics, and B represents semantic
similarity metrics. T represents the metric newly proposed
in our study. RAVDESS following the settings of [49], and
WikiArt following the setting of [16, 17].

6.3.2 Human evaluation metrics

We propose a human-evaluated visual quality score, denoted
as Hg, and a human-evaluated semantic similarity score, re-
ferred to as Hg. We initially select one image randomly gener-
ated by different DMs (finetuned by four differently protected
image sources) within the same experimental group to form a
test set. Each test set comprises one image from each of the
four settings: No-Protect, Glaze, AdvDM and Pretender.
Subsequently, we recruited 50 participants, each required to
complete 100 test sets. In each set, they voted on four images,
selecting the one with the poorest visual quality and the one
with the lowest semantic similarity, indicative of superior pro-
tection. Finally, we calculated the proportion of votes for each
of the four settings. The proportion of votes for the image with
the poorest visual quality was used as the protection method’s
Hg, expressed as a percentage. Similarly, the proportion for
the image with the lowest semantic similarity was recorded
as Hs. Higher Hq and Hs signify more effective protection.

6.4 Implementation Details

DM-backbone: In effectiveness and robustness evaluations
(Sec. 7 & Sec. 8.2), both defender and attacker adopt SD-v1.5.
In transferability evaluations (Sec. 8.3), the defender uses
SD-v1.5 while the attacker utilizes SD-v2, SDXL and SANA.

DFA algorithm: In all experiments with LSUN and WikiArt,
we employ LoRA (LR) [7], Textual-Inversion (TT) [8], and
DreamBooth (DB) [9]. For RAVDESS, we only adopt LR, as
it is the only one among the three DFAs that effectively mim-
ics facial images, based on experiences from the open-source
community. All DFAs are implemented by the diffuser
framework.

For more comprehensive information regarding the imple-
mentation details of the finetuning algorithms and defense
algorithms, please refer to the appendix A.2.

7 Effectiveness Evaluation

7.1 Defend Character-Reproduction

Initially, we evaluate the protective efficacy of our proposed
Pretender for commonly depicted character images, con-
ducting both quantitative and qualitative assessments based
on the LSUN dataset. Quantitative evaluations include auto-
mated metrics displayed in Tab. 2, with detailed performance
across different categories presented in Fig. 6. Additionally,
the results of human-evaluated metrics are shown in Fig. 5.
Concurrently, we illustrate and compare the visual outcomes
of images generated by various protection algorithms as the
qualitative evaluation, which are exhibited in Fig. 4.
Overall, our protective algorithm demonstrates remark-
able advantages in safeguarding commonly depicted char-
acter images under various DFA settings, effectively dis-
rupting the synthetic images’ both visual quality and se-
mantic similarity. Glaze, designed exclusively to safeguard
artistic styles, fails to prevent DFAs from extracting char-
acter information. Quantitative metrics reveal that its per-
formance is comparable to unprotected settings. AdvDM, en-
gineered specifically to counteract TI, achieves competitive
performance in disrupting TI’s visual quality, attaining the
best FID and Prec. performances. However, its protective
capabilities are inadequate across other DFA settings. Our
proposed Pretender comprehensively disrupts image quality
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Figure 5: Human evaluation for the protection effectiveness on LSUN dataset.
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Attack method — LR m DB

Defense method | || FIDT Prec.) BMS| BSS! || FIDT Prec.| BMS] BSS! || FIDT Prec.l BMS/| BSS|
No-Protect 59.244 0344 0.812/0.951 0.422 || 60.329 0304 0.740/0.943 0.432 || 58.080 0.524 0.795/0.921 0.414
Glaze [16] 58.488 0.357 0.838/1.000 0.431 || 77.569 0.248 0.675/0.920 0.428 || 62.527 0463 0.785/0.951 0.429
AdvDM [17] 86.358 0.372 0.779/0.892 0.400 || 229.200 0.056 0.161/0.003 0.272 || 109.328 0.267 0.741/0.898 0.406

Pretender(Ours) || 92.566 0.316 0.766/0.880 0.383 || 182.607 0.076 0.124/0.002 0.248 || 155.622 0.100 0.603/0.708 0.380

Table 2: Quantitative evaluations of image protection in character-reproduction task based on LSUN dataset. For BMS,
we report (mean / median). Higher FID indicates better protection; lower values are preferable for other metrics.
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Figure 6: Quantitative evaluations on LSUN (class-wise).
We selected one visual quality metric (FID) and one seman-
tic similarity metric (BMS) for demonstration, wherein we
present ‘1-BMS’ for comparison. Each vertex in the radar
chart represents the performance across different categories,
with larger values indicating better protection effectiveness.

across three different DFA settings and achieves optimal pro-
tection outcomes in all semantic similarity safeguard metrics
(BMS and BSS). The visually protective effects displayed in
Fig. 4, along with the subjective evaluation results presented
in Fig. 5, further corroborate the aforementioned conclusions.

We further focus on the protective efficacy for facial images
based on RAVDESS dataset. Quantitative evaluations include
both automated and human evaluation metrics, displayed in
Tab. 3, while visual quality assessments are shown in Fig. 7.
Comprehensive experimental results indicate that our defense
algorithm not only disrupts the quality of synthetic im-
ages but also significantly impedes DFA from reproducing
Jacial identities, outperforming existing protections.

Automated Evaluation Human Evaluation

SSIM| ArcF] Hgt Hgt

Metric—
Defensel FIDt

No-Protect ~ 124.36 0.45 0.72 0.55 4.15
Glaze [16]  131.29 0.46 0.70 0.50 3.40
AdvDM [17]  198.58 0.49 0.67 39.70 22.70
Pretender  207.82 0.40 0.55 59.25 69.75

Table 3: Quantitative evaluations of human facial image
protection. ArcF. refers to ArcFace metric.

Generated
AdvDM

Train

No-Protect Pretender

Glaze

Figure 7: Qualitative evaluations of human facial image
protection. The leftmost column shows an image from the
training set, while the right columns show the images gener-
ated by the trained DM with LR finetuning algorithm. AdvDM
and Glaze protection still enables the DFA to extract most of
the facial identity information. Only Pretender could suc-
cessfully affect the identity stealing of DM by altering facial
features such as the position and shape of the facial organs.
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Figure 8: Qualitative evaluations of image protection in style-imitation task based on WikiArt [50] dataset.
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Figure 9: Image protection effect on style-imitation under
different mix-strength settings.

7.2 Defend Style-Imitation

We evaluated the protective effectiveness for stylized images
and artistic works within a widely-used Image-to-Image (I12I)
attack scenario, based on the WikiArt dataset. Visual qual-
ity assessments and human-evaluated quantitative evaluation
results are both presented in Fig. 8.

Our defense algorithm more effectively resists style im-
itation attempts by various DFAs. AdvDM provides only
limited protection except for TI. Glaze can achieve a certain
degree of protection effect because its algorithm aims to dis-
turb an artistic image to be identified as another artistic style
within the feature space. In comparison, Pretender can more
effectively interfere with the DFA’s imitation of the style. For
instance, in the DB-cubism group, the DM is unable to repro-
duce color block mosaics present in the style image, and the
colors tend to be simplified to a single tone. More detailed
results are presented in the supplementary files.

Furthermore, noting that the visual quality of synthesized
images in this 121 task is not as significantly disrupted as in
several T2I scenarios (as in Fig. 4 and Fig. 7), we delved
deeper into the impact of mix-strength on the defense against
style imitation. Specifically, mix-strength, denoted as s € [0, 1],
regulates the intensity of style transfer conducted by the DFA.
s closer to 1 signifies that the generated image contains more
of the target style [28]. We demonstrate the effects of various
s using the Pretender on TI in Fig. 9, with the complete
results for multiple DFAs presented in Fig. 17 the appendix.

We discovered that 121 tasks require the defense algo-
rithm to more extensively disrupt the semantics of synthe-
sized images, an area where our defense proves particu-
larly adept. As illustrated in Fig. 9, infringers typically opt
for a moderate mix-strength, such as s = 0.4 ~ 0.6, to achieve
a balance between the content and style of the images. At this
level, the visual quality disturbances caused by the defense
algorithm are mitigated, while more of the semantic informa-
tion (i.e., the style extracted by the DM) is preserved. Take
the TI results for instance, where a decrease in s gradually
transforms the image from a noisy pattern to a meaningful
content with less noise, but the generated images failed to
imitate the target style, achieving a successful defense.

Takeaway 1. Pretender offers effective image pro-
tection against various finetuning attacks, disrupting
both the visual quality and semantic similarity of syn-
thesized images by DMs across multiple T2I and 121
tasks. Its effectiveness is validated by a broad range of
objective quantitative metrics and subjective measures.




DFAs — LR TI DB
Adv. Meas. | | FIDT Prec.| BMS| BSS! | FIDT Prec.| BMS| BSS! | FIDT Prec.] BMS| BSS|
No-Protect 59.244 0.344 0.812/0951 0.422 | 60.329 0.304 0.740/0.943 0.432| 58.080 0.524 0.795/0.921 0.414

Pretender-Ori
w/o adv 92.566 0316 0.766/0.880  0.383 | 249.211 0.036 0.081/0.002 0.250 | 143.371 0.132  0.697/0.855  0.397
JPEG [43] 69.178 0.338  0.773/0.881  0.416 | 133.735 0.117 0.626/0.839 0.403 | 77.889 0.458 0.764/0.938 0.412
BDR [44] 88.770  0.136  0.783/0.952  0.417 | 141.295 0.200 0.256/0.012 0.301 | 182.920 0.196 0.700/0.787  0.398
GRAY [44] 97.446 0.040 0.689/0.830 0.402 | 161.146 0.252 0.524/0.597 0.364 | 160.803 0.237  0.652/0.759  0.390
SR [45] 67.219 0.346 0.722/0.844 0.417 | 136916 0.121 0.601/0.743 0.408 | 85985 0424 0.639/0.771  0.403
TVM [46] 102.628 0312  0.787/0.909  0.397 |170.659 0.103 0.542/0.619 0.382 | 83.915 0.308 0.753/0.913  0.408
Average 85.048 0234 0.751/0.883 0.410 | 148.750 0.159 0.510/0.562 0.372 | 118.302 0.325 0.702/0.834  0.402
Pretender-Aug

w/o adv 87.452 0.116 0.791/0.927 0.406 | 188.919 0.042 0.281/0.010 0.320 | 172.601 0.124  0.710/0.817  0.401
JPEG [43] 81.000 0.108 0.751/0.863 0.396 | 150471 0.072 0.433/0.355 0.358 | 148.387 0.112  0.655/0.766  0.398
BDR [44] 89.045 0.108 0.758/0.906  0.401 | 196.438 0.116 0.233/0.005 0.298 | 156.079 0.096  0.707/0.763  0.383
GRAY [44] |110.682 0.048 0.678/0.846  0.408 |169.177 0.164 0.407/0.261 0.334 | 159.247 0.201 0.662/0.765  0.391
SR [45] 69.862 0.188 0.730/0.835 0.411 | 115204 0.156 0.658/0.739 0.405 | 91.932 0.064 0.627/0.809  0.408
TVM [46] 99.780 0.140  0.794/0.908  0.404 | 149.350 0.064 0.510/0.515 0.385| 82.968 0.236 0.739/0.902  0.405
Average 90.074 0.118 0.742/0.872  0.404 | 156.128 0.114 0.448/0.375 0.356 | 127.723 0.142 0.678/0.801  0.397
Improvement | 15.1% 50.9% 18.9% /16.5% 154% | 39% 16.5% 9.4% /199% 8.6% | 11.0% 46.6% 24.2% /49.2% 29.6%

Table 4: Robustness to Adversarial Measures. Pretender-Aug a rehearsal-based augmentation approach described in Sec. 8.2.
The improvement is calculated through (Aug - Ori) / (‘w/o adv’ - ‘No-Protect’).

8 Robustness and Transferability

8.1 Overview

This section primarily evaluates the more challenging threat
model with enhanced attacker’s capabilities. We assessed the
following three aspects for Pretender: @ Robustness to
stronger DFA: the attacker has an adequate attack budget to
finetune the whole DM backbone network. @ Robustness
to adversarial eliminating measures: the attacker will neu-
tralize the protective noise through preprocessing the images.
@ Transferability to different DM: the attacker may adopt
a more advanced DM, differing from that used by the de-
fender. The evaluations are primarily based on the character-
reproduction task using the LSUN dataset.

8.2 Robustness Evaluation

Firstly, we assumed that attackers can use more computational
resources to directly finetune the entire backbone network, the
Unet 0y. We labeled this strong attack as ""UNet'" and eval-
uated the protective effects of various defense mechanisms
under this setting (Tab. 5). Results indicate that existing pro-
tective algorithms struggle to withstand stronger DFAs, yet
Pretender effectively disrupt both the synthetic image
quality and semantics of stronger DFAs.

Attack method — UNet

Defense setting | FIDT Prec.| BMS| BSS|
No-Protect 55418 0.338 0.794/0.917 0.4337
AdvDM [17] 74.629 0.343 0.812/0.931 0.4312
Glaze [16] 63.505 0.329 0.840/0.990 0.4292
Pretender 97.654 0.307 0.738/0.872 0.4193

Table 5: Robustness to Stronger DFA

We evaluated the impact of a broad range of image prepro-
cessing techniques on defense performance, including JPEG
compression (JPEG) [43], Bit-Depth Reduction (BDR, with
6-bit quantization) [44], grayscale processing (GRAY) [44],
Super-Resolution (SR) [45], and Total Variation Minimization
(TVM) [46]. The Pretender-Ori setting in Tab. 4 display
the evaluation results, indicating that adversarial measures
can somewhat diminish the effectiveness of our protection,
however, our defense retains robustness in certain settings.
For example, none of the adversarial measures can completely
eliminate the impact of our protection when adopting TI.

We further enhance the robustness of Pretender through
a rehearsal-based approach, which involves randomly ap-
plying noise-removal operations during the training of pro-
tective noise, thereby forcing the generated noise to be-
come more robust. Specifically, we randomly introduce
JPEG and BDR before the image is input into the net-
work (before Line 4 in Algorithm 1), corresponding to the
Pretender-Aug settings in Tab. 4. Experimental results
show that Pretender-Aug achieves performance similar to
Pretender-Ori, while demonstrating an overall improve-
ment in robustness.

8.3 Transferability Evaluation

We validated the transferability of Pretender using only
SD-v1.5 [26] against more advanced DMs. We employed
progressively more difficult attacker settings, including SD-
v2 [26], SDXL [39], and SANA [40]. SD-v2 shares the most
similar architecture, but achieves better parameters through
an improved training process. SDXL introduces a dual-stage
network and two text encoders, resulting in architectural differ-
ences. SANA employs a completely different DiT backbone.



Figure 10: Visual quality demonstration when Pretender defends against more advanced DMs. (Upper part: No-protect)

DFAs FIDT Prec.] BMS] BSS.

SD-v1.5 [26]
R 59044 0344 081270951 0422
92.566 0316 0.766/0.880  0.383
- 60.329 0.304 0740/ 0.943 0.432
182.607 0.076 0.124/0.002 0248
DB 58.080 0.524 0.795 /0.921 0.414
155.622 0.100 0.603/0.708  0.380

SD-v2 [26]
R 52,460 0357 083171000 0427
118.384 0.287 0.790/0.925  0.408
- 52.184 0383 0.807/1.000  0.434
178.864 0.082 0503/0.544 0348
DB 47.418 0.535 0.856/1.000 0435
127.256 0.232 0.740/0873 0417

SDXL [39]
R 53537 0244 0810/1.000 0428
65.628 0.096 0793/0932 0417
- 64.669 0.202 0.721/0.953 0.416
76.638 0.144 0.605/0.763 0398
DB 53.921 0.236 0.839/1.000 0441
69.974 0.096 0.806/0.947  0.424

SANA [40]
65393 08664 0750/1.000 0429
LR 69.186 0.8152 0.689/0.835 0.414
82.035 0.7931 0.425/0.241 0387
DB 85.621 0.6732 0.409/0.212 0.360

Table 6: Transferability to DFAs from different DMs.
(GRAY-font: No-protect, BLACK-font: Pretender)

The evaluation results are presented in Tab. 6 and Fig. 10.
The proposed defense can effectively transfer to more ad-
vanced DMs. Additionally, we observed that greater archi-
tectural differences lead to a reduction in the defense’s ef-
fectiveness, especially in terms of visual quality distortion.
Nevertheless, Pretender can still induce semantic distortion
in certain images.

Takeaway 2. Pretender exhibits robustness against
some adversarial measures, which could be further en-
hanced through a rehearsal-based approach. It also
demonstrates transferability to more advanced DMs.
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Figure 11: User ratings for image usability. Higher scores
indicate that users are less aware of the protective measures
applied by Pretender in mages, signifying greater usability.
We presented samples with corresponding scores in different
colored boxes. WTP refers to the ‘willingness to post’ ratio,
which equals the proportion of scores rated as 3 or 4.

9 Usability and Time Efficiency

9.1 Usability Evaluation

Settings: we conducted a usability assessment based on
a user study. 10 participants were recruited to assessed
50 images (500 images in total) at a high resolution
of 512x512, all from LSUN/Wikiart and protected by
Pretender. They rated on a scale from 4 to 1 which includes:
(4) Imperceptible-noise; (3) slightly-perceptible-noise but ac-
ceptable; (2) perceptible-noise but conditionally-acceptable;
(1) completely-unacceptable-noise. During the rating partici-
pants were also shown the original version of the protected
images for comparison. Additionally, participants were in-



Defense Time (min)] FIDT Prec] BMS| BSS|
Glaze [16] 358+0.31 66.19 036 077 043
AdvDM [17] 1.14 £ 0.08 141.63 0.23 0.56 0.36

Pretender (Ours) 2.29+0.12 161.72 0.16 0.51 0.34

Table 7: Comparison of time efficiency with existing de-
fense algorithms.

structed to give a score of 3 or 4 if they would be willing
to post the protected image instead of the original version.
Therefore, we calculated the total proportion of 3 and 4 as the
willingness metric.

Results: We exhibit the results in Fig. | 1. The assessment
confirms that Pretender does not affect the usability of the
images. We conclude that the scores are correlated with the
characteristics of the original images. Simpler structures and
lighter colors (e.g., clean sky backgrounds or white objects)
make protective noise more perceivable. As a result, object
images (LSUN) generally receive lower scores compared
to artistic images (WikiArt). Besides, we also investigate
the trade-off between usability and defense effectiveness in
appendix A.3.

9.2 Time Efficiency Evaluation

We first compared the time efficiency of our defense algorithm
with existing solutions. Using the LSUN dataset, we measured
the time taken to apply protection to each experimental group
(comprising 5 images) and reported the mean and standard
deviation in minutes. In addition, we compile the average
scores of each defense under various DFAs, presenting them
collectively in Tab. 7.

Our algorithm exhibits moderate time overhead while
achieving the best effectiveness compared to existing de-
fenses. Pretender takes approximately twice as long as
AdvDM because we utilize the official optimization step set-
ting (100 steps vs 40 steps). The time consumption of Glaze
shows relatively large fluctuations, due to the inherent uncer-
tainty in its search process. Overall, we believe that a time
expenditure of 1 to 2 minutes to protect a set of personal
images is an acceptable overhead for individual users.

We subsequently evaluate the effectiveness Simultaneous
Gradient Back-Propagation (SGBP) strategy proposed in
Pretender and demonstrate how it optimizes the utilization
of computational resources.

Settings: For a typical iterative optimization strategy,
which updates the image for a steps while keeping the net-
work unchanged, and then trains the network for b steps while
keeping the image unchanged, we denote this as O,1;. Con-
versely, SGBP optimizes both the image and the model simul-
taneously during a single gradient backpropagation, which
is denoted as (OI'). We compare its performance with four
strategies: (OI)1, O111, Osls, and Oyol1o. We define one iter-
ation as one complete update of both the image and network
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Figure 12: Comparison between the proposed SGBP strat-
egy (OI); and several possible iterative optimization
strategies. A larger loss represents a better protective effect.

parameters. Then we set the number of iterations for (OI),
O11; strategies to 100, and set it for Osls, O10ljo to 20. We
recorded the time overhead for generating protection using
different strategies, and then trained the same model for 150
steps on various protected images, noting the training loss at
termination. A larger loss represents a better protective effect.
Results: Fig. 12 displays the comparison results. Detailed
comparison of the training processes can be found in Fig. 16
in the appendix. SGBP significantly optimizes the time ef-
ficiency while also delivering superior defensive effects.
We recorded the training loss for unprotected images as a
reference, which resulted in a loss of 0.197. The effectiveness
of (OI); surpasses that of the approximately equivalent O11;
strategy, but SGBP also saves nearly half the time in terms
of computational overhead (137.8s vs 293.3s). When com-
pared to the Osls and Oy} strategies, SGBP offers a more
pronounced advantage in terms of time efficiency, while the
performance drop is negligible (less than 0.001).

Takeaway 3. Pretender does not compromise the
usability of images. In addition, the SGBP strategy en-
ables Pretender to apply protection in a time-efficient
manner, facilitating its deployment and application.

10 Real-World Performance

We evaluate Pretender against a real-world online Al-
creation system, scenario [57]. It is a web application that
allows users to upload a minimum of five images with similar
characteristics to serve as a dataset. Subsequently, it trains a
model online and provides users with a callable endpoint for
image synthesis. Notably, although it is SD-based, its initial
model parameters and architecture are closed-source.

We conduct both the character reproduction and the style
imitation tasks on scenario. We only adopt the dataset set-
ting described in Sec. 6.2, and ensure that all remaining set-
tings adhere to the default configurations of scenario. Partial
results are presented in Fig. 13, and the evaluation demon-
strates the efficacy of our approach in real-world systems.
Images protected by Pretender can prevent Al-creation soft-
ware from appropriating their specific characters or styles.
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Figure 13: Real-world performance evaluations on scenario [57].

Takeaway 4. Pretender has demonstrated its effec-
tiveness in real-world application scenarios.

11 Limitations and Discussions

Cross-Architecture Defense: The generalization evaluation
in Sec. 8.3 highlights that Pretender still has room for im-
provement in defending against DMs with significant architec-
tural variations. Considering the scalability of the Pretender
framework, leveraging more advanced DMs (e.g., SDXL or
those based on DiT) for optimizing protective noise, or adopt-
ing a mixed-expert training strategy, could be promising di-
rections for enhancing cross-architecture defense capabilities.
Generalize to More Potential DFAs: Pretender’s defense
induces shifts in the DM feature space, disrupting the LR.
It has the potential to transfer to SVDIff [12], since SVDiff
similarly directly adjusts the backbone UNet. Pretender
is effective against DB, suggesting it could also interfere
with the training of TRL [10] and DraFT [13] which em-
ploys additional loss functions to update the network. Lastly,
Pretender demonstrates the strongest defense against TI,
showing its ability to effectively disrupt word embeddings

during training, making it likely to transfer to similar Hifi-
Tuner [11].

Time Efficiency: Pretender incurs a slightly higher time
cost compared to some approaches (e.g., AdvDM). We attribute
this to the trade-off between time efficiency and protective
performance. As demonstrated in our work, static surrogate
model strategies struggle with generalization, and thus, up-
dating surrogate models inevitably introduces additional time
expenditures. In the future, we need to explore approaches to
reduce the number of optimizaiton iterations for improving
computational efficiency.

12 Conclusion

Our research addresses the critical challenge of safeguarding
personal images from Diffusion Finetuning Attacks (DFAs)
in the Al-creation era. We conceptualize active defense as a
universal bi-level optimization problem, leading to the devel-
opment of the Pretender defense algorithm. Comprehensive
testing confirms Pretender’s success in preventing DFA-
based imitation of unique visual patterns in personal image,
proving its practical efficacy in real-world scenarios.
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Appendix

A Evaluations

A.1 Semantic Similarity Metric
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Figure 14: Illustration for calculating the BLIP-Matching-
Score (BMS) and BLIP-Similarity-Score (BSS) utilizing the
BLIP [55]

For the semantic similarity evaluations, due to the lack of
universally applicable metrics in previous studies, we have
designed two metrics named BLIP-Matching-Score (BMS)
and BLIP-Similarity-Score (BSS). As illustrated in Fig. 14,
we adopt BLIP [55] to caption the original image in a group,
extract the most common descriptive texts, and use BLIP
again to calculate the matching scores and cosine similarity
score between the text and generated images. We further
perform statistical analysis and report the mean/median of
BMS, and mean of BSS.

A.2 Implementation Details

We primarily adhered to the initial settings recommended in
the diffuser official documentation when employing the
three algorithms for fine-tuning the Diffusion model. During
the training process using LR algorithm, we designated the
control generation prompt for LSUN dataset as "a photo of
sks ¥ " with ‘#% being the current class name, such as "cat"
"train" etc. For the RAVDESS dataset, we uniformly set the
prompt as "a photo of sks face" As for the WikiArt dataset,
we set the prompt as "a painting in the style of sks %" with
‘%’ referring to the current artistic genre name. We set the
batch-size to 1 and the learning rate to Se-4.

For the training process using TI algorithm, we set the
special token in the control prompt as "<#>" such as "a
photo of <car>" or "a painting in the style of <abstract>".
We set the batch-size to 5 and the learning rate to 1e-4.

For the training process using DB algorithm, we adopted
the same control generation prompt mode as LR. The prompt

for auxiliary class-prior-preservation images was the control
generation prompt with the word "sks"” removed. We set the
batch-size to 1 and the learning rate to Se-4.

During the training process, all images were center-cropped
and resized to 512 x512. We used 100 epochs for the training
steps. Additionally, we set the learning rate to Se-5 for the
RAVDESS dataset because we found that this dataset was
more sensitive to hyper-parameters and large learning rates
could result in overfitting of the trained model.

When implementing Pretender, we adopt LR to fine-tune
the model parameters. The hyper-parameters, such as prompt,
batch size, and learning rate settings for for each algorithm, re-
mained the same as the LR training settings mentioned above.
Lo.-Norm was used for applying adversarial perturbations,
with a single step attack strength of 1/255 and a perturbation
budget of 8/255. We set the number of protection optimiza-
tion epochs to 150 and checked the model’s loss every five
epochs, saving the protected images with the highest losses.

As a baseline comparison, we also implemented and evalu-
ated the AdvDM [17] algorithm. We reproduced the algorithm
according to its original configurations reported in the pa-
per. We adopted the same attack strength and attack budget
as in Pretender. Besides we follow their 40 epochs attack
iteration protocol.

For the evaluations of Glaze [16], we used their released
executable program and adopted the officially recommended
default settings (default intensity and medium render quality).

A.3 Perturbation Budget

-
Budget

L=8/255
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Figure 15: The effect of various purturbation budget. We
present the image with the lowest user rating to better illustrate
the variations in noise.

The perturbation budget is the maximum intensity of noise
added to an image. For example, if we use the /., distance to
restrict the perturbation and set the budget to be L. It means
that the maximum value of each disturbed pixel in the im-
age will not exceed L, and there is no limit to the number
of pixels disturbed or the total amount of pixel disturbance
value. The size of the perturbation budget clearly affects the
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Figure 16: The comparison between the proposed SGBP
strategy((OI);) and several possible defending strategies.
NP refers to "No-Protection”. The larger loss during the train-
ing indicates a better defense effect.

usability of the protected image. Therefore, in this section,
we explore the performance of different perturbation budgets
in our protection framework.

As shown in Fig. 15, the noise intensity in the image in-
creases, becoming perceptible, and the loss during defense
rises as the perturbation budget increases. Conversely, the
model’s final loss during training increases, and the quality
of the generated image declines as the budget increases on
the attacker’s side. Notably, we observe a significant improve-
ment in defense effectiveness at L within the range of 8/255
to 16/255. Therefore, defenders can make appropriate trade-
offs.

B Method

B.1 Derivation of Bi-level Optimization

Firstly we focus on the outer-level optimization objective. For
simplicity, we mark x" = x + 8 and replace the 6(3) with 6
because it’s unchanged here:

B:argmsinpe(x'). (12)

To minimize the pg(x’), we decompose it into the integral
form:

po() = [ o), (13

where pg(x(.;) refers to the backward denoising process that
reconstructs the fully-noised image x7- to x;,. x;, can be under-
stood as a sample drawn from a hypothetical distribution A,
which visually resembles x’ to a great extent (implying simi-
larity with the original image x as well). Our objective here is
to disrupt the formation of this distribution, as described in
Eq. (12).

<= Style Content >

Mix-Strength

Figure 17: Image protection effect on style-imitation un-
der different mix-strength settings. NP stands for "No-
Protection". The comparative results demonstrate that our
protection is effective across divers settings.

Besides, we also note that the forward noising process
DM is independent, i.e., the posterior g(x}.;|x;) is fixed as a
Gaussian distribution. Therefore, we could derive that:

minE [ pg(x")] = maxE[-log pe(x') ]

4
=maxE [—log peExO:T,)] .
q(x 1:T |‘x0 )
The fraction —log q’z‘;sxoii,)) is exactly the variational bound.
1:T0

According to the deduction of DM’s training [1], we could
finally obtain that:

S:arngaXL(B(S),x+6). (15)

And the inner optimization objective could be derived using
the same approach.

B.2 Proof of Proposition 1

This section provides the proof of the Proposition 1 in
Sec. 4.2.

Proof. Assume that the defense strategy starts with a static
surrogate model 6(0). It calculates the protective noise
through:

5! :argmgle(G(O),x+8). (16)

At this point, the image released by the defender, x, together
with its corresponding defense 8!, is collected by the attacker



and subjected to a round of optimization using the inner-level
optimization objective Eq. (7), resulting in network parame-
ters 0,(8') that satisfy:

0:(8") :argr%inL(O,,x+51). 17

Ideally, the goal of bi-level optimization is to achieve
maxL(6,(8'),x+8'). However, there is a clear contradic-
tion with Eq. (17). Notably, 8;(8') is typically trained by the
attacker based on a pre-trained DM 6,(0), and therefore may
not converge to the pre-trained weights 6(0) in Eq. (16).

O

B.3 Analysis of Dynamic Method’s Optimality

Proof. We need to prove that the following dynamic approch
outperforms the static-surrogate strategy,

8(0) >3 >8(8") >8> 0(8%) »..»8, (18

i.e., we need to prove that 8" is superior to 8'. To simplify
the proof, we demonstrate that 8 outperforms &', from which
subsequent conclusions can be deduced recursively. Mean-
while, we consider the optimistic scenario where the attacker’s
0,(0) equals the defender’s surrogate model 6(0).

To define optimality, we consider that greater deviation
induced in the attacker’s model indicates better protection
performance, i.e., proving:

L(8(0),x+8) > L(8(0),x+8") 19)

Considering the small difference between 3! and &2, we
use Taylor expansion for approximate analysis:

L(8(0),x+8) ~L(0(0),x+8") + V5L(6(0),x+8")T(8*-8")

(20)

We further analyze 8°. Since it is obtained by the defender

through the model 8(8') trained on §', it can be approxi-
mately expressed as:

82 =8+ vsL(0(8'),x+8"). 1)

Here, we ignore the learning rate as they are all positive
numbers. Substituting Eq. (20) and Eq. (21) into Eq. (19), the
proof objective becomes:

VsL(0(0),x+8")TVsL(B(8'),x+8')>0. (22

The above equation indicates that the gradient of 8(0) with
respect to the perturbation (i.e., the input image) and the gradi-
ent of B(8") are positively correlated. This gradient direction
simultaneously represents the network’s vulnerability or de-
fect pattern.

Since this is a fine-tuning process, the output pattern of the
network parameters does not experience drastic changes, as

explored in related works [58]. Moreover, although 8(8') un-
dergoes some repairs compared to 6(0), these adjustments are
localized and minor, targeting only a single sample, and are in-
sufficient to address all defects, particularly in the early stages
of training. Therefore, these two gradients could have a high
degree of correlation, thereby proving the above equation.

O
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