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Abstract

Graph neural networks (GNNs) achieve the state-of-the-art
on graph-relevant tasks such as node and graph classification.
However, recent works show GNNs are vulnerable to adver-
sarial perturbations include the perturbation on edges, nodes,
and node features, the three components that form a graph.
Empirical defenses against such attacks are soon broken by
adaptive ones. While certified defenses offer robustness guar-
antees, they face several limitations: 1) almost all restrict
the adversary’s capability to only one type of perturbation,
which is impractical; 2) all are designed for a particular GNN
task, which limits their applicability; and 3) the robustness
guarantees of all methods except one are not 100% accurate.

We address all these limitations by developing AGNNCert,
the first certified defense for GNNs against arbitrary (edge,
node, and node feature) perturbations with deterministic ro-
bustness guarantees, and applicable to the two most common
node and graph classification tasks. AGNNCert also encom-
pass existing certified defenses as special cases. Extensive
evaluations on multiple benchmark node/graph classifica-
tion datasets and two real-world graph datasets, and multiple
GNNs validate the effectiveness of AGNNCert to provably de-
fend against arbitrary perturbations. AGNNCert also shows its
superiority over the state-of-the-art certified defenses against
the individual edge perturbation and node perturbation. '

1 Introduction

Graph is a natural representation for many real-world data,
such as social networks, biological networks, and financial net-
works. In recent years, there has been a great surge of research
interest on graph neural networks (GNNs) [20, 29,46, 50, 67]
for representation learning on graphs, in which each node re-
cursively aggregates representations of its neighbors to update
its representation. The learnt representations can be used for
various graph-relevant tasks, e.g., node classification [29,67]

ISource code and the full version are available at: https://github.
com/JetRichardLee/AGNNCert.

and graph classification [18, 20]. For instance, in node clas-
sification, GNNs learn a node classifier to predict the label
for each node, and learn a graph classifier to predict the la-
bel for an entire graph in graph classification. GNNs have
achieved outstanding performance on these tasks for vari-
ous computer security applications, including fraud detection
(e.g., detecting fake accounts/users and fake news in social
networks [17,53, 59, 60, 68], fake reviewers and reviews in
recommendation systems [13, 55], fraud transactions in e-
commerce systems [71], and credit card fraud and money
laundering in finance systems [4,61]), intrusion detection [77],
and software vulnerability detection [5,7,73,78].

In GNNs, a graph is often represented as three compo-
nents: nodes, their features, and edges that connect the nodes.
However, various works [3,9,27,39,42,48,51,52,56-58,
62,66,72,75,80] have shown that GNNs are vulnerable to
test-time adversarial attacks, where an adversary can success-
fully perform the attack by perturbing any individual compo-
nent or their combinations in the graph. Specifically, given
a node/graph classifier and a graph, an attacker could inject
a few nodes [27,48], slightly modify the edges [52, 66, 80]
on the graph”, and/or perturb features of certain nodes [80]
such that the classifier makes wrong predictions for the tar-
get node/graph. Taking GNN based fake user detection in
social networks (e.g., Twitter) as an example. In this context,
nodes represent users, edges denote following-follower rela-
tionships, and node features capture user profile information.
A strategic attacker (i.e., fake users) can manipulate their pro-
files, modify their connections with other users, and create
new fake accounts and connections to evade detection [53].

To mitigate the attacks, two lines of defenses have been
proposed. Empirical defenses [14,49, 62,66,76,79] are de-
veloped with heuristic strategies, but were later broken by
adaptive/stronger attacks [43]. Certified defenses [1, 25, 26,
30, 54, 64] address the issue by offering robustness guaran-
tees against the worst-case attack scenario. For instance, Bi-
RS [30] achieves the state-of-the-art certified defense perfor-

2Edge features are typically incorporated in the edge matrix, whose per-
turbation can be viewed as a special case of edge perturbation.


https://github.com/JetRichardLee/AGNNCert
https://github.com/JetRichardLee/AGNNCert

mance against the node injection attack, while GNNCert [64]
achieves the state-of-the-art against the edge or/and node
feature perturbation attack. However, all existing certified
defenses face several fundamental limitations shown below
(See Table | a comprehensive summary).

1. They all restrict the adversary’s capability to only one
type of perturbation, except [64] to edge and node feature
perturbation. In practice, however, an attacker could si-
multaneously manipulate nodes, node features, as well as
edges to perform the best-possible attack.

2. They are designed for a particular GNN task, e.g., node
classification or graph classification. This naturally limits
the applicability of these defenses.

3. Their robustness guarantees are probabilistic (i.e., not
100%), with the exception of [64]. This implies the guar-
antees could be inaccurate with a certain probability.

Our work: We develop a voting-based defense, called
AGNNCert, to address all the above limitations. AGNNCert
is the first certified defense for GNNs on the two most com-
mon node and graph classification tasks against arbitrary
perturbations with deterministic robustness guarantees. Here,
an arbitrary perturbation is the perturbation that can arbitrar-
ily manipulate the nodes (i.e., inject new nodes and delete
existing nodes), edges (i.e., inject new edges and delete ex-
isting edges), and node features on a graph. More specifi-
cally, AGNNCert can provably predict the same label for a test
node/graph with arbitrary perturbation whose perturbation
size (i.e., the total number of manipulated nodes, nodes with
feature perturbations, and edges) is bounded by a threshold,
which we call the certified perturbation size.

Generally, given a graph and a GNN node/graph classifier,
our voting-based defense includes three steps:

* Step I: Divide a graph into multiple subgraphs. We use
a hash function [64] to deterministically divide the given
graph into multiple subgraphs.

* Step II: Build a voting node/graph classifier on the sub-
graphs. We use the node/graph classifier to predict the
label of subgraphs, where each prediction is treated as a
vote. We then count the votes for each label, and build a
voting classifier that returns the label with the most votes.

e Step III: Derive the deterministic robustness guaran-
tee. We derive the certified perturbation size for the voting
classifier against arbitrary perturbations on the given graph
with deterministic certification.

Under this setup, we first derive the sufficient condition for
certified robustness against arbitrary perturbations on GNNs—
the number of different predictions on subgraphs generated
from the given graph and from the arbitrarily perturbed graph
should be bounded (Theorem 1). We then propose two graph
division strategies, one is edge-centric and the other is node-
centric, to obtain the upper bounded altered predictions.
Edge-centric graph division: This strategy is inspired by
[64], in which we use a hash function to map edges from the

given graph into multiple subgraphs such that the edges are
disjoint in any two subgraphs (Step I). With it, we show that
manipulating any edge in the given graph (via edge injection
or deletion) only perturbs one subgraph and hence at most one
subgraph prediction is altered (Theorem 2). Further, by lever-
aging the underlying message-passing mechanism in GNNs
and with careful analysis, we prove the generated subgraphs
can also bound the different subgraph predictions caused by
the node manipulation (Theorem 3) and node feature ma-
nipulation (Theorem 4). Together, these theorems ensure the
number of subgraph predictions be altered for any node/graph
after arbitrary perturbation is bounded (Theorem 5). Further,
based on the voting classifier in Step II and Theorem 1, we
derive in Theorem 6 the certified perturbation size (Step III).
Node-centric graph division: The theoretical result under
edge-centric graph division reveals the robustness guarantee is
largely dominated by the number of edges induced by the ma-
nipulated nodes and node features, which could be ineffective
in practice. For instance, injected nodes could produce many
edges by linking with many nodes in the graph to exceed the
certified perturbation size. To mitigate the issue, we propose
a node-centric graph division method. Our key idea is that if
we can ensure all edges of a manipulated node is in a same
subgraph, this subgraph is the only one being affected under
every node or node feature manipulation. However, naive so-
lutions are ineffective. For instance, we can map nodes into
different subgraphs such that they are non-overlapped, but it
fails for node classification, as every node only appears once
in all subgraphs and all target nodes for classification only
receive one vote, yielding vacuous robustness.

To address it, we innovatively treat every undirected edge
as two directed edges and map each node into a subgraph
index only using its outgoing edges (Step I). In doing so, all
subgraphs are directed and only contain outgoing edges of
the nodes with the corresponding index. By leveraging these
directed subgraphs and the message-passing mechanism in
GNNs, we can derive the same bounded number of altered sub-
graph predictions against edge manipulation (Theorem 7) as
in edge-centric graph division. Moreover, this bound against
arbitrary node or node feature manipulation is the number
of injected/deleted nodes (Theorem &) or number of nodes
whose features can be arbitrarily perturbed (Theorem 9). This
implies the bound is robust to the manipulated node that links
with many even infinite number of edges. Combining them,
we derive the total bounded number of altered subgraph pre-
dictions against arbitrary perturbation in Theorem 10, and the
certified perturbation size in Theorem 11 (Step III) with the
built voting classifier on the directed subgraphs (Step II).
Evaluation: We extensively evaluate AGNNCert on multiple
graph datasets and multiple node and graph classifiers against
arbitrary perturbations. We use the certified node/graph ac-
curacy at perturbation size m as the evaluation metric, which
means the fraction of test nodes/graphs that are provably clas-
sified as the true label against arbitrary perturbations whose



perturbation size is m. Our results show that: 1) Under edge-
centric graph division, AGNNCert can obtain about 70% (or
60%) certified node (or graph) accuracy when the perturba-
tion size is 200 (or 10), i.e., 200 (or 10) edges induced by the
edge manipulation, injected/deleted edges associated with the
node manipulation, and edges associated with node feature
manipulation are arbitrarily perturbed; 2) Under node-centric
graph division, AGNNCert can obtain similar certified node (or
graph) accuracy when the total number of 200 (or 10) edges
and nodes induced by edge, node, and node feature manipula-
tions are arbitrarily perturbed, where the manipulated nodes
allow to have infinite number of edges.

As AGNNCert can also defend against fewer manipulations,
we further compare it with the state-of-the-art certified de-
fenses of GNNs for node classification against node injection
attack [30], and for graph classification against node feature
or/and edge manipulation [64]. Our results show AGNNCert
significantly outperforms [30] under node-centric graph divi-
sion, and outperforms [64] under both graph division methods.

We also evaluate AGNNCert on two real-world graph
datasets (Amazon co-purchasing dataset [6] with 2M nodes
and 51M edges and Big-Vul code vulnerability dataset [15]
with 10,900 vulnerable C++ codes) to demonstrate its scala-
bility and practicability. Our results show AGNNCert obtains
promising robustness guarantees with an acceptable computa-
tional overhead over the undefended GNNs.

Contributions: Our contributions are summarized below:

» We develop the first certified defense to robustify GNNs for
node and graph classification against arbitrary perturbations
on individual graphs.

» We propose two strategies to realize our defense that lever-
ages the unique message-passing mechanism in GNNGs.

* Our robustness guarantee is accurate with probability 1.

* Our defense treat existing certified defenses as special cases,
as well as significantly outperforming them.

2 Background and Problem Definition

2.1 Graph Neural Network (GNN)

Let a graph be G = {7, £,X}, which consists of the nodes
7V, node features X, and edges E. We denote u € ¥ as a node,
e = (u,v) € E as an edge, and X, as node u’s feature.

GNNss learn representations for graph data by following the
message passing strategy with two operations, i.e., the aggre-
gate operation Agg and combine operation Comb. Specifically,
Agg iteratively aggregates the representations of all neighbors
of a node, while Comb updates the node’s representation by
combining it with the aggregated neighbors’ representations.
The two operations are formally defined below:

19 = agg({R sue A}, B = comn (b1 1), (1)

where hE,k) denotes node v’s representation in the k-th layer

and h$,0) =X,. A(v) denotes the neighbors of v.

Different GNNs use different aggregate and combine op-
erations. For example, in Graph Convolutional Network
(GCN) [29], the two operations are integrated as follows:

hS,k) = ReLU(W(k) ~Mean{h,(4k_l) cu€ N(v) LJh‘(,k_1> })7 2)
where the element-wise mean pooling function Mean acts
as the aggregate operation and ReLU the combine operation.
0 ={w ... w1} are all the learned parameters.

A node Vv’s final representation hﬁK) captures structural in-
formation within v’s K-hop neighbors, which are used for
many tasks. In this paper we focus on the two classic classifi-
cation tasks on graphs: node classification and graph classifi-
cation. We denote f as the GNN node or graph classifier and
Y as the set of all labels.

Node classification: f takes a graph G as input and predicts
each node v € G a label y, € 9" based on v’s learnt represen-
tation hX). That is, y, = f(G), = softmax(hX)).

Graph classification: f takes a graph G as input and pre-
dicts a label yg € 9 for the whole graph G by using all
nodes’ representations {h‘(,K)}Veg. For instance, when aver-
aging all nodes’ final representations, we have yg = f(G) =
softmax(avg({h¥ },e0)).

2.2 Adversarial Attacks on GNNs

In adversarial attacks against GNNs, an attacker can ma-
nipulate a graph G = {V, E,X} into a perturbed one G’ =
{V',E' X'}, where V', £/, X' are the perturbed version of
V, E, and X, respectively.

Edge manipulation: The attacker can 1) inject new edges
‘E,, and 2) delete existing edges, denoted as £_ C E from G.

Node manipulation: The attacker perturbs G by (1) inject-
ing new nodes V,, whose node feature denoted as X’rV+
can be arbitrary, together with the arbitrarily injected new
edges £y, C {(u,v) ¢ E,Yu € V. Vv € V,} induced by
V., and (2) deleting existing nodes V- C V. When 1_
are deleted, their features X, C X and all connected edges
Ey ={(u,v) € E,Vue V_Vve V_} are also removed.

Node feature manipulation: The attacker arbitrarily manip-
ulates features X, of a set of representative nodes 7, to be
X’,V We also denote the edges connected with nodes ¥, as

Ey ={(u,v) € E:VucV,Vve V}.

Arbitrary manipulation: The attacker can manipulate the
graph G with an arbitrary combined perturbations on edges,
nodes, and node features.

For description simplicity, we will use {Ey, E_} to indi-
cate the edge manipulation with arbitrary injected edges
E, and deleted edges E_ on G. Similarly, we will use
{V, Eg,, X'%, V_,Eq } to indicate the node manipulation,

and {V,,Eq), X'}, } the node feature manipulation. Any com-
bination of the manipulations is inherently well-defined.



GNN Task Node Classification Graph Classification Certification Type
Attack Type Ee [ XU V4 | EL&X! [ VL&X! [ Arbitrary | B | X! [ 74 | EL&X! | VL. &X! | Arbitrary P
RS [54] vV | V| x X X X vV |V | x X X X
Sparsity-Aware RS [1] | v | vV | V O X X v V|V X X X Probabilistic
Node-Aware Bi-RS [30] | X X | v X X X X X % X % %
GNNCert [64] O10O] x O X X V| V| x v X X
AGNNCert-E (Ours) vV VIV v v v v |V |V v v v Deterministic
AGNNCert-N (Ours) vV ivi]Vv v v v VvV v v v

Table 1: Summarizing the existing certified defenses of GNN against adversarial perturbations and their capability against
different types of manipulations. ‘E., ¥y, and X! represent the edge manipulation (injection/deletion), node manipulation
(injection/deletion), and node feature perturbation, respectively. v means the defense is able to defend the respective attack, ()
means the defense could be adapted to defend the attack, and x means not able to.

2.3 Voting based Certified Defense

Voting-based GNNCert [64] has achieved state-of-the-art cer-
tified defense performance against node feature and edge
manipulation. Here we review [64] since our defense is also
based on voting. GNNCert is only applicable for graph classi-
fication and consists of three steps.

Step I: divide a graph into multiple subgraphs. Given a
graph G = {7, E,X}, and a graph classifier /. GNNCert uses
a hash function 4 (e.g., MD5) to generate the subgraphs for
G. A hash function takes a bit string as input and outputs an
integer (e.g., within a range [0,2'?® — 1]). It uses the string
of edge or node index as the input to the hash function. For
instance, for a node u, its string is denoted as str(u), while
for an edge e = (u,v), its string is str(u)+ str(v), where
“+" means string concatenation, and str turns the node index
into a string and adds “0” prefix to align it into a fixed length.
To defend against edge manipulation, it uses / to map each
edge into a subgraph index. Assuming 7, subgraphs in total,
the subgraph index i, of every edge e = (u,v) is defined as’

ip = hstr(u) +str(v)] mod T, + 1, 3)

where mod is the module function. Denoting E’ as the set of
edges whose subgraph index is i, i.e., £ = {Ve € E : i, = i},
T, subgraphs for G can be builtas G¢ = {G; = (V,E",X) :i=
1,2,---,T.}, where edges in different subgraphs are disjoint,
ie, ENE =0,Vijec{l,--- ,T,},i# ]

To defend against node feature manipulation, it uses % to
map each node into a subgraph index. Assuming 7,, subgraphs
in total, the subgraph index i, of every node u is

iy = h[str(#)] mod T,, + 1, 4)

It then uses X' to denote the features of nodes whose subgraph
index is i. Then, 7, subgraphs can be built as: G} = {G; =
(V,EX):i=1,2,---,T,},

To defend against both manipulations, it then constructs
a total of T = T, - T,, subgraphs Gr = {G, = (V,E',X/),t =
- T, - T,i=[t/T,|,j=t—(i—1)-T,}.

3In the undirected graph, we put the node with a smaller index (say )
first and let A[str(v) + str(u)] = A[str(u) + str(v)].

Step II: build a voting graph classifier on all subgraphs.
GNNCert applies the graph classifier f to make predictions on
all T subgraphs, and count the vote ¢, for every classy € .

to =Y 1(£(G)) = y6) Yo €Y 5)

It then defines a voting graph classifier f as returning the
class with the most vote:

J(G) = argmaxcyg (©6)
YGEY

Step III: derive the deterministic robustness guarantee for
the voting graph classifier. GNNCert guarantees that 7, (or
T,) subgraphs are corrupted when an attacker injects or deletes
an arbitrary edge (or arbitrarily perturb the features of a
node). Then, GNNCert shows the voting classifier f tolerates
up to |[M//T,| perturbed edges OR |M/ /T;,| of nodes with
adversarially perturbed features, where M/ € [0, T, - T, /2] is
a constant depending on the number of votes of f’s output.

Limitations of GNNCert: 1) It only derives the robustness
guarantee against edge manipulation OR node feature manip-
ulation. Under a very special case when 7, = T, = T, we can
derive its robustness against both edge AND node feature ma-
nipulation, where the certified perturbation size is |M/ /T |.
However, its performance is worse than ours (See Figure 9).
2) It is only applicable for graph classification. 3) It cannot
defend against the well-known node injection attack.

2.4 Problem Statement

Threat model: Given a GNN node/graph classifier f and a
graph G, the adversary can arbitrarily manipulate a number of
the edges, nodes, and node features in G such that f misclas-
sifies target graphs in graph classification or target nodes in
node classification. For instance, when a social network plat-
form deploys a GNN detector to detect fake users (the adver-
sary) [53, 68], the fake users is motivated to evade them [52]:
they can modify their profiles, their connections with some
users, and create new fake accounts and connections to bypass
detection. Since we focus on certified defenses, we consider
the strongest attack where the adversary has white-box ac-
cess to G and f, i.e., it knows all the edges, nodes, and node
features in G, and all the model parameters about f.



Defense goal: We aim to build a certifiably robust GNN that:
* has a deterministic robustness guarantee;
* is suitable for both node and graph classification tasks;

* provably predicts the same label against the arbitrary per-
turbation when the perturbation size, i.e., the total number
of manipulated nodes, nodes with feature perturbation, and
edges, is bounded by a threshold, which we call the certified
perturbation size.

Our ultimate goal is to obtain the largest-possible certified
perturbation size that satisfies all the above conditions.

3 Our Voting-based Defense: AGNNCert

In this section we introduce our voting-based certified defense
AGNNCert for GNNs against arbitrary perturbations. We first
give an overview of AGNNCert in Section 3.1, which consists
of three critical steps, e.g., the first step is to divide a graph
into multiple subgraphs with disjoint edges. We then design
two distinct graph division strategies (one is edge-centric in
Section 3.2 inspired by [64] and the other is node-centric in
Section 3.3 by further enhancing the robustness guarantee).
Within each strategy, we derive our deterministic certified
robustness results, which can treat existing defenses as special
cases. Figure 1 briefly illustrates our AGNNCert.

3.1 Overview

Given a graph G = {7V, E£,X}, a GNN node/edge classifier
f, the set of classes 9, and a target node v € V if the task is
node classification. At a high level, our defense framework is
similar to [64] that consists of three steps below:

Step I: divide the graph into multiple subgraphs. We divide
G into a set of T subgraphs Gr = {G1,Ga,...,Gr} viaahash
function and ensure edges in different subgraphs are disjoint.

Step II: build a voting-based node/graph classifier: We
apply the GNN classifier f to make predictions on all the T’
subgraphs, and count the vote ¢, for every class y in 9.

Node classifier: c,, = Z,T=1 I(f(G)y=w),YyeY (7

Graph clasifier: ¢, = Z,T=1 1(f(Gi) =ys),Yy¢ €Y (8)

We then define our voting node/graph classifier f as return-
ing the class with the most vote:

Voting node classifier: f(G), = argmaxcy, 9)
)’vey

Voting graph classifier: f(G) = argmaxcy, (10)
YGEY

Step III: derive the deterministic robustness guarantee.
We denote y, and y;, as the class with the most vote ¢y, and
the second-most vote cy, , respectively. We pick the class with
a smaller index if ties exist. Denote G’ as the perturbed graph
of G under arbitrary perturbation, and Gy = {G},G5,...,G}}

be the set of T subgraphs generated for G’ under the same
graph division strategy. Then we have the below condition for
certified robustness against arbitrary attacks on GNNs.

Theorem 1 (Sufficient Condition for Certified Robustness).
Let y4,yp,cy,,cy, be defined above in node classification or
graph classification, and let M = | ¢y, — ¢y, —1(ya > yp)] /2.
The voting classifier f guarantees the same prediction on
both G' and G for the target node v in node classification or
the target graph G in graph classification, if the number of
subgraphs’ predictions on {G;}’s and {G}}’ that are different
under the arbitrary perturbation is bounded by M. L.e.,

VG Y LGy # £(G)) <M = F(G), = F(G)), (D)
VG YL (G £ F(G) <M = F(G)=F(G)  (12)
Proof. See Appendix A in the full version.

The above theorem motivates us to design the graph divi-
sion method such that: 1) the number of different subgraph
predictions on Gr and Gj can be upper bounded (and the
smaller the better). 2) the difference between the most vote
¢y, and second-most vote cy, is as large as possible, in order
to ensure larger certified perturbation size.

Next, we introduce our two graph division methods. Fig-
ure 2 visualizes the divided subgraphs of the two methods
without and with the adversarial manipulation.

3.2 Edge-Centric Graph Division

Our first graph division method is edge-centric inspired
by [64]. The idea is to divide edges in a graph into different
subgraphs, such that each edge is deterministically mapped
into only one subgraph. With this strategy, we can bound the
number of altered predictions on these subgraphs before and
after the arbitrary perturbation (Theorem 5), which facilitates
deriving the certified perturbation size (Theorem 6). Next, we
show our edge-centric graph division method in detail.
Generating edge-centric subgraphs: We follow [64] to
use the hash function to map edges as shown in Equation
3. We build T subgraphs for G as Gr = {G; = (V, X, E) :
i=1,2,---,T}, where EENE/ =0,Vi,j € {1,--- ,T},i#j.
Recall that [64] maps both edges and node features to gen-
erate two sets of subgraphs to defend against node feature and
edge manipulations. Instead, our method only needs to map
edges into a set of subgraphs, which is not only efficient, but
also obtains much defense performance.
Bounding the number of different subgraph predictions:
For a perturbed graph G, we use the same graph division strat-
egy to generate a set of 7' subgraphs G = {G},G}, -, G }.
Then, we can upper bound the number of different subgraph
predictions on Gr and G} against any individual perturbation.

Theorem 2. Assume a graph G is under the edge manipula-
tion {E.,E_}, then atmost |Ey |+ |E_| subgraphs generated
by our edge-centric graph division have different predictions
between G and Gr.
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Figure 1: Overview of our AGNNCert (use node classification for illustration), which consists of three steps. Assume we are given
an input graph G, a GNN node classifier f, and a target node v with label y, for classification. Step I: it divides G into a set of
(e.g., 4) subgraphs via the proposed Edge-Centric Graph Division (Section 3.2) or Node-Centric Graph Division (Section 3.3)
strategy. Step II: it builds a voting node classifier £ based on all the subgraphs. Specifically, the target node’s predicted class by
f on all subgraphs are treated as votes, and f returns the class with the most vote as the final prediction. Step III: it derives the
certified perturbation size M for f against arbitrary perturbations with a deterministic (100%) guarantee.

Proof. Edges in all subgraphs of G are disjoint. Hence, when
any edge in G is deleted or added by an adversary, only one
subgraph from Gy is affected. Further, when any | £, |+ |E_|
edges in G are perturbed, there are at most |E,| + |E_|
subgraphs between Gr and G are different. By applying
the node/graph classifier on Gr and Gy, there are at most
|E+| +|E-| predictions that are different between them. [

Unlike edge manipulation, both node and node feature ma-
nipulations involve all components (i.e., edges, nodes, and
node features) in the graph. At first glance, it seems hard
to bound the alter subgraph predictions in this case. After
careful analysis, we observe the underlying message-passing
mechanism in GNNSs (Section 2) still facilitates us to obtain
the upper bound shown below.

Theorem 3. Assume a graph G is under the node manipula-
tion {V,, ff,/+7X’{V+, V_,Eqy }, then at most |Eq, | +|Eq |
subgraphs generated by our edge-centric graph division have
different predictions between Gj and Gr-.

Theorem 4. Assume a graph G is under the node feature
manipulation {V;,Eq, ,X’% }, then at most | Eqy | subgraphs
generated by our edge-centric graph division have different
predictions between Gy and Gr.

Proof. Our proof for the above two theorems is based on the
key observation that manipulations on isolated nodes have no
influence on other nodes’ representations in GNNs. Take node
injection for instance and the proof for other cases are similar.
Note that all subgraphs after node injection will contain the
newly injected nodes, but they still do not have overlapped
edges between each other via the hash mapping. Hence, the
edges Eq), induced by the injected nodes 9/, exist in at most
|Eq, | subgraphs. In other word, the injected nodes %/} in at
least T — |E | subgraphs have no edges and are isolated.
Due to the message passing mechanism in GNNs, every
node only uses its neighboring nodes’ representations to up-
date its own representation. Hence, the isolated injected nodes,

whatever their features X’,V+ are, would have no influence on

other nodes’ representations, implying at least 7 — |E. | sub-
graphs’ predictions maintain the same. O

With above theorems, we can bound the total number of
different subgraph predictions with arbitrary perturbation.

Theorem 5 (Bounded Number of Edge-Centric Subgraphs
with Altered Predictions under Arbitrary Perturbation). Given
any GNN node/graph classifier f, a graph G, and T edge-
centric subgraphs Gr for G. A perturbed graph G' of G is
with arbitrary edge manipulation {‘E.,E_}, node manipu-
lation {Vy,‘Eq), , V-, Eqy }, and node feature manipulation
{Xq,, Vi, Eqy . Then at most m = |Eq| +|E_| +|Eq, | +
|Eq |+ |Eqy| predictions are different by the node/graph
classifier f on the subgraphs Gj generated for the per-
turbed graph G' and on Gr. In other words, Y| 1(f(G;), #
f(G)y) < mfor any target node v € G in node classification
or Y| I(f(G;) # f(G")) < m in graph classification.

Deriving the robustness guarantee against arbitrary per-
turbation: Based on Theorem | and Theorem 5, we can de-
rive the certified perturbation size as the maximal perturbation
such that Equation 11 or Equation 12 is satisfied. Formally,

Theorem 6 (Certified Robustness Guarantee with Edge—
Centric Subgraphs against Arbitrary Perturbation). Let
fyYa,YbsCy, s ¢y, be defined above for edge-centric subgraphs,
and m be the perturbation size induced by an arbitrary per-
turbed graph G' on G. The voting classifier f guarantees the
same prediction on both G' and G for the target node v in
node classification (i.e., f(G'), = f(G),) or target graph G
in graph classification (i.e., f(G') = f(G)), when m satisfies

m<M=|cy, —cy, —1(ya >y5)]/2. (13)
In other words, the maximum certified perturbation size is M.

Remark: We have the following remarks from our theoretical
result in Theorem 6.
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(b) Node-Centric Graph Division against edge injection and node injection attacks

Figure 2: Illustration of our edge-centric and node-centric graph division strategies for node classification. We use edge injection
and node injection attacks to show the bounded number of altered predictions on the generated subgraphs after the attack. To
summarize: 1 injected edge affects at most 1 subgraph prediction in both graph division strategies. In contrast, 1 injected node
with, e.g., 3 injected edges can affect (at most) 3 subgraph predictions with edge-centric graph division, but at most 1 subgraph
prediction with node-centric graph division. Figures 11-12 in Appendix also show other attacks and on graph classification.

* No (adaptive/unknown) attack can break AGNNCert if its
perturbation budget is within the derived bound M, regard-
less of the attack knowledge of ANNCert.

* It can be applied for any GNN node/graph classifier.

» The guarantee is true with a probability 100%.

* It treats existing robustness guarantees as special cases.

- For edge manipulation { £, E_} [1, 54, 64], the voting
classifier f is certified robust if | £, |+ |E_| < M.

- For node manipulation {7/, E%,X',Vr , V-, Ey } [30],
[ is certified robust if [y, | +|Ey | < M.

— For node feature manipulation {4/}, E,,, Xy, } [26,64],
f is certified robust if £, | < M.

— For both edge and node feature manipulation [64], f is
certified robust if | £, |+ |E_|+|Eq | < M.

3.3 Node-Centric Graph Division

We observe the robustness guarantee under edge-centric graph
division is largely dominated by the edges (i.e., Eq, ,Ey )
induced by the manipulated nodes ¥, , 7, and edges £,
by the perturbed node features X’ . This guarantee could be
weak against node or node feature man1pulat10n as the num-
ber of edges (i.e., | £, |,|Ey |,|Eq;|) could be much larger,
compared with the number of the nodes (i.e., | V|, | V-1, |V,]).

For instance, an injected node could link with many edges to
a given graph in practice, and when the number exceeds M in
Equation 13, the certified robustness guarantee is ineffective.
This flaw inspires us to generate subgraphs, where we ex-
pect at most one subgraph is affected under every node or node
feature manipulation (this means all edges of a manipulated
node should be in a same subgraph). We design a tailored
node-centric graph division strategy to achieve our goal.
Naive solutions are ineffective: A first solution is to map
nodes into different subgraphs that are non-overlapped, like
mapping edges into subgraphs that are non-overlapped in
edge-centric method. Though this method may work for graph
classification, it completely fails for node classification, as
every node only appears once in all subgraphs and all target
nodes can only receive one vote, yielding vacuous robustness.
A second solution is to retain all nodes in every subgraph
(say Gj), but keep only edges connected to nodes with the
index i. However, this idea still does not work, because some
nodes not with index i may still connect to nodes with index i,
and manipulations on nodes with index i would still influence
representations of those nodes with a different index.
Generating node-centric directed subgraphs: We notice
the failure of the second solution is because the message
passing between two connected nodes u and v is bidirectional.
If we decompose an undirected edge into two directed edges,
and only use the outgoing edges of nodes, e.g., with index i,



then the message is passed in one direction, i.e., from index i
nodes to their connected nodes. Hence, we propose dividing
graphs into directed subgraphs.

We use a hash function 4 to generate directed subgraphs
for a given graph G = (¥, E,X). Our node-centric graph
division strategy as follow: (1) we treat every undirected edge
e = (u,v) € G as two directed edges for u": the outgoing edge
u — v and incoming edge v — u; (2) for every node u, we
compute the subgraph index of its every outgoing edge u — v:

Iy—y = h[str(u)] mod T + 1. (14)

Note all outgoing edges of u are mapped in the same subgraph.

We use Z; to denote the set of directed edges whose sub-
graph index is i, i.e., i} ={Yu—veE:i_, =i} Then,
we can construct T directed subgraphs for G as GT = {é, =
(V, ﬁ,X) :i=1,2,---,T}. Here, we mention that we need
to further postprocess the subgraphs for graph classification,
in order to derive the robustness guarantee. Particularly, in
each subgraph G;, we remove all other nodes whose subgraph
index is not i. This is because although they have no influ-
ence on other nodes’ representation, their information would
still be passed to the global graph embedding aggregation. To
make up the loss of connectivity between nodes and simulate
the aggregation, we add an extra node with a zero feature, and
add an outgoing edge from every node with index i to it.

Bounding the number of different subgraph predictions:
Similarly, for a perturbed graph G’, we use the same graph
division strategy to generate a set of T directed subgraphs
Gr = {G),G},--- G} }. We first show the theoretical results
that can upper bound the number of different subgraph pre-
dictions on ér and é’T against any individual perturbation.

Theorem 7. Assume a graph G is under the edge manipula-
tion {E,,E_}, then at most |E|+ | E_| subgraphs generated
by our node-centric graph division have different predictions
between Gy and Gr.

Proof. We simply analyze when an arbitrary edge (u,v) is
deleted/added from G. It is obvious at most two subgraphs
Gi,,, and G; ,, are perturbed after perturbation, but via de-
tailed analysis, at most one subgraph’s prediction is affected.
We consider the following two cases: 1) iy, = i,—y. This
means « and v are in the same subgraph, hence at most one
subgraph’s prediction is affected. ii) i,,—, 7 i,—,. In subgraph
C_'},-Hl,, v only has incoming edges. Due to the message passing
mechanism in GNNs, only the node v’s representation hSK ) is
affected. Symmetrically in subgraph G only node u’s rep-
resentation hL(,K ) is affected. Therefore, for node classification
on a target node w € V/, there exists at most one subgraph
whose prediction is affected (when w = u or w = v); for graph
classification, since u (or v) is removed in subgraph G, (or
Giﬁv), no prediction is changed on the two subgraphs.

y—u?

ly—u

4GNNs inherently handles directed graphs with directed message passing.
Particularly, each node only uses its incoming neighbors’ message for update.

Generalizing the analysis to any |E4|+ |E_| edges in G
being perturbed, at most | £ |+ |E_| predictions are different
between Gr and Gj. O

Theorem 8. Assume a graph G is under the node manipu-
lation {Vy, Zr,/Jr,X',V+ ,V_Ey }, then at most |V, |+|V-|
subgraphs generated by our node-centric graph division have
different predictions between G} and Gr-.

Theorem 9. Assume a graph G is under the node feature
manipulation {V;,Eq, ,X’,Vr}, then at most |'V,| subgraphs
generated by our edge-centric graph division have different
predictions between G and Gr.

Proof. Our proof for the above two theorems is based on
the key observation that: in a directed graph, manipulations
on nodes with no outgoing edge have no influence on other
nodes’ representations in GNNs. For any node u € G, only
one subgraph éh[str(u)] nod T+1 has outgoing edges. Take node
injection for instance and the proof for other cases are similar.
Note that all subgraphs after node injection will contain newly
injected nodes V., but they still do not have overlapped nodes
with outgoing edges between each other via the hashing map-
ping. Hence, the injected nodes only have outgoing edges in
at most |V, | subgraphs. Due to the directed message pass-
ing mechanism in GNNs, every node only uses its incoming
neighboring nodes’ representation to update its own repre-
sentation. Hence, the injected nodes with no outgoing edges,
whatever their features X’V+ are, would have no influence
on other nodes’ representations, implying at least 7 — |V |
subgraphs’ predictions maintain the same. O

Remark: With edge manipulation, like Theorem 2, Theorem 7
has the same bounded number of altered subgraph predic-
tions w.r.t. manipulated edges. Unlike Theorems 3 and 4,
Theorems 8 and 9 bound the number of altered subgraph pre-
dictions w.r.t. manipulated nodes. Importantly, we highlight
these two bounds allow a manipulated node to link with many
even infinite number of edges. Hence, these bounds are inher-
ently robust against node inject attacks which often inject few
nodes but with moderate number of edges, and node feature
perturbations where the perturbed nodes have high degrees.

With above theorems, the total number of different sub-
graph predictions between é’T and éT with arbitrary pertur-
bation can be straightforwardly bounded below.

Theorem 10 (Bounded Number of Node-Centric Subgraphs
with Altered Predictions under Arbitrary Perturbation). Let
fvGEL,E_ V., V_,V, be defined in Theorem 5, and
aT, é} contain directed subgraphs under the node-centric
graph division. Then, at most m = |Ey| + |E_| + |Vy| +
|V_|+|V,| predictions are different by the node/graph clas-
sifier f on a} and on GT. In other words, Y 1(f(G;), #
f (éf)l) < for any target node v € G in node classification
or YL I(f(G;) # f(é:)) < in graph classification.



Deriving the robustness guarantee against arbitrary per-
turbation: Based on Theorem 1 and Theorem 10, we can
derive the certified perturbation size formally stated below

Theorem 11 (Certified Robustness Guarantee with Node—
Centric Subgraphs against Arbitrary Perturbation). Let
F3Ya,Yp,Cy,s cyhS be defined above for node-centric subgraphs,
and m be the perturbation size induced by an arbitrary per-
turbed graph G' on G. With a probability 100%, the vot-
ing classifier f guarantees the same prediction on both
G' and G for the target node v in node classification (i.e.,

F(G)y = f(G),) or the target graph G in graph classification

(ie, f(G') = f(G)) if
m<M=|cy, —cy, —1(ya > yp)]/2. (15)

Remark: Similarly, our theoretical result can be applied for
any GNN node/graph classifier, is true with probability 100%,
and cannot be broken by any attack with perturbation budget
< M. Further, it can treat existing defenses as special cases.

* For edge manipulation {Z;,Z_} [1, 54, 64], the voting
classifier f is certified robust if |E, |+ |E_| < M.

* For node manipulation {7, £y, , X’,V+, V_,Eqy } (301, f
is certified robust if |V} | +|V-| < M.

» For node feature manipulation { %}, E,, ?X/q/} [26,64], f is
certified robust if |7},| < M.

* For both edge and node feature manipulation [64], f is
certified robust if |E, |+ |E_|+ |V, < M.

4 Experiments

4.1 Experiment Settings

Datasets: We use four node classification datasets (Cora-
ML [41], Citeseer [47], PubMed [47], Amazon-C [69]) and
four graph classification datasets (AIDS [45], MUTAG [10],
PROTEINS [2], and DD [12]) for evaluation. In each dataset,
we take 30% nodes (for node classification) or 50% graphs
(for graph classification) as the training set, 10% and 20% as
the validation set, and the remaining nodes/graphs as the test
set. Table 6 in Appendix shows the basic statistics of them.
Our experiments are tested on a machine with NVIDIA RTX-
4090 24G GPU, AMD EPYC 7352 CPU, and 60G RAM.

GNN classifiers and AGNNCert training: We adopt the
three well-known GNNs as the base node/graph classifiers:
GCN [29], GSAGE [20] and GAT [50], and use their official
source code®. To enhance the robustness performance, exist-
ing certified defense [30,64] augment the training set with gen-
erated subgraphs [64] or noisy graphs [30] to train the GNN

SNote that Cy,,Cy, have different values with those in edge-centric graph
division, as the generated node-centric subgraphs are different from edge-
centric subgraphs. Here we use the same notation for description brevity.

Shttps://github.com/tkipf/gen; https://github.com/williamleif/GraphS AGE;

https://github.com/PetarV-/GAT

classifier. Similarly, AGNNCert trains the GNN classifier using
both the training nodes/graphs and their generated subgraphs,
whose labels are same as the training nodes/graphs’. We de-
note the two versions of AGNNCert under edge-centric graph
division and node-centric graph division as AGNNCert-E and
AGNNCert-N, respectively. By default, we use GCN as the
node/graph classifier in our experiments.

Evaluation metric: Following existing works [30,54,64], we
use the certified node/graph accuracy at perturbation size as
the evaluation metric. For arbitrary perturbation, the perturba-
tion size is the total number of manipulated nodes, edges, and
nodes whose features can be arbitrarily perturbed. Given a per-
turbation size m and test nodes/graphs, certified node/graph
accuracy at m is the fraction of test nodes/graphs that are
accurately classified by the voting node/graph classifier and
its certified perturbation size is no smaller than m. Note that
the standard node/graph accuracy is under m = 0.

Compared baselines: As AGNNCert encompasses existing
defenses as special cases, we can compare AGNNCert with
them against less types of perturbation. Here, we choose the
state-of-the-art Bi-RS [30] and GNNCert [64] for comparison.

* Bi-RS: It certifies GNN for node classification against node
inject attacks with a probabilistic guarantee. During train-
ing, Bi-RS augments the graph with N noisy graphs from
a smoothing distribution (defined in its Eqn.3) and trains
the node classifier with both clean graphs and their noisy
ones. During certification, Bi-RS utilizes Monte-Carlo sam-
pling to compute the certified perturbation size. Given a
graph and the trained node classifier, Bi-RS first generates
N, noisy graphs for the given graph and then derives the ro-
bustness guarantee for each target node on the noisy graphs
that is correct with a probability 1 — a. Note that ensuring
a smaller o needs more samples. Bi-RS sets N, = 50,000
and o = 0.01. In our experiment, we also set Ny =T.
GNNCert: It is the state-of-the-art certified defense (with
a deterministic guarantee) of GNN for graph classification
against edge manipulation, and both edge and node feature
manipulation (more details see Section 2.3). We denote the
two variants as GNNCert-E and GNNCert-EN, respectively.
During training, GNNCert-E and GNNCert-EN use the ex-
tra T, and T, - T,, subgraphs for training the base graph clas-
sifier. During certification, GNNCert-E and GNNCert-EN
also use the same number of subgraphs. We highlight that,
for edge manipulation, GNNCert-E has the same bound as
our AGNNCert —E under edge-centric graph division. This
is because the generated subgraphs of both defenses are
exactly the same, and so does the voting graph classifier
when using the same base GNN classifier.

Parameter setting: AGNNCert has two hyperparameters: the
hash function / and the number of subgraphs 7. By default,
we use MD5 as the hash function and set 7 = 30,300 re-
spectively for node and graph classification, considering their
different graph sizes. We also study the impact of them.
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4.2 Experiment Results
4.2.1 AGNNCert against Arbitrary Perturbation

Main results:’ Figures 3-4 show the certified node accuracy

and Figures 5-6 show the certified graph accuracy at pertur-

bation size m w.r.t. T under the two graph division strategies,
respectively. We have the following observations.

* Both AGNNCert-E and AGNNCert-N can tolerate the per-
turbation size up to 200 and 25, on the node classification
and graph classification datasets, respectively. This means
AGNNCert-E can defend against a total of 200 (25) arbi-
trary edges, while AGNNCert-N against a total of 200 (25)

7See more results in the full version.

arbitrary edges and nodes caused by the arbitrary perturba-
tion, on the node (graph) classification datasets, respectively.
Note that node classification datasets have several orders of
more nodes/edges than graph classification datasets, hence
AGNNCert can tolerate more perturbations on them.

T acts as the robustness-accuracy tradeoff. That is, a larger
(smaller) T yields a higher (lower) certified perturbation
size, but a smaller (higher) normal accuracy (m = 0).

In AGNNCert-N, the guaranteed perturbed nodes can have
an infinite number of edges. This thus implies AGNNCert-N
produces better robustness than AGNNCert-E against the
perturbed edges by node/node feature manipulation.
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Impact of hash function: Figure 13- Figure 16 in the full ver-
sion show the certified node/edge accuracy of AGNNCert-E
and AGNNCert-N with different hash functions. We observe
that our certified accuracy and certified perturbation size are
almost the same in all cases. This reveals AGNNCert is insen-
sitive to hash functions, and [64] draws a similar conclusion.

Impact of base GNN classifiers: Figures 17-20 and Figures
21-24 in the full version show the certified accuracy at per-
turbation size using GSAGE and GAT as the base classifier,
respectively. We have similar observations as those results
with GCN. For instance, T trade offs robustness and accuracy.

Impact of subgraphs on the certified accuracy: We test the
certified accuracy of (not) using subgraphs to train the GNN
classifier. Figures 25-26 in the full version show the compari-
son results under the default 7 for node/graph classification.
The results show training with subgraphs can enhance the
certified robustness of AGNNCert, especially on large datasets.
This is because training and certification both involve raw
graphs and the subgraphs, making their distributions similar.

Impact of subgraphs on the normal accuracy: We test the
normal accuracy of (not) using subgraphs to train the GNN
classifier. Table 2 shows the comparison results of the test
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Table 2: Node/graph accuracy of normally trained GNN and
of AGNNCert with GNN trained on the subgraphs.

AGNNCert AGNNCert AGNNCert

Dataset | GON [ GSAGE |~ GAT |
Cora-ML | 0.73 [0.70[0.68| 067 |0.67|0.68 | 0.74 [0.68 | 0.69
Citeseer | 0.66 [0.65|0.67 | 0.64 |0.63|0.64] 0.66 |0.65 | 0.66
Pubmed | 0.86 [0.81[0.82 0.84 |0.84]0.84] 0.85 [0.84[0.84
Amazon-C | 0.81 [0.76]0.76]| 0.80 |0.77|0.75] 0.78 | 0.74]0.74
AIDS__ ] 0.99 [0.98[0.96] 097 [0.96]0.97] 0.96 [0.98]0.98

MUTAG | 0.71 [0.66]0.65 0.70 |0.66]0.67 | 0.71 | 0.67 | 0.66
Proteins_| 0.75 [0.75]0.75| 0.80 [0.79]0.77] 0.82 [0.77]0.77
DD | 0.80 [0.79[081| 0.81 [0.800.81] 0.81 [0.77]0.80

node/graph accuracy of the normally trained GNN without
sbugraphs and AGNNCert with GNN trained on the subgraphs.
We observe that the accuracy of AGNNCert is 5% smaller than
that of normally trained GNN in almost all cases, and in some
cases even larger. This implies the augmented subgraphs for
training marginally affects the normal test accuracy.

4.2.2 Comparing AGNNCert with Bi-RS and GNNCert

Comparing AGNNCert with Bi-RS for node classification
against node injection attacks: We first add some details



Table 3: Training and test time of provable defenses and undefended GNN on the evaluated datasets.

Datasets Cora-ML | Citeseer | Pubmed | Amazon-C | Datasets AIDS |MUTAG | PROT.| DD

GCN 0.03s 0.03s 0.12s 0.31s GCN 6.66s 14.82s | 3.87s | 6.45s
Training Time Bi-RS 16.73s 22.21s | 117.57s 98.10s | GNNCert-E | 114.90s | 388.01s |107.72s|171.34s
(per epoch) AGNNCert-E| 17.46s 21.44s | 110.58s | 102.31s |AGNNCert-E |100.55s| 389.08s | 95.70s | 163.27s
AGNNCert-N| 18.59s 22.47s | 102.26s 96.55s | AGNNCert-N|101.94s| 400.97s | 98.61s | 151.18s

GCN 0.01s 0.01s 0.02s 0.08s GCN 1.46s 2.66s 0.70s 1.02s

Test/Certification Time Bi-RS 1658s 1943s | 60589s 15792s | GNNCert-E | 22.15s | 82.21s | 26.38s | 32.85s
AGNNCert-E| 7.35s 8.36s 4491s 35.29s | AGNNCert-E | 24.34s | 82.68s | 23.05s | 33.14s

AGNNCert-N| 7.45s 8.40s 42.69s 36.41s | AGNNCert-N| 22.57s | 86.15s | 25.45s | 32.85s

of Bi-RS. Bi-RS assumes the number of injected nodes is
p and each node can connect at most T edges, so the total
perturbed edges is p - T. It also involves two hyperparameters
Pe and p,, which means the probability of deleting an edge
and deleting a node (and all its connected edges), respectively.
These parameters are used to derive the certified perturbation
size (see its Eqn 5). In the experiment, we follow Bi-RS by
setting T = 5 and pick its best result from 9 combinations with
p. ={0.7,0.8,0.9} and p, = {0.7,0.8,0.9}. Figure 7 shows
the comparison results.

* AGNNCert-E vs Bi-RS: We first mention the number of
injected nodes in AGNNCert-E is calculated by dividing the
bounded number of edges in Equation 13 by 1. We can
see the two methods have comparable certified node accu-
racy w.r.t. the number of injected nodes, which indicates
AGNNCert-E is already as effective as Bi-RS. Further, we
highlight our AGNNCert-E’s theoretical result is determin-
istic and far more general—it bounds the total number of
perturbed edges induced by the node inject attack, where
the combination of the number of injected nodes and the
number of incident edges for each injected node is arbitrary.

* AGNNCert-N vs Bi-RS: We can see AGNNCert-N has
much better certified node accuracy than Bi-RS w.r.t. the
number of injected nodes (under t = 5). Furthermore, we
highlight that each bounded node in AGNNCert-N can inject
as many (even infinite) edges as possible. Hence, the total
number of bounded edges in AGNNCert-N could be infinite,
which is infinitely higher than Bi-RS’s bound when using
the total perturbed edges as the evaluation metric.

Comparing AGNNCert with GNNCert for graph classi-
fication against edge manipulation: Recall that, when us-
ing the same hash function and same number of subgraphs
in both defenses, AGNNCert-E and GNNCert-E produce the
same subgraphs and same voting graph classifier. Hence, their
certified graph accuracy/perturbation size are same. Here,
we compare AGNNCert-N with GNNCert-E, and results are
in Figure 8. We observe both methods have close certified
accuracy/perturbation size, implying they have comparable
robustness guarantee against edge manipulation.

Comparing AGNNCert with GNNCert against edge AND
node feature manipulation: As analyzed in Section 2.3, the

Table 4: Big-O complexity comparison for defense training
and certification. We also include the base GNN for complete-
ness. We do not include other complexity factors in training
and certification, as they are similar in all defenses. In practice,
N, can be as large as 100,000; Ny, T,, T, and T have values
< 100.Hence N, > N, ~T,~T,~T.

Defenses Training Certification
GNN o) o(1)
Bi-RS O(Ny) Oo(MV2)
GNNCert-E o(T,) o(T,)
GNNCert-EN  O(T,-T,) o1, -T,)
AGNNCert-E o(T) o(T)
AGNNCert-N  O(T) o(T)

initial guarantee of GNNCert is for edge manipulation or node
feature manipulation. To defend against both manipulations, it
requires T, = T,,. Figure 9 shows the comparison results under
T, =T, = T. We can see our AGNNCert performs better than
GNNCert-EN. For instance, on PROTEINS, AGNNCert-E can
certify a total of 15 perturbed edges by both manipulations,
and AGNNCert-N certifies a total of 15 edges and nodes whose
features can be arbitrarily perturbed. Instead, GNNCert-EN
can only tolerate up to 7 edges and nodes. This may because,
compared to AGNNCert, GNNCert-EN generates far more
subgraphs (T?) with each subgraph having less edges and
many nodes in subgraphs do not have features (0 values), thus
using much less information in the raw graph.

Comparing the computational complexity and runtime
of the defenses: Table 4 shows the Big-O complexity of the
compared defenses and the base GNN for training and certi-
fication/testing. We only show the factor on the augmented
graphs as other factors are similar in all methods. We observe
that: 1) As Ny ~ T, ~ T, ~ T, all defenses have close Big-O
complexity for training (except GNNCert-EN). 2) GNNCert-
E has a similar training and certification complexity as ours,
but it can only defend against the edge manipulation. 3) Bi-
RS is the least efficient for certification due to needing vast
samples to ensure high confidence guarantees. 4) All defenses
are T slower than the base GNN in training and certification.
We also record the runtime in Table 3 and these defenses’
runtime matches the observations from the Big-O analysis.
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Figure 10: Certified node/graph accuracy of AGNNCert w.r.t. the number of subgraphs 7 on Amazon2M and Big-Vul.

S Evaluations on Real-World Graph Datasets

In this section, we will evaluate AGNNCert on two real-world
graph datasets, i.e., Amazon2M co-purchasing dataset [6] for
node classification and Big-Vul code vulnerability dataset [15]
for graph classification.

5.1 Experimental Settings

Amazon2M dataset is a network representation of products
from Amazon, where nodes signify products, and edges in-
dicate two products are frequently purchased together. This
dataset consists of 2,449,029 nodes and 61,859,140 edges and
is used for node classification — each node has 100 features
and is labeled as one of 47 products and the task is to classify
products. We divide nodes into 30% for training, 20% for
validation, and 50% for testing.

Big-Vul is widely-used code vulnerability dataset, which
comprises extensive source code vulnerabilities extracted
from 348 open-source C/C++ GitHub projects, spanning from
2002 to 2019. It contains 188,636 C/C++ functions, including
10,900 vulnerable ones (covering 91 vulnerability types), and
7,203 benign ones. Following the recent work [7], we built
code graphs by taking code statements as nodes, control-flow
or data-flow dependencies as edges and utilizing GraphCode-
BERT’s [19] token embedding layer to initialize node features.
Afterwards, we labeled these code graphs as vulnerable or be-
nign, and formed vulnerability detection problem as a binary
graph classification task [7]. We divide the graphs into 80%
for training, 10% for validation, and 10% for testing.

We use GCN as the base GNN in AGNNCert (MD5 as the
hash function) to train Big-Vul, and cluster-GCN [6] (a more
computation- and memory- efficient variant of GCN) as a
base GNN in AGNNCert to train the large-scale Amazon2M.

5.2 Experimental Results

Runtime and accuracy: Table 5 shows the training and test
time, and test accuracy of AGNNCert and the base GNN on
Amazon2M (T = 80) and Big-Vul (T = 30). We observe
that: 1) Test accuracies of AGNNCert and base GNN are close,
indicating AGNNCert maintains the utility in these real-world
graphs; 2) AGNNCert is about 7' times slower than the base
GNN, again consistent with the Big-O analysis in Table 4.

Table 5: Runtime and test accuracy of AGNNCert and the base
undefended GNN on Amazon2M (T=80) and Big-Vul (T=30).
As AGNNCert-E and AGNNCert-N have close runtime and test
accuracy, we simplicity use AGNNCert for brevity.

Dataset Method Train time/epoch | Test time | Test acc.
Amazon2M Cluster-GCN 3.2s 1.1s 0.72
AGNNCert 287s 107s 0.68
. GCN 27.8s 2.3s 0.70
Big-Vul | ) cuncert 827s 65s 0.69

Certified accuracy: Figure 10 reports the certified accura-
cies of AGNNCert on the two datasets. The results validate
that AGNNCert is also an effective defense for safeguarding
real-world GNN applications against graph perturbations. For
instance, AGNNCert-N can tolerate up to 50 edges and nodes
on Amazon2M with arbitrary perturbations; and AGNNCert-E
can defend against 24 arbitrarily perturbed edges on Big-Vul.

6 Discussions and Limitations

AGNNCert’s performance with larger/powerful GNNs:
The certified robustness result is determined by the gap be-
tween the most votes (for the correct label) and second-most
votes obtained by a GNN on subgraphs. Hence, a GNN mak-
ing more accurate predictions on subgraphs exhibits better cer-
tified robustness. A more powerful/larger GNN may achieve
better robustness, as it is expected to provide more accurate
predictions. For instance, we test a 6-layer ResGCN [35] on
Pubmed, and its certified accuracy is 2% higher than that of
the used 3-layer GCN under the same perturbation size.
Node-centric vs. edge-centric AGNNCert: When defend-
ing against node perturbations, AGNNCert-N outperforms
AGNNCert-E because AGNNCert-N guarantees an infinite
number of perturbed edges, whereas AGNNCert-E’s guarantee
is bounded. However, when defending against edge manipula-
tion attacks, it is hard to say which method is better, as we can-
not ascertain which M value (in Equation 13 for AGNNCert-E
and Equation 15 for AGNNCert-N) is larger, considering the
two methods use distinct graph division strategies.
AGNNCert may be ineffective against training-time at-
tacks on GNNs: The proposed AGNNCert is primarily de-
signed to robustify a clean GNN model against test-time at-
tacks. Its effectiveness relies on the gap between the most-



votes and second-most-votes be sufficiently large. However,
if the GNN model is poisoned [58] or backdoored [63,70,75]
during training (e.g., a compromised model downloaded from
the internet), and our defense is unaware of it, the derived
bound may be weakened as the poisoned/backdoored model
could reduce this gap. We will leave this as future work.
AGNNCert may be ineffective on graph similarity or
matching tasks: AGNNCert takes a single graph as input.
However, certain security applications involve a pair of graphs,
e.g., GNN-based (binary or source) code similarity analy-
sis [16,21,28,37,38,40] takes as input a pair of (e.g., control-
flow) graphs generated from the code, and they can be formal-
ized as a graph similarity/matching problem. In this context,
an adversary is able to manipulate the source code such that
the respective code graph could be largely changed (e.g., many
node indexes and edges are changed), while maintaining the
code functionality. This attack would make it hard to obtain
the one-to-one correspondence between subgraphs generated
from the two source graphs. Hence, it is difficult to directly
apply AGNNCert for certification in this setting.

Inefficiency of AGNNCert to large-scale graphs: As shown
in Table 4, our AGNNCert has a training and certification com-
plexity that is T times of the base GNN’s. This overhead
becomes significant when applying AGNNCert to large graphs
(see Table 5). We acknowledge it is important future work to
speed up AGNNCert, while holding its theoretical results.

7 Related Work

Adyversarial attacks on GNNs: Various works [3,9,27, 39,
42,48,51,52,56-58, 62, 66, 72,75, 80] show GNN classi-
fiers are vulnerable to adversarial perturbations. Given a
GNN (node/graph) classifier and a graph, an attacker could
inject a few nodes [27,48], slightly modify the graph struc-
ture [9,66,80], and/or perturb node features [80] such that the
classifier makes wrong predictions for the perturbed graph (in
graph classification) or target nodes (in node classification).
For instance, [48] utilizes reinforcement learning techniques
to design node injection attacks, while [9] designs graph per-
turbation attacks to both graph and node classification. Most
attacks require the attacker fully/partially knows the GNN
model (e.g., parameters, architecture), while [42, 56] relaxing
this to only have black-box access, i.e., only query the GNN
model APIL. For example, [56] formulates this black-box at-
tack to GNNs as an online optimization with bandit feedback.
The original problem is NP-hard and they then propose an
online attack based on (relaxed) bandit convex optimization
which is proven to be sublinear to the query number.

Defenses against attacks on GNNs: Many empirical de-
fenses [14,49,62,66,76,79] were proposed against the adver-
sarial attacks on GNNs. However, these defenses do not have
guaranteed performance under the worst-case setting, and
were soon broken by adaptive/stronger attacks [43]. Hence,
we focus on certified defense in this work.

Certified defenses [1,25,26,30,54,64] design robust GNN's
that guarantee the same predicted label on clean and per-
turbed graphs, when the perturbation size (e.g., number of
perturbed edges, node features, or injected nodes) on the graph
is bounded. [1] and [54] generalized randomized smoothing
(RS) [8,22,31], the state-of-the-art certified defense against ad-
versarial perturbations on the image domain, to the graph do-
main and certify any GNN against the edge perturbation. [30]
designs a node-aware Bi-RS certified defense against the node
injection attack and achieve the state-of-the-art. Further, [64]
extended randomized ablation [34], a voting-based defense
for image models, to build provably robust graph classifier
against the node feature perturbation, edge perturbation, and
combined edge and feature perturbations.

However, all existing certified defenses face several limita-
tions. First, except [64] against edge and node feature pertur-
bation, all can only certify one type of perturbation, e.g., edge
perturbation. Second, they are only applied for a particular
task such as node classification or graph classification, but
not both. Adapting these defenses for both tasks would yield
unsatisfactory guarantees as shown in our results in Section 4.
Third, their robustness guarantees are not 100% (except [64]),
implying the guarantee could be inaccurate with certain prob-
ability. Our AGNNCert addresses all these limitations.
Voting-based certified defenses: Voting is a versatile en-
semble method in machine learning (ML) [11] primarily for
classification, and each method defines the voter for its own
purpose. Recently, voting has been also used to robustify ML
models against adversarial attacks, including adversarial im-
age perturbation [33], graph perturbation [36, 64, 70], image
patch perturbation [32,65], text perturbation [44,74], and data
poisoning attacks [23,24]. The key steps of this type of de-
fense are: divide an input data (e.g., an image, a graph, or a
sentence) into a set of sub-data, build a voting classifier to
predict all sub-data (each prediction is a vote), and derive the
robustness guarantee for the voting classifier. The essential re-
quirement is to ensure only a bounded number of predictions
are changed with a bounded adversarial perturbation. The
key difference among these defenses is they create problem-
dependent sub-data and voters for the majority voting.

8 Conclusion

We study the robustness of GNNs against adversarial attacks.
Particularly, we develop AGNNCert, the first certified defense
for GNNss against arbitrary perturbations (on nodes, edges,
and node features) with deterministic guarantees. AGNNCert
designs novel graph division strategies and leverages the
message-passing mechanism in GNNs for deriving the ro-
bustness guarantee. The universality of AGNNCert makes it
encompass existing certified defenses as special cases. Evalu-
ation results validate AGNNCert’s effectiveness and efficiency
against arbitrary perturbations on GNNs and superiority over
the state-of-the-art certified defenses.
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10 Ethics Considerations

This research strictly adheres to ethical guidelines and respon-
sibilities, ensuring compliance with established standards.

1) Identification of Stakeholders

Researchers: Those advancing the field by building upon
this work, focusing on both defending GNNs against adver-
sarial attacks and exploring trustworthy GNNs (e.g., against
training-time poisoning attacks and both training- and test-
time backdoor attacks) in general.

Developers and Practitioners of AI Systems: Individuals
and organizations implementing or applying provably robust
GNNSs in real-world graph-related applications such as fraud
detection in social networks, web, online auction networks,
intrusion detection, and software vulnerability detection.
End-users: People interacting with GNN-powered systems,
including users of social networks, recommender systems, or
financial platforms.

Society at Large: Individuals impacted by ethical consider-
ations and risks associated with deploying Al technologies,
especially in domains leveraging GNNs (e.g., social networks,
healthcare, finance).

2) Potential Risks for Stakeholders and Mitigations

For Researchers. Potential Risk: Adversaries may develop
novel attacks that surpass the guaranteed bounds of the con-
sidered threat model (e.g., perturbations beyond the certified
perturbation size). Mitigation: With larger perturbations on
graph data, those perturbed graphs might have significant dif-
ferences with normal graphs. Therefore, researchers can lever-
age detection methods, such as structural-similarity based
methods, to identify the perturbed graphs. Researchers can
also collaborate with ethics experts to ensure that the research
aligns with best practices for responsible Al development.

For Developers and Practitioners. Potential Risk: The pro-
posed defense method may not generalize well to other graph
learning applications that are different from the considered
applications. Mitigation: Comprehensive empirical valida-

tion across diverse graph datasets and real-world scenarios
ensures robustness. Clear communication of limitations will
help developers manage risks effectively.

For End-users. Potential Risk: Robust GNN mechanisms
might inadvertently compromise data privacy or produce bi-
ased outcomes. Mitigation: Incorporating privacy-preserving
(such as differential privacy and cryptographic methods) and
fair training techniques enhances data security and fairness.
For Society. Potential Risk: Misuse of robust GNNS in critical
domains (e.g., healthcare, finance) could exacerbate social
inequities, privacy breaches, or manipulation of vulnerable
populations. Mitigation: Balancing Al security advancements
with societal considerations (including fairness, transparency,
and accountability) mitigates potential harm. Ethical implica-
tions for vulnerable populations will be addressed, prioritizing
societal well-being.

3) Considerations Motivating Ethical-Related Decisions

Research Goal: The primary objective is to enhance the
robustness of GNNs against adversarial attacks while mini-
mizing potential harm to stakeholders. Defense strategies are
designed to be both practical and ethical.

Benefits and Harms: Benefits: Improved robustness of GNN
systems reduces risks of adversarial manipulation and protect-
ing users. Harms: Potential empowerment of malicious actors
and overestimating the effectiveness of defense methods.
Rights: We are particularly concerned with privacy rights,
as adversarial attacks can sometimes expose sensitive data
or violate individuals’ privacy. Our defense strategies aim to
mitigate such risks, promoting the ethical use of GNNs while
safeguarding individuals’ rights.

4) Awareness of Ethical Perspectives

We are aware that different members of the research commu-
nity may hold differing views on the ethical implications of
trustworthy AL. Some may prioritize transparency in revealing
attack strategies to help build better defenses, while others
may argue that such knowledge could be misused. In line
with the principles of responsible Al research, we have opted
to emphasize defense over offense, focusing on methods that
mitigate risk without creating new avenues for harm.

11 Open Science

In compliance with the Open Science Policy, we have made
our code, pretrained models, and data openly accessible
at https://github.com/JetRichardLee/AGNNCert. Ad-
ditionally, all artifacts have been published on the Zenodo
platform https://zenodo.org/records/14737141 to fa-
cilitate the reproduction of the research described in the paper.

Through these efforts, we aim to contribute to the broader
scientific community while upholding the highest standards
of ethical conduct.
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Node Classification ‘ Graph Classification

Dataset Ave Degree [V |E| |C] Dataset |G| |V|ave | |Elavg | |C
Cora-ML 5.6 2,995 8,416 7 AIDS 2,000 15.7 16.2 2
Citeseer 2.8 3,327 4,732 6 MUTAG 4,337 30.3 30.8 2
Pubmed 4.5 19,717 44,338 3 | PROTEINS 1,113 39.1 72.8 2
Amazon-C 71.5 13,752 491,722 10 DD 1,178 | 2843 | 715.7 | 2
Amazon2M 50.5 2,449,029 | 61,859,140 | 47 Big-Vul 18,103 35.5 1173 | 2

Table 6: Datasets and their statistics for both Node Classification and Graph Classification.

edge
deletion

oo\f)
o O

_______ node
deletion

O : Target Node o Oo ® g~o | |
.7 : Subgraph Index ] I "
_______ -

G gT feature I I
manipulation | 1
1 ¥ 1 |

perturb 1 node’s features e mm m= m—w— L | e o o | o ———
G g% i} : Prediction Affected

(a) Edge-Centric Graph Division for Node Classification against edge deletion, node deletion and node feature manipulation

=0 I © 0 | 0— I @ o 1
B QR Ies VI A o
h !
_______ . - S I s n ® ] I 3 |
| @ O | ede .d“. I \?. I @ | ..‘ I .,1.~. I
o) | deletion | .\. 1y 1 o I ® I
1 ® @ | delete Iedge ' m e o | (P | S | e
1 o) . N —————— N — - ————
1 i O I - I 1 1
@ ] 195 I ©® O | O o 9

_.e 1] fn 11 O ~ el JL S|
_______ | 240 1y e ‘! S o I

_______ N node 1 h !
L@ ? | deletion i .\.. :: .::% . @9 || - I

|
: © — 1 delete 1 node w/ 3 edges * — — — — — — — | (VS ! © I_ -— _._ _I
1 I
O : Target Node (ON5) I .:.... 1 e Amm—————— N —————— - ——
77 : Subgraph Index @ 15} L @ ‘ : : O/.}"ﬁ : : ° @ O : ({71 : o, C‘) :
——————— 1
G Gr ” - \l\: e % I .;; ' I
feature 1 | (o)
manipulation | .\1 (©) :I ¢ : ® @ 'l ./1 Q@ |
| I

perturbluode’sfeatures\————.———I\ ——————— ! © I———.— —I
G ;- i} : Prediction Affected

(b) Node-Centric Graph Division for Node Classification against edge deletion, node deletion and node feature manipulation

Figure 11: Illustration of our edge-centric and node-centric graph division strategies for node classification against edge deletion,
node deletion, and node feature manipulation. To summarize: 1 deleted edge affects at most 1 subgraph prediction in both
graph division strategies. In contrast, 1 deleted node with, e.g., 3 incident edges can affect at most 3 subgraph predictions with
edge-centric graph division, but at most 1 subgraph prediction with node-centric graph division.
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Figure 12: Illustration of our edge-centric and node-centric graph division strategies for graph classification. The conclusion are
similar to those for node classification.
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