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Abstract

The great economic values of deep neural networks (DNNs)
urge Al enterprises to protect their intellectual property (IP)
for these models. Recently, proof-of-training (PoT) has been
proposed as a promising solution to DNN IP protection,
through which Al enterprises can utilize the record of DNN
training process as their ownership proof. To prevent attackers
from forging ownership proof, a secure PoT scheme should be
able to distinguish honest training records from those forged
by attackers. Although existing PoT schemes provide various
distinction criteria, these criteria are based on intuitions or
observations. The effectiveness of these criteria lacks clear
and comprehensive analysis, resulting in existing schemes
initially deemed secure being swiftly compromised by simple
ideas. In this paper, we make the first move to identify dis-
tinction criteria in the style of formal methods, so that their
effectiveness can be explicitly demonstrated. Specifically, we
conduct systematic modeling to cover a wide range of attacks
and then theoretically analyze the distinctions between hon-
est and forged training records. The analysis results not only
induce a universal distinction criterion, but also provide de-
tailed reasoning to demonstrate its effectiveness in defending
against attacks covered by our model. Guided by the criterion,
we propose a generic PoT construction that can be instanti-
ated into concrete schemes. This construction sheds light on
the realization that trajectory matching algorithms, previously
employed in data distillation, possess significant advantages
in PoT construction. Experimental results demonstrate that
our scheme can resist attacks that have compromised existing
PoT schemes, which corroborates its superiority in security.

1 Introduction

Driven by the ever-increasing economic value of deep neural
networks (DNNs), how to protect the intellectual property
(IP) of DNN models has been a great concern for artificial
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intelligence (AI) enterprises [1]. This concern becomes par-
ticularly strong since various model stealing (extraction) at-
tack methods are proposed [2—4]. To address this concern, a
common solution is to devise DNN model ownership verifica-
tion schemes, by which a verifier (e.g., patent office or court)
can distinguish the legal model owner from attackers. These
schemes are expected to be secure so that attackers can not
cheat the verifier to obtain model ownership.

Recently, proof-of-training (PoT) [5—-8] has been proposed
as a promising solution for model ownership verification, also
known as proof-of-learning or provenance-of-training. Differ-
ing from other schemes that verify the features of the target
model (e.g., watermarking [9—-13] and fingerprinting [14-17]),
PoT schemes examine the knowledge of the training record to
distinguish the model owner from attackers. Typically, a train-
ing record consists of training data, training algorithms, and
a training trajectory from the initial model state to the final
model state. If a party has a valid training record for a partic-
ular model, then it is recognized as the model owner. Note
that attackers can steal the model but does not perform its
training process. Hence, compared with manipulating model
features, attackers face more challenges to forge their training
records and may even need to pay much more effort than hon-
est training [5]. This greatly reduces the profits of attackers
from stealing the model. Therefore, in this paper, we focus
on PoT schemes and consider their design for DNN model
ownership verification.

To ascertain the authenticity of training records as either
honest or forged, researchers have proposed multiple PoT
schemes. These schemes employ various criteria to examine
the distinctions between honest and forged training records.
The different types of examined distinctions divide existing
PoT schemes into two categories. One is retraining-based cat-
egory [5-7] that examines whether the training trajectory can
be generated by retraining from training data and algorithms.
The other is statistics-based category. Since training data may
be private, this category does not examine training data but
only assesses whether the statistical metrics of the training
trajectory satisfy pre-specified requirements [8]. These works



provide useful ideas to verify the validity of training records,
which greatly advance the development of PoT.

However, the security of existing PoT schemes heavily re-
lies on intuitive conjectures and experimental observations.
We are neither sure about what kinds of attacks can be resisted
by existing schemes nor about the potential security vulnera-
bilities of PoT. As a result, existing schemes that are initially
thought to be secure may end up being compromised by more
tricky attacks. For example, researchers have breached the se-
curity of retraining-based PoT schemes by forging a training
record that supports retraining [18, 19], and this vulnerability
has not been fixed yet. As for the statistics-based category, we
show a successful attack against it in Section 3. These ever-
emerging forging methods will diminish people’s confidence
in the security of PoT schemes.

Faced with this current situation, we believe that formal
methods are essential for further enhancement of PoT security.
Formal methods are techniques used to model a complex
system as logical entities, so that we can examine the security
of this system in a more thorough fashion than piecemeal
enumeration [20]. Based on the system modeling, we can
obtain various useful conclusions through theoretical analysis,
e.g., ruling out a range of attacks from success. Even though
the model must have some assumptions, the well-defined
assumptions can provide a clue for further improvement.

In this paper, we are motivated to follow the spirit of for-
mal methods and apply them to the study of PoT security.
Although formal methods have been used in many areas, to
the best of our knowledge, this is the first work to consider the
application of formal methods in PoT security. By modeling
the PoT mechanism, we aim to answer two questions through
theoretical analysis: 1) What are the key distinctions between
honest and forged training records? and 2) How to detect
these distinctions to prevent attackers from forging training
records? The answer to these questions can not only provide a
comprehensive understanding of PoT security but also reveal
a clear guideline to enhance the security of PoT schemes. For
example, our modeling of attacks helps to pinpoint the focus
of defense within a limited but reasonable range of attacks,
and our analysis of forged training record’s features can en-
lighten more methods to detect them. Below we summarize
the main results and key contributions of this paper.

o Comprehensive modeling of attacks against PoT. By
formalizing the training record and threat model, we
characterize both the capabilities and incapabilities of
attackers. Such a characterization enables us to identify
“non-trivial” attacks that are neither weak enough to be
detected by existing PoT schemes, nor too strong to be
feasible in practice. Among these non-trivial attacks,
we discover that they share common features and can be
classified into two types, namely algorithm manipulation
and data fabrication attacks. By characterizing the fea-
tures of these two attack types, we can cover potentially
infinite attacks in our model. Particularly, we note that

the two types can cover successful attacks against exist-
ing retraining-based and statistics-based PoT schemes.

< A universal criterion for detecting attacks. We adopt
information theory to analyze the key distinctions be-
tween honest training records and training records forged
by the aforementioned non-trivial attacks. The analysis
results show that training records forged by different
attacks can be detected by a universal criterion. In partic-
ular, when compared with honest training records, forged
training algorithms and trajectory can only induce low-
fidelity data that either fail to satisfy retraining require-
ments or deviate significantly from the target distribution.
This universal criterion can help to enhance the security
of PoT schemes.

¢ A generic PoT construction without using training
data. Guided by the above criterion, we propose a
generic PoT construction based on trajectory matching
algorithms [21,22]. These algorithms enable the verifier
to synthesize data that induce a similar trajectory with
the same training algorithms. Instead of examining train-
ing data, the verifier can detect attacks by checking the
fidelity of synthetic data. This construction establishes
a connection between trajectory matching algorithms
and PoT, which represents an intersection of indepen-
dent interests within both research lines. Notably, these
algorithms were previously applied in the context of data
distillation, and this paper sheds light on their application
in model ownership verification.

o Experimental security evaluations against various
attacks. To demonstrate the security of our construc-
tion, we instantiated a concrete PoT scheme using
the trajectory matching algorithm with memory effi-
ciency [22] and implemented it on classical DNN models
and datasets. Then we simulated various forging meth-
ods, including those successful attacks against existing
PoT schemes. The experimental results show that our
scheme effectively distinguishes the model owner from
attackers under these attacks, which corroborates its su-
periority in terms of its security. In addition, the defense
effects become even stronger with the growth of model
size and dataset complexity. Since the commercial sce-
nario mainly involves large DNN models trained over
complex datasets, our PoT scheme has the potential to
be applied in the real world.

The rest of this paper is organized as follows. Section 2
provides a technical overview of this paper. Section 3 presents
our modeling of attack methods, and Section 4 analyzes the
criterion for detecting these attacks. Guided by the criterion,
Section 5 introduces our PoT construction that can be instan-
tiated into concrete PoT schemes. Next, Section 6 evaluates
the security of the PoT scheme. At last, Section 7 reviews
related work and Section 8 concludes this paper.



2 Technical Overview

When a party claims its ownership of a DNN model, PoT aims
to examine the ownership by verifying whether the party is
the real trainer of this DNN model. As illustrated in Figure 1,
this verification involves three types of stakeholders: verifier
is an honest official institution (e.g., patent office or court)
who is responsible for examining model ownership; honest
prover performs the training of a DNN model and generates a
record of the training process; and malicious prover wishes to
illegally claim model ownership after stealing a model from
the honest prover.

Verifier

Honest
Training Record

Forged
Training Record

Approval Disapproval

Model Stealing Q
J Attacks

Honest Prover Malicious Prover
(Legal Model Owner) (Illegal Attacker)

Figure 1: PoT-based model ownership verification.

To verify model ownership, the idea behind PoT is that the
honest prover does have the record of the training process,
while malicious provers do not. Typically, a training record
consists of training algorithms as well as their inputs (i.e.,
training data) and outputs (i.e., a training trajectory from
the initial model to the final model). Based on this idea, a
secure PoT scheme should distinguish an honest prover from
malicious provers according to their training records. By the
above description, the central questions in designing a secure
PoT scheme include: 1) What are the key distinctions between
honest and malicious training records? and 2) How to detect
these distinctions?

For the first question, the two PoT categories mentioned
above [5-8] explore the answers from different perspectives.
In the retraining-based PoT schemes [5-7], the training tra-
jectory can be retrained from the training algorithms over
training data in an honest record but cannot do so in a mali-
cious record. In the statistics-based PoT schemes [8], through
observation and experimental verification, several statistical
characteristics are identified to distinguish between honest
and malicious training trajectories.

Although existing PoT schemes are shown to be effective
against some particular attacks, they may be insecure against

more tricky attacks. For the retraining-based category, exist-
ing works have found successful attacks against it [18, 19].
The statistics-based category, proposed recently, remains un-
breached yet. Nonetheless, by slightly modifying a known
attack, we successfully attack the statistics-based category in
a more realistic setting. The details of this attack and its effect
are presented in Section 3.3.4.

Building on the above investigations, we apply formal meth-
ods to deepen our understanding of attack methods and guide
secure PoT scheme design. Specifically, to answer the first
question, we take the following three steps.

¢ First, we formalize the training record and the threat
model of malicious provers, with a focus on the goal,
capabilities, and incapabilities of malicious provers. Par-
ticularly, these incapabilities play the role of security
assumption in our modeling.

¢ Second, we model those “non-trivial” attack methods
that are feasible under the capabilities of malicious
provers but can not be detected by existing PoT schemes.

 Third, we analyze the key distinctions between honest
training records and malicious training records forged
by those non-trivial attacks.

Through these three steps, we provide a thorough classi-
fication of potential attacks and obtain some useful analysis
results to answer the first question. Particularly, attacks are
divided into three categories: 1) weak attacks that can be de-
tected by existing PoT schemes, 2) strong attacks that are out
of the range of attackers’ capabilities, and 3) non-trivial at-
tacks. Particularly, we put the focus on non-trivial attacks and
analyze the key distinctions between honest and forged train-
ing records under each type of non-trivial attacks. One type
is algorithm manipulation attacks, under which we find that
the training trajectory and training data from the honest train-
ing record are more dependent on each other. More formally,
we use mutual information / to measure the dependence and
prove the following theorem.

Theorem 1 (Informal) Given two datasets D and D™ sam-

pled from the same distribution, suppose that T is trajectory

output by honest training algorithms and "JT(TM is trajectory
output by forged training algorithms, then we have

1(D;Ty) > 1(DY); M)y (1)

The other type is data fabrication attacks, under which the key
distinction between training records is the data distribution.
The forged training data have a different distribution from
the honest training data. With these analysis results, we can
design a secure PoT scheme by checking these distinctions.
Nonetheless, even though we have the above guidelines,
answering the second question (i.e., detection of these dis-
tinctions) still faces two challenges. The first challenge is



data privacy concern. Although the verifier is assumed to
be honest, the laws and regulations about data privacy may
forbid the provers to upload their sensitive training data to
the verifier. The second challenge is high-dimensional tra-
jectory. For the algorithm manipulation attacks, the verifier
needs to measure the mutual information between the data
and trajectory. Although there are several mutual information
estimation techniques [23], the dimension of a trajectory is
too high to make an accurate measurement, especially for
large DNN models.

To tackle the above challenges, we show that there exists a
universal criterion for detecting the above attacks, without us-
ing the training data. Through detailed reasoning in Section 4,
we show that if the training algorithms and trajectory come
from malicious provers, it is hard to recover high-fidelity train-
ing data from them such that 1) operating training algorithms
over training data leads to a similar trajectory and 2) the train-
ing data comes from target data distribution. Guided by such
a criterion, the verifier can detect the above attacks in two
steps: 1) generating synthetic data so that training over them
produces a similar trajectory and 2) evaluating whether the
synthetic data align with the target data distribution. Notably,
these two steps do not rely on the training data and thus can
help to address the data privacy concern.

Model in the i-th

! Prover’s Training Trajectory
checkpoint

over Real Training data
Analogous Training Trajectory
over Synthetic data

! Minimizing
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4

Figure 2: Trajectory matching algorithm in the scenario of
PoT construction. The solid blue lines represent the training
trajectory from the prover’s training record, which should be
trained over training data. After sampling a fragment from
this trajectory, say from M; to M, the verifier trains an anal-
ogous training trajectory over synthetic data starting from M;,
which is depicted with dashed yellow lines. By minimizing
the distance between the destinations of these two trajectories,
the synthetic data will perform similar behaviors for DNN
training, i.e., training over synthetic data produces a trajectory
similar to the prover’s trajectory.

Based on the above ideas, we propose a generic PoT con-
struction. To conduct the first step, we adopt trajectory match-
ing algorithms to recover the synthetic data S from the training
algorithms and trajectory. As illustrated in Figure 2, the tra-

jectory matching algorithms are designed to minimize the
distance between two trajectories trained over different data.
To apply trajectory matching algorithms in our scenario, one
trajectory is set to be the trajectory from provers, while the
other trajectory is trained over synthetic data by the verifier. In
this way, the synthetic data can be used to generate a similar
trajectory with training algorithms. As for the second step,
we assume that the verifier has a small portion of test data
sampled from the target data distribution. To evaluate whether
the synthetic data comes from the target distribution, the veri-
fier trains several new DNN models over synthetic data S and
observes the average accuracy of these new models on test
data. Among multiple proofs from different provers, the proof
leading to the highest average accuracy is recognized as the
honest prover.

To validate the security of our PoT scheme, we implement
a prototype and corroborate its security through extensive
experiments upon various DNN models and datasets. The
experiment results demonstrate that our scheme can defend
against various attacks, including those successful attacks
against existing PoT schemes.

3 Modeling of Attacks against PoT

In this section, we provide a comprehensive modeling of
attacks against PoT. To this end, we formalize the training
record in Section 3.1, model the malicious provers in Sec-
tion 3.2, and characterize the methods of forging training
records in Section 3.3.

3.1 Formalization of Training Record

To formalize the record of training process, we review the
training process and study those contents that can be saved as
records. On a high level, DNN training usually starts from an
initial model and produces a final model via gradient descent
algorithms. The algorithm for model initialization, denoted
by 14, is either to sample a random value from a particular
distribution or to choose an existing model that has shown
good accuracy. After the model is initialized, DNN training
will update models in a number of epochs following the gradi-
ent descent algorithm. During the multiple epochs of training
process, it is common practice to save model states at some
checkpoints. We call the sequence of these saved model states
training trajectory, which is formally defined as follows.

Definition 1 Training trajectory Tt is a sequence of n model
states {M\,...,M,}, where M\ is the initial model and M; is
the saved model state in the i-th checkpoint for 2 <i < n.
Particularly, the final model state M, is called the tail of
training trajectory, and the value of n is called the length of
training trajectory.

To update models from one checkpoint to the next check-
point, DNN training needs to compute a model update by



learning from training data D; that are sampled from the tar-
get distribution D. We call the concrete method of computing
model updates training algorithm and define it as follows.

Definition 2 Training algorithm T, ; for checkpoint i is a
function that maps model state M; and data D; to model
update A;.

In practice, a training algorithm can exist in the form of an
executable program that takes M;, D; as input and outputs A;.
Notably, this program involves many details, including model
architecture, optimizer, loss function, hyper-parameters, etc.
These details, regarded as the parameters of training algo-
rithms, are not explicitly written in symbols.

Under ideal circumstances, we should have M; 1 = M; +A;.
Nonetheless, we note that there usually exists a gap between
the empirical results of model updates (i.e., M1 — M;) and
the theoretical outputs of Ty ;, which is caused by a random
noise from accelerator devices such as graphics processing
units [5]. While such a noise usually has a bounded value, it
still affects the training trajectory. More formally, suppose
that the random noise for the i-th checkpoint is z; with a B-
bounded value, then we have

My =Mi+Ai+2i=M;+Tx;(M;,D;)+zi. (2

Based on the above discussions, the training record is sim-
ply the combination of these ingredients for DNN training.

Definition 3 Training record Tg , with length n is a quadru-
ple (In, T4, T7, D) with the following properties:

1. T is an initialization algorithm to generate M.

2. Ta={Tau1,...,Tapn—1} is a sequence of n— 1 training
algorithms.

3. Tr ={M,,...,M,} is a length-n training trajectory.
4. D={D,...,Dy_1} is a sequence of n — 1 datasets.

5. For1 <i<n—1, M1 =M;+T4;(M;,D;)+z;, where
z; Is a noise with B-bounded value.

3.2 Modeling of Malicious Provers
3.2.1 Attack Goal

The goal of malicious provers is to forge a training record
on some target model so that the verifier can not distinguish
the honest training record from the forged training record.
Formally, let ’]I‘f,{i> (resp. ']Tl(ﬁz) denote the training record from
the honest (resp. malicious) prover. The malicious prover
succeeds if the verifier approves T%g rather than Tg}.
However, if the malicious prover is willing to invest unlim-
ited efforts in the attack, there exist trivial attack methods that
are guaranteed to succeed. The malicious prover simply needs

to search through all possible training records and select those
with the tail being the target model. After enough trials, these
training records must include the honest training record. Still,
in this case, the successful attacks become somewhat mean-
ingless: it would be more valuable to honestly train the model
rather than forging the training record with much more effort.
In view of the above, we follow existing PoT scheme [5]
and consider the malicious prover who aims to forge the train-
ing record with less effort than honest provers. To compare
the efforts of provers, we measure the “cost” paid by the
provers to generate training records. Since the training record
(in particular, the training trajectory) is usually the output of
some algorithm(s), we define the cost over these algorithm(s).
More specifically, we use a positive real number to represent
how much these algorithms cost. In practice, this number can
be the running time or the volume of computation resources
required to execute these algorithms. Note that the cost of
an algorithm usually varies across distinct inputs, especially
when the sizes of these inputs are different. Hence, the defini-
tion of cost should also take the inputs into account. Based
on the above considerations, we define the cost as follows.

Definition 4 The cost is a function Cost(x),x;) that maps
algorithms x| and their inputs x; to a positive real number
that represents the “effort” of performing x; over x;. When
the inputs x; are fixed and clear from the context, we will omit
the x and use the notation Cost(x1) instead.

Throughout this paper, we use the running time on a fixed
machine to evaluate and compare the costs of honest and ma-
licious provers. Next, we take the cost of honest prover as
an example to illustrate this notion and defer the cost eval-
uation of malicious provers to the modeling of attack meth-

ods in Section 3.3. Given ']I‘;{Q = (HIQH),T;H),TQH),D(H ), the
honest prover runs the initialization algorithm ]IISXH) and the

training algorithms 'IFEKH) to output this training record. Let

input; and input, denote the inputs of ]IEXH) and TI&H), respec-

tively. Then the effort of honest prover is Cost(HI(qH)7 input; )+

Cost(T/gH) ,input, ). More concretely, suppose that the honest
prover takes E epochs for training and each epoch takes run-
ning time ¢ on average, then we have Cost(’}l‘/(qH)anutz) =
E -t. Notably, for a specific honest prover, its inputs input;
and input, that are used to generate Tﬁ{_{) are fixed. For ex-
ample, the input, usually consists of the training datasets in

D) and the first n — 1 models in T(TH). Hence, we simply

use Cost (Hi‘m) + Cost(TE\H)) to denote the cost of the honest
prover in the subsequent contents.
3.2.2 Attack Capability

In order to achieve the above goal, we assume malicious
provers have the following adversarial capabilities.



» Malicious provers have access to the target model;

» Malicious provers have access to the training datasets
used by honest provers and can even sample new datasets
from the same distribution;

* Malicious provers have the full knowledge of the initial-
ization and training algorithms, including all details such
as initialization strategy, model architecture, optimizer,
loss function, and even the seed for randomization.

We remark that the full access to training datasets is one
key difference between our setting and existing statistics-
based PoT schemes [8]. They assume that the size of datasets
owned by malicious provers is much smaller than that of
honest provers (e.g., no greater than 10%). This assumption
may be inconsistent with the real world, e.g., honest provers
could adopt some public training datasets that can be accessed
by malicious provers.

3.2.3 Attack Incapability

To exclude strong attacks that may be infeasible in practice,
we make two assumptions to restrict the capability of mali-
cious provers.

First, we assume that the malicious prover cannot find a se-
quence of training algorithms that require less effort than that
of honest prover, if it can update the initial model to the tar-
get model without utilizing the target model. The reasons are
two-fold. On one hand, if the malicious prover can find such
an algorithm sequence, it can honestly train its own model by
simply running this algorithm sequence, rather than stealing
the target model and forging the training record. On the other
hand, if such an algorithm sequence exists, the honest prover
is usually smart enough to use the state-of-the-art training al-
gorithms. To formulate this assumption, we need to formally
define “utilizing the target model”. When we say an algorithm
sequence utilizes the target model M, we imply that M is an
intrinsic (hyper-)parameter of the algorithms and will lead the
algorithm output (i.e., the updated model) towards M. In other
words, the output will eventually be M due to the existence
of M in the algorithms, no matter what the inputs are. Let
’]I‘;Q}Zr), = (Hﬁ‘M) , ’]I‘(TM>,']I‘/(4M) ,D™)) denote the length-m training

record generated by the malicious prover. Then “T{&M) utilizes

the target model M” is defined as: for any DM there exists
an m that is large enough so that the distance between trajec-
tory’s tail and the target model d(M,,, M) is less than a small
threshold €. Based on the above discussions, we formulate
this assumption as follows.

Assumption 1 Given a target model M generated by the se-

quence of honest training algorithms T(H), if a sequence
of training algorithms TIE‘M)

tial model M| to M using datasets D

can update an honest ini-

(M), then either

Cost(T{" {1 DY) > Cost(T{") or d(M,,M) < €
holds for any D™) and threshold € when m is large enough.

Second, we assume that the malicious prover cannot find
a dataset D; to guarantee that ’JT%) (M;,D;) outputs a given

value (say A) with less cost than running ’]I‘/%), unless ’]I‘/%)

outputs A for any D;. In other words, when the output of T%)

is not a constant value, if there exists an algorithm f who
can find D; on input input; so that 'JI‘%) (M;,D;) = A, then
Cost(f,input;) > Cost(T%),{Mi,D,-}). The reason is that
verifying the answer to a problem usually costs less than solv-
ing this problem. Hence, to find D; such that ’JI‘%) (M;,D;) =
A, the algorithm f needs to costs higher than just running

T%) once. In fact, existing works have shown that the cost

of algorithm f is generally much higher than ’]I‘/%) [5]. We
summarize this assumption as follows.

Assumption 2 Given a value A, if the output of ']I‘/(‘A/? varies
with respect to different D;s, then an algorithm f that can

find D; on input input so that ']1‘%) (M;,D;) = A must have

Cost(f,input) > Cost('ﬂﬁ?, {M;,D;}).

3.3 Modeling of Attack Methods
3.3.1 Taxonomy of Potential Attacks

Next, we model the attack methods for forging training
records. Our modeling aims to focus on those non-trivial
attack methods that 1) can not be easily detected by existing
defense methods and 2) are feasible within the capabilities of
attackers. To this end, we first exclude two types of “weak”
attacks in the subsequent modeling of non-trivial attacks.

The first type of weak attacks outputs a forged training
record with incorrect structure. The correct structure of a
length-n training record should consist of a length-n trajec-
tory, an initialization algorithm, a sequence of n — 1 training
algorithms and/or datasets. Each training algorithm should be
in the form of an executable program. Its input is the preced-
ing model and a training dataset, and its output is the model
update. The violation of these requirements will be marked
as “incorrect structure” and excluded from verification.

The second type of weak attacks forges a dishonest ini-
tialized model M. To detect this type of attacks, we restrict
the honestly initialized model to two possible cases. In one
case, the initialization algorithm samples M| from a random
distribution and a forged M can be detected by statistical
tests. In the other case, the initialization algorithm adopts
an existing well-trained model as the initialized model. To
detect a forged M in this case, a common practice is to check
whether this well-trained model has an ownership proof [5]. If
the initialization algorithm does not fall into these two cases



or the generation of M| does not honestly follow the initial-
ization algorithm, we identify a training record as “dishonest
initialization”.

In the subsequent modeling of attack methods, we exclude
these two attack methods and focus on forged training records
with correct structure and honest initialization. We first note
that the potential infinite attack methods can be classified
from two orthogonal perspectives.

* One is the (forward or reverse) direction of forging
training record. As illustrated in Figure 3, the forward-
direction attacks follow the same direction of outputting
training records as the honest training, i.e., forging train-
ing data and algorithms at first and then generating
the training trajectory by executing forged training al-
gorithms over training data. In contrast, the reverse-
direction attacks forge the training trajectory at first,
and then generate the training data and algorithms in
the training record. This implies that along the reverse
direction, the algorithms of forging trajectory are not the
training algorithms that are put in the training record.

* The other is the forgery object. If the data are sampled
from the target data distribution as honest provers do,
then the malicious prover can only manipulate training
algorithms to forge the training record. We call this type
of attacks algorithm manipulation attack. Otherwise, we
call it data fabrication attack, as the data are fabricated
by the malicious prover.

By the above two perspectives, we classify potentially in-
finite attacks into four types, as shown in Table 1. Next, we
model the key features of each attack type, respectively.

Table 1: Taxonomy of non-trivial attacks and their instances.

Honest Data Sampling | Dishonest Data Sampling
Forward Forward Algorithm Forward Data
Direction | Manipulation (Attack 1) Fabrication
Reverse Reverse Algorithm Reverse Data
Direction | Manipulation (Attack 2) | Fabrication (Attacks 3,4)

3.3.2 Forward Direction Attacks

As illustrated in Figure 3(b), the forward direction attacks
consist of two sequential steps. The first step is to determine

the sequence of training algorithms T}E‘M) and data DM in

the training record. The second step is to generate the train-
ing trajectory ’H‘(TM) by running the training algorithms over
training data. Hence, the effort of the malicious prover is the

cost (e.g., running time) of the initialization algorithm ]IXVI>

and the training algorithms TI‘QM). Recall that the goal of the
malicious prover is to make its effort less than that of the

honest prover. Since the initialization algorithm is assumed

to be honest, the common idea of forward direction attacks
is to manipulate ’]I‘AM) so that Cost(’]I‘;M) , {’JI’(TM ) , DMy <
Cost(’]I‘/(f()7 {T(TH),D(H )1). On the contrary, the malicious
prover has few motivations to fabricate the training data, be-
cause there is a higher risk of being detected but no benefit in
doing so. Therefore, along the forward direction, we focus on
algorithm manipulation attacks.

By Assumption [, the malicious prover cannot find ma-
nipulated algorithms with less cost unless the forged training
algorithms utilize the target model for model updating. Hence,
the forward direction algorithm manipulation attacks mainly
consider how to integrate the target model into training algo-
rithms to reduce the cost. We provide an example below.
Attack 1 (forward direction) [24]: Given a target model M,
the malicious prover honestly samples an initialized model
M| and training data. Then it generates a training trajectory
T(TM) = {M,,...,M,,} by optimization from M; to M,,. In
particular, the malicious prover generates M; from M;_; (2 <
i < m) by minimizing the following loss function:

L'=L(D;)+a-dM;,M), 3)

where L(+) is an honest loss function for DNN training (e.g.,
cross-entropy loss or mean square error loss) over dataset D,
d(M;,M) is the distance between M; and M, and o is a weight
coefficient of loss function.

Through this algorithm design, the models will converge
to M more quickly with a larger value of o and the honest
training algorithm is in fact a special case with oo = 0. Let £
and ¢ (resp. E’ and t') denote the number of epochs and the
running time of each epoch for honest (resp. forged) training
algorithms. By setting a large value of o, E’ can be far less
than E. Although the running time of each epoch is slightly
higher (i.e., ' > ) due to the extra term d(M;, M) in the loss
function, the total cost of forged algorithms E’-#’ can be lower
than the total cost of honest algorithms E - ¢, as long as the
value of o is large enough.

We note that existing PoT scheme [5] treats training al-
gorithms that utilize the target model M as structure incor-
rect algorithms and thus excludes them from consideration.
Nonetheless, since we model each algorithm as an executable
program (see Section 3.1), it is hard to detect its internal mech-
anism and realize its abnormality. Although the verifier can
also ask the prover to submit training algorithms in the form
of pseudo-code, then the verification of training algorithms
requires to implement all of these algorithms by programming.
Due to the reproducibility hardness of training algorithms,
this way would put too much burden on the verifier and may
be infeasible in practice. Therefore, this paper assumes the
algorithms are submitted in the form of executable programs
and takes Attack 1 into consideration.

Next, we model the key feature of (forward direction) al-
gorithm manipulation attacks. Since the manipulated training
algorithms must use the target model for model updating, the
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Figure 3: An illustration of four types of forging training records, where initialization algorithm 14 is omitted since the initial
models are assumed to be honest in all cases. (a) Honest DNN training. The training trajectory is generated by operating training
algorithms over training data. (b) Forward-direction attacks. Similar to honest DNN training, the training trajectory is forged
after the training algorithms and data are determined. Along this direction, we depict the algorithm manipulation attacks by the
red dashed line marked with @, where f7 is a manipulated algorithm that utilizes final model M to output the trajectory with less
effort. (c) Reverse-direction attacks. After generating trajectory through fr, instead of putting f7 in the training record as the
training algorithms, it searches training algorithms and training data so that the retraining from them can successfully lead to the
trajectory. According to whether the training data are honestly sampled from the target data distribution or not, we depict the
algorithm manipulation attacks and data fabrication attacks by the red dashed lines marked with @ and ®), respectively.

output of each manipulated training algorithm ']I‘ (1 e., A;)

has the tendency towards leading M;| = M; + A to be close

to M, irrespective of the training data D; and the model M;
(H)

are. In contrary, the honest training algorithm T, ;* does not
have such tendency. This indicates that the output of ']I‘X-Il.)

has more diversity or uncertainty compared with T%). Such
uncertainty can be measured by information entropy, with
higher information entropy indicating a higher degree of un-
certainty. Specifically, given a model state M;, the entropy of
']I‘IEZ) (D;,M;) is greater than or equal to that of T%) (Di, M;).
This can be formalized as

H(TD (D, M) | My) > H(TLY (D M) | M), (4)

where H (y|x) denotes the entropy of random variable y con-
ditioning on the knowledge of random variable x.

3.3.3 Reverse Direction Attacks

As illustrated in Figure 3(c), the reverse direction attacks
consist of the same two sequential steps as forward direction
attacks but in a different order. Specifically, the first step is to

(M)

forge the training trajectory T, while the second step is to

forge the sequence of training algorithms T/&M) and data D),
We use fr and f4 to denote two forging algorithms in these
two steps, respectively. Notably, the trajectory is generated
by fr rather than the training algorithms claimed in training

record, i.e., fr # T&M), which is a key difference between
forward and reverse direction attacks. Next, we discuss two
types of reverse attack methods that take training algorithms
and training data as forgery objects, respectively.

Reverse Algorithm Manipulation Attacks. This type of at-
(M)

tacks manipulate training algorithms T, " rather than forging

training data D™)_ The main challenge here is to guarantee
that D) are honest, or more specifically, DM) are sampled
from the target distribution and the trajectory T7 can be gen-

(M)

erated by running T,"’ over DM)_ To tackle this challenge,

the only meaningful method is to manipulate ']TI(L‘M) so that its
output is almost a constant with respect to input data. Oth-
erwise, for any reverse algorithm manipulation attack, there
exists a forward algorithm manipulation attack whose cost

is lower. To see why, we recall that the cost of a forward at-
tack is Cost(]IAM),input] ) +COSI(TI(4M), input, ), where input;
and input, are the inputs of H&M) and TIE‘M), respectively. On
one hand, since we assume that the initial model is honestly
generated, the algorithm fr must execute the initialization

algorithm ]II(L‘M) and thus

Cost(fr,inputy, ) > Cost(]IE‘M)7 input; ), 5)

where input, denotes the input of f7. On the other hand, by
Assumption 2, to ensure that TQM) and D™ can induce Tr,
the cost of the malicious prover is at least Cost(TgM) ,input,).
Hence, we have

(M)

Cost(fa,inputy, ) > Cost(T,",input,), 6)

where input, denotes the input of f4. By combining Eq.(5)
and Eq.(6), we have

Cost(fr,inputy, ) +Cost(fa,inputy, ) >

(N
Cost(]IEXM>, input;) +C0st(’]1‘£‘M>, input,).

This indicates that it would be more valuable to conduct for-

ward algorithm manipulation attack due to lower cost.
According to the above arguments, the only reverse attack

with a lower cost than its forward counterpart is to set the



output of T, "’ to a constant with respect to its input data. An
example of such attacks is described as follows. Particularly,
existing work [19] shows that it can break existing retraining-
based PoT schemes [5].

Attack 2 (reverse algorithm manipulation) [19]: Given
a target model M, we describe the forging algorithms fr
and f4, respectively. Regarding fr, the malicious prover hon-
estly samples an initialized model M and randomly generates
M, with d(Mi+1,Mi) < B and d(Mi+1 ,M) < d(Mi,M) for
i=2,...,m—1, where d denotes the distance between two
model states and B is the upper bound of noise z;. As for
fa, it samples training data from the target distribution and
manipulates training algorithms by setting their learning rates
to be extremely small. In this way, no matter what the training
data are, the output of training algorithm Ty ; (i.e., A;) has a
small value that is close to zero. Since the output has nearly
no uncertainty, its entropy is also close to zero. Meanwhile,
we note that d(M;y1,M;) < B and thus M, = M; + A; +z;
for some B-bounded noise z;. Therefore, this attack can cheat
retraining-based PoT schemes.

This attack has a relatively low cost. The forging algorithms
fr and f4 basically generate random values within some
range, without expensive operations such as gradient descent.
As a result, its cost is much lower than that of honest training.
Reverse Data Fabrication Attacks. Considering the difficulty
of ensuring honest training data, an easier strategy is to waive
the generation of training data. Instead, the forging algorithm

(M)
A

fa simply puts the honest training algorithm (say ’H‘/SH)) in the
training record and does not generate training data. Although
such a strategy reduces the cost of f4 to nearly zero, it can
NOT guarantee the existence of corresponding training data,
let alone that the training data match the target distribution
D. Hence, these attacks are called data fabrication attacks
and are usually used when the verifier is forbidden to collect
training data. In this scenario, the malicious prover primarily
focuses on devising a forging algorithm fr to manipulate
the trajectory. Notably, the effort of the malicious prover is
mainly the cost of f7, as the cost of f4 is nearly zero. Below
we provide two examples of attacks and discuss their costs.

Attack 3 (reverse data fabrication) [18,24]: Given a tar-
get model M, the malicious prover honestly samples an ini-
tialized model M, and generates a training trajectory Tr =
{My,....My}asM; = (1—o,)M; +o;M for 1 <i<m,where
«; gradually increases from O to 1. The cost of this attack is
the running time of computing multiple linear combinations
of My and M. Note that computing one linear combination
takes much less time than honest training in one epoch. Hence,
the cost of this attack is smaller than that of honest training.

Attack 4 (reverse data fabrication) [24]: Given a target
model M, the malicious prover honestly samples an initialized
model M using the same random seed as the honest prover
and generates trajectory Ty = {M},...,M,,} by optimization
from M,, to M. Concretely, the malicious prover sets M,, =
M and generates M;_; from M; (3 <i < m) by minimizing

the loss function:

L' = L(D[) + o d(M;, M), ®)
where le @s¢ §s a false dataset in which some labels are set to
be wrong, £L(-) is a basic loss function for DNN training (e.g.,
cross-entropy loss or mean square error loss) over dataset
D{“lse, d(M;,M,) is the distance between M; and M;, and o
is a weight coefficient of loss function.

The cost of this attack is the product of the number of
epochs E’ and the running time of each epoch ¢, i.e., E' -t
By the algorithm design, the models will converge to M| more
quickly with a larger value of o.. Hence, by setting a large
value of a, the value of E’ can be small enough to make the
cost of this attack less than the honest prover’s cost.

3.3.4 A Successful Attack against Statistics-Based PoT

Next, we show a successful attack against the existing
statistics-based PoT scheme [24] in a more realistic setting.
On one hand, the existing scheme assumes that the malicious
prover only has a small dataset and is not aware of the initial
model of honest training trajectory, which is different from
our threat model (see Section 3.2). On the other hand, the ex-
isting scheme assumes that the prover will save model states
in every epoch, which may result in excessive storage cost.
Hence, in practice, the model owner usually save model states
in some checkpoints, and there are usually several epochs
between these two checkpoints. We set the number of epochs
between two checkpoints to be 5 in the following attack.

In the new setting, we find that the existing scheme [24]
may fail to distinguish honest training records from forged
ones. Specifically, existing scheme examines six properties of
training trajectory (labeled from 1 to 6) to distinguish between
honest and forged training records. We perform honest train-
ing and Attack 4 to output an honest trajectory and a forged
trajectory upon CIFARI10 dataset and convolutional neural
networks. Then we run the existing scheme to examine prop-
erties 1-6 on these two trajectories. The results demonstrate
that the honest trajectory and the forged trajectory show the
same value on every properties except property 2. The prop-
erty 2 measures the maximum distance between two model
states in successive checkpoints. They claim that the honest
training record should have a smaller value on this metric.
However, in our experimental results, the metric of the hon-
est training record (0.021) is greater than that of malicious
training record (0.019). Therefore, the existing scheme fail to
distinguish between the honest prover and malicious provers
in this case.

4 Criterion for Attack Detection

Based on the above modeling, we identify two types of attack
methods (namely algorithm manipulation and data fabrication



attacks) beyond those attacks that can be defended by existing
PoT schemes. Still, we are not aware of how to detect these
attacks. In this section, we provide a universal criterion for
detecting these attacks. Next, we first provide a criterion for
detecting algorithm manipulation attacks and then demon-
strate that this criterion is also effective for detecting data
fabrication attacks.
Algorithm Manipulation Attack Detection. To detect algo-
rithm manipulation attacks, we need to check whether algo-
rithms in the training record are manipulated. However, since
we assume training algorithms are submitted in the form of
executable programs, it is hard to directly examine whether
the algorithms are manipulated. Instead, we can only check
the inputs and outputs of training algorithms. Below we ana-
lyze the distinctions between honest and manipulated training
algorithms, in terms of the relationships between their inputs
(i.e., training data) and outputs (i.e., training trajectory).
Intuitively speaking, the training trajectory from manip-
ulated algorithms should be /ess dependent on the training
data, as the manipulated algorithms utilize additional values
beyond training data (e.g., the final model) to generate the
trajectory. To formally prove this intuition, we employ infor-
mation theory [25] and adopt mutual information to measure
the dependence between training trajectory and training data.
The mutual information between two random variables x
and y is denoted by I(x;y), with its larger value representing
stronger dependence. By Theorem [, we claim that compared
with manipulated training algorithms, the trajectory from hon-
est training algorithms should be more dependent on the input
training data. For space limitation, the proof of Theorem 1
could be referred to Appendix B.

Theorem 1 Suppose that the malicious prover conducts al-
gorithm manipulation attacks with a lower cost than honest
training. Let (I4,Ta,T7,D) and (]IA,’]TI&M),T(TM%D(M)) de-
note the training records of the honest prover and the ma-
licious prover, respectively. When Assumptions -2 hold, we
have

M
I(D, TT,[i:i+k}) > I(D<M) ; T;,[i):l#k] )? )
where Tt ;.41 and ']I‘%i):i Ly @re two length-k fragments from

T7 and T(TM), respectively.

Inspired by Theorem 1, a direct solution for manipulated
algorithm detection is to measure the mutual information
between training trajectory and data: the smaller the value
of mutual information, the more likely it is that the train-
ing algorithms are manipulated. However, this solution may
be impractical because the dimension of training trajectory
is too large. Taking ResNet-18 as an example, each model
state is a 270000-dimensional vector, and the trajectory typi-
cally consists of hundreds or even thousands of model states.
Directly measuring the mutual information between this high-
dimensional vector and others is usually impractical.

Original Received Training Training
M T i Trajector
essage ranscrlpé Data > J x
Communication Training
Channel Algorithms
(a) Communication Systems (b) DNN Training

Figure 4: Analogy between communication and training.

To tackle the above challenge, we find another way to under-
stand the implication of mutual information in this scenario
by learning from the application of information theory in com-
munication systems. In a communication system, a message
is transmitted from a sender to a receiver through a channel
(see Figure 4a). By Shannon’s channel coding theorem [25],
for a channel, the mutual information between its input (orig-
inal message) and output (received transcript) measures the
optimal capability to recover the original message from the
received transcript. The greater the value of such mutual infor-
mation, the more likely it is that the receiver can recover the
original message from its received transcript. Here, as illus-
trated in Figure 4b, the training algorithms are like a channel,
with its input being training data and its output being training
trajectory. Correspondingly, by Theorem 1, compared with an
honest training record, it should be harder to recover training
data from the training trajectory in a malicious training record
due to its smaller mutual information.

Based on the above discussion, we propose a criterion to de-
tect algorithm manipulation attacks using training algorithms
T4 and trajectory T7. The key insight is to see whether we can
recover high-fidelity training data from the training algorithms
and trajectory. More precisely, we try to find a synthetic data
S so that operating training algorithms T, over S induces a
similar trajectory as T7. The fidelity of synthetic data (i.e.,
whether synthetic data are close to the target data distribution)
measures the effect of recovering the training data from the
training trajectory. Hence, we can detect algorithm manip-
ulation attacks based on the fidelity of synthetic data. The
higher the fidelity of synthetic data, the more likely it is that
the training record is from the honest prover.

Now we formally state the criterion for detecting algorithm
manipulation attacks. That is, if the verifier finds synthetic
data S that can support approximate retraining (i.e., executing
training algorithms over S leads to a similar training trajec-
tory), then the optimal fidelity of synthetic data S from mali-
cious provers is lower than that from honest provers. In the
next subsection, we show that this criterion is universal for
detecting other attacks.

Data Fabrication Attack Detection. Next, we demonstrate
that the above criterion can also be used to detect data fabri-
cation attacks. Recall that the key feature of data fabrication
attacks is its dishonest training data, i.e., either there is no
training data that can generate the training trajectory via the
training algorithms, or the training data will deviate far from



the target data distribution. In this case, if the verifier tries to
find training data S that can support approximate retraining,
the best it can do is that S will deviate far from the target dis-
tribution. In contrast, for the training record from the honest
prover, the optimal S is the real training data D, which are
honestly sampled from the target distribution. Hence, if the
verifier finds synthetic data S that can support approximate
retraining, the synthetic data with higher fidelity are unlikely
to perform data fabrication attacks.

Based on the above reasoning, the criterion proposed to
detect algorithm manipulation attacks can also be used to
detect data fabrication attacks. Therefore, by utilizing this
criterion, we can detect all attacks at once, rather than detect
each attack one by one.

5 Our Generic PoT Construction

In this section, we show how the universal criterion can guide
us to design secure PoT schemes. Before presenting our PoT
construction, we first describe the basic settings on verifier
capability that follows the existing PoT scheme [24]. On
one hand, we assume that the verifier is honest, i.e., it will
faithfully execute the verifying algorithm. Still, considering
existing laws and regulations about data privacy, our PoT
scheme will not send training data to the verifier. On the
other hand, we assume that the verifier has a test dataset Dy,
with a similar distribution as the training data. In practice,
the test dataset can be obtained from public dataset or be
selected from those data on which the target model has high
confidence to output correct inference results.

Next, we present our PoT construction under the above
setting. Generally speaking, a PoT scheme is a pair (P, V),
where P is a proving algorithm that takes a training record
as input and outputs a proof, and ¥ is a verifying algorithm
that takes multiple proofs as input and selects a proof as the
one from honest provers. In our PoT construction, the prov-
ing algorithm is to simply put training record except training
data (i.e., {I4, T4, T7}) into the proof. For the verifying algo-
rithm, based on the modeling of attack methods, the verifying
algorithm needs to check the following items.

1. Is the proof structurally correct?
2. Is the model initialization honest?

3. Does the prover conduct algorithm manipulation or data
fabrication attacks?

Among these items, the former two items can be checked by
following existing PoT schemes [5,6], while the third item can
be examined based on the aforementioned universal criterion.
Correspondingly, we decompose the verifying algorithm into
three stages. Stage 1 is used to check the former two items,
while Stages 2 and 3 are performed to detect attacks according
to the criterion. More specifically, Stage 2 synthesizes the

data that induce similar trajectory with the same training
algorithms and Stage 3 examines the fidelity of synthetic
data. Below we present the concrete design of these three
stages, respectively.

Stage 1: Structure and Initialization Check. The veri-
fier first checks whether the training record matches the re-
quirements of correct structure. If so, the verifying algorithm
checks whether the initialized model is honest. There are
two possibilities. If the initialization algorithm I4 is to sam-
ple a random model from some distribution, the verifying
algorithm adopts Kolmogorov—Smirnov test [26] to check
whether M is truly sampled from distribution specified in
I4. If the initialization algorithm I is to use an existing well-
trained model, the verifying algorithm checks whether this
well-trained model has corresponding honest training record.

Stage 2: Data Synthesis. By taking training algorithms and
training trajectory as input, the verifying algorithm generates
a synthetic data S that can support approximate retraining
(i.e., training on S leads to a similar trajectory as training on
original training data D). To do so, we borrow the trajectory
matching algorithms from researches on data distillation.

Given a training data D, data distillation aims to create
a small, synthetic data S from D such that a model trained
on S will have similar accuracy as a model trained on D.
Trajectory matching is one of data distillation algorithms. Its
key idea is to train a teacher model on D and a student model
on S, and to encourage the consistency of trajectories of these
two models. To adopt trajectory matching algorithms in our
application, the trajectory of teacher model is the training
trajectory from the prover, while the verifier needs to train the
student model by itself over synthetic data. By minimizing
the distance between trajectories of teacher model and student
model, trajectory matching algorithms can help us to optimize
S to support approximate retraining. More details, including
the pseudo-random code of trajectory matching algorithms,
can be found in Appendix A.

Stage 3: Data Evaluation. To evaluate whether synthetic
data S are sampled from the target data distribution, the veri-
fying algorithm measures the dependence between S and test
data D;.;;. Among various existing methods, we choose to
train neural networks to measure this dependence. Specifi-
cally, the verifying algorithm uses S to train  new models
M gnew)’ -, M"™) and tests the accuracy of these models over
test dataset D, . To obtain a more accurate estimate of data
fidelity, we train these new models starting from different
initialized models and compute the average accuracy across
these new models. Among multiple proofs from different
provers, the verifying algorithm outputs the proof whose av-
erage accuracy is highest as the proof from the honest prover.

Based on the above construction, we can instantiate a con-
crete PoT scheme by specifying the details of these stages,
such as the adopted trajectory matching algorithm and the
setting of related parameters. Hence, the development of tra-
jectory matching algorithms can help to advance the PoT



scheme design, indicating an intersection of independent in-
terests within both research lines.

6 Experiment Evaluation

In this section, we implement a prototype of our PoT scheme
design and evaluate its security through experiments. The
experiment setup is described in Section 6.1 and the results
are shown in Section 6.2. The source code is available in
https://zenodo.org/records/14643877.

6.1 Experiment Setup

Datasets and Models. To observe the impacts of datasets and
model architectures on the security of our PoT scheme, we
evaluate our PoT scheme across two classical CV datasets
(i.e., CIFAR10 with ten classes of images and CIFAR100 with
one hundred classes of images) and three model architectures
(i.e., a three-layer CNN model, a ResNetl18 model, and a
ResNet34 model). The training datasets and test datasets are
used by provers and the verifier, respectively.
Implementation of Attacks. After training these models fol-
lowing the honest way, we simulate Attacks 1-4 as described
in Section 3.3. For Attacks 1, 3, and 4, they have tunable
parameters denoted by o or a; in their descriptions, which
will affect the length of output trajectory. Specifically, for
Attacks 1 and 4, the larger the value of o, the more quickly
the model converges and thus the shorter the trajectory. In
contrast, for Attack 3, the larger value of o; implies more
intermediate model states in the trajectory and hence a longer
trajectory. To observe the impact of trajectory length, we forge
two training records for each of Attacks 1, 3, and 4 with dif-
ferent values of o or ;. One record has a shorter trajectory
and the other has a longer trajectory. In total, we forge seven
training records by executing Attacks 1—4.

Implementation of PoT Scheme. We implement our PoT
scheme with Python. The stage of data distillation is imple-
mented based on existing trajectory matching algorithm [22].
To guarantee the convergence of synthetic data, this stage
executes 300 iterations so that the synthetic data are barely
updated. In addition, all related parameters follow the default
setting. Particularly, a critical parameter is the synthetic data
size (SDS), i.e., the number of images in the synthetic data.
For CIFARI10 (resp. CIFAR100) dataset, the value of SDS
is set to be 10, 100, or 500 (resp. 100, 500, or 1000). For the
data evaluation stage, we train three DNNs (i.e., t = 3) using
the synthetic data and observe their average accuracy.

6.2 Experiment Results
6.2.1 Opverall Results

We depict the evaluation results upon various model architec-
tures and datasets in Figure 5. In each sub-figure, we show

the average accuracy for each training record with different
settings of SDS, along with a random guess line for refer-
ence (i.e. 0.1 for CIFAR10 and 0.01 for CIFAR100). We also
note that for ResNet34 architecture, the synthetic data with
SDS=10 (resp. SDS=100) is too small to converge under CI-
FAR10 dataset (resp. CIFAR100 dataset), with the loss being
“NAN”. Hence, we do not draw the corresponding results in
Figures 5c and 5f.

From the results in Figure 5, we observe that the average
accuracy of honest training record is highest under the maxi-
mum value of SDS, no matter what the model architecture and
dataset are. This demonstrates that our PoT scheme can cor-
rectly select the honest training record among various forged
training records, which corroborates the security of our PoT
scheme against Attacks 1-4 under different settings.

Although experimental results support the security of our
PoT scheme, the defense effects are not exactly the same
for different settings and attack methods. On one hand, the
different settings of SDS, model architectures, and datasets
lead to distinct defense effects or even different results on the
decision of honest prover. On the other hand, under different
attack methods, the degree of distinctions between honest
training records and forged training records varies. Below
we discuss the impact of these settings and attack methods
on the defense effects, respectively. To measure the defense
effect, we adopt the discrimination degree between honest
and malicious training records as the metric in the following
discussions. Specifically, given the average accuracy of honest
training record (denoted by accj) and the average accuracy
of malicious training record (denoted by accy,), the discrimi-
nation degree 1 is defined as n = acc;,/accy,. The larger the
value of discrimination degree 1, the better the defense effect.
Particularly, the PoT scheme succeeds to defend against some
attack if and only if n > 1.

6.2.2 Impact of Settings on Defense Effect

To observe the impact of basic settings on the defense effect,
we compare the values of discrimination degree under dif-
ferent settings of model architecture, dataset, and SDS. To
measure the defense effects against the most powerful attack,
we consider the worst-case discrimination degree, i.e., the
smallest discrimination degree among all attack methods. Ta-
ble 2 shows the worst-case discrimination degree in different
settings of SDS, model architecture, and dataset.

The setting of SDS value. By observing each row in Table 2,
we can tell that in almost every rows, the worst-case discrimi-
nation degree grows with the increase of SDS value, indicat-
ing that the defense effect becomes better. Recent research
on trajectory matching algorithm [27] helps to explain this
phenomenon. When the value of SDS grows, the optimization
of SDS requires to extract more detailed information about
training data from the trajectory. In other words, performing
the trajectory matching algorithms with the larger value of
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Figure 5: Experimental results of average accuracy upon various model architectures, datasets, and synthetic data size (SDS).

Table 2: Worst-case discrimination degree in different settings
of SDS, model architecture, and dataset.

SDS

Model and Dataset 10 100 300 1000
CIFAR10, CNN 0.60 | 0.54 | 1.19* —
CIFARI10, ResNet18 0.81* | 0.87 | 1.07* -
CIFAR10, ResNet34 - 0.94 | 1.09* -
CIFAR100, CNN — 0.94 1.13 1.17+
CIFAR100, ResNet18 — 1.07* | 1.16 1.30*
CIFAR100, ResNet34 - - 1.26* | 1.41%*

+ The maximum value of discrimination degree in each row.
* The maximum value of discrimination degree in each column.

SDS helps to detect whether the trajectory contains enough
detailed information. Hence, we should adopt a larger value
of SDS in the PoT scheme design to improve the defense
effect. However, the employment of synthetic data with larger
size will simultaneously result in low efficiency. We leave the
study of trade-off between defense effect and efficiency as an
interesting topic in the future work.

The setting of model architecture and dataset. For the three
model architectures, the sequence in the order of complex-
ity from lowest to highest is CNN, ResNet18, and ResNet34.
Meanwhile, the CIFAR100 dataset is more complex than CI-
FARI10 dataset due to more classes of images. By observing
each column in Table 2, there exists a general trend in which
the defense effect becomes better upon more complex model
architecture and dataset. Particularly, in each column, the
maximum value of discrimination degree occurs in the setting
of the most complex model architecture and dataset. This
demonstrates that our PoT scheme is more applicable to large
DNN models and complex datasets. Note that in practice, Al

enterprises usually wish to protect the intellectual property
for large DNN models trained on complex datasets, rather
than small models trained on simple datasets. Hence, our PoT
scheme has promising prospect for real-world applications.

6.2.3 Impact of Attack Methods on Defense Effect

To observe the defense effect against various attacks, we com-
pare the values of discrimination degree under different attack
methods with the SDS being the maximum value, which is
shown in Table 3.

Comparison among different attacks. By observing each
row in Table 3, we can tell that in almost every rows, the
minimum value of discrimination degree occurs in Attack 1.
This indicates that Attack 1 is the strongest attack method
against our PoT scheme. The reason is that Attack 1 is the
most similar to honest training. The only difference between
Attack 1 and honest training is the adoption of the final model
in the loss function. Meanwhile, in most cases, Attacks 2 and
3 result in the maximum value of discrimination degree, i.e.,
they are the weakest attack method against our PoT scheme.
The reason is that these two attack methods do not utilize the
training data at all when forging the training trajectory. The
above conclusions further confirm that our PoT scheme is
effective in detecting the information of honest training data
that can be extracted from the training trajectory.

Impact of trajectory length. Recall that for Attacks 1, 3, and
4, we forge two training trajectories with different lengths.
However, in almost all cases, the discrimination degree under
an attack with a shorter trajectory is similar or even identical
to the discrimination degree under the same attack with a



Table 3: Discrimination degree under different attack methods with the SDS being the maximum value.

Model and Datasel Attack Methods | |\ ooy | 1(Shorter) | 2 | 3(Longer) | 3(Shorter) | 4(Longer) | 4(Shorter)
CIFARI0, CNN 131 120 | .19 22 1.43 1.26 1.19"
CIFARIO0, ResNetl8 1.07° .11 275 275 281 233 2.05
CIFARI0, ResNet34 1.10 1.09% | 2.99 3.05 3.05 1.68 1.68
CIFAR100, CNN 17 118 1.96 327 1.96 327 2.58
CIFAR100, ResNet18 116" 1.26 3.56 6.55 1.69 437 4.19
CIFARI00, ResNe(34 141 154 9.00 108 470 327 415

* The minimum value of discrimination degree in each row.

longer trajectory. This implies that modifying the length of
the trajectory has little impact on the defense effect.

7 Related Work

In this section, we review existing PoT schemes, which can
be divided into the following two categories.

In retraining-based PoT schemes, if the training trajectory
can be generated by retraining with the same algorithm and
data, the training record passes test and the ownership claim is
approved. The most classical PoT scheme [5] belongs to this
type. However, in this scheme, the model owner has to send
the training data to the verifier. Considering that training data
often contain sensitive information, this scheme can not be
applied when data privacy is a key concern [24]. To solve this
problem, some recent works propose to adopt cryptographic
primitives (e.g., zero-knowledge proofs) to conduct the re-
training test without leaking the training data [6, 7]. Nonethe-
less, the adoption of cryptographic primitives leads to high
communication and computation complexities with respect to
the number of model parameters and the size of training data.
As a result, these schemes can be used only in simple models
(e.g., linear regression model) or small datasets.

In statistics-based PoT schemes, the verifier only collects
training trajectory (without training data) and checks its co-
herence by analyzing several statistics metrics [24]. If these
metrics all fall within the pre-specified range, the ownership
claim is approved. Since the statistics-based category does
not need to disclose training data to the verifier, it is thought
to have a natural superiority on preserving data privacy.

However, regardless of the category of schemes, existing
PoT schemes fail to defend against more tricky attacks. For
example, existing works develop adaptive attacks against the
retraining-based PoT schemes [18, 19]. These ever-emerging
attacks indicate an insufficient considerations of possible at-
tacks. Particularly, even though existing works consider sev-
eral attacks and discuss whether their PoT schemes can de-
fend against these attacks, they fail to exclude all reasonable
attacks from success. In this work, we provide a comprehen-
sive modeling of attack methods and analyze their common
features. Such modeling and analysis enable a goal-oriented
PoT design by revealing the range of attacks that PoT should
defend against.

8 Conclusion and Discussion

In this paper, we adopt the formal methods in the area of PoT
security to devise PoT schemes with stronger security. Unlike
existing works relying on intuitions or observations, we con-
duct theoretical modeling and analysis to identify distinctions
between honest and forged training records. Following this
way, we discover a universal criterion for attack detection and
further propose a generic PoT construction. The empirical
experiments validate the security of our PoT scheme against
various attacks. We expect this work can establish a good
foundation towards understanding and enhancing the security
of PoT schemes, but future work is still required. Specifi-
cally, this work may leave the following problems that require
further investigation:

» Implementation with strict security proof. Although our
universal criterion provides an idea to detect all attacks
covered by our model, whether the verifier will choose
the correct honest prover relies on elaborate implemen-
tation, such as suitable parameter setting. Considering
that the wrong choice in the real world may incur seri-
ous legal consequences, to guarantee the correctness of
verifier’s output, it may require to provide a strict proof
of the implementation’s security via formal verification.

* Application to real-world large language models (LLM:s).
Recall that our PoT construction relies on a trajectory
matching algorithm to distill synthetic data from the
training record. Although our PoT does not limit the
range of target AI models, applying it to LLMs such as
ChatGPT [28] may pose additional challenges due to
LLMs’ unique features. One is that LLMs perform natu-
ral language processing (NLP) tasks, whereas most of
existing trajectory matching algorithms are designed for
computer vision (CV) tasks. Still, recent work [29] has
identified a candidate for NLP tasks that can help tackle
this challenge. The other is that LLMs have an extremely
large number of parameters, potentially leading to a high
computing workload for verifiers. Existing works ex-
plore lightweight trajectory matching algorithms [30],
which can help to tackle this challenge.



9 Ethics Considerations

We have carefully considered the ethics following the confer-
ence guideline. Our research aims to enhance the understand-
ing of PoT security and develop a PoT scheme with stronger
security. The relevant stakeholders could be the designers of
PoT schemes and the artificial intelligence enterprises. Our
work will yield beneficial outcomes in 1) providing the de-
signers with more tools and 2) protecting the legal ownership
of Al models. Notably, both of the research process and our
contributions have no negative impacts, including but not lim-
ited to breaking the security of computer systems, gathering
private information, and violating human rights.

10 Open Science

In this paper, we propose a proof-of-training (PoT) scheme
for DNN model ownership verification. To validate the se-
curity of our scheme, the experiments examine the scheme
against four attack methods across classical datasets and DNN
models. The artifact for experiments consists of the source
code that can help readers reproduce our experiment results
(i.e., Figure 5 in this paper). Specifically, the source code
contains the implementation of our PoT scheme, the sim-
ulation of the four attack methods, and the result display
by drawing figures. We have shared the artifact via the link
https://zenodo.org/records/14643877, which aligns with the
open-science policy.
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A Trajectory Matching Algorithm

Algorithm 1 Data Synthesis via Trajectory Matching

Input: Ty = {My,...,M,}: prover’s length-n trajectory
Input: Tj4: prover’s training algorithms
Input: D;: distribution of initialized synthetic data
Input: K: length of each fragment of trajectory
Input: T: # of iterations for trajectory matching
Output: Synthetic Data S

1: Initialize synthetic data S by sampling from 2

2. fort=1,...,T do

3: Sample isothat) <jandi+K <n

4 Initialize a synthetic model M, as M;

5: fork=0,...,K—1do

6: Train the synthetic model using T4 and S as

My =My + Ty i1 (My,S)

7: end for
8: Compute the loss function £, between M}( and M; g
9: Update S with respect to £,

10: end for

Our PoT construction relies on a trajectory matching algo-
rithm to generate the synthetic data S from prover’s trajectory
and training algorithms. Although the details of different tra-
jectory matching algorithms may vary, all of these algorithms
follow the same paradigm. Specifically, this paradigm con-
sists of T iterations. In each iteration, the verifier samples a
fragment with length K from prover’s trajectory, say, from M;
to M, k. Then a synthetic model M’ is updated from M; using
the same training algorithms in T4 but different training data
(i.e., using synthetic data S instead of prover’s training data).
After the ending synthetic model M} is generated, the verifier
computes some loss function between it and the correspond-
ing model in prover’s trajectory M;; k. By minimizing such

a loss function, the synthetic data is optimized to approach
the prover’s training data. We describe such a paradigm in the
form of pseudo-random code in Algorithm 1.

B Proof of Theorem 1

Theorem 1 (Restated) Suppose  that the  malicious
prover conducts algorithm manipulation attacks with
a lower cost than honest training. Let (14, T4, T7,D) and

(HA,’]T;M) ,']I‘<TM),D(M>) denote the training records of the
honest prover and the malicious prover, respectively. When

Assumptions 1-2 hold, we have

M
(D5 Ty i) > 1(DM TR ), (10)
where Tt ;.44 and T%i):i i) @re two length-k fragments from

Tr and ’H‘(Tm, respectively.

Proof: We conduct this proof by 1) computing the mutual
information I(T7 |;14; D) and 2) comparing the values of
mutual information between honest prover and manipulated
prover. Before conducting the proof, we provide several basic
knowledge on information theory that will be used in the
subsequent proof. The information theory has established that
for random variables x, y, z, the following equations hold [25]:

I(x;y) =H(x)—H(x|y), (11)

I({x1,%2,...,xn};¥) = Z[(xi;y | {x1,%2,...,xi—1}). (12)

i=1

Particularly, if z is independent with x conditioning on y (i.e.,
I(x,z|y) = 0), then we have:

H(x|y,z) =H(x|y). (13)

1) Mutual Information Computation. By Equations (11)
and (12), we have the following equations for training trajec-
tory T'7 and datasets D.

I(T7 [i:i 45 D) (14)
:I({MH ">Mi+k};D) (]5)
i+k—1
=Y I1M;D|{M;,... .M, }) (16)
Jj=i
i+k—1
=Y HWM;|{M,.... M;_})—HM; | {D,My,....M;_,}).
j=i

(a7

In the case where T7 is generated by structurally cor-
rect training algorithms, the j-th model state M; is trained
from the (j — 1)-th state M;_;, but does not use previous
states M1, ...,M;_1. Hence, conditioning on the knowledge



of M;_1, model state M is independent from {M,...,M; »}.
By Equation (13), we have for 1 < j <n,

Mj1})=

By conditioning on D, we have the following equation from
Equation (18).

H(M; | {M;,..., HM;|M;). (18

HM;|{D,M;,... M })=

By substituting Equations (18) and (19) into Equation (17),
we have

H(M; [{D,Mj-1}). (19)

(T [i:i145 D) (20)
i+k—1
=Y HM;|{My,....M;j})—H(M; | {D,My,....M;_1})
J=i
21
i+k—1

= L HM; | Mj)

—H(M; | {D,M;_1}). 22)

For honest prover, the training data can honestly gener-
ate the trajectory through training algorithms, i.e., M| =
Ta i (M;,D;) + z;. By substituting it into Equations (22), we
have

H(Mj\Mj,l) (23)
=H(Taj-1(Mj-1,Dj—1) +zj-1 | Mj_1) 24)
=H(Ta j-1(Mj-1,Dj—1) | Mj—1)+H(zj-1), (25)

where Equation (25) is due to the independence between z;_;
and D;_1,M;_;. By conditioning on D, we have the following
equation from Equation (25).

H(M;|{D,M;- 1}) (26)
=H(Ta,j—1(Mj—1,Dj—1) [{D,M;-1}) +H(zj-1 | D). (27)

Note that conditioning on the knowledge of {D,M; i},
the output of T4 j(M;_1,D;) is a deterministic value with
no uncertainty. Hence, we have H (T4 j—1(Mj—1,Dj-1) |
{D,M;_1}) = 0. In addition, since z;_; is a random noise
independent from D, we have H(z; | D) = H(z;) by Equa-
tion (13). By substituting these two conclusions into (27), the
following equation holds:

H(M;|{D,M;_\})=H(zj_1). (28)

By substituting Equations (25) and (28) into Equation (22),
we have

i+k—1
= ), H(Taj-1(Mj-1,Dj-1) [ Mj—1) (29)
j=i

(TT [i:i+k]>

Note that the malicious prover conducts algorithm manip-
ulation attacks, by which the training data are also honest.

Therefore, the above derivation also applies to the malicious
prover. Similarly, we have

i+k—1

I(T [”+k ZH A]lM 17 M)‘ )

(30)

2) Mutual Information Comparison. Next, by comparing
the mutual informations between honest training records and
forged training records, we come to the conclusion of The-

orem 1, i.e., I(D; Ty fj4) > I(D<M);’]I‘(T]tﬁi+k]). Recall that
the algorithm manipulation attacks can be conducted along
forward- and reverse- two directions. We prove this conclu-
sion along each direction, respectively.

Forward-Direction. When the cost of malicious prover is less
than that of the honest prover, by Assumption 1, the forward

algorithm manipulation attacks must utilize the target model

M in the training algorithms TI‘( ) |- Hence, compared with
honest training algorithms, the output of manipulated training
algorithms has lower entropy that that of honest prover, i.e.,

H(Tpj; 1(M;—1,Dj1) | Mj_1) > 31)
HITY v, DM M) (B

Reverse-Direction. By our modeling of reverse algorithm
manipulation attacks, when the cost of malicious prover is

lower than that of honest prover, the output of T( )is a de-
terministic value and thus has entropy being close to zero. In

contrast, the entropy of T( ) output is far greater than zero.
Hence, along the reverse dlrectlon, we also has

H(Ta,j-1(Mj-1,Dj-1) | Mj-1) (33)

>0~HT (M, DY) M), (4

By combining Equations (29) — (34), we come to the
conclusion /(M’;D M) | M) <I(Mi;D | M;—y) along the
forward- and reverse- dlrectlons The proof is complete. W
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