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Abstract

Many recent papers have proposed novel electrical mea-
surements or physical inspection technologies for defending
printed circuit boards (PCBs) and PCB assemblies (PCBAs)
against tampering. As motivation, these papers frequently
cite Bloomberg News’ “The Big Hack”, video game mod-
chips, and “interdiction attacks” on IT equipment. We find
this trend concerning for two reasons. First, implementation
errors and security architecture are rarely discussed in re-
cent PCBA security research, even though they were the root
causes of these commonly-cited attacks and most other at-
tacks that have occurred or been proposed by researchers.
This suggests that the attacks may be poorly understood.
Second, if we assume that novel countermeasures and vali-
dation methodologies are tailored to these oft-cited attacks,
then significant recent work has focused on attacks that
can already be mitigated instead of on open problems.
We write this SoK to address these concerns. We explain
which tampering threats can be mitigated by a PCBA security
architecture. Then, we enumerate assumptions that security
architecture depends on. We compare and contrast assurances
achieved by security architecture vs. by recently-proposed
electrical or inspection-based tamper detection. Finally, we
review over fifty PCBA attacks to show how most can be
prevented by proper architecture and careful implementation.

1 Introduction

When a digital security architect looks at a PCBA, they see
interactions between digital processors' and other subsystems.
These interactions may be placed into two categories as shown
in Figure 1: those that can be protected by cryptography-based
security architecture and those that cannot. Architectural de-
fenses for interactions that support cryptography are described

'We use the term “digital processor” loosely to refer to a chip that has
digital inputs and outputs, can execute cryptographic protocols, and can
condition its execution on signature verifications and integrity checks. This
could be a general purpose CPU, a microcontroller, an FPGA, an ASIC, etc.

| Digital processor |

' '

Support cryptography: Do not support cryptography:
« Other digital processors | | * Simple digital logic

« Program storage * Analog control/interfaces

» Working memory
* Digital interfaces

Figure 1: Only interactions where both parties can use crypto-
graphic protocols can be protected by security architecture.

in the following paragraphs.”

Security architecture can prevent adversaries from im-
personating or replacing legitimate components, and it
can prevent snooping or tampering with inter-component
communications. When two digital processors interact, they
can authenticate each other using public key infrastructure
(PKI) or shared secrets, then use cryptographic protocols to
set up an encrypted and integrity-protected channel. Adver-
saries cannot impersonate or substitute components unless
they can learn real authentication keys. Similarly, a secure
channel between components protects data confidentiality as
it crosses the PCB and enables processors to detect tampered
communications based on secrets that a board-level adversary
will not know.

Snooping and modification of data stored in non-volatile
or working memory can be prevented. When a processor
reads a program or data from non-volatile storage (e.g., EEP-
ROM, flash, or a hard disk), it can verify the authenticity and
integrity of the code/data using a signature (HMAC, RSA,
ECC, etc.). This prevents PCBA attacks that hijack the pro-
cessor by modifying stored code or data. Similarly, signatures
can prevent PCBA attacks that corrupt code or data in working

2Note that we do not equate ‘security’ with ‘cryptography’. In the words
of Peter Neumann: “if you think cryptography is the answer to your problem,
then you don’t know what your problem is” [76]. Rather, our point is that
many PCBA attacks can be prevented by a security architecture that accounts
for board-level threats.



memory (e.g., DRAM). To prevent snooping, data can always
be encrypted before it leaves a processor and decrypted when
it gets read back.

Peripherals can be authenticated, communications with
them can be secured, and sound design can protect a sys-
tem from malicious peripherals. When a processor interacts
with peripheral devices (e.g., via USB or PCle) or with a
remote computer, it can use the same techniques described
in the preceding paragraphs to either (a) authenticate and
encrypt/integrity protect communication with the device, or
(b) ensure that data written or read from the peripheral stays
secret and is not corrupted. If requirements dictate that a pro-
cessor must interact with arbitrary (untrusted) devices, the
system can be designed to limit peripherals’ access to critical
resources, e.g., using an IOMMU.

On the other hand, the digital architect cannot protect
their processor’s interactions with simple digital logic (e.g.,
glue logic, push-buttons) or analog circuits (e.g., analog con-
trol, analog transducers, power regulators). This means that
PCBA adversaries can potentially use these unprotected in-
puts to manipulate a processor, and they can prevent a pro-
cessor from properly controlling analog or simple digital pe-
ripherals. If the architect is lucky, it will be possible to use
heuristics or human intervention to prevent unprotected inputs
from manipulating a system into doing bad things.

2 Systematization of PCBA tamper defenses

This section explains PCBA security architecture’s founda-
tional assumptions, then explores when assurances based on
security architecture complement, and are redundant with,
those achieved by electrical and optical tamper detection.

2.1 PCBA security architecture assumptions

The design patterns from Section | assume that signals inside
a chip are safe from PCBA attacks. We assess that this is a
reasonable assumption for most threat models, and that it is
a beneficial assumption even in threat models where it is not
true.

2.1.1 IC vs. PCBA attacks

Chip-level tampering is performed against the silicon or metal
layers of an integrated circuit (IC) die. Examples include “Tro-
jan horse” ICs, FIB edits, microprobing, and photon emission
microscopy. These attacks cause a chip to violate its func-
tional or security requirements: it either operates incorrectly
with respect to its inputs or leaks internal state that could not
have been inferred from the untampered chip.

On the other hand, board-level attacks operate on a PCBA’s
components, traces, or substrate. Examples include compo-
nent addition, removal, or substitution, as well as changes to
substrate or routing. Board-level adversaries are limited to

manipulating or monitoring a chip’s inputs and outputs to
coax it into breaking the system’s security.

Some might question whether our chip/board boundary ac-
commodates side channel analysis and fault injections, which
seem to infer or influence a chip’s internal state even though
they are board-level attacks. We believe it does: although these
attacks exploit more arcane aspects of a chip’s operation than,
e.g., changing signals on a bus, they still use behaviors of
untampered chips to break system security. In other words,
operating voltage, electromagnetic fields, reset lines, etc. are
simply more signals an adversary may manipulate or monitor.
The security architect is responsible for understanding and
mitigating their system’s weaknesses to fault injection and
side channels, just as with more ordinary tampering attacks.’

2.1.2 On the “hardware root of trust”

Hardware security folklore holds that tampering attacks un-
dermine a system’s “hardware root of trust” [12,66]. In other
words, they undermine an assumption that certain parts of a
system are secure because they are outside an attacker’s reach.
We perceive that PCBA security researchers have generally
accepted that this is true, which may explain why there has
been so little attention paid to security architecture for PCBA
tamper prevention.

Security architecture needs a root of trust to enforce re-
strictions on, and establish trust in, other parts of a system.
In traditional cybersecurity, which focuses on software at-
tacks, hardware is said to be a root of trust because software
adversaries cannot change the metal and silicon that defines
hardware behavior. On the other hand, when studying attacks
on hardware, we must consider the possibility that attackers
could tamper with a system’s physical construction.

If PCBA tampering undermines a system’s root of trust,
then architectural defenses are hollow. Happily, we assess that
this is not the case. The phrase “hardware root of trust” is
too reductive; if finer distinctions are made, hardware that
is difficult to attack can serve as a root of trust against

3We assume the reader is familiar with most of the architectural defenses
we discuss, but we offer additional explanation of how the architect may
defend against fault injection and side channels.

To mitigate fault injection, a security architect might specify that certain
data reads or conditional instructions be performed multiple times with
random delays inserted between each iteration. They might also be mindful
of processor outputs that can serve as stable timing references before some
security-critical event. If they have the luxury of working with chip designers,
they can also ask for internal filtering on reset signals and power rails to
change components’ basic vulnerability to fault injection.

Side channels are trickier to mitigate in general [94], but, as we understand
the situation, there are two classes of side channels: (1) those that leak
keys given very few traces, and (2) those that require traces from many
thousands of cryptographic operations. The security architect must instruct
their implementors to avoid the first class of side channels. Completely
mitigating the second class is challenging, but susceptibility to these attacks
can be reduced by designing protocols that use keys that are frequently
rotated, or by ensuring that adversaries cannot coax a system into performing
many operations that use long-lived keys (e.g., by using long-lived keys only
in response to a signed, replay-protected message).



attacks on more vulnerable hardware. This distinction is
important because, for reasons we explain in the next sub-
section, PCBA tampering is a more widespread concern than
IC tampering, so different systems may have more or less
sophisticated adversaries.

2.1.3 Why ICs are a meaningful trust boundary

Attacking PCBAs is significantly cheaper and easier than
attacking ICs.

It is cheaper because the features an attacker must manipu-
late on a PCBA are a hundred to a million times larger than
on a IC. As aresult, IC tampering tools (e.g., microprobing
stations, FIBs, PHEMOS) are more sophisticated to build,
more costly to procure and operate, and are therefore less
accessible than those required for PCBA attacks (e.g., JTAG
emulators, soldering irons, and stereoscopes).

It is easier because signals of interest on a PCBA are at a
higher level of abstraction than on ICs. Whereas PCBAs are
composed of tens to thousands of components, ICs may con-
tain more than a billion transistors. The reverse engineering
required to understand which transistors must be modified
to backdoor a chip dwarfs that required to understand which
signals on a PCBA can be compromised.

Considering the difficulty of attacking ICs, many security
architects make a risk assessment that an adversary’s bene-
fit from a successful IC attack would not justify the attack’s
cost and complexity (or, equivalently, that the harm from sys-
tem compromise does not justify the expense and complexity
of implementing defenses against IC attacks). On this basis,
they exclude IC tampering from their threat model.* Replace-
ment of security-critical chips remains a concern, so ICs must
be authenticated, but once a chip’s identity is confirmed it
is explicitly assumed to meet the manufacturer’s functional
description, quality standards, and security requirements.

For highly-critical systems with powerful (nation-state)
adversaries, IC attacks become a realistic threat, so counter-
measures against both PCBA and IC tampering are needed.
However, even in this case, security architects benefit from
modeling ICs as roots of trust and mitigating board-level
threats via security architecture where possible. IC tamper
detection will be needed regardless of how board-level threats
are handled, and using security architecture to convert poten-
tial PCBA tampering into IC tampering will only make an
adversary’s life more difficult.

2.2 Security architecture vs. tamper detection

At the end of the day, architectural, inspection-based, and elec-
trical tamper defenses are different ways to make physical at-

“4For an example, we look to video game modchips, which have been
widely cited in PCB security research: Tony Chen says that Microsoft was
not worried about IC tampering when designing the Xbox One, but that
“every exposed pin” on the PCBA was an attack surface [19]. This was based
on an assessment that IC tampering costs more than several video games.

tacks costly and difficult. Security architecture accomplishes
this by converting PCBA attacks into IC attacks, while elec-
trical and optical countermeasures aim to detect board-level
probing and hardware modification. These approaches can be
complementary, or redundant. This section further explores
strengths and gaps in each approach.

2.2.1 A brief review of tamper detection

Recent work has focused on two kinds of tamper detection:
(1) Electrical characterization, and (2) physical inspection.

Electrical characterization Electrical detection senses pa-
rameter changes caused by hardware modification or probing.

Many approaches try to measure intrinsic electrical
variations from components and the manufacturing pro-
cess that are (1) difficult to mimic and (2) likely to change
if a system is tampered. Various measurements and equip-
ment/sensors have been proposed, such as impedance [28,
47, 63, 75, 111], resonant frequencies [70], signal reflec-
tions [109], propagation delay [78, 81, 108], and more. A
recent trend is to characterize impedance over a frequency
range [74,89,90, 114].

Other techniques measure dynamic parameters in
search of anomalies that could indicate tampering or coun-
terfeit components. For example, [22] measures a running
circuit’s EM emanations, and [9, 84] measure dynamic power.
Similarly, [68] proposes monitoring a digital processor’s con-
trol flow via its EM leakage.

A final class of electrical tamper detection uses an active
enclosure around sensitive subsystems to detect penetration
attempts [55], similar to the old IBM HSMs [5].

Physical inspection Inspection-based tamper detection
takes images of a board and searches them for signs of tamper-
ing. Innovations in this area have focused on novel imaging
modalities and automated inspection algorithms.

Different imaging modalities reveal different informa-
tion about a board. Lots of recent work has focused on ana-
lyzing images from simple visual light cameras [56], which
quickly and cheaply reveal colors, textures, part markings
and logos, silkscreen, and other features. X-ray, both two-
dimensional and computed tomography, has been investigated
for viewing PCB connectivity, inspecting inside components,
and finding components hidden between PCB layers [25].
Other, more exotic modalities have also been proposed, such
as terahertz for material analysis [102]. A summary of re-
search on additional modalities may be found in [71].

Images of a board are analyzed with computer vision,
image processing, and Al algorithms. Different algorithms
process information from different modalities, but visual light
and x-ray inspection have received the lion’s share of atten-
tion because these are the most mature imaging technologies.



For visual light images, algorithms for component classifica-
tion [21], board text, part number, and logo extraction [93],
texture analysis [27,41], pin counting and measurement [57],
laser mark characteristics [49], and many others have been
proposed to assist in deciding whether a board is as expected.
For X-ray inspection, researches have focused on extracting
PCB connectivity [16,61]. At least nine different PCB image
data sets have been gathered and annotated to contribute to
machine learning model training [56], including of x-ray im-
ages [72], and tools have been built to accelerate and refine
annotation of new data [58].

Online vs. offline Offline techniques check for attacks at a
moment in time but do not protect a system while it is in ser-
vice. Online techniques protect a system continuously once
they are installed and activated. Offline electrical techniques
use bench top instruments, ranging from multimeters, to 0s-
cilloscopes, to vector network analyzers (VINAs), whereas
online approaches incorporate sensing circuitry into a sys-
tem’s design. Most inspection-based approaches are offline,
but a few online approaches, e.g., using IR to monitor for tem-
perature changes that could indicate runtime anomalies [71],
have been proposed.

Golden-based vs. golden-free Tamper detection may com-
pare measurements of a suspect system to a “golden” model,
or to an earlier measurement of the system. Often, golden
models are difficult to obtain because they require either
(a) extensive a priori knowledge of a system and sophisticated
modeling, or (b) a trusted sample from which measurements
can be taken. Additionally, golden-based analysis is challeng-
ing because measurements must simultaneously be sensitive
to changes caused by hardware manipulation and insensitive
to changes from environmental or processing variation. In
electrical tamper detection, both golden-based and golden-
free techniques have been proposed. Physical inspection usu-
ally needs golden images because reliable measurements for
golden-free assessment are difficult to obtain.”

2.2.2 Reasoning about security

Even though architecture and tamper detection both work by
increasing attack cost and difficulty, reasoning about security
from tamper detection requires more knowledge of attacks
and measurements of countermeasure performance.
Security architecture operates on mathematical models.
Systems can be abstracted as automata, security properties
can be formally specified, and exploits are, to use the words

5Optical traits such as device footprints, chip texture, marking charac-
teristics, etc. are rarely specified in enough detail in datasheets to provide
meaningful golden-free measurements. Moreover, allowable tolerances on
each feature (pin pitch/length/spacing, package height/width) vary signifi-
cantly, making it harder to identify suspicious components in a golden-free
environment.

of Shubina and Bratus, “constructive proofs” that a system’s
architecture or implementation do not satisfy its security re-
quirements [18]. When dealing with such models, it is not
important whether a malicious device is large, small, or buried
between the layers of a PCB. E.g., if the wire targeted by a
PCBA attack carries encrypted and authenticated data, it will
not be possible to snoop data carried over the wire or to mod-
ify it without detection, no matter how physically subtle an
attack may be. This abstraction is enabled by the model of
ICs as trust boundaries. In sum, architectural security is
indifferent to an attack’s physical properties.

Conversely, electrical and optical tamper detection make
physical measurements of an attack. This means that factors
like the amount of capacitance that a probe adds to a victim
circuit, or whether an attack is implemented on the surface of
a PCB or between its layers, materially impact countermea-
sure performance. More accurate tamper detection schemes
can detect more subtle attacks, thereby increasing cost and
difficulty of tampering. Also, tamper detection is affected by
uncertainties from measurements, manufacturing process vari-
ation, and the environment.® Thus, to reason about security
from tamper detection, we need physical measurements
of how subtle attacks can be, how sensitive a particular
tamper detection technique is, and how much uncertainty
should be expected in measurements.

Unfortunately, we currently lack much of this information.
Little research has been conducted on how PCBA attacks can
be made subtle. We have found few works that use physical
measurements to describe disturbance caused by realistic
attacks or tamper detection performance, and we know of
no comprehensive studies of environmental or manufacturing
uncertainties in tamper detection. Instead, countermeasure
performance is typically expressed in terms of concrete test
cases detected, and most countermeasures are evaluated with
different test cases. Validation using ad-hoc test cases, or with
benchmarks whose relative difficulties and relation to the gen-
eral tampering threat is unknown, make it difficult to compare
different techniques’ performance or assess how effective
tamper detection techniques will be against realistic attacks.

2.2.3 Picking appropriate defenses

With all of this background in mind, we consider strengths and
weaknesses of tamper detection and architecture. Different
defensive strategies are appropriate for different systems and
threat models, but as a general rule of thumb:

Start by applying the security architecture techniques
from Section 1 to protect a system’s digital functions.
There are several reasons that security architecture should be
a system’s primary defense where it can be applied. (1) Some

®Note that the presence of measurement uncertainty implies security
assessments based on tamper detection should be considered statistical prob-
lems. As tamper detection research matures, we hope to see countermeasures
evaluated in terms of the likelihood that they detect a particular attack.
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Figure 2: Depending on what attacks must be stopped and
when attacks are anticipated, different defenses are needed.

secure PCBA design patterns, such as cryptographic firmware
verification and integrity checks of critical data, will already
be needed because they protect a system against software-
only/remote attacks. (2) Because it has been used for years
to prevent software exploits, security architecture is well-
understood, widely used, and supported by commercial hard-
ware. (3) The cost and difficulty that proper security architec-
ture incurs to attackers is easy to reason about. (4) With a bit
of support from component vendors, architectural defenses
can secure a system through its entire lifecycle, from before a
PCBA is assembled’ to when it sits in an adversary’s lab.

Next, design tamper detection to fill security architec-
ture gaps or provide defense in depth. We consider four
ways that electrical or inspection-based tamper detection can
complement or augment security architecture. (1) Tamper
detection must be used to defend analog or simple digital
functions because they do not support cryptography, as ex-
plained in Section 1. (2) There are some attacks on system
availability that security architecture cannot prevent. (3) Tam-
per detection may enable a system to respond to sophisticated
secret extraction attacks. (4) Defense-in-depth, where tamper
detection and security architecture are deployed redundantly,
may be desired as a hedge against implementation errors or
security architecture failures.

Finally, recognize that some tamper detection ap-
proaches only work on certain kinds of attacks. It is impor-
tant to ensure that implemented tamper detection techniques
match threats to-be-defended.

System lifecycle considerations Figure 2 enumerates four
goals an attacker might have for a tampering attack. Some
goals only require an attack to succeed once, while a PCBA

7For example, [97] is a commercially-available implementation of com-
ponent authenticity checks for establishing initial trust in a system before
imbuing it with secrets or firmware. When the system is first provisioned
(perhaps at an untrusted facility), the processor’s authenticity is established
via PKI, secrets are protected all the way down to the IC die, and security
configuration is set atomically with firmware installation. This establishes
strong initial trust as long as IC tampering is not in scope, and, as discussed
in Section 2.1.3, if it is in scope, you’re going to need chip-level defenses
regardless of how you deal with board-level threats.

is in the adversary’s hands. Others require that hardware mod-
ifications persist until the PCBA is installed and in service.

Offline tamper detection techniques can stop attacks that
occur before a system is fielded, but they cannot protect a
system while it is on the attacker’s desk. To protect a system
after it enters service, security architecture or online tamper
detection are required. However, even though there are online
inspection-based defenses, these can only protect a PCBA that
stays within its imaging environment. Therefore, to prevent
attacks performed on an attacker’s desk, architecture or
online electrical tamper detection are needed.

If a system’s threat model includes manufacturing-time
attacks from a board fabricator, assembler, or component ven-
dor, “golden-based’ tamper detection or security archi-
tecture are needed to establish initial trust in a system.
Golden-free techniques can prevent future tampering, but, if
manufacturing-time attacks are in scope, the system could be
compromised before the reference measurement or image is
taken. Security architecture is effective for checking authentic-
ity of digital processors and peripherals. Golden-based tamper
detection must be used to find other differences between a
PCBA’s expected and actual construction, such as authentic-
ity checks for analog or simple digital components, copper
and substrate verification, and detecting added or removed
components on analog signal paths.

Attacks architecture cannot defend As explained in Sec-
tion 1, security architecture does not protect analog control,
simple digital logic, transducers, or similar circuits. These
gaps must be filled by online electrical tamper detection if
attacks can succeed in the adversary’s hands, or by offline
electrical or inspection-based countermeasures if it is suffi-
cient to check for tampering before the system enters service.
Security architecture prevents attacks from tampering with
data in digital system interactions, but it does not prevent hard-
ware modification per se. If a PCBA attack does not aim to
break confidentiality or integrity of digital data, tamper
detection may be necessary even on digital systems. For ex-
ample, consider destructive attacks: some do tamper with code
or digital data,® but there are many creative ways to physi-
cally destroy a digital PCBA or the system it controls that have
nothing to do with code or data. A few examples have been
proposed in the literature and will be reviewed in Section 3.
Such attacks must be detected via either offline or online
tamper detection, depending on a system’s threat model.
Finally, tamper detection may assist in preventing some
kinds of reverse engineering. Security architecture should be
used to prevent adversaries from reading firmware, contents
of working memory, inter-IC communications, and other in-
formation that would help them understand how a system

8 Attacks like Stuxnet are not PCBA attacks, but they demonstrate that
control of a processor can enable physical damage to a PCBA or a system it
controls. Without proper PCBA security architecture, similar attacks can be
performed via tampering.



works, but if a system also has sensitive analog functions, on-
line electrical tamper detection ranging from tamper-resistant
enclosures, to photon detectors, to trace characteristic moni-
tors are needed. If the goal is to prevent reverse engineering
the PCB hardware design, your best bet is a thick layer of hard
black epoxy imbued with dense X-ray-blocking material.

Reinforcing against secret extraction To prevent attacks
that extract cryptographic keys, sensitive data, plaintext
firmware, etc., start with security architecture and augment
with tamper detection. Low- to medium-sophistication attacks
on digital assets can be effectively foiled by using security ar-
chitecture: don’t let cleartext secrets leave IC trust boundaries,
check code and data integrity to prevent adversaries from hi-
jacking a processor to dump secrets, and reduce susceptibility
to side channels and fault injection through circuit design,
careful firmware implementation, and key usage policies. For
the most sophisticated secret extraction attacks, online electri-
cal tamper detection can complement architectural defenses
by enabling the system to react to abnormal operating envi-
ronments. These sophisticated attacks may involve removing
a chip from one PCBA and placing it onto a different board
that is, e.g., optimized for side channel analysis, or for re-
peatedly stimulating the chip in a specific way. Or, it could
involve decapsulation, polishing backside silicon, or other
physical changes in preparation for chip-level tampering. Al-
though some of these attacks blur the line between PCBA and
IC attacks, PCBA electrical defenses can nonetheless create
hurdles that increase their cost and difficulty.

Defense in depth Of course, it is possible to protect the
same attack surfaces with both tamper detection and secu-
rity architecture. Redundant protections may be desired as
insurance against unforeseen gaps in security architecture or
implementation errors: Section 3.2.2 explores how such gaps
and mistakes can compromise an otherwise secure system.

3 Study of prior PCBA attacks

Having discussed, in abstract, how different attacks and adver-
saries can be foiled by security architecture or tamper detec-
tion, we examine actual and proposed PCBA attacks to show
that our theoretical analysis also applies to real problems. We
give special emphasis to Bloomberg News’ “The Big Hack”,
video game modchips, and “interdiction” attacks because, as
we have already noted, these attacks are commonly cited as
motivation for novel tamper detection techniques.

To structure our analysis, Table | enumerates classes of
vulnerabilities that result from failure to employ security ar-
chitecture or implement it properly. It also defines a final
category that we use for any attack that cannot be prevented
with security architecture.

Failure to...

1 | Check integrity or authenticity of stored code/data.
2 | Encrypt secrets outside IC trust boundary.

3 | Authenticate a peripheral component.

4 | Integrity-check data at IC trust boundary.
5

6

Enforce restrictions on untrustworthy peripherals.

|

Table 1: Classes of PCBA vulnerabilities caused by security
architecture gaps or implementation failures.

\ No failure — security architecture can’t help.

This section omits substantial detail due to paper length
constraints. We strongly encourage interested readers to re-
view the unabridged manuscript fount at https://arxiv.
org/abs/2410.09993.

3.1 “The Big Hack”

“The Big Hack”, an article from Bloomberg News [85], is cited
as motivation by many recent tamper detection papers [10,11,
17,56,59,71,81-84,88,102, 114].

Limited technical details about the actual attack. The
article alleges that a spy implant on server motherboards com-
promised high-profile American companies as well as U.S.
intelligence agencies. According to the article, the implants
were “not much bigger than a grain of rice”, they were “gray
or off-white in color”, they “looked more like signal condi-
tioning couplers... than microchips”, and they “varied in size”
between victim boards [85]. Regarding their function, the arti-
cle says the chips contained only a small amount of code and
attacked the baseboard management controller (BMC) [85],
a highly privileged peripheral with characteristically poor
security [31, 54]. The implants’ payload allegedly opened
backdoors on the BMC and retrieved exploit code from com-
mand and control servers [85]. As a concrete example of
attacks enabled by such a payload, the article discusses how
the implant might change a password [85].

Unfortunately, these details are insufficient to analyze the
implant. The only things that the article states definitively are
that the implant hijacked control of a processor and that its
payload involved the BMC (but not necessarily that it hijacks
the BMC). Given these leads, researchers have prototyped
plausible attacks. We study these attacks in lieu of the actual
“Big Hack” implant.

No secure boot on BMCs. Trammel Hudson proposes that,
to hijack control of a BMC, attackers could simply replace or
reprogram the flash chip that stores the BMC’s firmware [54],
as typical BMCs load unencrypted firmware without checking
its authenticity or integrity.

However, a reprogrammed flash chip could be detected
if a security auditor, like the one who allegedly found the
“Big Hack” implant, reads the flash and compares its contents
with expected values. To demo a more discreet, nation-state-
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level attack, [54] proposes that a series resistor on the SPI
data line between the BMC and its flash could be replaced
with an active component that monitors sequences of bits
read and creates an open circuit at critical moments so that
the SPI line’s pull-down resistors change affected bits from
‘1’ to ‘0’. Unprogrammed flash sectors read as long strings
of ‘1’ bits, creating a blank canvas for such an implant to
inject a software payload. Assuming that the CPU reads at
least a handful of such unprogrammed bytes at the end of its
firmware, all that remains is to manipulate a branch target
in the initial firmware to jump to the payload bytes and the
attacker can hijack control of the BMC. An FPGA-based
proof of concept demonstrates the viability of this in-flight
firmware modification [54].

Regardless of precisely how it manipulates a firmware, this
Class 1 vulnerability could be closed by industry-standard
boot security. Signature verification prevents firmware modi-
fication by PCBA implants, no matter where they are located
or how small they are.

Use an unprotected root shell. Hudson notes that a far eas-
ier way for a hardware implant to take over a BMC would be
to attach the implant to the BMC'’s serial console header, wait
for the BMC to finish booting and print “press enter to activate
this console”, then emulate an “enter” key stroke and receive
aroot shell [54]. From here, more emulated keystrokes could
direct the device to change passwords and configurations in
the same manner as an administrator who has connected their
server console to the BMC.

Monta Elkins explores this attack further. He demonstrated
that an AT-Tiny microcontroller attached to the UART port
on a commercial router could access trigger password resets
and change firewall configurations to give an attacker remote
access [29,45].

The root of this problem is that the administrator shell is
not protected by a password. This is a sane policy if physi-
cal access to a server is deemed a sufficient barrier to defeat
adversaries, but if PCBA attacks are in scope, trusting a pe-
ripheral simply because it is physically connected constitutes
a Class 5 vulnerability.

3.2 Video game console modchips

Many recent papers [11, 47,48, 56,59, 78, 80, 81, 84, 112,
113] have cited ‘modchips’ as motivation for novel PCBA
defenses. However, to the best of our knowledge, none have
analyzed any specific modchip attacks. There were many [19,
30, 53]. Analyzing specific attacks reveals that they were
mostly caused by design and implementation mistakes in the
first two console generations. The latest consoles with strong,
properly-implemented security architecture have no known
modchip vulnerabilities.

Video game consoles must prevent piracy and cheating [19].
Anti-piracy is important because game creators like to get
paid, and because console manufacturers sell hardware be-

low cost to entice customers while recovering profits through
game sale royalties. Anti-cheat ensures that games are fun
and fair so that customers will keep buying games and sub-
scriptions for competitive online play. Generally, meeting
these goals requires that Microsoft maintains control of 1) the
Xbox’s processor and 2) the foundational secrets in the con-
sole’s security architecture.

3.2.1 Original Xbox modchips

Failures of the original Xbox’s security system were en-
abled by implementation mistakes and poorly-calculated
cost/security tradeoffs. Control of the processor and cryp-
tographic secrets were both lost repeatedly through various
mechanisms.

First-stage boot loader mistakes. The original Xbox’s
first-stage boot loader (1BL) and the key for decrypting its
second-stage boot loader (2BL) were transmitted in the clear
across the PCB from the South Bridge die to the CPU where
the 1BL was executed [52, 53]. Cleartext transmission of
cryptographic secrets across the PCB is an obvious Class 2
vulnerability, but it was viewed as a good cost/security com-
promise’ because Microsoft assumed the relevant buses were
too fast to sniff with amateur equipment [99] and that nobody
with advanced tools would want to dump the Xbox’s boot
ROM. This was a costly miscalculation. The Xbox’s 1BL,
including its 2BL encryption keys, were dumped and pub-
lished [52,53]. Then, hackers studied the 1BL and discovered
that an implementation error rendered its 2BL integrity check
ineffective, a Class 1 vulnerability. The combination of an
impotent integrity check and a leaked 2BL encryption key
enabled modchips that replaced the 2BL, either by modifying
it on the fly as the CPU fetched it or by replacing/overwriting
the flash chip [99].

A second failure to implement hashing. Microsoft re-
sponded to their console’s first compromise by 1) updating
the 2BL encryption key and 2) attempting to fix their broken
2BL authenticity check. Both measures were failures.

Updating the 2BL encryption key was ineffective because
the Xbox’s hardware architecture did not change, so the new
key could be dumped in the same manner as the first (or
by anybody who managed to read the 1BL). This remains a
Class 2 vulnerability.

Fixing 2BL verification should have prevented 2BL mod-
ification, but Microsoft made an exceptionally poor choice
of hashing algorithm. They used the Tiny Encryption Al-
gorithm (TEA),'” which yields the same digest for multi-
ple inputs if pairs of input bits are manipulated in a spe-
cific way [53,99]. Hackers performed such a manipulation to

9Custom CPUs with sufficient ROM for the 1BL would have been more
expensive than adding a ROM to the South Bridge [99].

I0TEA was probably chosen due to the very limited space remaining in
the 512B boot ROM [100]. We can speculate that without this cost constraint,
a more widely-used and secure hash like SHA1 may have been chosen.



change a 2BL branch target, thereby redirecting the CPU into
attacker-controlled flash. This remains a Class 1 vulnerability.

Some hackers did not want to release exploits that depended
on Microsoft’s 2BL encryption key for fear of violating the
Digital Millennium Copyright Act. They found the following
other PCBA vulnerabilities that did not need this key.

Failure to verify that an important CPU fault actually
happens. The “Visor Vulnerability”, came from an incorrect
assumption about the CPU’s behavior: Microsoft thought a
CPU fault would occur if the instruction pointer rolled over
from 0xFFFF_FFFF (the highest address in the 32-bit system)
to 0x0. They relied on this behavior to stop the Xbox’s CPU in
case of failed 2BL authentication. In fact, a hacker tried it and
discovered that execution would happily continue at 0x0 [53,
99]. Thus, by overwriting unprotected flash data or wiring up
a modchip, attackers could control the Xbox’s CPU, dump the
1BL, and recover the 2BL encryption keys [53]. The Visor
Vulnerability is Class 1 because it was an implementation
error that broke stored program verification.

“Jam code” interpreter vulnerabilities. Another attack,
the “MIST premature unmapping attack”, was enabled by
overwriting or interposing on the same flash data as the Visor
Vulnerability.

The Xbox 1BL needed to stuff several complex functions,
including RAM initialization, 2BL decryption and integrity
checks, and more, into a mere 512 bytes. To help save space,
several of these operations were performed by a virtual ma-
chine in the 1BL that executed a sequence of “jam codes”
stored in flash [99].

The jam codes were stored unencrypted and the 1BL did
not authenticate them. To mitigate this obvious Class 1 vul-
nerability, the Xbox’s engineers tried to make the 1BL virtual
machine incapable of doing bad things by blacklisting jam
code byte patterns. However, their blacklist did not account
for the flash chip’s address aliasing and attackers exploited
this oversight to more easily dump the 1BL [99]. Attackers
could also sidestep the blacklists by assembling malicious
commands byte-by-byte [99]; this was exploited to disable
the secret ROM while the 1BL was running, causing exe-
cution to continue in attacker-controlled flash. The conse-
quences for the Xbox were lost secrets and loss of control of
the CPU [53,99].

Vulnerabilities from a forgotten legacy behavior. Yet an-
other attack leveraged a legacy CPU behavior that Microsoft’s
engineers had overlooked. In brief: grounding the A20# CPU
pin (“the A20 gate”) caused the 20th bit of whatever address
was requested by the CPU to be set to zero. This was useful
because grounding the pin changed the Xbox’s boot vector to
attacker-controlled flash instead of its secret ROM [99, 100].
Once more, overwriting flash or adding a modchip gave at-
tackers control of the system. This “A20 Bug” was also useful
for dumping the 1BL.

The A20 Bug allowed attackers to sidestep stored program
verification. It is yet another Class 1 vulnerability.

3.2.2 Xbox 360 modchips

The Xbox 360’s security architecture was greatly improved
compared to the original Xbox, but software vulnerabilities,
ineffective glitching countermeasures, timing side-channels,
and various architectural and implementation mistakes related
to the disc drive enabled PCBA attacks against the console.
However, the final Xbox 360 motherboard revisions, which
corrected many implementation and architectural failures,
were not vulnerable to any PCBA attacks.

JTAG/SMC: a physical method for exploiting a hypervi-
sor vulnerability. It is ironic that many video gamers equate
the term “JTAG” with “hardware modchip” because JTAG
was only a convenient way to deliver a software exploit: “a
new way to exploit the well-known 4532 kernel” [38]. When
the software vulnerability was closed, JTAG modchips no
longer worked. The exploit behind JTAG’d consoles was
known as the “King Kong” attack because the original de-
livery mode was to make the King Kong video game load a
malicious saved game file. A hardware attack was devised
because attackers felt that loading the King Kong game every
time they wanted to launch Homebrew was too inconvenient.

We encourage readers to review the extended version
of this paper for a fascinating technical explanation of the
JTAG/SMC attack. In brief, a combination of unprotected
System Management Controller (SMC) firmware in flash (a
Class 1 vulnerability) and active JTAG on the GPU (a Class 5
vulnerability, in this context) were exploited to load the King
Kong attack software payload after the kernel had booted.

Exploiting timing side channels to guess an HMAC
digest. Another physical attack on Xbox 360, the “timing
attack”, bypassed fuse checks to downgrade consoles to a
King-Kong-vulnerable hypervisor. The root cause of the vul-
nerability was a memcmp function that worked byte-by-byte,
returning an error as soon as a difference was found. Mini-
mum fuse values were protected by an HMAC, but the non-
constant-time memory comparison allowed attackers to guess
the correct hash byte-by-byte using the time before HMAC
comparison failure to indicate whether their byte guess was
correct. This implementation error amounts to a failure to
correctly verify data stored off-chip: a Class 1 vulnerability.

A microcontroller could be attached to the PCBA to repeat-
edly 1) reflash NAND with a new base kernel and header that
contained a hash guess, 2) reset the CPU, 3) measure how
long it took for hash comparison to fail, and 4) repeat the
procedure with a new guess. Codes output on the console’s
POST out pins, which changed at known points in its boot
process, were used as timing references [38]. This procedure
could bypass fuse checks within a day [1,23,38].

Glitch attacks. The third type of compromise affecting
the 360 was fault injection. These so-called Reset Glitch
Hack (RGH) attacks used FPGA modchips to inject faults
that skipped over buffer comparison failures in the 360’s 2BL.
At the moment when hashes were being compared to deter-



mine whether software was authentic and should be booted,
the modchip pulsed the reset signal. This caused the chip’s
reset procedure to begin, but the pulse was so short that the
procedure did not complete and the CPU continued execut-
ing [3]. However, the glitch caused the memory comparison
result to read as zero, indicating that the comparison had found
no differences even though the 4BL. was tampered. Boot pro-
ceeded into attacker code. The RGH attacks are Class 1: they
exploit implementation errors that undermine secure boot.

Different console motherboard revisions required different
variants of the RGH. In all variants, the first step was to slow
the 360’s CPU because the reset pulse had to be sent at exactly
the right moment and the Xbox’s native speed was too fast
for modchips to glitch accurately. For early console revisions,
this was accomplished by asserting the CPU’s PLL_BYPASS
signal [3, 39], which was exposed on the PCB, causing the
CPU to execute at the frequency of its external oscillator.
This bypass signal was removed in later console revisions,
but hackers discovered that the HANA peripheral, which con-
trolled the CPU clock frequency, would reduce the frequency
in response to I2C commands [3,39].

Next, the reset pulse was sent. The reference point for
determining when the pulse should be sent was, as in the
HMAC timing attack, the CPU’s POST output pins [3].

Microsoft tried a variety of mitigations, including removing
POST debug output traces to remove the RGH timing refer-
ence and integrating the HANA chip into the South Bridge,
but attackers found ways around these obstacles [3]. In the
final Xbox 360 motherboard revision, Microsoft finally killed
RGH by implementing random delays and redundant checks
in their 2BL [3], as well as improved reset line filtering on the
CPU die. POST signals were disabled (instead of merely re-
moving their PCB traces). This final 360 hardware revision is
widely considered secure against physical attacks. Interested
readers may refer to [3] for more details on RGH.

An insufficiently-secure security-critical peripheral.
When the CPU fetched anti-piracy data from the Xbox 360’s
disc drive, the exchange was encrypted with a console-unique
key. This attempt to secure communications with the disc
reader was undermined by Class 1 and Class 2 vulnerabilities
in the disc drive controller.

The disc drives on early Xbox 360 generations were triv-
ially broken. One early disc reader stored its drive key un-
encrypted in a discrete flash chip on the drive PCBA [1,23],
a Class 2 vulnerability. The drive controller also did not use
cryptographic firmware verification [1,23], a Class 1 vulner-
ability. Attackers dumped the key, programmed a drive con-
troller with a firmware that enabled piracy, and re-paired the
modified drive firmware to their CPU using the dumped key.
The next hardware revision’s disc reader did encrypt and
integrity-check its firmware and drive key, but it had a man-
ufacturing mode [1] which could be entered by presenting
a special boot disk or shorting a few of the drive’s pins to-
gether. Once in manufacturing mode, the drive could be repro-

grammed. The manufacturing mode opens another Class 1
vulnerability.

A series of hardware revisions followed, where each ver-
sion was compromised by glaring security architecture and
implementation failures. We strongly encourage readers to
read the extended version of this paper, which elaborates on
the escalating cat-and-mouse game between Microsoft and
Xbox hackers. In brief, some drives would spit out their keys
over UART or SATA if their trays were forced half-open while
power was disconnected [2] (Class 2); drive controllers were
repeatedly compromised because they did not cryptograph-
ically verify their firmware (Class 1); Microsoft thought they
got the better of attackers by bonding the write protect pin on
a flash die to ground inside the disc drive controller package,
but this was defeated when adversaries figured out they could
cut the bond wire by drilling into the drive controller pack-
age (!) [2,19]. In the end, Microsoft finally released a drive re-
vision that cryptographically checked its firmware and did not
have a silly key dump feature, paired with a CPU that would
not cough up its drive key in response to RGH attacks [2].

3.2.3 There weren’t any Xbox One modchips

In Microsoft’s latest consoles, strong digital security archi-
tecture and careful implementation appear to have succeeded
against PCBA tampering adversaries [19].

Distrust everything outside a trusted IC. A system on
chip (SoC) was the console’s root of trust and signals from
every other component on the board were treated with suspi-
cion [19]. The only other security-critical IC, the disc reader,
used proper secure boot [19] and incorporated all of the im-
plementation lessons that Microsoft and its vendors learned
from disc drive attacks on the Xbox 360.

Dedicated security coprocessor. One of the security IPs in
the Xbox One’s SoC was a security coprocessor that operated
on all of the console’s secrets and did not permit any other IP
in the SoC to read them under any circumstances [19]. This
corrected a major flaw from the Xbox 360: the CPU could
read important secrets, enabling any adversary who managed
to hijack the CPU to learn them. Besides isolating secrets
from the CPU, the security core had dedicated communication
channels with the CPU and RAM encryption engine that
prevented other IP blocks from interacting with the security
engine in unintended ways (i.e., communications with the
core would never appear on common buses).

Hypervisor with stronger VM isolation. Like the 360, the
Xbox One uses a hypervisor to check code authenticity and
integrity before marking any page executable. However, the
Xbox One hypervisor runs games, system functions, and hard-
ware drivers in separate virtual machines [19] whose memory
is encrypted using different keys [19,69]."" To achieve this,
the security coprocessor loads a different key into the RAM

"'This architecture is now deployed in server-class CPUs to strengthen
isolation between tenant virtual machines (VMs) [4,69].



encryption engine for each VM in the system [4]. Per-VM
encryption prevents software vulnerabilities in one VM from
affecting any of the others: any values written to DRAM un-
der one VM’s key decrypt as garbage when read by a different
VM. In particular, this design prevents game or OS vulnera-
bilities from coaxing the hypervisor into using unencrypted
memory as the Xbox 360 King Kong attack did.

3.3 The NSA ANT Catalog

Hardware modification of IT equipment in transit (“inter-
diction”) is another common motivation for recent work.
Examples of citing papers include, but are not limited to:
[11,15,47,56,71,113].

The NSA ANT Catalog is a leaked U.S. government doc-
ument that describes several hardware implants available to
U.S. intelligence [7]. According to [46], some were installed
by interdiction. The NSA Playset [35,37,79,96] is an effort
by hardware hackers to make open-source versions of the
ANT Catalog attacks. Others have also studied the technical
feasibility of these implants [91,92,98, 105].

Even the nation-state spy implants described in the ANT
Catalog can, with a few exceptions, be mitigated by security
architecture or implementation fixes. As the NSA Playset’s
authors put it, these implants are the result of “design flaws”
exploitable by “12-year olds” [37].

Abuse of active debug infrastructure. One NSA implant
attaches to a server motherboard’s debug infrastructure to
install malware on the CPU. Details of the malware are ir-
relevant; active debug interfaces are widely understood to be
a vulnerability if physical attacks are in scope [86,98]. The
NSA Playset has demonstrated that a wide variety of software
payloads can be installed using the same JTAG Trojan: they
have changed file permissions in Linux [36], bypassed Linux
login password checks [35], and manipulated outputs of an
industrial PLC [35].

Most microprocessors are capable of disabling JTAG in-
frastructure permanently via eFuse or write-protected flash
configuration bits. JTAG is helpful for firmware development,
but it should always be disabled in deployed systems to pre-
vent easy, catastrophic attacks. Failure to do so could lead to
many classes of vulnerabilities, depending on precisely how
the active debug infrastructure is abused.

Protection against malicious peripherals. The Cata-
log describes several implants installed in USB cables or
host ports that inject software exploits and include a radio
transceiver to bridge air gaps. System protections cannot
prevent transceivers being installed to bridge airgaps, but
software and USB driver vulnerabilities are garden-variety
Class 5 implementation errors [51].

Another implant replaces hard drive firmware. The Catalog
gives the impression that the implant exploited vulnerabilities
in master boot record (MBR) parsing. If this is true, the un-
derlying issue is the software vulnerability, not the hardware

delivery mode. However, the more important physical vulner-
ability is an untrustworthy peripheral: if a system component
is unauthenticated, all bets are off. [110] illustrates how a
hard disk without protected boot can modify written data or
create a backdoor for exfiltrating information. Firmware sign-
ing is listed in the paper as an effective countermeasure [110].
As the authors point out, firmware signing does not prevent
complete replacement of the hard drive, but authenticating
the peripheral IC closes this gap. Yet another attack leverages
a malicious hard drive firmware to turn the hard drive into a
microphone: the malicious firmware keeps track of position
error measurements of the disc reading head, which is highly
sensitive to vibrations such as those caused by nearby speech,
and using them to reconstruct an audio signal [64]. This is
cool, but we reiterate: if PCB attacks are in-scope, system ar-
chitects should authenticate peripheral ICs to mitigate Class 5
vulnerabilities and should be very careful incorporating any
peripherals that do not check signatures on their firmware,
i.e., that have Class | vulnerabilities.

Snooping and spoofing ethernet traffic. One NSA im-
plant lives in ethernet jacks where it snoops traffic and in-
jects packets onto a target network. It is coupled with an RF
transceiver for remote control and crossing airgaps. The NCC
Group [26] prototyped a similar attack.

An implant in an ethernet jack ‘taps the wire’ in the most
traditional sense: a processor on the PCBA is the cryptogra-
pher’s “Alice”, a remote computer is “Bob”, and the implant is
“Eve” if it is passive or “Mallory” if it injects packets. These
implants are precisely the adversaries that cryptographic pro-
tocols were designed to protect against. Any connection using
industry-standard security (e.g., TLS) closes the Class 2 vul-
nerabilities associated with lost secrets, the Class 3 vulnerabil-
ities associated with failing to authenticate a remote computer,
and the Class 4 vulnerabilities from not integrity-protecting
communications.

DMA attacks by PCI(e) devices. A fifth NSA implant was
installed “plug-and-play” style into a PCI adapter to bridge
airgaps and install malware on the host. The NSA Playset pro-
totyped this capability with an off-the-shelf PCI development
kit [37] and demonstrated a password check bypass on then-
modern Macs. The password bypass modifies code in RAM so
that the password verification function accepts any non-empty
password as correct [34]. Later, PCILEECH [40] achieved
similar payloads with higher read and write speeds. [40] is
still maintained as a penetration testing tool.

As explained in [14, 50], older computers typically im-
posed no limits on memory accessible to DMA peripherals,
so DMA devices could read or modify critical code or data in
RAM. The Windows 9x, 2000, 20003, XP, or Vista systems
that this NSA implant targeted almost certainly fell into this
category. These attacks are partially mitigated by enabling an
I/O memory management unit (IOMMU) [40], a hardware
block built into most modern processors [8, 73] that restricts
which memory is available to different I/O devices. IOMMUs




prevent Class 5 “plug-and-play” attacks, but, similar to other
blacklisting-based mitigations, they can be bypassed by PCBA
attacks located after the IOMMU. The real vulnerability at
the root of DMA attacks are in Class 4: sensitive data written
to working memory by the CPU are neither encrypted nor
integrity-checked. Though we do not know of any examples,
it is also easy to imagine Class 2 vulnerabilities from writing
unprotected secrets to RAM that are exploited via DMA.

Retroreflectors. The Catalog includes several “retroreflec-
tors”, which use a signal of interest to modulate radar waves
broadcasted by an attacker who monitors the reflected waves
from a distance. The modulations in the reflected waves al-
low recovery of the signal of interest without high-power
transmitters [79, 105]. ANT Catalog implants can broadcast
digital data, analog video, ambient audio, or simply act as a
location beacon. Green Bay Professional Packet Radio has
a series of YouTube videos that analyzes and demonstrates
their principles of operation [44].

The NSA Playset has prototyped retroreflectors that work
with commercial software-defined radios. Their PoCs can
monitor PS/2 keyboards, low- to mid-speed USB, and, to a
limited extent, VGA [79]. A few years later, [105] took a
second look at the attack and affirmed retroreflector viability
at short range with a PoC attack on a USB keyboard. Both
used a rudimentary setup and simple signal recovery; more
sophisticated analysis could increase range and accuracy.

Systems defenses cannot prevent devices that broadcast
ambient audio or act as a beacon; these devices leech power
from a host system but do not otherwise interact with it. These
are our first Class 6 attacks. The retroreflectors that broadcast
digital data are Class 2 problems that can be mitigated by
encrypting signals between digital components.'” The retrore-
flector that broadcasts analog video is more difficult to address
because there are no accepted solutions for analog signal en-
cryption; this vulnerability is Class 6."°

3.4 Attacks on TPMs

Trusted platform modules (TPMs) are dedicated chips 14 for
storing secrets, making digital signatures, generating entropy,
and other security-critical operations. Sometimes TPMs are
used just to isolate these operations from potentially vulnera-
ble software on a CPU. However, another usage model, ‘re-
mote attestation’, relies on TPMs as trustworthy reporters of
system integrity in untrusted systems. We refer readers to the

12These attacks are Class 3 as proposed by the NSA Playset and Catalog,
but keyboards, mice, and other digital or analog sensors generally create
Class 6 vulnerabilities. For example, encryption between a keyboard and
host can rule out trojans in USB cables, but the keys themselves are simple
pushbuttons that cannot be protected by system security.

3Note that modern digital video signals are typically encrypted, e.g.,
using HDCP on HDMI [62]. A similar attack on digital video would fall into
Class 2.

14Some SoCs incorporate TPM logic on-chip. There are also “soft” TPMs.
But our discussion is only concerned with discrete TPMs.

extended of this paper for an explanation of TPM attestation.

The TPM threat model centers on keeping secrets: endorse-
ment keys must be protected so that attestation is meaningful,
and keys entrusted to the TPM by a system must also be pro-
tected. Additionally, it must not be possible to make a TPM
tell a remote verifier that a system is running ‘safe’ software
when it is not, and, if a processor relies on a TPM for strong
entropy, received entropy must not be compromised.

Researchers have prototyped several PCBA attacks against
TPMs: 1) an attack on TPM-supplied entropy. 2) a snooping
attack that recovers cryptographic keys stored in TPMs, and
3) two attacks on remote attestation.

Implant-supplied randomness. In platforms that rely on
a TPM to generate cryptographically secure random num-
bers, a hardware interposer could respond to CPU requests
for random numbers with known values if CPU«TPM com-
munications are not integrity-protected, thereby undermining
cryptographic protocols that require strong entropy [15]. If
PCBA security is part of a system’s threat model, this is a
Class 4 security architecture failure.

Snooping cleartext secrets off a bus. In the default config-
uration, most TPMs do not encrypt traffic between the TPM
and CPU, allowing adversaries with inexpensive equipment
to sniff keys off the bus. [6] describes how this attack could
retrieve disk encryption keys.

If TPMs are only intended to protect secrets from CPU soft-
ware vulnerabilities, transmitting keys in the clear between
the CPU and TPM is acceptable. But if the TPM is supposed
to, e.g., protect disk encryption keys in the event that a lap-
top is stolen, then transmitting secrets in cleartext across the
PCBA is a Class 2 security architecture gap.'”

Assumptions that do not hold for PCB adveraries. Re-
mote attestation relies on a handful of assumptions, one being
that TPM initialization is always performed by a piece of
trusted code that runs immediately after a CPU is reset [101].
In other words, it is assumed that the TPM and CPU will
always be reset together. A physical adversary can violate this
assumption by electrically isolating the TPM’s reset signal
from the CPU’s. This allows the attacker to reset the TPM and
re-initialize it with forged measurements to deceive remote
verifiers [60]. This is known as a “TPM reset attack’.

[107] discusses how, with the help of a PCBA implant,
TPM reset attacks can also be applied in the reverse direction:
if a CPU is reset but its TPM is not and the CPU’s early
boot stages are prevented from communicating with the TPM,
the TPM will still contain software measurements from the
previous boot, enabling untrusted software to deceive a remote
verifier into trusting a device based on stale measurements.
The PCBA implant prevents communication with the TPM by
unconditionally asserting a signal on the CPU <+ TPM bus.

ISTPM v2 standards offer optional safeguards against PCBA tampering by
encrypting and authenticating the channel between a CPU and TPM [15], but
these features are optional and, according to [15], were almost universally
absent from TPM drivers as of 2018.



At first glance, reset attacks look like they cannot be coun-
tered by digital architecture: system security primitives can-
not prevent two discrete chips from being reset separately.
However, closer examination reveals that separate resets are a
distraction rather than the main challenge. The real problem
is in Class 3: TPMs assume they are initialized by a trusted
device but they do not authenticate that device. A more robust
solution could leverage PKI to enable TPMs to verify they
are being initialized by an authorized device, e.g., a genuine
CPU from a trusted manufacturer.

Dynamic root of trust measurement (D-RTM), which is
discussed next, was once thought to be a solution to reset
attacks [60]. However, the remainder of this section explains
that D-RTM is also vulnerable to physical adversaries.

Lack of integrity protection enabling packet-in-packet
attacks on D-RTM. There are two flavors of TPM-based
attestation. So far, our discussion has focused on static TPM
attestation. Static attestation has the drawback that verifiers
must maintain lists of attestation values associated with soft-
ware and hardware configurations. Such a list quickly be-
comes unwieldy because a typical PC loads many pieces of
device-specific software during boot and there may be mul-
tiple authentic versions of each boot loader stage (e.g., due
to updates). Dynamic attestation,'© or D-RTM, aims to solve
this problem by allowing untrusted devices to transition to a
trusted state via a short chain of hashes that is common across
many platforms.

A D-RTM launch begins when control of the CPU is trans-
ferred to trusted code via a special CPU instruction. This
code sets up an environment that is protected from untrusted
program snooping or interference [103]. Sensitive data is then
processed only within this secure environment.

The D-RTM launch sequence gets recorded with a special
set of platform configuration registers (PCRs). Restrictions
on writing D-RTM PCRs are hardware-enforced: on Intel
chipsets, for example, the South Bridge drops any writes to
the D-RTM PCRs that do not originate from the D-RTM
launch code [106]. D-RTM’s security rests on the inability of
‘normal’ software, including privileged software running on
the CPU, to write these special PCRs [103, 106, 107].

Unfortunately, [107] demonstrates that a hardware implant
can transform a seemingly innocuous bus transaction into a
D-RTM initialization sequence after hardware blacklisting
has already passed. The authors demonstrate attacks against
both LPC bus TPMs (using the LFRAME signal) and I2C bus
TPMs (by manipulating the I2C clock). These attacks mount a
packet-in-packet attack: they build an LPC or I12C transaction
where the first half is a trigger sequence that the hardware
implant will recognize as a cue to break the malicious packet
by manipulating bus signals, and the second half is a D-RTM
register extension command.

These D-RTM attacks are enabled by a straightforward

161¢ is called “dynamic” measurement because it occurs on a running
system without requiring a system reset [103].

Class 4 vulnerability: communications between the CPU
and TPM must be integrity-checked to prevent a man-in-the-
middle from mangling messages. Also, as with the Xbox jam
tables, we see that blacklists are not a good security strategy.

3.5 More attacks

This section reviews PCBA implant research that is not part of
a ‘family’ — these attacks don’t target a common system (e.g.,
TPMs, game consoles, etc.), and they were not perpetrated by
a single party like the ANT Catalog.

General purpose computers not designed for PCBA se-
curity. [26] crams a single-board computer with a 3G modem
into a hollow nook in a laptop dock and solders in circuits to
snoop or modify signals from dock peripherals. It can grab
or inject keystrokes on the USB bus (Class 2), record video
frames from a USB webcam (Class 2) or an analog monitor
(Class 6), snoop or inject ethernet traffic (Class 2/4), snoop
general USB traffic (Class 2), and record audio [26] (Class 6).
Although there’s not much that can be done for analog audio
streams or video signals, the rest are solvable with systems
approaches. The issues of keystrokes and ethernet taps were
discussed in Section 3.3. Digital video and webcams can use
standard encryption between ICs to mitigate tampering.

Voting machines from the early 2000’s were not designed
to withstand physical attacks. [32,43] both found that lead-
ing voting machine manufacturers had no boot security in
place whatsoever (Class 1). [32] shows that, in their machine,
the boot address mapped to one of three memory chips on
the board, any of which could be reprogrammed or replaced
by an adversary. For example, [43] replaces voting machine
firmware on one machine with a chess program. Def Con
teardowns of other voting machines have found that simi-
lar attacks are possible [13]. Both papers suggest crypto-
graphic boot verification as a mitigation against tampered
flash chips [32,43].

Insecure communication with a critical peripheral. [33]
reverse engineers a fingerprint smart card and shows that, by
interposing between the fingerprint sensor and the CPU, it is
possible to replay old fingerprints, “brute force the matcher”
by injecting many images of fingerprints, and more. [20] does
the same on real-world smartphones. This was all possible
because there signals between the sensor and CPU were un-
encrypted and not integrity protected, Class 2 and Class 4
vulnerabilities. The researchers state that their PCBA attacks
all boil down to a failure to use standard security architec-
ture. Note that it is also important to verify the authenticity of
critical peripherals like fingerprint sensors to prevent Class 3
vulnerabilities. The attackers in these instances simply didn’t
need to get that creative.

[95] demonstrates two attacks that can be launched by a
“Trojan” smartphone screen: 1) the screen exploits vulnerable
device drivers to hijack control flow of the main CPU, and
2) it logs a user’s touches and sends false touch events to the




CPU. The screen is simply an I12C peripheral: its hardware
provenance and integrity should be established with PKI to
prevent Class 3 vulnerabilities, and its firmware should be
authenticated to prevent Class 1."7

Voltage glitching in embedded systems. Chip.fail [87]
is an FPGA development board connected to a 3-channel
switch that enables experimenting with voltage glitching. The
device has successfully attacked several common IoT micro-
controllers, including some with brownout reset (BOR) that
was advertised as a glitching countermeasure, and showed
that naive comparisons in firmware could be bypassed with
voltage glitching. They also achieved flash option byte down-
grade on an STMF2 microcontroller, which re-enables the
chip’s debug infrastructure. Section 3.3 has already discussed
the consequences of active JTAG in deployed systems.

Insofar as glitching is an implementation error that under-
mines stored program verification, it is a Class 1 vulnerability.
As discussed in Section 3.2.2, random delays and removal of
timing reference signals make it near impossible for attackers
to create stable attacks. A specific mitigation for the flash
option byte downgrade in STM microcontrollers is to check
status registers shortly after boot and ensure that they read as
expected before reading any sensitive values from RAM [77].

Inducing crosstalk by moving PCB traces. [42] proposes
that the location or dimensions of PCB traces could be modi-
fied to enable signal changes on one trace to impact a neigh-
bor. A simulation is conducted to demonstrate that doubling
a trace’s width and introducing a long parallel section in two
traces results in a few volts of crosstalk. The authors do not
present a specific attack PoC, so we reason about how the
attack might interact with a full system. If the victim trace
is responsible for data transmission, this is a Class 4 vulner-
ability that can be mitigated by checksums. If the victim is
a different kind of trace — an input that triggers a processor
interrupt (Class 6), a discrete logic input or output (Class 6),
or an analog control signal (Class 6), then systems security
has no ready answer.

Adding a covert channel to wireless communications
by moving PCB traces. [24] proposes that various hardware
modifications could be used to influence a radio transmitter
to add a covert “polyglot” transmission to a legitimate radio
signal. The Trojan influences the RF frontend’s oscillator fre-
quency using crosstalk to add an extra modulation on top of a
legitimate signal. The legitimate signal can still be demodu-
lated. Digital security primitives cannot prevent modulations
to an oscillator frequency — this vulnerability is Class 6.

Packet-in-packet attacks against TTE. [67] describes a
more specific attack involving crosstalk that enables a Tro-
jan low-priority device in a time-triggered ethernet (TTE)
network to disrupt the network’s high-priority traffic. The re-
sulting loss of synchronization, the authors say, is sufficient to

Mronically, smartphone makers have tried to authenticate their compo-
nents using PKI but right-to-repair legislation prevents them from securing
consumers against malicious replacement parts.

cause unrecoverable errors in spacecraft, aircraft, automobiles,
industrial control systems, and other real-time systems.

TTE enables mixed-criticality communication, meaning it
sends low-priority and high-priority messages on the same
physical infrastructure while guaranteeing that high-priority
messages cannot be impacted by low-priority ones. In par-
ticular, special “protocol control frames (PCFs)” may only
be sent by designated high-priority devices because these are
essential for maintaining synchronization in the network. If a
low-priority device tries to send PCF, the TTE switches drop
the packet [67].

However, [67] found that it was possible to modify low-
priority traffic when it was on an outbound port (after it had
already been accepted by the TTE switch). This is accom-
plished by conducting a high voltage pulse (on the order of
kilovolts) over a low-priority ethernet cable into a port on the
TTE switch. The electrical design of ethernet ports, which
includes galvanic isolation, ensures that the victim port will
not be destroyed by the high voltage pulse, but the pulse will
cause significant EMI that impacts adjacent switch ports. If
an apparently-benign low-priority packet was being transmit-
ted out of the switch at the same instant that a high voltage
pulse induces EMI on that outbound port, a connection reset
event may occur on the line, enabling a packet-in-packet at-
tack. The ‘inner packet’ could be a valid PCF, and the authors
demonstrate that a PCF generated in this manner has a good
chance at causing lack of synchronization and unsafe delays
in realistic TTE environments [67].

The authors suggest various solutions to this vulnerability.
The fundamental flaws are Class 2/4, and link-layer encryp-
tion for high-priority traffic, is among the authors’ suggested
mitigations [67]. Note that this attack is another failed case
study of blacklisting unwanted behavior as a security strategy.

Tampering analog control circuitry [42] adds a resistor,
capacitor, and PMOS to an op-amp circuit. These modifica-
tions have the effect of grounding a microcontroller input
after the circuit has been active for a while. This was done in
a fan controller circuit and the grounded pin deactivated the
fan. Systems security has little to say here. This is a Class 6
vulnerability.

Destructive high voltage. It is possible to design a Trojan
component that deliberately destroys components on a PCBA.
For example, [104] is a USB device that applies large positive
and negative voltage to a host’s USB ports. It is marketed
as a tool for pentesters. A few hardware design techniques
can provide robustness against extreme voltages, but systems
security has little to offer. This is Class 6.

Trace breakage due to electromigration. [42,70] discuss
attacks where a malicious fabricator thins PCB traces. [42]
suggests that this could cause systems to overheat by increas-
ing trace resistance. [70] proposes such an attack could induce
electromigration at a (somewhat) predictable point in the fu-
ture. Security architecture cannot prevent a too-thin trace from
eventually separating from high current density: Class 6.



4 Conclusions and future directions

We explained how security architecture can mitigate PCBA
tampering and why its assumptions are reasonable. Then, we
considered how it complements, and overlaps with, tamper
detection. Finally, we examined over fifty real-world PCBA
attacks to show that the PCBA attacks most commonly-cited
as motivation by recent tamper detection research can be mit-
igated by basic security architecture or by fixing implemen-
tation errors. Our discussion of security architecture’s role in
PCBA tamper detection fills a gap in prior work on this topic.

Most of the attacks we reviewed affected systems that
either did not implement a PCBA security architecture,
or implemented one that is obviously inadequate if board-
level attacks were part of the system’s threat model. This
set includes the BMC attacked in Bloomberg News’ “The
Big Hack”, the original Xbox, TPMs, computers targeted by
NSA ANT attacks, voting machines, cell phone screens, fin-
gerprint sensors, and others. Except for voltage glitching
in embedded bootloaders, the Xbox and Xbox 360 were
the only systems we studied that tried, but failed, to de-
fend against PCBA attacks with security architecture. The
Xbox’s vulnerabilities came from ruthlessly-exploited secu-
rity architecture oversights and from implementation mistakes.
Crucially, improved implementation and architecture in
later Xbox 360s and the Xbox One seem to have mitigated
tampering, as there are no known tampering attacks against
these consoles [19].

This raises an important question: why have so few systems
used security architecture to protect themselves from PCBA
attacks? We have no special insight into decisions made by
most of the companies whose systems were compromised
in our survey, but the Trusted Computing Group (TCG) tells
us clearly that security against PCBA tampering was not an
objective of the vl TPM protocol [65, 101]. In light of this, it
is no surprise that PCBA attacks on TPMs could undermine
randomness, read keys off buses, and more. We speculate that,
similar to TPMs, most of the systems we studied were not
designed to withstand PCBA attacks. PCBA security is ex-
pensive to design and implement; if defending against PCBA
attacks is not a business requirement, why incur this expense?

Attacks on systems that did not even bother to imple-
ment basic security architecture should not be cited as
motivation for developing new countermeasures. These
attacks demonstrate that PCBA defenses are needed, not that
existing solutions are inadequate. Although a few attacks have
been proposed that security architecture could not have helped,
for the majority of attacks seen to-date, if only one defense
can be deployed, security architecture is the correct choice.
And this is a happy outcome: as we explained in Section 2.2.3,
PCBA security architecture has become increasingly accessi-
ble because it uses the same cryptographic primitives as soft-
ware defenses, which are in high demand. Today, commercial
microcontrollers advertise side channel-hardened encryption

engines, manufacturer-attested cryptographic identities, and
secure provisioning solutions. In contrast, when Microsoft de-
signed the Xbox 360, it was eventually forced to co-designed
a secure disc drive controller with its suppliers after years of
exploits enabled by COTS parts with inadequate security.

Accurately understanding the problem that motivates new
work is not just a pedantic concern. It affects design choices
and evaluation methods for new research. An important ques-
tion for future work is how precisely a tamper detection ap-
proach must be tailored to particular kinds of PCBA attacks.
For example: does a technique designed to enable a processor
to detect if it has been moved to a different PCBA as part of a
secret extraction attempt need different sensing methods and
resolution than one designed to detect probing an analog sig-
nal? We expect this question to be answered in the affirmative:
for example, a periodic probe signal designed to characterize
trace impedance may disrupt an analog control circuit more
than a digital processor, so different methods may be required
to defend analog vs. digital circuitry.

Looking ahead, practitioners should mitigate PCBA tam-
pering via security architecture based on new commercially-
available parts with the necessary security features, and via
careful implementation based on lessons learned from past
systems’ mistakes. Meanwhile, researchers should focus on
attacks that cannot be defended by security architecture and
on the specifics of use cases where tamper detection comple-
ments architecture.

Additionally, researchers should focus on the problems
highlighted in Section 2.2.2: tamper detection research would
benefit from physical measurements of attacks, countermea-
sure performance, and the effects of process/environmental
uncertainty. Several promising PCBA tamper defense con-
cepts have been proposed, but we know too little about real-
world attacks to assess how effective these approaches will
be in practice. Before we can assess the likelihood that, e.g.,
an optical inspection pipeline will detect an attack, we must
learn how similar a “Trojan” chip’s pixel intensity histogram
could be, when imaged under a microscope, compared with
a legitimate chip. Or: before we can say whether electrical
sensors are capable of detecting a probe wire on a bus, we
must understand the effects of different probes and probing
methods on, e.g., impedance and signal reflections. We need
to prove to ourselves that, when reasonable amounts of noise
and process variation are taken into account, it is not possible
for an attacker to implement a malicious chip that looks ex-
actly like an authentic one under a camera or X-ray, or that
it is not possible to mask signal reflections from probing via
precise termination or other counter-effects. If such subtle
attacks are possible, we need to be able to reason about their
cost and difficulty so that we are better informed of the “secu-
rity return on investment” of different approaches. Until we
can more rigorously measure attacks and countermeasures,
tamper detection implementors will need significant research
and engineering to validate their implementation’s security.
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