


Figure 16: (left) Experimental setup for extracting credit card data from a USB card reader (MagTek 21040140 card
reader and a Lenovo Ideapad 100s laptop) using data line crosstalk leakage (clearly visible on the oscilloscope’s
screen) from an internal USB hub. (right) MagTek 21040140 USB magnetic card reader.

Figure 17: Extracted credit card data using data line crosstalk leakage. (top) Observed data line crosstalk leakage
trace segment. Part of the credit card number is visible in hexadecimal encoding (marked in orange box). (middle)
hexadecimal to ascii conversion of the extracted data. Part of the credit card number is visible in ascii form (green).
(bottom) picture of the credit card used. Notice the correct extraction of the credit card number. In order to protect

owner’s privacy we have hidden all other card details.

line crosstalk leakage signal. The ADC receives its clock
from the FPGA board and transmits 8 bits of data per
sample back to the FPGA board. Because the signals we
measure are typically 30mV peak to peak, we bypassed
the attenuator with a jumper cable thereby improving the
measurement resolution. See Figure 22.

Software. In order to decode the data line crosstalk
leakage recorded by the probe’s ADC board, we have im-
plemented a highly optimized version of the signal pro-
cessing approach described in Section 4.2 on the probe’s
FPGA board, in Verilog HDL. After decoding the data

line crosstalk leakage, the spy probe filters out USB
packets which correspond to keyboard presses and ex-
filtrates them via a bluetooth connection.

6.2 Attack Performance

In this section we evaluate our spy probe’s ability to cor-
rectly recognize and exfiltrate USB keyboard presses.

Experimental Setup. We used a Microsoft SurfacePro
laptop as a USB host. This machine has only one USB
slot, forcing the end user to use an external USB hub in
order to simultaneously connect a keyboard and mouse.
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Figure 18: (left) Experimental setup for observing data line crosstalk leakage from a USB headset microphone (Log-
itech H340). The data line crosstalk leakage is clearly visible on the oscilloscope’s screen. (right) Logitech H340 USB
headset.

Figure 19: (left) Experimental setup for observing data line crosstalk leakage from a USB fingerprint reader (Eikon
Trueme). The data line crosstalk leakage is clearly visible on the oscilloscope’s screen. (right) Eikon Trueme finger-
print reader

Figure 20: Observing the data line crosstalk leakage during a file transfer from a USB 1.1 drive (blue), connected to
the laptop’s (Lenovo G550) internal USB 2.0 hub using an Agilent Infiniium DSO 54832B Oscilloscope. The data
line crosstalk leakage is clearly visible on the oscilloscope’s screen.

We then connected the keyboard, spy probe, mouse and a digital metronome as a speed reference, we pressed a
the USB drive via a 4 port USB hub. See Figure 23. random key on every metronome pulse. We evaluated the
spy probe’s ability to operate at various typing speeds.

Key Recognition Rate. 'We measured the spy probe’s o k
As can be seen in Figure 24, the spy probe achieves 97%

key recognition rate under various typing speeds. Using
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Figure 21: The external appearance of the spy probe, which is embedded inside a toy ghost lamp, size is compared
with a 375mL classic Coca-Cola can (left). Inside look of the spy probe, showing the ADC board, FPGA board, BLE

board and battery pack (right).
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Figure 22: Analog front-end and ADC

accuracy rate for typing speeds from 150 KPM (Key-
press Per Minute) to 210 KPM. Notice that average adult
typing speed is between 36 and 45 words per minutes,
equivalent to 200 KPM.>

Figure 23 is a complete demonstration of our attack.
We typed “USB CROSSTALK” on the keyboard while
the spy probe was monitoring the data line crosstalk leak-
age, exfiltrating the key presses via bluetooth to the at-
tacker’s computer.

7 Conclusions

In this paper we present two attacks on the USB bus,
which expose upstream traffic hitherto considered safe
against off-path adversaries. The attacks exploit the elec-
trical properties of USB hubs and affect both internal
hubs and external hubs. Traditional countermeasures,
such as blocking the power or the data lines, do not pro-
tect against our attack. We now describe potential coun-
termeasures against the attacks.

Hardware Countermeasures. One possible solution
to completely remove any crosstalk leakage is optically
decoupling the USB data lines and constructing a ded-
icated 5V supply for each downstream port. However
such solutions are expensive and require careful design.
A cheap countermeasure which significantly reduces the
power line crosstalk leakage uses an LC low pass filter
and LDO (low dropout regulator) to decouple the USB
power lines from the data lines. Figure 25 presents an im-
proved USB condom which, in addition to disconnecting
the USB data lines, also attempts to suppress any signal

Shttp://typefastnow.com/average-typing-speed

above 300Hz. As can be seen in Figure 26, our improved
USB condom is able to significantly reduce the data line
crosstalk leakage, thus requiring far more sensitive mea-
surement equipment to exploit the small remaining leak-
age.

Frequency filtering cannot be used to protect the data
lines against crosstalk leakage. The leaked signal carries
the same basic frequencies as the original signal. Hence
any frequency-based filtering that removes the leakage
frequencies will also remove the signal frequencies. We
leave the problem of designing hardware countermea-
sures to data line leakage to future work.

Software Countermeasures. The lack of encryption in
the USB protocol is a major design limitation of the bus.
Without encryption, the design is unable to guarantee the
confidentiality and the integrity of messages. Adding
end-to-end encryption, for example using the methodol-
ogy of [7] would protect messages from eavesdropping
attacks such as those we describe in this work. Sim-
pler approaches, such as encryption with a session key
generated, for example, using the Diffie-Hellman key
exchange protocol [20], could also mitigate our attack.
Both approaches require devices to have sufficient com-
putational power to perform public key operations.

Future Work. Our spy probe implementation uses
commercial off-the-shelf components. Because these are
not optimized for the task of capturing USB traffic, they
require relatively large space and consume a lot of power.
Designing dedicated hardware carries the promise of a
small-sized implementation that can be embedded in in-
conspicuous looking devices and even within the USB
plug [40].

While our attack does apply to non-USB 3.0 devices
connected to USB 3.0 hubs (see Figure 4(d)), one limi-
tation of our work is that it does not apply to USB 3.0
devices connected to USB 3.0 hubs. This is because
USB 3.0 devices connected to USB 3.0 hubs simulta-
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Figure 23: Demonstration of our attack. (left) Phrase being typed on the Surface Pro via a USB keyboard. (right)
extracted key presses corresponding to the string “USB CROSSTALK”.
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neously use three differential wire pairs and employ a
much higher transmission rate. This configuration sig-
nificantly exceeds the specifications of our measurement
equipment (both in measurement speed and number of
channels). While more difficult to attack, USB 3.0 de-
vices connected to USB 3.0 hubs present a lucrative tar-
get, in particular because in this configuration the down-
stream communication, like upstream communication,
is unicasted from the host to the device. Exploiting
crosstalk effects on such configurations would therefore
expose downstream traffic (in addition to upstream traf-
fic) to off-path attackers. As we mentioned earlier, in-
put devices, which often send sensitive information to
the host, mostly use USB 1.x Hence, even though our at-
tack does not apply to the newest version of the protocol
(USB 3.0), it remains relevant.

The current research applies to USB devices. Further
research is required to check if other buses and commu-
nication networks are vulnerable to crosstalk attacks.
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