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ABSTRACT
Transparent authentication based on behavioral biometrics
has the potential to improve the usability of mobile authentication due to the lack of a possibly intrusive user interface. Keystroke dynamics, or typing behavior, is a potentially rich source of biometric information for those that type
frequently, and thus has been studied widely as an authenticator on touch-based mobile devices. However, the typingwhile-moving scenario that characterizes mobile device use
may change keystroke-based patterns sufficiently that typing biometrics-based authentication may not be viable. This
paper presents a user study on the effects of user movement
while typing on the effectiveness of keystroke dynamics as
an authenticator. Using the dynamic text-based keystroke
timings of 36 study participants, we first show that naı̈vely
measuring patterns without considering position (e.g., sitting, standing or walking while typing) results in generic patterns that are little better than chance. We show that first
determining the user’s position before classifying their typing behavior, our two-phased approach, inferred the user’s
position with an AUC of above 90%, and the user’s typing
pattern was classified with an AUC of over 93%. Our results show that user typing patterns are a viable secondary
or continuous post-PIN authentication method, even when
movement changes a user’s typing pattern.

1.

INTRODUCTION

Mobile devices have become full computing platforms. The
data and services they provide have made protecting them of
paramount importance. Most devices use a secret knowledgebased means to protect them, such as a password, PIN, or
small sketch (e.g., Android pattern lock). These are appropriate measures for initially protecting the device, but they
do not provide protection if the device owner does not use
them, or if an attacker gains access to an unlocked device.
Keystroke dynamics, or the way in which a person types,
has been suggested as a possible means to improve authentication by allowing it to be both continuous, protecting the
device even after the initial password has been entered, but
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also transparent in that the user need not be distracted from
their main task in order to authenticate regularly [42]. This
has the potential to not only provide a higher device security level by continuing to authenticate the user after initial
password entry, but also improve usability by removing a
potentially disruptive request for repeated authentication.
Many of the existing keystroke dynamics studies have relied
on the user typing a fixed word or phrase, such as adding
keystroke dynamics to password entry, a practice known
as password hardening [35], but not on dynamic text that
changes from sample to sample. Also, much effort has gone
into selecting the “best” classifier or the “best” set of features, with only small changes in the apparent distinctive
nature of either.
This paper presents a keystroke dynamics user study designed to determine whether user typing patterns change
enough during movement that it can no longer be used as
an authenticator. We found on initial analysis that typing
patterns over three positions (sitting, standing and walking)
were insufficiently distinct to be used as evidence for authentication. This poor result is due to the additional movement
that classification algorithms must overcome while typing.
We have developed a phased classification approach, seen
in Figure 1, that takes advantage of such movement. Our
phased approach begins with using gyroscope data gathered
at each keypress to determine the user’s position (sit, stand,
or walk). Next, classification models are created for each of
the three positions under study that are then used to classify
new data. The work presented here is a feasibility study to
determine whether the collected gyroscope data is suitable
for determining user position. The main novelty in our work
is showing that modeling user typing based on their position
improves classification rates over building a single, positionindependent model. Our results show an improvement in
AUC from 66% to 97% when position is considered before
classifying keystroke dynamics data. These results indicate
that our phased approach has merit; future work includes
simulating the classification model to determine its use in
practice.

2. BACKGROUND AND RELATED WORK
2.1 Mobile Device Authentication
Copyright is held by the author/owner. Permission to make digital or hard
copies of all or part of this work for personal or classroom use is granted
without fee.
Symposium on Usable Privacy and Security (SOUPS) 2017, July 12–14,
2017, Santa Clara, California.
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In addition to existing password- and PIN-based authentication methods, research has begun to emerge on alternative
authentication methods that consider the mobile device’s
needs more closely; in particular interest in using graphical
passwords as an authenticator has been demonstrated [38,
41]. However, these methods still provide an all-or-nothing
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Figure 1: Our two-phased classification model

approach to device protection in that once the user is correctly authenticated, they are granted access to all data,
services and apps on the device. In response, researchers
have begun to study methods that continue to authenticate
the user invisibly in the background while other tasks are
completed. This is called transparent, continuous authentication. This type of authentication gathers behavioral biometric data such as keystroke dynamics [9, 32], touches [20,
42], etc. to continuously ensure that the device owner is the
one currently using the device. Methods by which access
to apps, data and services on the device can be restricted
based on the identity of the current user have also begun to
emerge [19].

2.2

Keystroke Dynamics

Keystroke dynamics is a behavioral biometric that uses patterns in how a person types to distinguish them from other
users. It uses metrics such as key hold time (the amount
of time between pressing and releasing the same key) and
inter-key latency (the amount of time that passes between
releasing one key and pressing the next) to identify these distinctive patterns. Researchers have examined other potential biometrics such as touch [11], facial recognition [15] and
device movement [17]. Keystroke dynamics began with studies on desktop and laptop computers [30, 36] and in recent
years has moved to mobile devices such as smartphones [13,
32]. Many keystroke dynamics studies attempt to replicate
a password hardening situation in which the data gathered
during the study is based on a known password that each
study participant types a set number of times [28]. This
practice can increase the strength of traditional passwords,
but still provides an all-or-nothing approach to authentication. More recently, research has focused on providing
transparent authentication that protects throughout device
use rather than just at the beginning. It is this research
that maps most directly to ours; thus we will focus on the
current work in this area.
Typing patterns while moving have been studied by Clawson et al. in an effort to determine whether moving while
typing affects accuracy and errors [16]. Their study had 36
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participants type set phrases using a hard keyboard on a
mobile device (Blackberry Curve 8320) while walking a set
path. Their results showed that expert typists made fewer
mistakes while walking, but at the cost of a lower typing
speed [16]. Clawson et al.’s work is supportive of ours since
more accurate typing may lead to improved uniqueness in
typing patterns. However, Clawson et al. were not studying
the use of keystroke dynamics as an authentication method,
so further comparison of our results to this work are not
indicated.
There has been much discussion on the amount and type
of text used as input to transparent keystroke dynamics authentication tools. Many of the studies in this area, specifically those to do with password hardening, focus on text
that must be repeated, while continuous, transparent authentication methods are likely to be based on any text the
user may type. There is also the need for ecological validity
– if a user can be expected to type any words and phrases,
then basing a user study on specific words or phrases cannot
be used to justify results in a more open environment.

2.2.1

Fixed Text

Fixed text methods (also called static text) assume that the
user will type the same word or phrase at both enrollment
and at the time of authentication. The text typed is generally short, as typing long texts at the time of authentication
is tedious and error-prone on a mobile device [2, 12]. In general, using fixed text allows for more stability as the comparison between enrolled sample and gathered sample share the
same keys and are thus similar. In some cases, experiments
of this type produce results that either depend on special
conditions (such as the attacker knowing the user’s password) or have unacceptable accuracy levels [23, 7]. Much
research has been done on fixed text methods [14, 28]; a
summary of work in this area may be found in [18].

2.2.2

Dynamic Text

Also called free text, this paradigm assumes that the user
may type whatever they wish, and that this input is any
length. In reality, dynamic text and free text have several differences; free text is completely without constraints,
where dynamic text may have aspects of both fixed and free
text. Specifically, dynamic text may be prompted in some
way, or may depend on a small number of specific words or
phrases [23]. Several studies have examined dynamic text
keystroke dynamics [4, 34], including Ahmed et al. [1] who
report fairly good results, with False Accept Rates well below 1%. Free text keystroke dynamics has also been studied
by Gunetti & Picardi [23], although their reported results
are not as low as those of Ahmed et al. A summary of work
on free text keystroke dynamics is available in [3]. The implication is that transparent authentication based on keystroke
dynamics is best suited to true free text, which removes any
restrictions about what or how much is typed. In this way,
any characters a user may type can potentially be used as
information upon which to base authentication decisions.
Adding realism to mobile device keystroke dynamics experiments has been studied from several points of view. One
is that users may change their hand positioning while typing, which may affect their overall typing pattern. Azenkot
& Zhai [6] studied user typing patterns when typing with
one thumb, both thumbs and one index finger and found
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that there were pattern differences between these three hand
positions. They used these results to suggest changes in
keyboard design and layout that can improve typing accuracy. Similarly, Buschek et al. [10] studied the same three
hand positions, but from the point of view of authentication
rather than keyboard improvements. Their results showed
that hand position had a strong effect on the ability to authenticate a user [10]. Both of these papers were based on
password-hardening techniques, and thus were using fixed
text techniques with defined feature vectors. Shen et al.
studied the use of motion sensor data while typing a mobile device passcode as a potential authenticator [39]. They
reported a False Reject Rate (FRR) of 6.85% and a False
Accept Rate (FAR) of 5.01% in a user study with 48 participants [39]. Their work is similar to ours since they report
results in the seated, standing and walking positions, although they only consider the sensor data when unlocking
the mobile device with a passcode.

2.3

Gyroscope Data

Modern mobile devices come equipped with built-in sensors that can measure motion, orientation, environmental
conditions such as temperature and humidity, etc. Data
from sensors such as accelerometers and gyroscopes has been
used for activity recognition [8, 25], to address typing inaccuracies [22], to create keyloggers [33], and to determine
on-device input errors [37]. Accordingly, authentication research has begun to consider whether accelerometer and gyroscope data may be used as a unique identifier. Giuffrida
et al. created what they call “sensor-enhanced” keystroke
dynamics in their UNAGI system [21]. They experimented
with the use of accelerometer and gyroscope data while 20
participants typed a set of fixed passwords and found that
they were able to achieve Equal Error Rate (EER) values
of less than 1% [21]. Their use of a fixed password as the
stimulus indicates that theirs was a password hardening experiment rather than a dynamic text experiment.

2.4

Contribution

The major contribution of this paper is the determination
that while typing patterns do change with user movement
while typing, our phased classification model allows keystroke
dynamics to be used as a viable secondary authentication
method under realistic movement and text-acquisition conditions despite typing changes. To our knowledge, this is
the first work to create different keystroke models for different user positions; a step that improves the accuracy of
user classification. We also provide evidence that gyroscope
data gathered at the time of each keypress is suitably distinctive to distinguish between sitting, standing and walking
positions. This is significant because gyroscope data is often sampled essentially continuously, which generates a lot
of data, uses significant battery power, and requires significant processing in order to be useful. Overall, our results
show that keystroke dynamics can be used as secondary or
continuous authentication method.

3.

RESEARCH QUESTIONS

Our research questions are as follows:
1. Does gyroscope data captured at the time keypresses
were made provide enough information to tell whether
the typist is seated, standing or walking?
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2. Does creating multiple position-specific models for a
typist provide better classification results compared to
using a single model trained on all positions?
3. Does a dynamic text-based system based on the above
assumptions provide enough data for a sufficiently distinctive user model?

3.1

Hypotheses

Based on the above research questions, we present the following hypotheses for our work:
Hypothesis 1: A mobile device user’s typing pattern is
distinctive enough to use as a secondary or continuous authentication method as determined by achieving an AUC of
at least 90%.
Hypothesis 2: Gyroscope data gathered as a key is pressed
is distinctive enough to determine whether the typist is seated,
standing or walking while typing, as determined by achieving an AUC of at least 90%.
Hypothesis 3: Determining a user’s position and classifying based on data from that position only decreases False
Accept and False Reject Rates (FAR and FRR, respectively)
when compared to classification without determining user
position.
We chose 90% as the AUC for Hypothesis 1 in order to justify
using our method as a secondary or continuous authentication method, e.g., one that takes place as a supplement to
or after primary authentication such as via a password or
PIN. This means that near-perfect accuracy is not required,
and the balance between FAR and FRR is not as vital as
for a primary authentication method. While we may have
chosen a lower AUC, we wish to produce a system that may
be viable for primary authentication in the future. Therefore, 90% AUC is a value balanced between these two design
choices. We chose AUC of 90% for Hypothesis 2 because
high accuracy is not required since position determination
is not an authentication decision (although it is related to
one via our two-phased approach) and thus does not have
the security ramifications that characterize authentication
decisions.

4.

THREAT MODEL

We assume that an attacker has access to the unlocked mobile device and may have had an opportunity to observe the
device owner typing, and thus would know things such as
current position, preferred hand position (e.g., index finger,
one thumb, both thumbs), device orientation (e.g., landscape or portrait) and a general idea of typing speed. The
attacker is assumed to have full knowledge of the biometric
authentication system, including all inputs and outputs.

5.

STUDY AND DATA COLLECTION

We collected gyroscope data and dynamic text typing data
in a user study in a single session. The participant used
a custom-built Android app to type phrases provided to
them that varied both their position and the device orientation while typing. Specifically, participants were prompted
by the experimenter to hold the device in a given orientation (portrait or landscape) and to type while either seated,
standing or walking. The participants were told to type as
they usually did; specifically, the speed of their typing was
not restricted. We also did not provide specific guidance on
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how to sit, stand or walk. For instance, many participants
chose to stand while leaning against a wall, or sit with their
arms supported by a table. The only prompts we gave during the experiment were to keep walking if the participant
stopped while typing in a walking condition. The study participants filled out a short demographic questionnaire before
beginning any typing, and they were allowed to rest between
conditions if they wished. Each participant was given the
opportunity to practice typing before beginning the first condition; this training data was discarded before analysis. This
study was approved by our university’s Institutional Review
Board (IRB) prior to its start.

5.1

Participants

We recruited 39 participants (6 female, 33 male) through
convenience sampling methods such as personal invitation,
emails to mailing lists within our university and word of
mouth. The data from three participants was removed from
the study due to procedural errors, leaving data from 36
participants (5 female, 31 male). The remainder of this paper, including study results, refers to the analysis of data
from the remaining 36 participants. The average age of participants was 28.3 years (SD = 11.3 years). Participants
were not required to have any experience with typing on
smartphones, although all participants reported that they
owned and used a mobile device, most with soft keyboards.
2 participants were left-handed, and 34 were right-handed.
Participant experience on their own mobile device varied: 14
participants used an Android-based device, 18 used an iOS
device, 2 used another smartphone, and 2 used a feature
(non-smart) phone. 2 participants were considered novices
(used their device once a week or less), 3 participants as
average (used their device more than once a week but not
everyday) and 31 participants as experts (used their device
every day or several times each day). Most participants were
students, faculty or staff at our university; all participants
had at least some post-secondary education, ranging from
some undergraduate experience to graduate levels. Participants were not compensated for their participation.

5.2

Apparatus

We provided each participant with an LG Nexus 5 smartphone for the duration of the experiment. Each device ran
Android version 4.4.4 and contained only the standard Android applications. Text entry was facilitated by the use
of two bespoke Android applications. The first (see Figure 2) displayed the phrase to be typed (non-editable), a text
box where the user typed the same phrase, and a counter
that displayed the number of phrases the participant had
typed in the current experimental condition. This app randomly chose a phrase from a modified version of the standard
phrase set provided by MacKenzie and Soukoreff [31] (forthwith called the M&S set); duplicate phrases were permitted.
The second Android app used in this study (see Figure 3)
was a custom-designed keyboard. It was designed to visually
mimic the standard Android keyboard in order to accurately
emulate a standard typing environment; the same keyboard
design was used by all participants. This app was responsible for gathering the required keystroke and bigram metrics.
When the participant pressed a key, the app recorded the
key pressed, key hold time, inter-key latency, device orientation, user position and instantaneous gyroscope data (pitch,
azimuth and roll). Key hold time is defined as the amount
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Figure 2: Phrase generation app screenshot

Figure 3: Custom keyboard for metric gathering

of time that a participant holds down a given key. Inter-key
latency is defined as the amount of time between a key up
event and the subsequent key down event.
Timing of such typing events is a subject of debate in the
keystroke dynamics field [27] as incorrect timing accesses can
affect the measured typing pattern of a participant, which
in turn has an effect on the reported study results. We mitigated such potential sources of error by using a set of four
devices of the same model with the same operating system
build, all of which had been reset to factory settings before the experiment began. In addition, we used the same
Android applications on each device, and removed the previous participant’s gathered data and restarted the application between participants. By using these precautions, we
have made all possible efforts to minimize the effects of clock
discrepancies on the results of this study.
Our keyboard, which runs as a service on the Nexus 5 devices, replaced the default keyboard in the settings of each
device. This design means that when the user tapped on a
widget that can accept keystrokes, our keyboard was displayed and subsequently used by the study participants.
This allowed for gathering keystrokes from all applications
that required typing, meaning that this same keyboard could
be used in future work on transparent keystroke dynamicsbased authentication.

5.3

Study Procedure

Each participant first answered a short demographic questionnaire, then was introduced to the app and bespoke soft
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keyboard they would use for phrase entry. They were given
a choice to practice with the standard Android keyboard
if they were unfamiliar with it. Most declined as they felt
they had enough experience typing on the standard soft keyboard. The participants were allowed to take short breaks
after each experimental condition. The participants were
instructed to type in their usual manner, and that speed
or accuracy were not being measured. They were told that
auto-correction and auto-capitalization were disabled, and
that if they made mistakes it was their decision whether
or not to correct them. The participants were told to not
change the device orientation and to remain in the participant mode (sit, stand, walk) they were placed into by the
experimenter. They were not told how fast to walk, nor
whether they should (or should not) support the device while
typing (i.e., leaning against a wall, or with arms supported
on a tabletop while seated). No further specifications were
given to participants.
Each participant was placed into each of six experimental
conditions (see Section 5.5 for a of the conditions) by the
experimenter and asked to return to the experimenter when
they had typed at least 22 phrases (there was a counter at
the top of the custom phrase app for this purpose). The
number of phrases was chosen in order to gather enough
data for analysis, and to provide a similar amount of data
for each participant. After completing each condition, the
participant was asked to return to the experimenter, who
would place the device into the next condition and instruct
the participant as to their mode and the device orientation
(i.e., “Please type the next set of phrases with the device
in portrait while you’re seated”). Once the participant had
completed each of the six conditions, they were thanked for
their time and allowed to leave.

5.4

Phrase Sets

The stimulus item in this experiment – the prompt that encouraged the user to type – was a randomly selected phrase
from a modified set of standard phrases (the M&S set) [31].
Much debate has ensued over the choice of phrases used in
text entry experiments. The main issues are that having
a non-standard phrase set may impact the results of the
study in that using a different phrase sets may result in
different experimental results [29]. MacKenzie & Soukoreff
addressed the issues of experimental validity (both internal
and external) [31], and provided a set of 500 phrases that
have been used in various studies. Kristensson & Vertanen
opine that the phrase set chosen has an effect on study reproducibility in addition to internal and external validity; it is
nearly impossible to reproduce an experiment if the actual
phrase set is unknown (i.e., taken from random selections
from an unspecified source, such as collecting phrases from
“the news”) [29].
In choosing a phrase set for this experiment, we kept in mind
both internal and external validity as well as study reproducibility, while ensuring our phrase set met the requirements of our experiment. Specifically, we required a phrase
set that closely matched letter frequencies in English, was
large enough to ensure repeated phrases for the same participant were minimized, and contained upper- and lowercase letters, punctuation and numbers. The M&S set met
the first two requirements; but not the last one. To remedy
this, we edited the M&S set to have upper-case letters at the
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start of each phrase, changed text numbers to numeric equivalents (i.e., “eight” was changed to “8”), and added punctuation such as ending periods, exclamation points and question
marks, as well as commas where grammatically correct. We
believe that doing so created a phrase set that was both
ecologically valid and made for a repeatable experiment.
Typically, a true free text typing experiment would require
the participant to type whatever came to mind. One issue
that arises, though, is what to do when the user cannot
think of anything to type since this will affect their standard
typing pattern. The role of the phrases in our study were
to keep the user typing in as natural a way as possible.
Otherwise, the content of the phrases did not have an impact
on the accuracy, difficulty, or usability of the typing task. By
using phrases rather than free text, however, we have change
the user’s task from one of creation to one of transcription,
which may have an impact on their typing pattern. The
advantage we gain is that the typing data is captured with
a higher degree of freedom and fewer restrictions than with
comparable fixed text experiments, which is arguably more
similar to real-world typing situations.

5.5

Experiment Design and Analysis

Our laboratory-based study used a within-subjects, repeated
measures design, in which the study participants were assigned to one of six experimental groups that differed only
in the order in which the participant completed each of the
six study conditions (see Table 1). All participants completed all study conditions. Participants were assigned to
each study condition using a 6x6 latin squares design in order to minimize learning effects and fatigue. Each session
lasted about one hour.

Position
Sit
Sit
Stand
Stand
Walk
Walk

Study Conditions
Device
Description
Orientation
Sitting in a fixed chair (no
Portrait
casters);
Arms optionally supported
Landscape
on table;
Standing, device unsupPortrait
ported;
Optionally leaning against
Landscape
a wall;
Walking around a large
Portrait
space, some obstacles;
No set speed; most users
Landscape
walked slowly

Table 1: Description of study conditions

5.6

Data Gathered

The collected keystroke data was sanitized by removing the
%, & and $ characters because the experimenter long pressed
these keys to indicate a transition between the six study
conditions. We used these keys as indicators of a change in
device mode between sit, stand and walk. We chose these
three keys for this purpose because they did not appear in
any of the 500 phrases used as stimulus items, and thus
could safely be removed from the dataset without removing
valuable user data.
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For bigram data, we collected the two characters that make
up each bigram (not used during data analysis), the calculated key hold time for that bigram, the device orientation
(portrait or landscape) and the participant’s position (sit,
stand, or walk). We sanitized the data to once again remove
the occurrences of the %, & and $ characters. In the case
of bigrams, we removed the entire bigram from the dataset
if any of these three characters appeared as either of the
two letters saved. For both keystrokes and bigrams, values
greater than 3 SD beyond the mean were considered outliers
and removed from the dataset prior to classification.
The gyroscope data was sanitized to remove the occurrences
of %, & and $ but was unchanged otherwise. Since we gathered the gyroscope azimuth, pitch and roll in an instantaneous (i.e., at the moment of a keypress) rather than continuous manner, it was not necessary to window the data
into discrete sections, nor to filter the data to remove highor low-level frequencies as is common in activity recognition studies. Furthermore, since our gyroscope data is not
time-scale data since it is discrete rather than continuous
measurements, it was not necessary to transform it to the
frequency domain before analysis.
We collected a total of 323,064 keystrokes and 289,520 bigrams from all 36 participants, not including practice phrases.
The average number of keystrokes gathered per user was
8,974, and the average number of bigrams was 8,042. Since
we gathered gyroscope data on each keystroke, we gathered
the same amount of gyroscope data as keystrokes with one
exception: we did not record instances of using backspace
in the keystroke data, but we retained this information for
gyroscope data since we were interested in the device movement on each keypress rather than whether that movement
was related to a particular key.

5.7

Feature Vectors

The feature vector for the gyroscope data was simply the
x, y, and z coordinates as gathered during each keypress.
The makeup of a feature vector for keystrokes and bigrams,
however, is much more complex.
In fixed text keystroke dynamics studies, the feature vector
used is quite clear – it is the concatenation of the n key hold
times corresponding to the keys pressed when typing the
password (often with the ending enter keystroke) and the
n − 1 inter-key latencies for the associated bigrams. Since
all participants type the same password during a study, the
feature vectors are the same for each pattern gathered from
each participant; the data is complete without missing values. When used outside an experimental setting, the only
comparison is between a person’s enrolled keystroke metrics
when typing their password, and the subsequent keystroke
metrics when typing the same password at a later date.
Keystroke biometrics based on dynamic text are more useful
when the goal is to gather keystroke information unobtrusively, such as when continuous, transparent authentication
is used to verify the identity of a person after initial login.
In this situation, we specifically do not want to interrupt the
user in what they are doing in order to retype their password, so we instead gather their keystroke metrics as they
type as part of their regular device use. We may gather data
from them when typing an email, a paper, or a blog post,
all of which will have few phrases that appear in all. We
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gather this data from a custom extension of Android’s standard keyboard so that key hold time and inter-key latency,
which depend on the keyboard size and key placement, are
collected in the same manner for all study participants.
Since dynamic keystroke biometrics cannot depend on getting a fixed amount of text from each participant, nor guarantee that all participants will type the same values, deciding upon the components of the feature vector is a complex
task. Intuitively, selecting the most frequently typed characters and bigrams suggests that the most data possible will
be retrieved from each participant. However, in practice
the most frequently typed characters may vary from person
to person. If the most frequently typed English letters are
chosen, there might be gaps in our gathered patterns if the
participant did not type that letter. This situation gets far
worse when considering the frequency of bigrams. These
gaps create a much more sparse dataset upon which to base
authentication decisions, so far more data must be gathered
to be as predictive and suitable as fixed text keystroke dynamics. To counter this, we used a dynamic feature space
where the bigrams and keystrokes involved are those for
which we have at least a few instances from the user. For example, early in the data collection process, the classifier may
start with a minimum number of bigrams and keystrokes
that have been typed thus far (we set this at 4 of each).
The feature space then grows as more data is collected. For
short text in which all features do not appear, we stochastically estimate the missing values from the user’s past typing
data.

6.

RESULTS AND DISCUSSION

We now present our study results and related them back to
the hypotheses defined in Section 3.1.

6.1

Position Independent Results

We begin by reporting the results of the naı̈ve method,
in which we do not use the gyroscope data to first determine user position. In this case, we mixed data from the
sit, stand and walk positions and classified only based on
the key hold times and inter-key latencies for two classification algorithms: Decision Tree and Logistic Regression.
We chose Decision Tree because of its use in human activity recognition studies [5, 24] and because it is quick to
train and classify data. Logistic regression was chosen for
its simplicity and ease in understanding feature significance
and removing those found to be insignificant. Furthermore,
like Decision Tree, logistic regression has a low computation
load for training and classifying data, which is an important
feature on the constrained memory, power and processing
environment on mobile devices. We considered each participant in turn the device owner (their data was considered
the positive class), and the other participants as non-owner
(their data was considered the negative class). The owner’s
model was trained on 2/3 of their supplied key hold times
(keystrokes) or inter-key latencies (bigrams) plus an equal
amount of data randomly selected from the other study participant’s data. We used 10-fold cross-validation and report
the averages from the 10 folds in Table 2. We have reported
False Accept Rate (FAR), False Reject Rate (FRR), and
the Area Under the Curve (AUC) for the Receiver Operating Characteristic (ROC) curve. We chose to report AUC
because it provides, in a single value, the ability of our classifier to distinguish between owner typing patterns and those
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of others. An AUC value equal to 50% represents a method
that is no better than chance; an AUC value equal to 100%
is indicative of a perfect classifier.
As can be seen in Table 2, the FAR and FRR are very high
for both keystrokes and bigrams. For instance, the FAR
value of 41.9% for keystroke results using DT indicates that
there is a 41.9% probability that an attacker will gain access. This is unacceptably high for any authentication system since it means that nearly half of all attackers will gain
access to the mobile device. Similarly, the FRR of 23% for
keystrokes using DT represents a nearly one in four likelihood that a legitimate user will be forced to reauthenticate.
While reauthentication is less risky in terms of security, it
represents an annoyance to users and a reduction in system
usability since a legitimate user will have to reauthenticate
once out of every four attempts.
The AUC values in Table 2 are not much better. Values in
the 60-69% range represent a classifier that is only 10-19%
better than chance, which is not acceptable even for secondary authentication. Overall, these results indicate that
a person’s typing pattern changes sufficiently over the three
studied positions (sit, stand, walk) that much of the uniqueness in those typing patterns is lost.
Due to these uninspiring results, we chose not to combine
key hold time and inter-key latency features as a way of
improving classification rates in favor of a potentially better solution: our dual-phased classification model, which is
based on first determining the user’s position, then classifying using a model built using only user data from that
position.
Metric
DT

Keystrokes
Bigrams

LR

Keystrokes
Bigrams

Classifier Metric (%)
FAR FRR
AUC
41.9
23.0
66.9
49.3
30.5
60.3
FAR FRR
AUC
39.0
35.6
66.2
43.3
41.7
60.7

Table 2: FAR, FRR and AUC (%) averaged over all
participants for keystroke data (key hold time) and
bigram data (inter-key latency) using Decision Tree
(DT) and Logistic Regression (LR) classifiers. These
results do not consider user position (e.g., sit, stand
or walk) and are used as a baseline for comparison
purposes.

6.2

Position Dependent Results

The first phase of our two-phased approach is to determine
the user’s position while they are typing, then classify their
typing into owner or not owner based on a model trained
only on data from that position. To determine position,
we gathered gyroscope data from the mobile device at the
moment each key was pressed. Our intuition is that the
gyroscopic movement (as measured by the device’s pitch,
azimuth and roll) will be different when typing while seated,
standing or walking. We chose not to measure accelerometer
data since it is likely that the accelerometer readings will be
different for the walking condition and relatively similar for
seated and standing, thus making the latter two positions
difficult to distinguish.
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6.2.1

Gyroscope Data

In order to address Hypothesis 2 regarding the ability of
gyroscope data gathered at each keypress to distinguish between the three user positions of sit, stand and walk, we
analyzed this data using two classifiers: C4.5 Decision Tree
(DT) and Logistic Regression (LR). We used the Weka implementation of these classifiers [26], which were chosen because of their use in activity recognition and keystroke dynamics work, respectively. We used 10-fold cross validation
as with the previous classifications.
Pos.
DT

LR

Sit
Stand
Walk
Sit
Stand
Walk

Classifier Metric (%)
FAR FRR
AUC
4.5
10.5
97.3
10.3
20.2
91.5
9.2
23.3
92.2
FAR FRR
AUC
10.8
18.6
90.8
15.8
39.8
82.3
17.7
31.1
84.5

Table 3: Gyroscope data FAR, FRR and AUC (%)
results averaged over all participants for Decision
Tree (DT) and Logistic Regression (LR) classifiers.
As can be seen in Figure 3 our results were promising for
both DT AND LR, although slightly better for DT. AUC is
a valuable measure of classifier accuracy for binary classification problems; Table 3 reports the AUC for the position
in question considered the positive class, and the other two
positions considered the negative class. For example, the
AUC of 97.3% for the Sit position for DT is measured based
on using Sit as the positive class and Stand and Walk together as the negative class. In general, values of greater
than 90% for DT indicate that the gyroscope data gathered
is very good at distinguishing between the three user positions. Note that the AUC values for both classifiers for the
Sit position are higher than those values for Stand and Walk.
We believe this is because users tended to prop their arms on
a table while typing during the study, which may mean that
the mobile device moved less (or at least differently) compared to the unsupported arm positions while in the Stand
and Walk conditions. These promising results show support
for accepting Hypothesis 2.
The FRR values in particular, though, are a bit worrisome
as they are high for both classifiers. However, these results
are not being used to determine authentication suitability,
but only to justify using gyroscope data to determine user
position. Thus, there is little security risk associated with
misclassifying the user’s position; such a misclassification
simply means the wrong model may be used for classifying keystroke and bigram data. The selection of the wrong
model may result in rejecting the legitimate user, which
would require reauthentication and thus could affect usability. We intend to explore the impact of such misclassifications in future work.

6.2.2

Keystrokes

Once the user’s position has been determined, key hold time
and inter-key latency data from the user’s typing patterns
will be classified as owner or not-owner based on three trained
models based on data from the three user positions of Sit,
Stand and Walk. This section discusses the results of a fea-
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Position

sibility study in which the study participants’ keystroke and
bigram data was classified using position-based models with
the DT and LR classifiers to allow for easy comparison to
the naı̈ve results shown in Table 2.
Table 4 shows the FAR, FRR and AUC metrics that result
from classifying key hold times over the three user positions.
The results for DT for all three metrics are better than those
for LR; FAR values for LR in the 18.7% to 20.42% range indicate an unacceptably high one in five chance that an attacker
will be mistaken for the legitimate device owner. Furthermore, FRR values of about 23% for LR show a usability
problem since nearly one in four authentication attempts
by the legitimate owner will fail. Since keystroke dynamics is best used as secondary or continuous authentication
method, such a high failure rate is not as great a problem
as for primary authentication methods. However, it is still
an unacceptably high reauthentication rate. Therefore, we
intend to use DT as the classifier of choice in future work.
Position
DT

LR

Sit
Stand
Walk
Sit
Stand
Walk

Classifier Metric (%)
FAR FRR
AUC
8.5
8.4
90.3
8.3
9.3
89.8
7.4
8.3
91.0
FAR FRR
AUC
18.70 23.18
82.76
19.63 23.73
82.32
20.42 23.55
82.14

Table 4: Keystroke data (key hold time) FAR, FRR
and AUC (%) results averaged over all participants
for Decision Tree (DT) and Logistic Regression (LR)
classifiers.

DT

LR

position classification, we combined the key hold time and
inter-key latency features while still classifying only one position at a time. Table 6 shows the results of this classification; as expected, combining features showed an increase in
AUC for both classifiers, although the increase is more notable for the LR classifier. Furthermore, the FAR and FRR
values from LR classification are lower for the combined features when compared to those features alone. AUC results
of around 97% over all positions for LR move keystroke dynamics into a range we consider suitable for primary authentication, although this must be validated via simulation to
determine the impact of battery and processor use, which we
leave for future work. Thus, we recommend that keystroke
dynamics be used only for secondary or continuous authentication.
Position

Bigrams

Previous studies have shown that bigrams on mobile devices
are not distinctive as authenticators on mobile devices [40].
However, our results refute this result, perhaps due to the
use of position as an initial classification. Table 5 shows that
bigrams are, in fact, a quite accurate means of authentication. The table shows the results of classifying Sit, Stand
and Walk data as separate classification problems; for example, the Sit row for each classifier shows the results of
classifying only Sit data into Owner and Not Owner classes;
similarly for the Stand and Walk rows.
Table 5 shows that the DT classifier outperforms the LR
classifier for FRR results, while remaining only slightly higher
than LR for FAR values. The AUC values show that interkey latency is perhaps even slightly more distinctive than key
hold time since the bigram AUC values are slightly higher
than those of keystrokes. Given that our intent is to use
keystroke dynamics for secondary or continuous authentication, AUC values of 89.82% to 93.61% for DT over the three
positions are highly encouraging. As with the keystroke
data results, we intend to use the DT classifier in future
work since the AUC values are comparable to LR, but the
FRR values for DT are considerably lower, indicating less
likelihood of reauthentication, thereby supporting improved
usability.

6.2.4

Keystrokes + Bigrams

Due to the encouraging keystroke and bigram results after
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Sit
Stand
Walk

Table 5: Bigram data (inter-key latency) FAR, FRR
and AUC (%) results averaged over all participants
for Decision Tree (DT) and Logistic Regression (LR)
classifiers.

DT

6.2.3

Sit
Stand
Walk

Classifier Metric (%)
FAR FRR
AUC
6.9
6.0
89.8
6.6
6.9
93.6
6.9
7.4
92.7
FAR FRR
AUC
5.0
13.0
92.2
4.3
12.7
93.1
5.3
13.5
91.2

LR

Sit
Stand
Walk
Sit
Stand
Walk

Classifier Metric (%)
FAR FRR
AUC
5.6
6.1
93.2
6.1
5.3
93.3
4.8
5.6
93.9
FAR FRR
AUC
1.7
7.0
97.3
1.8
5.5
97.7
1.4
6.2
97.7

Table 6: Combination of keystroke (key hold time)
and bigram (inter-key latency) data FAR, FRR and
AUC (%) results averaged over all participants.
The approximately 90% and up AUC values for DT over
keystrokes, bigrams and their combination indicates that using keystroke dynamics as a distinctive information source
for authentication is viable, and shows support for accepting
Hypothesis 1 of this work.

6.2.5

Comparison to Position Independent Results

We now move to comparing the naı̈ve, position independent keystroke and bigram results shown in Table 2 to the
relevant data in Tables 4 and 5. The highest AUC for position independent results (Table 2) is 66.9% for key hold time
data, and 60.7% for inter-key latency data, while the highest
AUC values when position is considered are 91.01% for key
hold time and 93.61% for inter-key latency. These increases
are considerable, and show that considering position before
authentication classification is a plausible approach to using
keystroke dynamics as a secondary or continuous authentication method. This result is supported by the overall reduc-
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tion in FAR and FRR values: from lows of 41.5% (FAR) and
23% (FRR) without considering position, to lows of 4.25%
(FAR) and 6% (FRR) when position is considered. These
reductions indicate that the two-phased approach is better
able to minimize both attacker access and reauthentications
compared to not considering position. These results show
strong support for Hypothesis 3 regarding improvements in
classification results when considering device position.

6.2.6

Implications

Our threat model outlined in Section 4 described possible
attacks that can affect the system described in this paper.
In particular, we stated that it is possible that the attacker
may observe the device owner typing, and thus may be able
to gather information that would allow the attacker to imitate the legitimate device owner. Given that the positionindependent results showed us that a user’s typing patterns
are variable across positions, an attacker would have to learn
different typing styles across all positions, which we consider
unlikely.
The other implication to consider is what might happen if
the first phase of the model (determining position) is incorrect. The effect would be that the wrong model would be
used for matching the gathered keystroke information, which
may result in rejecting a legitimate user. Given that our
method is intended to be used for transparent authentication, there are two possibilities: either that multiple rejected
authentication attempts are required to completely block access to the user, which enhances usability since additional
user action is not required, but also has serious security ramifications since it increases the possible attack window. The
second option is to prompt the device owner to enter a password or PIN when transparent methods are rejected, which
has usability implications due to requiring additional user
effort, but reduces the possible attack window. The preference for one of these options over the other depends on what
type of system it is implemented in; a high-security system
may require the latter.

7.

LIMITATIONS

As with other user studies, ours has several limitations that
must be considered in light of the results provided. Users often walked very slowly during the walking conditions; their
focus was on their perceived goal (to enter the phrases)
rather than on actually walking. It is likely that in a realworld situation, the user will be intent on walking rather
than typing (i.e., if they are running late). Similarly, we
observed users propping their arms on a table while typing
during the Sit condition, and leaning against a wall during the Stand condition. It is possible that these postures
introduced bias in that the static positional data may be
more static, thereby further distinguishing this data from
that gathered in the Walking condition. This may have
resulted in better FAR, FRR and AUC values than in a
real-world environment. The phrases themselves may have
caused some bias in typing patterns (and removed some ecological validity) as the participant was transcribing the given
phrases rather than creating true free text. Furthermore,
our study required participants to use an unfamiliar mobile
device with an unfamiliar keyboard, which may have had an
effect on the participants’ typing speed, as well as possibly
changing how the keyboard reacts to touch events. We also
disabled the predictive and corrective text actions, which
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affects ecological validity as these are widely used features
on soft keyboards. We also did not consider hand postures
during our study; participants were permitted to switch between typing with one thumb, both thumbs or any finger
while in any of the six experimental conditions. We tested
only a small set of classifiers (DT and LR) with few features. Many more possible classifiers exist, including those
that take an anomaly detection approach, in which the classifier is trained only on the owner’s data rather than adding
in some representative negative samples. An anomaly detection approach is considered by some to be more valid for
a single-user mobile device as it is unlikely that there will
be a significant sample of other people’s typing that can be
used to create the negative class [10]. While other studies have achieved improved FAR and FRR values by using
fused features in a multimodal biometric [10], we chose to
use only inter-key latency and key hold time first to conform
to other similar studies and also as a minimum baseline result to which future work can be compared. Finally, we
collected data in a single session of only one hour in duration, which does not effectively study possible changes in a
person’s typing pattern over time.
Our final limitation is on the selection of Sit, Stand and Walk
as user positions. We chose these based on our intuition that
these are the most likely positions in which a user may type.
It is unlikely, for instance, that a user will choose to (or be
able to effectively) type while running, and positions such
as laying down are very similar to both sitting and walking.
We plan on addressing this issue with one of two approaches:
either create an full activity recognition system that encompasses more positions, or narrowing the positions into those
that are similar, such as ambulatory (e.g., walking, running)
versus static (e.g., sitting, standing).
While each of these design decisions results in bias that will
have differing effects on the results of this study, we believe
that the largest effect will be in the overall classification
rates, which in the worst case would be artificially high,
which would give an inaccurate representation of the predictive power of gyroscope and keystroke data. We note
that our results are similar to other studies in this field [39],
and plan on removing some of these limitations (particularly
those to do with the custom keyboard and disabling predictive and corrective text functions) in the simulation of our
phased approach that we mention as future work.

8.

CONCLUSION

In this paper we have presented the results of a user study
designed to test the efficacy of keystroke dynamics as a potential continuous, transparent authenticator on mobile devices. We first determined via gyroscope data whether the
typist was seated, standing or walking, then trained and
tested three different models based on dynamic text from
each of those three positions. We found that determining
position first before classifying typing data resulted in an
AUC increase of 30%. Our two-phased model approach of
determining position first, then classifying keystroke information thus has merit and should be further examined via
simulations. Both our experimental design and our threat
model were chosen to provide as much ecological validity
as possible given that the study was lab-based. We hope
that taking a step back in assessing how much information
is required per keystroke, and mimicking how users type in
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the wild, will provide an important advance in the field of
keystroke dynamics.
Overall, our results support continuing research in keystroke
dynamics as a transparent authenticator. We removed the
need for a feature vector and the associated pre-processing
required by them, while supporting a realistic evaluation
scenario. We refuted previous results that showed bigram
inter-key latency is not as distinctive as hoped for dynamic
text, meaning that this feature may now be considered along
with key hold time. We also provided support for the idea
that transparent authentication may indeed be viable, which
may help remove the need for a potentially intrusive and
unusable authentication interface.

9.

FUTURE WORK

We have begun creating a simulation of the phased approach
pictured in Figure 1; we will use the simulation to test the effect of the phased approach on device battery and processor
consumption, the amount of time needed for a classification
decision, and the amount of data needed to reach suitable
FAR, FRR and AUC values for continuous authentication.
The use of a simulation as a first step will allow us to more
closely model real-world typing conditions since our results
were from a lab study. With the results of the simulation as
a guide, we also plan on creating a prototype of this authentication method for Android devices, which we will test via
a longitudinal user study. We will also use the simulation to
innovate solutions to the sit-stand confusion, as well as to
determine whether a catch-all classifier is suitable for situations where the user is neither sitting, standing nor walking
while typing.
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