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ABSTRACT
Using a secure screen lock mechanism is important to prevent unauthorized access and compromise of valuable data
stored on smartphones. However, many users still choose
not to use any such mechanism and often state inconvenience as the main reason. In this paper, we argue that lack
of risk awareness plays an important role behind many users’
insecure behavior rather than inconvenience, which can be
addressed by communicating risks more effectively. To test
this hypothesis, we designed an informational video explaining the risks of unauthorized access to smartphones with no
screen lock. We compared a control group (n = 114) to a
treatment group that viewed the video (n = 114) in terms
of risk perceptions, concerns, and attitudes towards secure
screen lock methods. Subsequently, a follow-up study was
conducted to see whether the video was effective in changing
participants’ behavior or not (i.e., enabling a secure screen
lock). We found statistically significant differences between
treatment and control group participants in terms of perceived severity, risk awareness, response cost, and privacy
and security concerns. Furthermore, the follow-up study revealed that significantly more participants in the treatment
group enabled a secure screen lock than those in the control
group (48/96 (50%) vs. 21/98 (21%), respectively). Finally,
we present our analysis of qualitative data to further explain
participants’ behavior.

1.

INTRODUCTION

Smartphones have become an indispensable part of our daily
lives and are increasingly being used for storing and accessing a variety of personal data such as photos, emails, SMS
messages, social media posts, and locations. As the sensitivity of the data items stored on smartphones continues to
grow, using screen lock features (e.g., PIN, pattern, password, biometric (e.g., fingerprint)) to protect smartphones
from unauthorized access is becoming increasingly impor-
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tant [21, 29, 42, 43, 53]. However, prior work has shown
that 40%-45% of smartphone users do not use any screen
lock mechanism [3, 21] and identified inconvenience (i.e.,
“It’s too much of a hassle”) as the top reason, followed by low
perceived data value (i.e.,“No one would care about what’s
on my phone”) [21, 28].
While these findings may prompt researchers to investigate
ways to improve the usability of screen lock mechanisms,
which is definitely an important research direction to pursue, we would like to argue that lack of perceived vulnerability and risk awareness can prompt some users to rate the
perceived inconvenience relatively higher compared to the
perceived benefits of using secure screen lock. Intuitively,
if a user does not feel like he/she is at risk of being compromised and does not realize the possible consequences of
unauthorized smartphone access, he/she is unlikely to adopt
a screen lock mechanism, even if it is convenient and easy
to use. On the contrary, if someone realizes the risks of being compromised, he/she is more likely to adopt a secure
screen lock mechanism despite minor inconvenience. This
argument is in line with findings of prior efforts that have
found that when individuals underestimate or are unaware
of risks, they often engage in insecure behavior [33, 56, 55].
For example, many users select weak passwords or recycle
them from service to service [24] because they think the risk
of their accounts being hacked is low [8]. This lack of risk
awareness applies to many other security tools and features,
including smartphone screen locking [21, 29]. Communicating risks to users is therefore critical for raising their awareness, which in turn can influence their behavior [56, 44].
As such, in this paper, we focus on risk communication using
fear appeal and test its effect on users’ attitude and behavior. Using guidelines from prior efforts in fear appeal [57], we
designed a video focusing on four basic elements, namely, (1)
perceived severity (an individual’s assessment of the threat),
(2) perceived vulnerability (an individual’s susceptibility to
the threat), (3) self-efficacy (an individual’s ability to perform the recommended preventive behavior), and (4) response efficacy (an individual’s assessment of the efficacy
of the recommended preventive behavior).
Since answering survey questions can raise risk awareness
and cause participants to change their locking behavior, to
reliably test the effect of the video on users’ attitudes and
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opinions about smartphone screen locks, we ran a controlled
study where one group of participants answered the survey questions after watching the video and the other group
without watching the video. Participants who completed
the main survey were invited to participate in a follow-up
survey approximately one week after the completion of the
main survey. The aim of the follow-up study was to observe
whether or not participants had enabled a secure screen lock
method since the first survey. To avoid biasing participants’
behavior, we did not inform participants about the possibility of the follow-up in the main study.
In our study, we observed that the video significantly affected perceived severity, vulnerability, and response efficacy. The rating for perceived inconvenience of using the
secure screen lock was also significantly lower for the treatment group. Finally, the follow-up study revealed that significantly more participants in the treatment group enabled
a secure screen lock than those in the control group (48/96
(50%) vs. 21/98 (21%), respectively).
The rest of the paper is organized as follows. Section 2
presents prior work related to our current study and discusses the basic concepts underlying our analysis. Section 3
explains the study design. Key findings along with detailed
analysis are presented in Section 4. Implications of our findings are discussed in Section 5. Limitations of our study
along with possible future directions are discussed in Section 6. Finally, Section 7 concludes the paper.

2.

RELATED WORK

Use of a secure screen lock is often recommended by security
experts [6, 2, 7]. However, many users still choose not to use
secure screen locks on their smartphones. Multiple recent efforts in usable security and privacy have tried to understand
the reasons behind such insecure user behavior in the context of smartphone security. For example, De Luca et al. [19]
and Bhagavatula et al. [13] investigated reasons for (not) using biometric authentication mechanisms on smartphones.
Egelman et al. [21] and Harbach et al. [29] investigated why
some people choose not to lock their smartphones, finding
that inconvenience was a primary reason. Egelman et al. [21]
also investigated perception of risk, finding that most participants underestimated the amount of sensitive data that
can be mined from their email accounts, and that those who
lock their smartphones were more likely to find sensitive
data. In the same vein, Harbach et al. [29] found that most
users were more concerned about the cost to replace their
phone if it was lost than the data on the phone. More recently, Harbach et al. [28] conducted an international survey
of 8,286 participants from 8 countries using the Google Consumer Surveys (GCS) platform to investigate whether peoples’ smartphone locking behavior differed by country. They
found that one third of those surveyed do not use a secure
lock screen. Furthermore, the most commonly cited reason
was “inconvenience”, which was mentioned by 43% (1795)
of the participants. In another study, Harbach et al. [27]
found that the majority of the participants would not adopt
a secure lock screen even if it were more secure. However,
most of them indicated that they would be more willing to
adopt one if it was quicker than the existing methods. This
suggests that “inconvenience” is a major reason for not using any secure lock screen method, and acts as a significant
barrier to adoption.
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Interestingly, these prior findings are in line with Herley’s [30]
argument suggesting that users apply a cost-benefit analysis
in security-related decisions. Rejection of advice, even that
of security experts, occurs when users see the costs of a suggested behavior as too high relative to the benefit. Fagan
and Khan [22] recently looked at the risk-cost-benefit perspective of followers and non-followers for different security
advices and showed that, in general, each group believes that
they are doing the “right” thing. In other words, followers of
a certain security advice perceive the benefits of complying
as higher than non-followers do. Likewise, followers perceive
the risk of not complying as higher than non-followers. This
divergence in perception indicates a fundamental difference
in the mental models of followers and non-followers, which
is unlikely to be resolved by just designing better tools.
One possible way to address this divergence in perceptions
is through effective risk communication, which may alter the
risk-cost-benefit perspective of non-followers, leading to behavior change. Nudging users in the right direction using approaches such as providing social cues is another alternative.
Among a limited number of efforts that investigated ways
to motivate users toward adoption of security tools, Das et
al. [18] recently examined the influence of social motivations
in adoption of recommended security features (login notifications, 2FA, and trusted contacts). They found that 4%
of Facebook users adopted one of the recommended security
features within a week of seeing an announcement, and 9.9%
within five months. Notably, there was no significant difference between the group that viewed the announcement with
social cues and the group that viewed it without social cues.
More recently, Albayram et al. [9] investigated the effectiveness of informational videos designed to provide an introduction to two-step verification (i.e., 2FA) in persuading users
to enable the feature (i.e., behavioral change). They created
eight video tutorials based on three themes (i.e., Risk, Selfefficacy, and Contingency) and evaluated the effectiveness
of different video content. They also ran a follow-up study
to determine whether or not participants who watched the
video enabled 2FA for their Gmail account. They found that
the Self-efficacy and Risk themes were the most effective in
making the videos more interesting, informative, and useful,
which were also found to be significantly correlated with
participants’ decisions to enable 2FA. Moreover, they found
that the video including both Risk and Self-efficacy themes
had the highest adoption rate, with 39.5% of the participants reporting enabling 2FA for their Gmail account. Van
Bruggen et al. [53] used intervention messages with different themes (i.e., morality, deterrence, incentive) to persuade
users to adopt screen locks on their smartphones, which is
closest in spirit to our work. These were sent as text messages with a 160-character limit. The messages had only a
limited effect on behavior (the morality theme was the most
effective, with 31% of users changing their locking behavior).
Although these prior studies demonstrated the difficulty in
changing users’ behavior, none investigated the effect of risk
communication in the context of smartphone locking behavior, using fear appeal which emphasizes the potential negative consequences of not following the recommended advice
or behavior [57, 36, 15, 49, 51]. According to Witte [57],
a fear appeal needs to focus on four basic elements: (1)
perceived severity (assessment of threat), (2) perceived vulnerability (susceptibility to threat), (3) self-efficacy (abil-

USENIX Association

ity to perform the recommended preventive behavior), and
(4) response efficacy (assessment of the efficacy of the recommended preventive behavior). Among numerous theories
that attempt to explain fear appeal [32, 57, 48], Protection
Motivation Theory (PMT) suggests that the motivation to
protect depends on threat appraisal (elements (1) and (2) of
fear appeal) and coping appraisal (elements (3) and (4)). If
threat appraisal results in fear due to an individual assessing a threat as relevant and potentially harmful (i.e., threat
appraisal is high), and the individual believes in his or her
ability to perform the recommended behavior (i.e., coping
appraisal is high), then these two processes elicit protection
motivation behaviors [49, 57].

the video) will have higher perceived data value ratings compared to participants in the control group.

Protection Motivation Theory (PMT) [48, 49] has been applied to study the efficacy of fear appeal in promoting secure behavior such as the use of antivirus software [15] and
creation of strong passwords [35] in the past. For example, Boss et al. [15] manipulated the intensity of fear appeal
in a longitudinal study, observing that fear appeal had a
significant effect on intention to back up data and actual
backup frequency. They also found fear appeal to be effective in promoting the use of antivirus software. Jenkins et
al. [35] documented the effectiveness of fear appeal in the
context of password creation. Specifically, they found that
88% of those who received warning messages when a recycled
password was detected created unique passwords, compared
to 4.5% of those who did not receive a warning message.
Vance et al. [54] examined the impact of fear appeal in motivating users to increase their password strength. During
an account-creation process, users were shown one of four
messages: one with a fear appeal (i.e., message including
susceptibility, severity, self-efficacy and response efficacy),
one with interactivity (i.e., showing strength of password
as typed-in), both fear appeal and interactivity, and none of
these. They found that those shown a fear appeal in interactive form created significantly stronger passwords than those
shown only fear appeal or only interactive messages. The
effectiveness of fear appeal has been documented in other
efforts as well [36, 20].

H3b: Participants in the treatment group will have higher
risk awareness ratings than participants in the control group.

While a significant volume of prior research has looked at
fear appeal in the context of security behavior, to the best
of our knowledge, we are the first to investigate the effect of
fear appeal on perceived inconvenience and users’ attitudes
and opinions about smartphone screen locks. Specifically,
this study expands upon prior work that has examined why
users don’t use screen locking mechanisms, and examines
the effectiveness of a fear appeal video (designed based on
Protection Motivation Theory) in changing users’ opinions
in terms of perceived severity, risk awareness, response cost,
and privacy and security concerns, and persuading them to
employ lock screens. The details of our work are presented
in the following sections.

3.

METHODOLOGY

The goal of this study is to test whether effective risk communication can change users’ perceptions of perceived severity, perceived vulnerability, self-efficacy, response cost, and
inconvenience, and trigger behavior change in the context of
smartphone screen locking. Towards this, we formulated the
following hypotheses and designed user studies accordingly.
H1: Participants in the treatment group (i.e., who watched
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H2a: Participants in the treatment group will report being
more worried about their smartphones’ security and privacy
than participants in the control group.
H2b: Participants in the treatment group will report higher
level of concerns about their smartphone being used by others
than participants in the control group.
H3a: Participants in the treatment group will have higher
perceived severity ratings than participants in the control
group.

H4: Participants in the treatment group will report lower
perceived response cost than participants in the control group.
H5: Participants in the treatment group will have higher
ratings for the response efficacy of using a secure screen lock
method than those in the control group.
H6: Participants who watched the video (i.e., treatment
group) will be more likely to enable a secure screen lock
method compared to those in the control group.

3.1

Design of the Video

To test the aforementioned hypotheses, we designed a video
explaining the risks of not using a secure screen lock. We
chose to use video as the mode of communication for conveying fear appeal because it has been shown to be effective
in utilizing both visual and auditory information processing channels [52, 17, 40, 31, 46], leading to higher user engagement. In addition, video has been reported to be more
effective than text in risk communication [26, 14].
The content of the video was developed based on smartphone security advice from multiple non-profit web sites
such as National Cyber Security Alliance (NCSA) [5, 6], EDUCAUSE [2], consumer reports [1] and mobile security companies’ blog posts [7, 4]. Over multiple iterations, two researchers narrowed down the risks applicable to most smartphone users (e.g., loss/theft, exposure of sensitive/personal
data). The video first explains the possible negative consequences of using a smartphone without a screen lock, and
then shows how to set one up on an Android smartphone.
Figure 1 shows a frame from the video used in the study.
We used screencasts of an Android phone screen to demonstrate some of the possible risks in order to make the video
more realistic. Also, as research has identified that aligning security threats with similar risks in the physical world
may lead to better understanding by users [25, 10], we used
pictures of tools such as locks and shields throughout the
video. For self-efficacy, the video demonstrates step-by-step
instructions on how to enable a secure lock screen on Android phones1 . The video transcript was narrated by a
native English speaker. No other sound was included in
the video. The full video transcript can be found in the
Appendix. The full video can be watched on YouTube at
https://youtu.be/J_u6a4ImklM.
1

The video presented several available Android screen lock
methods so that participants were not manipulated to select
a particular one.

Thirteenth Symposium on Usable Privacy and Security

51

SEARCH FOR

THE WORD
“BANK”

Figure 1: A sample frame from the video is shown.
The full video can be watched on YouTube at
https://youtu.be/J_u6a4ImklM.

3.2

Study Design

The study was carried out in two phases: the main survey
and the follow-up survey. The flow of the study is shown in
Figure 2.
In the main survey, we evaluated the effect of the fear appeal
video on users’ attitudes and opinions about smartphone
screen locks. Half of the total participants (treatment group)
were required to watch the video, which was approximately
3 minutes long, while the other half (control group) did not
see the video. Participants were assigned randomly to one
of these two groups to prevent self-selection bias.

Follow-up

Main Study

Control Group

Treatment Group

•
•
•

Demographics
Smartphone Usage Behavior
Online Security Behavior

•
•
•

Demographics
Smartphone Usage Behavior
Online Security Behavior

•

Reasons for Not Using a
Secure Screen Lock

•

Reasons for Not Using a
Secure Screen Lock

•
•

Video
Evaluation of the Video

•
•
•
•
•

Security and Privacy Concerns
Perceived Data Value
Perceived Severity
Perceived Response Cost
Response Efficacy

•
•
•
•
•

Security and Privacy Concerns
Perceived Data Value
Perceived Severity
Perceived Response Cost
Response Efficacy

1 week

1 week

Have you enabled?

Have you enabled?

No

Yes

No

Yes

Why did you
choose not to?

What was your
motivation?

Why did you
choose not to?

What was your
motivation?

Figure 2: Survey Flow.
The main survey contained three sections. The first section consisted of questions about demographic information,
computer and online security behaviors, level of computer
proficiency, smartphone usage behavior, and reasons for not
using a secure screen lock. Next, participants were assigned
to a group. Those assigned to the treatment group were
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shown the video. We used Qualtrics’ timer feature to ensure
that participants waited at least the duration of the video
(200 seconds) before advancing to the next part of the survey. On average, participants took 201.43 seconds to watch
the video (median = 224.3 and SD = 118). After watching
the video, participants in the treatment group were asked 6
video-related questions. Four questions asked participants’
opinions about the persuasiveness of the video (i.e., its effectiveness in changing behavior and believability). These
questions were adopted from prior work by Kazjer et al. [37]
and modified accordingly. The fifth and sixth questions were
open-ended and asked participants to share what aspects of
the video they liked and disliked respectively. The third section consisted of questions about perceived data value, risk
perceptions, perceived response cost, and response efficacy.
Note that participants in the control group were not asked
the video-related questions. Other than these, participants
in both groups answered the same set of questions in the
same order.
Participants who completed the main survey were then invited to participate in a follow-up survey approximately one
week later. The aim of the follow-up study was to measure whether or not participants had enabled a secure screen
lock method since the first survey. Participants were sent an
email via Mechanical Turk’s messaging system that directed
them to a new HIT on Mturk and informed them that participation in the follow-up survey was voluntary. If they
decided to participate, they were paid $1 regardless of their
behavioral outcome. Furthermore, to avoid biasing participants’ actions, participants were not informed about the
possible follow-up survey during the main survey, eliminating any incentive for lying.
In the follow-up survey, participants were first asked whether
or not they enabled a secure screen lock after participating in
the main survey. This question served as a branching question. Participants who answered “Yes” were asked “What
motivated you to enable the secure screen lock method on
your smartphone?” Participants who answered “No” were
asked “Why did you choose not to enable a secure screen
lock method on your smartphone?”

3.2.1

Recruitment

We recruited participants from Amazon’s Mechanical Turk
(MTurk) platform. We restricted MTurk workers to those 18
years of age or older, currently living in the United States,
having completed at least 1000 HITs and having a 95%
or higher approval rating, which is recommended in prior
work [45].
We screened potential participants based on the following
two criteria.
1. Have a smartphone that runs on Android.
2. Did not use any secure screen locking method (e.g.,
PIN, Pattern, Password) in the past, and currently do
not use one.
As secure screen locking methods may vary depending on
mobile operating system, we used the first criterion to choose
participants whose smartphones run on Android, making the
study tractable. The second criterion allowed us to recruit
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participants who did not have prior experience with secure
screen locking methods. As these individuals are likely to
have different mental models compared to those who used a
screen lock before, we decided to focus on one group of users
rather than mixing them up. To avoid biasing responses to
these questions, we did not disclose the eligibility criteria to
participants during the prescreening process. Additionally,
we asked participants 4 prescreening questions instead of the
relevant 2 only, to prevent them from guessing the eligibility
criteria. Respondents who did not meet the above criteria
were informed that they were not eligible to participate in
the study and did not receive any compensation.
In addition to the prescreening questions, we also asked
participants whether they use some form of authentication
(PIN, Pattern, Password, Biometric (e.g., Fingerprint)) when
unlocking the screen on their smartphones, and if they do,
which method they use. A total of 3256 respondents completed the prescreening survey and 228 participants were
found to be eligible to participate based on our two criteria.
Out of 3231 respondents who had a smartphone, a majority
of them were Android users (1733, 53%), followed by IOS
users (1341, 41%). There were 341 (∼20%) Android users
and 168 (∼13%) IOS users who reported not using a secure
screen lock on their smartphones. Among the Android users
who reported using a secure screen lock, PIN was the most
preferred method (∼40%; 550), followed by Pattern (∼33%;
447) and Fingerprint (∼18%; 242). Among the IOS users
who reported using a secure screen lock, Fingerprint was
the most preferred method (∼44%; 502), followed by PIN
(∼39%; 450) and Password (∼11%; 124).
Participants took 15.1 minutes on average (median=12.5
minutes, SD=10.6 minutes) to complete the main survey
and 3.6 minutes on average (median=2.7 minutes, SD=4.2
minutes) to complete the follow-up survey. They received
$2.5 and $1 respectively for their efforts.
The study was approved by the university IRB board.

3.3

Survey Data Analysis

3.3.1

Statistical Analysis

As our data is ordinal and many of the distributions in
our data set are skewed, we use the non-parametric MannWhitney test. In the case of comparison tests, we
√ report
the effect sizes of significant tests using the r = Z/ N metric [23]. For analyzing the association between two categorical variables, we use Pearson’s chi-square test2 and report
φ for the effect size [23].

3.3.2

Coding Methodology for Qualitative Data

We coded responses to the open-ended questions using a
bottom-up inductive coding approach [41]. Initially, two
researchers worked independently and read through all the
comments, developing a set of codes for each question. Then,
the coders met twice (once for the main survey and once
for the follow-up survey) to create the final codebook for
each question. A third researcher, who was not involved in
the initial coding process, moderated the meetings to help
reach agreement on the codebooks. Once the codebooks
were finalized, the two coders updated their codebook in2
Fisher’s Exact test was used when the observed values are
less than 5 in the contingency table [23].
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dependently. Inter-rater reliability was calculated for each
question using Cohen’s Kappa which ranged from 0.78 to
0.92, indicating “substantial” or “excellent” agreement between the coders [39]. The details are presented below.

4. EVALUATION
4.1 Sample Statistics
We found no significant difference between the control and
treatment groups in terms of gender (χ2 (2) = 1.01, p = .603),
age (U = 6088, p = .410), level of education (U = 6144, p
= .456), level of knowledge about computers in general (U
= 6201, p = .520), and level of knowledge about computer
security in general (U = 6080, p = .362).
Next, we compared the two groups in terms of their smartphone usage behavior. We found no significant differences
regarding the amount of time per day participants spend on
their smartphones (U = 6059, p = .370), number of applications they have installed on their smartphones (U = 6301,
p = .692), and number of applications used on average per
day (U = 6411, p = .860).
We further compared the participants in terms of their security behavior and attitudes. There were no significant
differences in participants’ concerns about their online accounts being compromised or hacked (U = 6231, p = .568),
whether they worry about their online security (χ2 (1) =
2.55, p = .146) and whether they use antivirus software on
their smartphones (χ2 (2) = 3.44, p = .178).
Based on our analysis, we concluded that the two groups are
similar in terms of their demographics, smartphone usage
behaviors, security behavior, and attitudes.

4.2

Reasons for Not Using Lock Screen

Participants in both groups were asked why they choose not
to use a secure screen locking method. The treatment group
answered this question before watching the video, which allowed us to compare the initial reasoning of the two groups.
In response to this question, we received a total of 322 comments and organized the comments into 11 codes.
We used the coded responses to this question to identify
whether the two groups differ in terms of their reasons for
not locking. Performing a chi-square test for each reason
(i.e., code), we found no significant differences in terms of
reasons for not locking between the control and treatment
groups.
Comments in the top four codes mentioned the following:
annoyance (e.g., inconvenient, time-consuming) (115 comments; 56 control group, 59 video group), low perceived
threat (e.g., my phone is always with me, it is unnecessary)
(93 comments; 51 control group, 42 video group), nothing to
hide (e.g. no sensitive data on my phone) (45 comments; 24
control group, 21 video group), and setup inconvenience (20
comments; 11 control group, 9 video group). These codes
accounted for 84.78% of all the comments. The full coding
can be found in Table 6 in the Appendix.
Comments such as “I have never used it. When I think about
it I think about how annoying it is to put in a password in
other places like my computer at work and I don’t want to
deal with that. It takes away from the joy of using my phone.
(Video)” and “It’s a pain in the neck to have to unlock it ev-
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ery time I want to use the phone - very inconvenient (Control)” highlight the response cost many participants associate
with using a secure screen lock.
Other comments such as “I always keep my phone in my
pocket or next to me, so there is no chance of me losing
my phone or that someone can steal the phone from me.
(Control)” and “I never leave my cell phone unattended. No
one will ever snoop around on my phone because it’s always
on me except at night when it’s charging by my bed. (Video)”
reflect low perceived risk.
Furthermore, comments such as, “I’m not hiding anything
that I don’t want people to see. Nothing to hide, no reason
to lock the phone (Control)” and “I don’t feel that I need to
use one. I don’t have any things on my phone that need to
be super secure.(Control)” reflect low perceived data value,
which can also affect perceived severity of being compromised.
Lastly, comments such as “Just never went to the trouble of
figuring it out and implementing it.(Video)” reflect the initial
inconvenience of setting up a screen lock that prevents some
participants from implementing one.
Our findings are in line with prior work reporting “inconvenience” (e.g., annoying to use) as the chief reason for not
using any screen lock method [21, 29, 28].

4.3 Effect of Fear Appeal on Perceived Data
Value
We hypothesize that participants in the treatment group will
have higher perceived data value ratings compared to participants in the control group. (H1)
To test this hypothesis, participants in both groups were
asked whether they think the data stored on their smartphones is valuable enough to protect, and how much privacy
sensitive data they think their smartphones store.
In the treatment group, 77.2% of the participants responded
“Yes” when asked ”Do you think that the data stored on
your smartphone is valuable enough to protect?”, whereas
34.2% responded “Yes” in the control group. Performing a
Chi-square test, we found that participants who watched
the fear appeal video perceived their smartphone data to
be significantly more valuable and worth protecting compared to participants in the control group (χ2 (2) = 42.82, p
<.001, φ = 0.43). In addition, participants in the treatment
group reported having significantly more privacy sensitive
data than those in the control group (U = 5100, p =.002, r =
.20). Specifically, 49.1% of the participants in the treatment
group and 28.1% of the participants in the control group
rated either “a moderate amount” or “a great deal” of privacy sensitive information when asked “How much privacy
sensitive information do you think your smartphone stores?”
on a scale ranging from (1) none at all to (4) a great deal of
privacy sensitive information.
This increased awareness was also reflected in participants’
comments such as “...since I watched the video it made me
think about security for my phone.” and “It [Video] pointed
out security issues that I was not aware of, such as accessing
my email to get bank information and resetting passwords.”
These findings support our hypothesis (H1) and underscore

54

Thirteenth Symposium on Usable Privacy and Security

the effectiveness of fear appeal in raising data value awareness.

4.4 Effect of Fear Appeal on Security and Privacy Concerns
We hypothesize that participants in the treatment group will
report being more worried about their smartphones’ security
and privacy than participants in the control group (H2a) and
participants in the treatment group will report higher level of
concerns about their smartphone being used by others than
participants in the control group. (H2b)
To test these hypotheses, participants were asked to rate
how much they worry about their smartphones’ security and
privacy and how concerned they are about their smartphone
being used by others.
We found that participants in the treatment group reported
being significantly more worried about their smartphones’
security (U = 4413, p <.001, r = .291) and privacy (U =
4361, p <.001, r = .298) compared to participants in the
control group. They were also more concerned about their
smartphone being used by others (U = 3308.5, p <.001, r
= .442). Summaries of responses can be seen in Table 1.
These findings support our hypotheses (H2a and H2b) and
confirm that participants in the treatment group felt more
susceptible to threats (perceived vulnerability), which made
them worried about their smartphones’ security and privacy.

4.5 Effect of Fear Appeal on Perceived Severity and Risk Awareness
Perceived severity refers to how serious an individual deems
a threat and its consequences [48]. If an event is not appraised as likely to occur, or if the negative consequences of
an event are considered insignificant, then it is unlikely to
cause any change in behavioral intentions or actual behavior [48]. Hence, it is important for an intervention message
to increase the rating of perceived risk and severity in order to trigger a change in behavior [48]. As such, we hypothesize that participants in the treatment group will have
higher perceived severity ratings than participants in the control group. (H3a) and participants in the treatment group
will have higher risk awareness ratings than participants in
the control group. (H3b).
To test these hypotheses, we asked participants to rate the
three statements listed in Table 2. Performing a MannWhitney U test, we found that participants who watched
the video assessed the seriousness of the loss of data on their
smartphone as more disruptive (Mean = 5.21, median = 5)
compared to the participants in the control group (Mean =
6.22, median = 7) (U = 5047, p =.003, r = .194) (see Table 2). Moreover, in the control group, 66% indicated being
more upset about losing the phone itself and 33% indicated
being more upset losing the data on the phone, whereas
the treatment group had respective percentages of 51% and
47%, with the difference being significant (χ2 (2) = 42.82, p
<.001, φ = 0.43).
Finally, performing a Mann-Whitney U test, we found that
participants who watched the video perceived their smartphones as significantly more susceptible to being lost (U
= 5186, p =.005, r = .187) and unauthorized access (U =
4126.5, p <.001, r = .332) than control participants (see Ta-
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How much do you worry about your smartphone’s security?
How much do you worry about your smartphone’s privacy?
How concerned are you about your smartphone being used by others?

Control
Avg (Med)
1.94 (2)
2.04 (2)
1.7 (1.5)

Treatment
Avg (Med)
2.52 (2)
2.66 (3)
2.64 (3)

Significance Test
U = 4413, p <.001, r = .291
U = 4361, p <.001, r = .298
U = 3308.5, p <.001, r = .442

Table 1: Rating summaries for security and privacy concerns for each group are shown along with U-Tests
comparing responses for each statement between the control and treatment groups. Participants answered
the first question on a scale ranging from Not at all worried (1) to Extremely worried (5), and the second
and third questions on a scale ranging from (1) Not at all concerned to (5) Extremely concerned.
ble 2 for the summaries for ratings). Hence, our hypotheses
H3a and H3b were supported.
These changes in perceptions were further reflected in comments from participants in the treatment group as follows.
“I liked that the threats to my information and identity were
enumerated including some I had never considered before,
like how my contacts could be harmed.”
“The way it [Video] highlighted potential harm that could be
done by someone using my phone was both frightening and
convincing. I never thought about a lot of those things”.
These results show the effectiveness of the video in communicating risks to users and changing perceptions critical to
behavior change.

4.6

Effect of Fear Appeal on Response Cost

Citing “inconvenience” as the top reason for not using any
secure lock screen method suggests that the perceived cost
associated with using a screen lock plays a crucial role in
users’ decisions (see [21, 29, 28] and section 4.2). We argue that perceived inconvenience is relative to perceived risk
and severity, and thus can be influenced by effective risk
communication. Hence, we hypothesize that participants in
the treatment group will report lower perceived response cost
than participants in the control group. (H4).
To test this hypothesis, we asked participants to rate the
three statements listed in Table 3 on a 5 point-likert scale
ranging from 1 = “Strongly disagree” to 5 = “Strongly agree”.
We found that participants in the treatment group rated the
statement “If I use a secure screen lock on my smartphone,
It will be too much of a hassle for me” significantly lower
than the control group (U = 3980.5, p <.001, r = .349)
(mean = 3.8 vs. 2.95 and median = 4 vs. 3 for the control
and video group respectively). While treatment participants
rated the statement “I feel using a secure screen lock on my
smartphone is too inconvenient due to entering an unlock
code every time I use the phone” significantly lower than
the control group (U = 3625, p <.001, r = .396), there was
no significant difference in ratings for the statement “I feel
using a secure screen lock on my smartphone is too inconvenient because it is hard to remember” (U = 5555.5, p =
.052, r = .128). Interestingly, participants did not differ significantly in terms of memorability rating, yet they differed
significantly in terms of inconvenience rating.
Participants were then asked to explain the reasons behind
their ratings for the statement “I feel using a secure screen
lock on my smartphone is too inconvenient due to entering
an unlock code every time I use the phone”. Participants
who rated screen locks as inconvenient gave similar reasons
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to those previously found. Once again, “annoying to use”
was the top code. Of 278 comments that were coded, 112
mentioned this. Notably, 74 comments were from the control
group participants (51% of total control group comments)
and 38 were from the treatment group (27% of total treatment group comments). There were 72 comments (26% of
all the comments) indicating willingness to set up a screen
lock. As a testament to the gained risk awareness offered by
the video, 57 of these were from the treatment group (41%
of the total treatment group comments), while 15 were from
the control group participants (10% of total control group
comments). The full coding can be found in Table 9 in the
Appendix.
The increase in risk awareness in the treatment group was
also reflected in the following comments.
“Before taking this survey I would agree with all of those
statements. Now that I carefully consider all of the risks and
consequences associated with someone gaining access to my
phone I’m realizing that it’s much better to use a lock screen
than to worry about saving a few seconds of time by not
locking my phone. I am aware of the bad things that could
happen if my phone got lost or got into the wrong hands.”
“Before your survey I thought it was too much of a hassle
but now I think it’s worth it! I really didn’t think it through
or have enough facts to realize just how much info is stored
on my phone or is capable of being easily accessed. It won’t
take long to set up a secure screen lock AND to use it!”
“I felt that way until I saw the video of potential dangers
from not having a secure screen lock. Now I don’t think it’s
inconvenient at all.”
“I did think it was too much of a hassle, but after seeing the
video I changed my mind. It would be more of a hassle to
deal with the consequences of theft of the information.”
These comments highlight that the video helped these users
to realize the risks and consequences associated with unauthorized access to their smartphones, making them see that
the benefits of using a secure screen lock outweigh the cost.
This supports our argument that perceived inconvenience
can be affected indirectly by raising risk awareness and, thus,
H4 is supported.

4.7 Effect of Fear Appeal on Response Efficacy
Response efficacy refers to an individual’s belief in the benefits of the recommended behavior [48]. Protection motivation theory (PMT) postulates that response efficacy is an
important determinant of attitude change [48, 50]. We hypothesize that participants in the treatment group will have
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If your smartphone is lost or stolen, how disruptive
the loss of your data on your smartphone will be to your daily life?
How likely is it for you to lose your smartphone?
How likely is it for someone to attempt to access your smartphone?

Control
Avg (Med)

Treatment
Avg (Med)

Significance Test

5.21 (5)

6.22 (7)

U = 5047, p =.003, r = .194

1.69 (2)
1.71 (1)

2.03 (2)
2.34 (2)

U = 5186, p =.005, r = .187
U = 4126.5, p <.001, r = .332

Table 2: Rating summaries for perceived severity and risk awareness for each group are shown along with
U-Tests comparing responses for each statement between the control and treatment groups. Participants
answered the first question on a scale ranging from little disruption (1) to high disruption (10), and the
second and third questions on a scale ranging from (1) Extremely unlikely to (5) Extremely likely.

If I use a secure screen lock on my smartphone,
It will be too much of a hassle for me
I feel using a secure screen lock on my smartphone is too inconvenient
due to entering an unlock code every time I use the phone
I feel using a secure screen lock on my smartphone is too inconvenient
because it is hard to remember

Control
Avg (Med)

Treatment
Avg (Med)

Significance Test

3.8 (4)

2.95 (3)

U = 3980.5, p <.001, r = 0.34

4.1 (4)

3.1 (3)

U = 3625, p <.001, r = 0.39

2.8 (3)

2.5 (2)

U = 5555.5, p = .052, r = 0.12

Table 3: Rating summaries for response cost for each group are shown along with U-Tests comparing responses
for each statement between the control and treatment groups.
higher ratings for the response efficacy of using a secure
screen lock method than those in the control group. (H5).
To test this hypothesis, we asked participants to rate the
set of statements listed in Table 4 on a 5 point Likert scale
ranging from 1 = “Strongly disagree” to 5 = “Strongly agree”.
As we intended to evaluate actual behavior change in the
follow-up study, we decided not to ask about willingness to
enable a secure screen lock in the main study, which might
nudge participants towards enabling it.
As shown in Table 4, participants in the treatment group
agreed significantly more with the statements about the benefits of using a secure screen lock and its efficacy in securing
smartphone data. Moreover, they agreed significantly more
with the statements about secure screen lock being easy to
use (i.e., self-efficacy) and being a good idea. These results
suggest that fear appeal positively influenced users’ opinions about the effectiveness of secure screen locks. Hence,
our hypothesis H5 was supported.
These changes in perceptions were also reflected in treatment group comments as follows.
“I liked how the video showed what could happen if someone
did take your phone. But then how easy it would be to prevent it if you have a password or other method to keep your
information secure.”
“I liked the video. It presented valid reasons to lock my
smartphone. It’s about protecting myself but also my loved
ones.”

4.8 Effect of Fear Appeal on Behavior Change
(Follow-up)
We hypothesize that participants who watched the video (i.e.,
treatment group) will be more likely to enable a secure screen
lock method compared to those in the control group. (H6).
To test whether the video was effective in changing participants’ behavior (i.e., enabling a secure lock screen), we sent
an email invitation to participants for a follow-up survey
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approximately one week after the main study.
Out of 228 participants who participated in the first phase
of the study, 194 participants (∼85%) responded to our invitation email and completed the follow-up survey (98 from
the control group and 96 from the treatment group). In this
survey, we asked participants whether they actually enabled
a secure screen lock or not. Participants who reported enabling a secure screen lock method were asked which method
they enabled and what their motivations were. Participants
who reported not enabling any secure screen lock method
were asked why they chose not to enable it.
In the follow-up study, 48 participants from the treatment
group (50% of those who completed the follow-up survey)
reported that they enabled a secure screen lock method on
their smartphones, whereas 21 participants from the control
group (∼21% of those who completed the follow-up survey)
reported enabling it. Table 5 shows the percentage of participants who reported enabling a lock screen with respect
to their assigned group. We found that there was a significant difference in terms of enabling rate between the control
group and the treatment group (50% vs. 21%, χ2 (1) = 17.27,
p <.001, φ = 0.298). This result supports hypothesis H6.

Enabled
Not Enabled

Control (n = 98)
21
77

Treatment (n = 96)
48
48

Table 5: The percentage of participants who reported enabling a lock screen with respect to their
assigned group.
Among the participants who enabled a secure screen lock
(69/194), PIN was the most preferred method (55%; 38),
followed by Fingerprint (16%; 11), Pattern (14%; 10), Password (55%; 9), and other (1%; 1). Also, 54% reported enabling it on the same day, 17% within 1 day, 12% within 2
days, and 7% within 3 days after watching the video.
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Using a secure screen lock will be a good idea
I think a secure screen lock will be easy to use
I think enabling a secure screen lock will help
make my smartphone more secure
I understand the benefits of using a secure screen lock
I think enabling a secure screen lock will protect
my data on my smartphone

Control
Avg (Med)
3.61 (4)
2.86 (3)

Treatment
Avg (Med)
4.18 (4)
3.55 (4)

U = 4130, p <.001, r = 0.33
U = 4266, p <.001, r = 0.30

3.93 (4)

4.23 (4)

U = 5235, p = .006, r = 0.18

4.1 (4)

4.41 (4)

U = 4834.5, p <.001, r = 0.24

3.80 (4)

4.13 (4)

U = 5084, p = .002, r = 0.20

Significance Test

Table 4: Rating summaries for response efficacy for each group along with U-Tests comparing responses for
each statement between the control and treatment groups.
All but one participant who enabled a secure screen lock
responded “Yes” when asked “Are you still using the secure
screen lock method?” in the follow-up survey. This participant (from the treatment group) enabled PIN on the same
day he or she watched the video but disabled it after one
day. The participant stated the following comment as a reason for disabling: “It was inconvenient although I’m thinking
of putting it back on for safety once again.” All but one participant who enabled a secure screen lock responded “Yes”
when asked “Do you plan to continue using the secure screen
lock method on your smartphone?”.
Participants were also asked to rate the convenience of the
screen lock method they enabled on their smartphones. 53%
of the participants (37/69) found the screen lock method as
either “very convenient” or “convenient”, 19% of the participants (13/69) as “neither inconvenient nor convenient” and
27% of the participants (19/69) as either “very inconvenient”
or “inconvenient”. A majority (13/19) of those who indicated
the method as inconvenient had enabled PIN, whereas none
of the participants found the Fingerprint method as inconvenient to use.

4.8.1

Reasons for Changing Locking Behavior

In response to the question “What motivated you to enable
the secure screen lock method on your smartphone?”, we
received a total of 78 comments. The top 3 codes mentioned
the following: security or privacy concerns (50 comments; 32
video group, 18 control group), the survey (17 comments; 15
video group, 2 control group), and the video (5 comments;
5 video group, 0 control group). These codes accounted for
92% of all the comments. The full list of codes can be found
in Table 10 in the Appendix.
Comments such as “I don’t want my personal information
be seen by others (Video)” and “After doing the last study, I
understood the importance of locking my phone to keep my
private information safe (Video)” demonstrate the increase
in perceived data value and general risk awareness that can
trigger behavior change.
Some participants in the video group specifically mentioned
the video as a motivating factor. For example, one participant wrote the following: “The video in the first survey
showed the process of someone stealing the phone, then using the “forgot password” method on a website to have a new
password sent directly to the phone. I realized that could
easily happen, and it made me concerned enough that I enabled the PIN Protect. (Video)”. Another participant indicated that “After watching the video in the survey and
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learning more about the risks to my security, I changed my
initial opinion that it was not really needed or that the risks
were not really much of a threat to me. Even though I don’t
let people use my phone or conduct things like purchases or
banking on my phone, I hadn’t really thought about using social media and how that can be compromised if someone were
to directly steal my phone or if I were to leave it somewhere
where it could then be taken. (Video)”
Comments such as “the survey motivated me to put a fingerprint lock on my screen and not to be lazy about it (Control)” and “I wanted my phone to be less accessible to everyone. (Control)” show that even answering survey questions
might be enough for some participants to consider enabling
a screen lock.

4.8.2

Reasons for Not Changing Locking Behavior

In response to the question “Why did you choose not to enable a secure screen lock method on your smartphone?”, we
received 157 total comments. The top 5 codes mentioned
the following: low perceived threat (46 comments; 15 video
group, 31 control group), annoying to use (45 comments; 17
video group, 28 control group), lack of motivation (23 comments; 11 video group, 12 control group), nothing to hide
(15 comments; 5 video group, 10 control group), and forgot
to enable (11 comments; 7 video group, 4 control group).
Note the smaller number of comments from the treatment
group, possibly indicating the effect of video’s risk communication. The full list of codes can be found in Table 11 in
the Appendix.
Apart from the reasons found in the main survey, some participants simply forgot to enable secure screen locks. For
example, “Honestly, I completely forgot about it after taking the survey. (Video)” and “I just haven’t thought about
putting a code because it tends to slip my mind. (Control)”.
Some comments (which fell into the “lack of motivation”
code) indicated that the participants have not had time to
enable a secure screen lock but they intend to enable it (e.g.,
“I haven’t had time to think about it, but I do intend to do
it. (Control)” and “I haven’t had the time to do it, but I am
still planning on setting it up sometime. (Video)”).
Interestingly, four participants in the control group but none
in the video group specifically mentioned lack of knowledge
to set it up: “I still haven’t figured out how to do it (Control).” and “I have not gotten around to looking into how yet.
(Control)”. This underscores the importance of developing
self-efficacy in changing behavior.
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4.9

Ratings of the Video

Participants in the treatment group were asked to rate various aspects of the video immediately after watching it.
The results show that participants generally found the video
to be believable, persuasive, and effective in changing their
opinions about smartphone locking. Specifically, 92% of the
participants rated the video as either “very believable” or
“somewhat believable”, and none of them gave ratings lower
than neutral (Mean = 4.62, Median = 5, SD = 0.63, scale
ranging from not at all believable (1) to very believable (5)).
In terms of persuasiveness of the video, 89% of the participants found the video to be either “very persuasive” or
“somewhat persuasive” (Mean = 4.31, Median = 4, SD =
0.87, scale ranging from not at all persuasive (1) to very
persuasive (5)).
Regarding effectiveness of the video in changing participants’
opinion about smartphone locking, 73% of the participants
indicated that the video was either “very effective” or “somewhat effective” (Mean = 3.87, Median = 4, SD = 1.13, scale
ranging from not all effective (1) to very effective (5)).
Finally, 82% of the participants (93) responded “Yes” when
asked “Did the video make you more worried about your
smartphone’s security and privacy?” and 89% (101) responded “Yes” when asked “Did the video make you aware
of the sensitive data you store on your smartphone?”.

4.9.1 Correlation Between Video Ratings and Actual
Behavior Change
To examine whether users’ behavior decisions were related
to video ratings and attitudes towards using screen lock,
we used Spearman’s coefficients to analyze the correlations
between different aspects of the video and participants’ resulting behavior.
We found that participants’ ratings about “Using a secure
screen lock will be a good idea” and whether they actually
enabled a secure screen lock or not was significantly correlated (ρ = 0.305, p <0.001). Moreover, decisions to enable a
secure screen lock were found to be significantly correlated
with how persuasive (ρ = 0.330, p <0.001) and effective (ρ
= 0.345, p <0.001) the videos were. The decision to enable
was also significantly correlated to ratings for the question
“How likely is it that you will experience a situation like the
ones presented in the video?” (ρ = 0.334, p <0.001).

4.9.2

Likes and Dislikes

In response to the question “What aspects of the video did
you like?”, we received a total of 137 comments. The comments were organized into 7 codes: explanation of risk (60
comments), information or content (20 comments), simplicity and quality of presentation (17 comments), animation
and graphics (16 comments), the demonstration of setting
up a screen lock (12 comments), and narration (6 comments). The last code “None” captured 6 comments that
were either empty or from a user who did not like any aspect of the video.
Comments such as, “I liked how it [Video] went over how
easily it is for people to manipulate your phone and information”, “I didn’t like any aspects. It was terrifying to see
that this could actually occur starting with your phone being
taken and compromised.”, and “It [Video] showed me how
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vulnerable I have been by not using a security code.” reflect
the effect of the fear appeal included in the video.
We received a total of 117 comments in response to the question “What aspect of the video did you not like?”. Out of 117
comments, 75 comments (64%) did not mention any dislikes.
The remaining codes included narration (e.g., “The narrator’s unenthusiastic voiceover.”) (12 comments), upsetting
content (e.g., “It made me think of all the bad things that
can happen to me if someone gained access to my phone.”)
(7 comments), irrelevance to the user (e.g. “most of the situations definitely did not apply to me.”) (6 comments), and
not enough information (5 comments). The full list of codes
can be found in Table 7 and Table 8 in the Appendix.

5.

DISCUSSION

There are many possible explanations for users’ reluctance
to use a secure screen lock. Herley [30] suggests that users
apply a cost-benefit analysis in security-related decisions and
that rejection of advice, even that of security experts, occurs
when users see the costs of a suggested behavior as too high
relative to the benefit. We see this cost-benefit analysis at
play when many of our participants associated inconvenience
with using secure screen lock methods (e.g., setting it up,
unlocking every time to use the phone, the mental burden
of remembering the code). In other words, for many, the
perceived response cost of enabling a screen lock outweighs
its perceived benefit. This may be because many users see
the risks and potential consequences of not using a screen
lock as insignificant. Our findings are also in line with prior
work that found “inconvenience” (e.g., annoying to use) as
the top reason for not using a screen lock [21, 29, 28].
Towards addressing this issue, we found that our fear appeal video was persuasive and effective in changing users’
opinions about smartphone locking. A large majority of
treatment group participants reported that the video made
them more worried about the security and privacy of their
smartphone and its data. This was further reflected in their
comments reporting the explanation of risks as the most
liked aspect of the video. Those who watched the video also
reported higher ratings for response efficacy. Moreover, we
found that the ratings from the treatment group participants
about being worried regarding their smartphones’ security
(ρ = 0.296, p = 0.003) and privacy (ρ = 0.269, p = 0.008)
were significantly correlated with enabling a secure screen
lock. This is in line with Protection Motivation Theory,
which suggests that threat appraisal resulting in fear elicits
protection motivation behaviors [48]. In support of this, the
follow-up study revealed that 50% of the participants in the
treatment group enabled a secure lock screen on their smartphones while only 21% of the control participants enabled.
Those who enabled mentioned security and privacy concerns
as the major reasons for their adoption decisions. On the
other hand, those who did not enable mentioned low perceived threat, inconvenience, and low perceived data value
as their primary reasons.
These findings provide evidence that lack of risk awareness
plays an important role in users’ insecure behavior. As such,
risk communication using fear appeals can be an effective
way to change users’ risk awareness, leading users to behave
more securely. The video motivated several users, who initially justified their insecure behavior, to reconsider the risks
and potential consequences of not protecting their smart-
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phones. As a result, the perceived security benefits of using
a screen lock likely grew to outweigh the costs. Most notably, participants who viewed the video were more likely to
enable a secure screen lock method, indicating that communication of risks through fear appeal led to actual behavior
change in our case.
These results have a wide variety of applications in the realm
of information security. For example, as more organizations
employ BYOD (Bring Your Own Device) policies, employees
will increasingly use their own devices to store sensitive information. Though organizations may utilize Mobile Device
Management (MDM) software solutions that require phone
locking, small companies or those with a conservative IT
budget may choose not to employ such software solutions in
order to reduce costs. In the absence of such MDM solutions,
devices with no screen lock or passcode pose significant risks
to organizations if they are lost or stolen. Thus, when organizations attempt to promote secure behavior among employees, they can effectively communicate possible risks and
consequences of non-adoption of security measures through
less costly educational approaches. In general, with increasing use of smartphones worldwide, it is essential that users
understand the need for the different security tools available
to them. Fear appeals can be an effective way to communicate risks to this growing pool of users and improve their
understanding of the privacy and security related implications of their actions.

6.

LIMITATIONS AND FUTURE WORK

While this study provides insights regarding the influence
of effective risk communication on user behavior and risk
perceptions, our work has several limitations as follows.
First, as we compare the video and the lack thereof, the
effect observed in our study is a result of all the themes included in the video. Further controlled studies are needed
to confirm the effect of different video themes and their interaction (e.g., including and excluding fear appeals and/or
self-efficacy).
Second, while we chose to use a video for risk communication and to demonstrate several attack scenarios, some of
which are harder to simulate (e.g., lost phone), it cannot
be easily personalized targeting individual users. As users
often vary widely in their level of motivation, perceptions
of threat severity, and self-efficacy [47, 58], the use of this
“one-size fits all” approach may limit the effectiveness of persuasive interventions [11, 12, 38]. We strongly believe that
the effectiveness of security interventions can be improved by
tailoring messages for specific individuals. One possibility is
to ask participants to search through their emails looking for
sensitive information (as in Egelman’s work [21]) that can
raise risk awareness and lead to behavior change. As such,
future studies should identify characteristics of users that influence the effectiveness of intervention messages promoting
the adoption of security tools, and investigate combinations
of different approaches for raising risk awareness.
Third, because our study was survey-based, it was not possible to monitor whether or not a participant was actively paying attention to the video. While we required participants
to wait at least the duration of the video before advancing in
the survey, it is possible that some were multitasking while
the video was playing. Thus, we encourage controlled in-lab
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studies where a participant’s engagement could be measured
more directly.
Fourth, as users who previously used secure screen locks but
stopped using it may have a bias due to negative past experience, we decided to exclude such participants in our study.
However, we acknowledge that it is possible that a small
number of participants avoided detection in the prescreening
phase. As we asked multiple prescreening questions and did
not reveal the qualifying criteria, such cases are expected
to be rare and are likely to have a minimal effect on our
analysis (note that only about 13% of the 1733 Android
users screened were found to be eligible to participate in the
study).
Fifth, because our study was conducted online, all behavioral change data was self-reported and, thus, unconfirmed.
While we tried to eliminate any incentive for lying by providing the same incentive regardless of behavioral outcome
and avoid informing participants about the possible followup survey, it is possible that some participants misreported
their behavior (although we found no such evidence based
on participants’ responses to the open-ended questions). To
address potential bias caused by self-reporting, we encourage field studies where true behavioral changes are measured
in situ.
Sixth, while Mechanical Turk users are often more diverse in
terms of age, income, and education level, the MTurk population is known to be younger and more tech-savvy than
the general population [16]. Furthermore, some participants
might be unemployed and prefer to stay at home most of
the time. As such, these users may perceive the risk of not
having a screen lock as low, as they are likely to feel less vulnerable to unauthorized access and losing their phones. This
can limit the generalizability of our results. A larger sample
size along with more diverse samples can obtain larger effect
sizes, which were “medium” [23] in most of the comparisons
in this study.
Finally, this study investigated the effectiveness of a video
in communicating risks, which changed the risk perceptions
of some users and led them to initial behavioral change (i.e.,
enabling a screen lock). However, we did not investigate the
maintenance of this behavior change. Longitudinal studies
are needed examining the long-term behavioral outcomes of
fear appeal videos. Furthermore, we tested the effect of the
video in the context of screen locking, which may vary for
other recommended security advices (e.g., use of 2FA, password manager [34]). Further studies are needed to confirm
the strengths and limitations of our approach across different security advices.

7.

CONCLUSION

Many smartphone users choose not to use secure screen lock
methods, often stating inconvenience as one of the main reasons [21, 29, 28]. As communicating risks to users can be
critical for raising risk awareness, which in turn can influence
behavior [56, 44], we designed a fear appeal video communicating the risks and potential consequences of not using a
screen lock. We evaluated the effectiveness of the video on
users’ perceptions, concerns, and attitudes towards secure
screen lock methods by comparing a treatment group that
viewed the video to a control group. Subsequently, a followup study determined whether the fear appeal video was ef-
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fective in changing behavior (i.e., enabling a secure screen
lock). We found that the fear appeal video was effective in
changing users’ opinions in terms of perceived severity, risk
awareness, response cost, and privacy and security concerns.
In turn, the follow-up study revealed that significantly more
participants in the treatment group enabled a secure screen
lock than those in the control group (48/96 (50%) vs. 21/98
(21%)). Our findings show that risk communication can effectively change risk perception, which can be a key to promoting secure behavior such as the use of a secure screen lock
mechanism on smartphones. We strongly believe that this
study provides insights that will enable researchers to design more effective informational videos aimed at increasing
security awareness and motivating users to adopt security
features and tools.
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In this video, we tried to explain the major risks of not protecting your smartphone and how to protect yourself from
those risks by enabling secure screen lock on your phone.

APPENDIX
A. VIDEO TRANSCRIPT

We hope that this video helped you to realize the importance
of using a secure screen lock mechanism on your smartphone
and will encourage you to start using one! Thank you for
taking the time to watch this video!

Hello! This video is designed to explain some of the major
risks of not protecting your smartphone and how you can
protect yourself from those risks.
As you know, smartphones often store a great deal of information such as emails, SMS messages, bank account information, photos and videos of your loved ones, personal
contacts, and locations, some of which can be very sensitive. If a smartphone with no passcode is lost or stolen, it
becomes really easy for someone to access the sensitive data
stored in it. That’s right! Just imagine how easy it would
be for someone to pick up your phone and access all your
information. For example, if your phone falls into the wrong
hands, an attacker can easily search through your email for
the word “bank” to figure out whether you do online banking
and where you do it. The attacker can then click the “reset my password” link on your bank’s website to receive the
password reset link on your phone and take control of your
bank account. If your email account is linked to many other
online accounts, the attacker can use the same technique to
take control of your other accounts as well.
Furthermore, the attacker can go through your emails to
find other sensitive information, such as your full name, social security number, address, phone number, credit card
numbers, date of birth, work related information and so on.
If an attacker can obtain these kinds of information, the
attacker can piece them together and sell them to identity
thieves, or even impersonate you and apply for new credit
cards.
If the phone contains compromising pictures of you or your
loved ones, the attacker can use them to blackmail you for
money or damage your reputation by posting the pictures
online or sending them to all of your contacts using the email
app on your phone.
Additionally, the attacker can use apps like Facebook messenger, Hangouts or WhatsApp to send messages to your
friends or significant others, pretending to be you and asking for money. They can even request them to come to
certain places by faking an emergency situation.
These scenarios highlight only a few of the common risks resulting from not locking your smartphone. These can be easily avoided using any of the secure screen lock mechanisms
available on your phone such as pin, pattern, password or
fingerprint that are strongly recommended by security experts. These are simple security measures to ensure that no
stranger can access your smartphone’s content without your
permission.
Setting up a secure screen lock is easy and usually takes less
than a minute. For example, on Android phones, you can go
to the “Settings” and from there scroll down until you find
the “Security” option. Under the “Security” option, tap the
“Screen Lock”. You can now select any of the screen lock
methods that you want to use.
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B.

CODING TABLES

Count
Count

Reason

Control

Video

Total

Annoying to use

56

59

115

Don’t see the risk

51

42

93

Nothing to hide

24

21

45

Setup inconvenience

11

9

20

Lack of knowledge for setup

4

8

12

Using other security measures

7

5

12

Mental burden

6

6

12

Haven’t considered it

2

7

9

Screen lock is insecure

1

1

2

Others can use my phone if lost

1

1

2

Table 6: Codes’ frequency of occurrence in participants’ responses to: “Why do you choose not to use
a secure screen locking method?” [BEFORE THE
VIDEO].

Reason

Control

Video

Total

Annoying to use

74

38

112

Willing to set it up

15

57

72

Low of perceived threat

20

13

33

Mental burden

14

7

21

Nothing to hide

10

6

16

Not sure/none

5

6

11

Using other security measures

2

2

4

Laziness

2

1

3

Low response efficacy

1

2

3

Haven’t thought about it

2

0

2

Share with other people

0

1

1

Table 9: Codes’ frequency of occurrence in participants’ responses to: “Please explain in a few sentences your choice to the above question (statements
about inconvenience of using a secure screen lock).”.
Count

Aspect

Total

Explanation of risk

60

Information/content

20

Simplicity/quality of presentation

17

Animation/illustration/graphics

16

Showing how to set up a screen lock

12

Narration

6

None

6

Table 7: Codes’ frequency of occurrence in participants’ responses to: “What aspects of the video did
you like?”.

Reason

Control

Video

Total

Security/privacy concerns

18

32

50

The survey

2

15

17

The video

0

5

5

Other

1

3

4

Bad experience

1

0

1

Social cost

0

1

1

Table 10: Codes’ frequency of occurrence in participants’ responses to: “What motivated you to enable the secure screen lock method on your smartphone?”.
Count

Aspect

Total

None

75

Reason

Control

Video

Total

Narration

12

Low perceived threat

31

15

46

Upsetting content

7

Annoying to use

28

17

45

Not relevant to user

6

Lack of motivation

12

11

23

Not enough information

5

Nothing to hide

10

5

15

Too unrealistic

4

Forgot

4

7

11

Boring

4

Don’t want to change

5

1

6

Animation/pictures

3

Lack of knowledge for setup

4

0

4

No person

1

Mental burden

2

1

3

Length

1

Using other security measures

2

1

3

Other

0

1

1

Table 8: Codes’ frequency of occurrence in participants’ responses to: “What aspects of the video did
you not like?”.
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Table 11: Codes’ frequency of occurrence in participants’ responses to: “Why did you choose not to
enable a secure screen lock method on your smartphone?”.
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