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1. WHO ARE YOU? AN INTRODUCTION

2. IT DEPENDS: OUR APPROACH

In this position paper, we present a new mechanism for contextdependent user authentication. We propose an approach in which
the type of authentication (single/two factor, two-step, etc.) and
the choice of the authentication mechanisms (algorithms/protocols
used) vary dynamically, depending on contextual information.

In our work, we set out to explore the extent to which user
authentication can be dynamic and adaptive. Having explored
existing research (and having been at the receiving end of stolen
credentials!), we considered ways to make the authentication
unpredictable to an unauthorized entity.

Authenticating mechanisms in online and offline systems rely on
three main factors related to the user [2]—user attributes (e.g.
fingerprint), knowledge (e.g. password, PIN) and possession (e.g.
devices, cards). With most of our daily transactions being online,
the emphasis on multi-step verification and multi-factor
authentication is more than ever now.

We were inspired by the potential of context-aware systems and
the promise shown by multi-factor authentication and two-step
verification in being able to successfully (and increasingly
reliably) authenticate users. The ability of contextual data to
uniquely define a transaction motivated us to consider a
combination of the two. We considered the feasibility of
dynamically choosing mechanisms to authenticate users, which
led us to design our system with a context-dependent choice of the
authentication mechanism. For example, we could deploy N
approaches to authenticate a user (such as password, PIN,
fingerprint recognition, etc.) and choose one of them, as decided
by the context signature. We define a context signature to be a
hashed value of the contextual information that define the
situation of a transaction. We then decided to add one more layer
of unpredictability by making the type of authentication also
context-dependent. Note that we consider two-step verification,
two-factor authentication and a combination thereof as types of
authentication in our work. However, in addition to the context of
use, we also need to consider organizational policies around
resource access and any role-based restrictions.

Traditionally, the approaches to user authentication have been
more static, which have often proved to be less secure. More
recently, some researchers [3] have explored allowing users to
choose one of several available authentication schemes. In the
recent past, researchers have also considered context-dependent
attributes in user authentication. Context is information that
allows a system to “characterize the situation of an entity, where
an entity can be a person, place, or physical, or computational
object” [4]. Using context-dependent attributes makes a system
more dynamic and adaptive; it makes it possible for systems to
associate levels of trust with user actions to grant access to
requested resources [1] and to design adaptive systems to
authenticate users based on their location and other attributes [5].
In our approach, we consider the possibility of making the
authentication process itself dynamic, in that the type of
authentication (whether the system uses single or multiple factors,
and if the system uses two-step verification) and the choice of the
mechanism used are determined dynamically. By doing so, the
authentication remains dynamic—not known to either the user or
the administrator, and we hope to make it difficult for an
unauthorized entity to gain access to the system, if he/she has
acquired user credentials and/or possessions (devices, cards, etc.).

These factors led us to develop our context-dependent dynamic
authentication system (illustrated in Figure 1) that works as
follows:
Context acquisition: When the user requests to log in to access a
resource, a user context profile is generated, which includes the
devices in which the user has logged in, the location from where
the request was received and other pertinent user data. The
context acquisition process is based on the dynamic contextobject model discussed in [6].
Context signature generation: Following context acquisition, a
context signature is generated by computing a hash of the
contextual information. This context signature is used with a
pseudorandom number generator to choose (a) the type of
authentication, and (b) the specific mechanisms to be used.
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These two steps are followed by a user authentication step, where
the user responds by entering appropriate credentials as expected
by the mechanism, using a conventional challenge-response
protocol.
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Is it clear to them what the consequences will be of any action
they take?
[U3] Trust issues: Are users willing to trust such a system with
dynamic and context-aware choices for security? Will it make
them feel that their data and/or their identities are safe?
Will the users feel that the system is trustworthy if it were able to
prove itself (mutual authentication)? If so, how would the users
want the system/server to prove itself?
[U4] How frequently would users like to be notified (and required
to perform further action) when a context change is observed and
a re-authentication is necessary? Can the system automatically
"infer" the users' validity through user interactions and other
actions? Would such automatic inference lead to the system
appearing more trustworthy or as prying?
[U5] In a single system/application, what is the number of
different types of actions a user is willing to perform for
authentication? Examples of actions include: drawing patterns,
entering PIN/passwords, recording their face/fingerprint, etc.

Figure 1. Modules in the proposed context-dependent
authentication model (UA-x represents user authentication
mechanisms such as password-based, PIN-based, etc.).
For example, if authentication type was determined to be two-step
verification, and mechanisms were chosen to be face recognition
and one-time password (OTP) token generation, then, the user
would first have to record a live face and will be asked to enter a
OTP sent to a registered device.

II. From an administrator’s perspective:
[A1] Do administrators believe that such a system is trustworthy
to protect the organization's data, and keep their users safe?
[A2] Does this system pose infrastructure and maintenance
expectations, in addition to what is already being used?

In deciding the type and mechanisms, the authentication manager
considers both role-based and other organizational policies
around resource access.

[A3] Is the contextual data being logged by the system sufficient
to provide administrators enough information about potential
unauthorized access attempts?

3. WHAT’S NEXT?

[A4] Would automating a part or the complete process of
unauthorized access risk identification/mitigation be useful to
administrators? Would the system inferred "insight" augment what
the administrators already know?

Our work considers the limitations of current industry practices in
authentication and proposes a solution that is context-dependent,
user role-dependent, and presents a dynamic way to combine and
use several successful authentication paradigms. In doing so, we
hope to introduce unpredictability in the manner in which a user is
validated by the system. The changing conditions and expected
responses to authentication challenges will make it harder for an
unauthorized entity to be prepared in their attempt or to know
what to expect. Of course, we understand that users of such a
system could face longer (and complex) registration processes and
may need to remember more than one password. However, since
this system uses techniques such as biometric authentication that
does not need users to remember anything, the burden on the user
is minimal. We believe this is a starting point, and could one day
lead to systems that do not require users to remember several
credentials with its dynamic and adaptive choices.
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I. From an everyday user’s perspective:
[U1] Ease of use and willingness to adopt: Are users willing to
adopt such a system? How easy will the system be for people to
use, given that there are many security mechanisms and each of
them would require the user to do/submit something different?
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[U2] From what is being shown to the users on the interface, is it
clear to the user as to what action needs to be performed by them?
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