Addressing Physical Safety, Security, and Privacy
for People with Visual Impairments
Tousif Ahmed, Patrick Shaffer, Kay Connelly, David Crandall, and Apu Kapadia,
Indiana University Bloomington
https://www.usenix.org/conference/soups2016/technical-sessions/presentation/ahmed

This paper is included in the Proceedings of the
Twelfth Symposium on Usable Privacy and Security (SOUPS 2016).
June 22–24, 2016 • Denver, CO, USA
ISBN 978-1-931971-31-7

Open access to the Proceedings of the
Twelfth Symposium on Usable Privacy
and Security (SOUPS 2016)
is sponsored by USENIX.

Addressing Physical Safety, Security, and Privacy for
People with Visual Impairments
Tousif Ahmed

Patrick Shaffer

Kay Connelly

David Crandall

School of Informatics and Computing
Indiana University
Bloomington, IN, USA

Apu Kapadia

{touahmed, patshaff, connelly, djcran, kapadia}@indiana.edu
ABSTRACT

past work [2]. However, as we began our interviews, we were surprised to discover that a recurring major theme that nearly every
participant mentioned was physical safety and security, whereas
Ahmed et al.’s study revealed significant privacy concerns but little
concern about physical safety and security. We believe this difference arose because our study significantly broadened the target population; while Ahmed et al. conducted their interviews in a
small, relatively safe college town (Bloomington, IN with a crime
index of 229.8 versus the U.S. average of 294.7),1 ours was conducted in a major metropolitan area (greater San Francisco, with
an average crime index of 497.9). Statistically, our participants are
probably right to be concerned given that people with visual disabilities in the U.S. have a higher risk of victimization than the
overall population (17.8 versus 14.0 per 1,000 as of 2013) [25].

People with visual impairments face a variety of obstacles in their
daily lives. Recent work has identified specific physical privacy
concerns of this population and explored how emerging technology, such as wearable devices, could help. In this study we investigated their physical safety and security concerns and behaviors
by conducting interviews (N=19) with participants who have visual impairments in the greater San Francisco metropolitan area.
Our participants’ detailed accounts shed light on (1) the safety and
security concerns of people with visual impairments in urban environments (such as feared and real instances of assault); (2) their
behaviors for protecting physical safety (such as avoidance and mitigation strategies); and (3) refined design considerations for future
assistive wearable devices that could enhance their awareness of
surrounding threats.

1.

In this paper, we report on this broader understanding of the safety,
security, and privacy concerns of people with visual impairments
in an urban context and report design considerations for assistive
wearable technology for addressing them.2 Our findings on physical privacy concerns and behaviors largely confirm previous studies, but they give new insight into the physical safety and security
challenges of people with visual impairments. Our findings also
shed new light on design considerations for potential technological solutions for all three types of challenges (safety, security, and
privacy).

INTRODUCTION

Maintaining privacy, security, and safety in both physical and online domains are major challenges that almost everyone faces. For
certain populations, however, these challenges are especially acute.
For example, people with visual impairments (ranging from complete blindness to an inability to read a book when wearing corrective lenses [45]) may not be able to perceive their surroundings as
easily as sighted people and are thus less able to effectively monitor
for potential privacy, security, and safety risks.

Specifically, we focus on the following three research questions:

Recent work has begun to study the unique concerns of people
with visual impairments. Most of this work has focused on privacy
and security related to technology, especially in using online services [7, 33, 42]. Other recent work, like that of Ahmed et al. [2],
has studied this population’s privacy concerns in more general settings, including in the physical world (e.g., eavesdropping on conversations). As these concerns and risks are better understood, the
next logical step is to develop assistive devices to help people address them, potentially using new technologies like wearable cameras and other sensors.

R1: What are the privacy, safety, and security concerns of people
with visual impairments in urban environments? In particular, we seek to identify concerns in contrast or in addition to
those expressed in the study of the small college town.
R2: How do people with visual impairments manage their privacy, safety, and security in urban environments? We seek
to understand the behaviors and coping mechanisms of people with visual impairments in this broader environment.

As a first step in this direction, we initially set out to study design
considerations for potential assistive technologies by conducting
interviews focusing on key privacy related scenarios identified by

R3: How could wearable cameras and sensors address privacy,
safety, and security concerns of people with visual impairments? We aim to identify more detailed design considerations than previous studies through more focused questions
on several key scenarios.
1
2
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In our context, we mean ‘security’ to refer not only to protecting
information, but also to physical protection of personal property
and spaces. We do not offer a precise definition of the difference between safety vs. security, but informally we mean ‘physical safety’
to refer more to protection from bodily harm (e.g., being assaulted),
and ‘physical security’ to refer to protection from less violent harm
(e.g., theft of one’s smartphone or ATM passcode).
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To answer these questions, we conducted semi-structured interviews with a diverse group of people with visual impairments
(N=19) living in the greater San Francisco metropolitan area, including people with a range of impairments and of different ages.
Using scenarios from Ahmed et al., our participants described significant physical safety and security concerns not reported earlier,
e.g., in public transit, at automated teller machine (ATM) booths,
and even in private spaces that sighted people may consider safe.
We identified various coping behaviors that people with visual impairments currently use to address these concerns, such as avoidance, repositioning, and technology use. The interviews revealed
several new and refined design considerations for assistive devices
that could provide alternatives for addressing the behaviors. For
instance, a majority of our participants described wanting to know
about the presence and intentions of other people in their immediate
physical vicinity, as well as an ability to collect forensic evidence
(e.g., imagery to share with law enforcement) of a physical assault.

2.

modern visual mouse and touch based user interfaces are often not
accessible to people with visual impairments. Blind people generally use audio screen reading software, such as JAWS (Job Access
with Speech),8 Window-Eyes,9 and VoiceOver,10 all of which generate synthesized speech to relay information from the screen. People with low vision often use screen magnifying software, such as
ZoomText11 and MAGic,12 to enlarge a part of the screen to make
it more readable. Some people use refreshable Braille displays,
although the use of this technology is becoming less common because the number of people who read Braille is decreasing [44]
(e.g., only 10% of blind children are learning Braille [43]).
The ubiquity of smartphones and other portable computing devices
has motivated research into more advanced assistive devices that
can better help people sense their environment for tasks such as
identifying and finding objects [8], taking photographs [24, 31],
and navigating new spaces [16] and transportation networks [6, 13].
Although some of this work has explored using automated computer vision techniques, other projects such as VizWiz [8] and GoBraille [6] leverage crowdsourcing where remote users view photos
taken by people with visual impairments and help identify content
in the scene. Crowdsourcing has also been applied to let people
with visual impairments take photos and share them on social media [53, 55]. Recently, assistive technology research has shifted
towards wearable devices [22, 51] as wearable cameras are becoming more affordable and practical in the form of Google Glass,13
Orcam,14 and Narrative Clip15 [56, 58].

BACKGROUND

Before describing work related to our study, we begin by introducing background related to visual impairments in general, including
key terminology and a brief overview of existing assistive devices.

2.1

Key Terminology

The estimated 285 million people living with visual impairments
worldwide experience a variety of difficulties with their sense of
sight [46]. Clinically, ‘visual impairment’ is defined as a “visual
acuity of 20/70 or worse in the better eye with best correction, or a
total field loss of 140 degrees” [4]. ‘Severe visual impairment’ usually implies a corrected visually acuity of 20/200 or worse. ‘Low
vision’ is sight “that may be severe enough to hinder an individual’s ability to complete daily activities such as reading, cooking, or
walking outside safely, while still retaining some degree of usable
vision” [4]. Finally, ‘total blindness’ describes a person’s inability
to see anything with either eye.

3.

3.1

Privacy, Security, and Safety Concerns

While certain types of concerns like online security have been
studied extensively, the physical safety and security concerns of
people with visual impairments has not yet been adequately researched. Shinohara and Wobbrock [52] study how assistive devices may attract unwanted attention from friends and colleagues,
possibly making users even more conspicuous to potential attackers. Azenkot et al. [6] report on the safety concerns of blind and
deaf participants in unfamiliar locations in the context of designing
a navigational tool. Cassidy et al. [15] design a haptic feedback
mechanism for using ATMs in order to make assistive devices less
obvious to potential attackers. Ahmed et al. [2] focus on the privacy
concerns of people with visual impairments but also mention safety
to the extent that feeling “safe from intrusion” in the home is an important aspect of privacy. Our work focuses on better understanding
physical safety and security concerns, and adds significantly to this
existing body of knowledge.

Visual impairments also come in a variety of forms. The most common causes of visual impairment stem from the inability to correct
refractive issues (43% of cases) and diseases including cataracts
(33%) and glaucoma (2%) [46]. Other cases are caused by accidents, other diseases, or a reduction in vision or vision processing
such as the loss of central vision, peripheral vision, contrast sensitivity, or depth perception [3]. Only about 15% of people with
visual impairments are totally blind, while the majority (65%) of
people are over age 65 and live in developing countries (90%) [46].

2.2

RELATED WORK

We now summarize research work related to ours, specifically in
better understanding the concerns, coping behaviors, and potential
solutions for the security, safety, and privacy of people with visual
impairments.

Current Assistive Technology

There are many assistive technologies currently available to aid
people with visual impairments in their daily activities. Hersh and
Johnson [27] provide a comprehensive discussion of these technologies, e.g., for tasks such as personal care (e.g., Braille labels
for clothing3 ), reading (e.g., with video magnifiers [5]), navigation
(e.g., Miniguide4 ), financial management (e.g., Note Teller5 for
currency detection), healthcare monitoring (e.g., talking bathroom
scales6 ), and food preparation (e.g., talking microwave ovens7 ).

Recent work has also addressed the privacy and security concerns
of people with visual impairments in the context of electronic device use [7, 20, 33, 42, 56], but again, it has not focused on security
and safety in the physical world. Ahmed et al. [2] report on privacy

Smartphones and PCs are popular with people with visual impairments [37] in part because they have helped them achieve greater
independence [14], but they introduce their own challenges since
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concerns expressed by people with visual impairments in both the
virtual and physical worlds, but their study did not reveal significant
concerns related to physical safety and security, which we believe
to be an artifact of the fact that their participants all lived in a small,
safe college town. In our work, we confirm their findings related to
privacy and shed new light on physical safety and security issues,
which our urban participants identified as their key concerns.

with each other and consented to a joint interview (more information is provided in Section 4.3). We included both participants in
the same interview in these cases because they were often able to
improve their partner’s recall of concerns and experiences. Participants were allowed to choose the location of the interview, including the option to be interviewed over the phone.

3.2

4.1

Coping Mechanisms

Privacy and Safety Scenarios

We framed our interview discussion around three scenarios related
to physical safety, security, and privacy [2]: (1) sharing health
history at a doctor’s office, (2) reading email in a public place,
and (3) typing a password into a computing device or a PIN into
an ATM. During the first several interviews, participants reported
much greater concern about entering ATM PINs than about entering passwords on a personal computer and, in particular, on the
safety aspects of ATM use (e.g., physical assault while withdrawing cash). We therefore tailored the third scenario to consider only
ATMs in subsequent interviews in order to obtain more insight into
physical safety concerns.

Both Ahmed et al. [2] and Azenkot et al. [7] discuss strategies used
by people with visual impairments to protect themselves from other
people eavesdropping on their devices, including using headphones
and screen occlusion software. We report similar defensive strategies but go beyond behaviors related to eavesdropping and report
the coping strategies that people with visual impairments use to address privacy, security, and safety concerns.

3.3

For some interviews, we skipped one or more scenarios depending
on the specific impairment of our participants. For example, one
participant was able to see nearby people, so we skipped the ATM
scenario in her case. Some participants mentioned that they kept
their computer screens off during use, so we did not ask them any
further questions for the reading email scenario.

Proposed Solutions

Several researchers have addressed the safety concerns of people
with visual impairments in the context of navigation and transportation, especially through using mobile and wearable devices. Both
Azenkot et al. [6] and Campbell et al. [13] introduce mobile device
applications that provide information about buses and bus stops.
Some researchers have addressed the navigational concerns of people with visual impairments through tools that can detect obstacles [18], help cane users with a wearable camera [22], and provide
haptic feedback through a wristband [56] among others [17, 32].
We explore these safety concerns as well as others beyond navigational and transportation safety, although our work may also shed
light on the design of such devices in the context of physical safety.

Deriving Design Considerations

We next interviewed participants about potential technological solutions to address their concerns. Ahmed et al. [2] presented several technology ideas that may possibly address the privacy concerns of people with visual impairments but discussed that we need
further research to understand their requirements. Our goal here
was to better understand the design considerations for such technologies. We specifically focused on camera based and wearable
devices since progress in lightweight, low-cost mobile technology
and computer vision has shown promising potential to assist people
with visual impairments [2, 56]. Of course, any real-world devices
will have to strike a trade-off between various factors, including
accuracy, utility, cost, convenience, weight, and so on. We give
additional insight into the preferences and behaviors of our participants, which we aggregate into design considerations, and which
may form the input into an eventual functional analysis for more
formal design requirements.

Other related work has explored using cameras to help people better monitor their surroundings. Wang et al. [54] consider how to
alert sighted people who may be distracted by their mobile phones
of potentially dangerous situations (e.g., while crossing the street).
Abboud et al. [1] use sensory substitution device (SSD) cameras
in their ‘EyeMusic’ prototype to convey an image in the form of
music. Our work is complementary, and our findings could inform
the future design of these devices.

4.

Interview Protocol

Our interviews consisted of two parts. First, we presented three hypothetical scenarios derived from the findings in Ahmed et al. [2]
(in which a person with a visual impairment may experience security and privacy concerns because of people around them). We then
introduced potential technological solutions to gather participant
feedback and to inform future design choices.

Caine [9] reports three categories of privacy behaviors across technology and age groups including ‘avoidance’, ‘modification’, and
‘alleviatory’. Our study found evidence of these among our population in addressing not only privacy but also security and safety
concerns. We found the ‘avoidance’ and ‘modification’ behaviors
to be especially prominent, but our study also identifies several
additional behaviors, such as ‘adaptation’ and ‘acceptance’, that
occur specifically because of our participants’ visual impairments
(see Section 6). In addition, we further categorize the modification
coping behaviors (‘repositioning’, ‘mitigation’, and ‘human assistance’) because of their prevalence and importance with a visually
impaired population. We did not find any current coping behaviors that would fall under Caine’s ‘alleviatory’ classification. This
is likely due to our participants’ inability to know if they had been
victims of certain behaviors (eavesdropping) and inability to easily
identify perpetrators of other crimes (assault).

Our interviews first discussed the use of cameras to analyze the surroundings and help assess the environment for people with visual
impairments. We then asked participants: (1) how such a system
might help them; (2) how they would prefer such a system to relay
feedback to them; (3) what information about the surroundings they
would like to receive; and (4) what devices (e.g., wearable firstperson cameras or stationary third-person cameras) would be most
suitable. For participants unfamiliar with the concept, we gave a
brief introduction to wearable camera technology.

METHOD

We interviewed visually impaired participants in an urban setting
to investigate their physical safety and security concerns and behaviors, and to understand considerations for addressing their concerns through wearable technologies. The interviews were semistructured and conducted either in person or by phone, and were
conducted individually except when two participants were living
3
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We purposely adapted our interview questions when a participant
indicated a strong desire for an assistive device that could enhance
their safety. When this occurred, our follow-up questions sought to
better understand their safety concerns and how assistive devices
might be useful.

4.2

with SD=0.04) on five re-coded interviews, the researchers divided
the rest of the transcripts into two sets and re-coded the interviews
based on the refined codebook. The final codebook had seven
groups of concepts: ‘Safety Concerns’, ‘Privacy Concerns’, ‘Feelings’, ‘Coping Behavior’, ‘Design Attributes’, ‘Desired Information’, and ‘Feedback Preference’.

Study Procedure

5.

Recruitment and Enrollment

To recruit participants, we contacted various organizations for people with visual impairments and asked them to distribute our recruitment email to their members and other organizations. Our
recruitment process ran from February through August, 2015, although most of the interviews were conducted in July and August,
2015. We also used snowball sampling, by asking our participants
to notify others about our study.

As mentioned above, we were surprised to find that physical safety
and security were recurring themes of our interviews despite rarely
arising in Ahmed et al.’s study. We attribute this difference to the
fact that their study was conducted in a small, safe town, whereas
ours was conducted in a major metropolitan area. We thus begin
by describing these new findings related to physical safety and security concerns. We also more briefly discuss our findings related
to physical privacy concerns, which largely mirror the findings of
past studies, in Section 5.2.

Ethical Considerations

Indiana University’s institutional review board (IRB) approved our
study. To obtain informed consent, we provided our information
sheet via email so that participants could use accessibility tools to
read the study sheet; we read the information aloud if needed. Participants could skip any question, and we recorded interviews only
after obtaining verbal or written consent.

5.1

In-person participants received $15 in cash (interviews lasted at
most 100 minutes), and those participating over the phone received
a $15 Amazon.com eGift Card.

On the Street

Participants

Although safety on the street is a universal concern, people with visual impairments are at particular risk because they cannot fully assess their surroundings and cannot always recognize (un)safe situations. Moreover, in the case of an encounter such as assault or theft,
they cannot describe the visual characteristics of their assailant to
police officers, making them particularly attractive targets. Several
of our participants expressed such concerns during our interviews.

During the six-month study period, we interviewed a total of 19
participants, including 11 in person and eight over the phone. Table 1 summarizes their demographic information. We categorized
our participants into three groups based on the nature of their impairment and their personal history. Congenitally blind participants
are denoted by ‘T’, congenitally low-vision participants are denoted by ‘L’, and late visually impaired participants are denoted
by ‘X’. The group included nine men and 10 women and a diverse
age range from 18-to-65. A majority of our participants lived in either the greater San Francisco or greater Los Angeles metropolitan
areas. Four participants were from small cities of relatively equal
crime rates (Sonoma and Santa Rosa, California and Bloomington, Indiana). Our participants included two couples (one of which
was married) of which both partners were visually impaired; these
participants chose to have their interviews jointly. The interviews
lasted between 25 and 100 minutes with most lasting about 35 minutes. In-person participants (N=11) chose where to be interviewed
with most (N=6) choosing a public place. Others picked their home
(N=3) or office (N=2).

4.4

Physical Safety and Security Concerns

Fifteen participants described at least one scenario in which they
were concerned about their safety or security, and eight of these
described more than one such scenario. In this section we report
on these personal safety and security scenarios, which fell into four
main groups: on the street, in public transit, in ATM booths, and in
private spaces.

Compensation

4.3

FINDINGS: CONCERNS

In this section, we discuss our findings related to concerns of people with visual impairments. In Section 6 we report on their coping
behaviors before discussing the design considerations revealed by
our study in Section 7.

One participant (T2) expressed heightened concerns about being
followed at night, whereas another (T7) expressed a general sense
of helplessness about not being able to assess the safety of her environment:
When I go for walks, I have been followed. And so basically
because of how society is today, I don’t go for walks with my
guide dog because I don’t know who is around me and I think
that is much more debilitating for me than anything that we
have discussed. Not knowing my environment, not knowing
who is around me and if something happened to me I would
not be able to tell anyone.
(T7)

Analysis Approach

Some participants described actual scenarios where such fears were
realized. One participant (X6) shared a story about an attacker who
tried to steal his guitar after a chase that lasted over five minutes.
Another (X1) had been a victim of theft only a few days before the
interview. Another participant relayed a story about not being able
to flee from an unsafe situation:

All but one of the interviews were conducted by a single researcher
(the other was conducted by a second researcher). The interviews
were audio-recorded and transcribed. The transcribed interviews
were later analyzed and coded using an iterative coding procedure
with open coding where two researchers separately developed a
list of concepts based on the interview transcripts [48, 49]. Later
they created a codebook by combining the lists of concepts, and
re-coded one interview. As the agreement (Cohen’s κ=0.38) was
not satisfactory on that interview, they again discussed and refined
the codes. When agreement reached a satisfactory level (κ=0.79

I was across the street from a shooting once. So, I heard
the shots — everybody sort of freaked out, of course. And
I looked up and went “those weren’t firecrackers, right?”
4
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ID Sex

Age
Group

T1 F

24–30

T2 F

24–30

Impairment type

History

Technology Usage

Interview
Method

Participant’s Location

Crime
Index†

Totally Blind
Blind in one eye, light
perception in other

Since Birth

iPhone

In person

Oakland, CA

970.6

Since Birth

iPhone, Laptop

Phone

San Pablo, CA

426.7

Santa Rosa, CA

193.4

Santa Rosa, CA

193.4

T3 F

30–35

Totally Blind

Since Birth

T4 F

30–35

Totally Blind

Since Birth

T5 F

35–40

T6 F
T7 F

40–50
50–65

T8 F

50–65

Since Birth

iPhone, Laptop

In Person

San Leandro, CA

405.0

Since Birth
Since Birth

Android
iPhone

In person
Phone

Oakland,CA
San Bernardino,CA

970.6
554.0

Since Birth

Regular phone, Laptop

In person

Berkeley, CA

387.9

iPhone, Laptop
iPhone, Laptop
iPhone, Laptop
Smartphone, laptop
Regular phone, iPad,
Since Birth
L5 M 50–65 Low Vision
Laptop
Last 5 years
iPhone, Laptop
X1 M 24–30 Low Vision
Last 11 years
iPhone, iPad, Macbook
X2 M 30–35 Totally Blind
Android Smartphone,
Last 7 years
X3 F 30–35 Totally Blind
Tablet, Laptop
Blind in one eye, low
Android Smartphone,
Last 3 years
X4 M 40–50
vision in other
Laptop
Blind with Light
Android Smartphone,
Since childhood
X5 M 40–50
perception, can see shapes
Laptop
Since 1963
iPhone
X6 M 50–65 Totally Blind
† 2013 city-data.com crime index (Higher means more crime, U.S. average=294.7)
‡ This was the first study interview, conducted in the researchers’ home city.
L1
L2
L3
L4

F
M
M
M

18–24
18–24
30–35
50–65

Blind with Light
perception
Totally Blind
Totally Blind
Blind with Light
perception, can see shapes
Low Vision
Low Vision
Low Vision
Low Vision

Windows Phone, Regular
Phone
and Braille Laptop
iPhone, Portable Braille
Phone
Computer

Since Birth
Since Birth
Since Birth
Since Birth

IN‡

In person
In person
In person
Phone

Bloomington,
Berkeley, CA
Oakland, CA
San Leandro, CA

229.8
387.9
970.6
405.0

Phone

San Bernardino, CA

554.0

In person
In person

Oakland, CA
San Leandro,CA

970.6
405.0

In person

El Cerrito, CA

377.3

In person

El Cerrito, CA

377.3

Phone

San Francisco, CA

487.9

Phone

Sonoma, CA

192.9

Table 1: Demographic information for our study participants. ID Key: T-congenitally blind; L-low vision; X-late visually impaired

And everybody is so freaked out they can’t talk to me... I am
standing on the corner and trying to figure out: What’s going
on?
(T6)

Another participant expressed similar concerns with handling
money at transit stations:
Another big one that you need to consider especially in big
cities: I am standing at a bus stop and I am about to pull
out my wallet to get my bus fare ready. Is it safe to do that?
Because there might be no one around and it might be okay
or there might be 5 or 10 other people around and the minute
you pull out your wallet they are going to pounce... I think
that is a big, big one you cannot leave out. It is so important.
(T4)

Public Transit

Most of our participants were heavily dependent on public transport, which gave rise to several safety concerns. One participant
expressed concern about waiting for public transit for extended periods of time:
What I would like to see is more public transportation run
more frequently because when you have public transportation running more frequently you are not standing out there
waiting a long time period for help. Because when the bus
comes nobody wants to mess around. They want to catch the
bus. But if you are standing outside for a half hour to 45
minutes waiting for a bus, a lot of things can happen. (L5)

ATM Booths

Another participant had experienced suspicious activity while waiting for a van:

Although accessible ATMs enable people with visual impairments
to perform banking more easily, the overt nature of using an ATM
puts them at risk. This concern was expressed by a majority (N=10)
of our participants. Some of them also expressed similar concerns
for point-of-sale transactions where PINs must be entered and can
be observed by others. One participant emphasized this threat when
asked about shoulder surfing in the context of laptops, saying that
theft of ATM PINs was a greater concern:

I was in a waiting spot to get a paratransit van, and somebody came into this area. I thought there was someone there
but I wasn’t sure, and then someone else came up and said:
“Did he do anything?” And I was like “What?!” And so I
was right and there was someone there.
(T7)

When I am at an ATM, like I am entering my PIN, those
numbers are huge so I am wondering how to mitigate that
somehow. Or if I am like at the cash register and I am buying
groceries, because that is more of me putting information out
in a public place. For me that is more of a concern — going
5
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to an ATM, person behind me, going to a grocery store and
entering my PIN in.
(X1)

shoulder surfing concerns may arise. Our findings mostly confirm
what was found by Ahmed et al. [2], so we provide only a brief
summary here.

Another participant highlighted the fact that many people with visual impairments cannot drive and cannot use drive-up ATMs that
offer more security than the walk-up stations on the street:

Eavesdropping Concerns

Ten of our participants reported that they would feel uncomfortable verbally sharing their health history with a staff member in the
waiting room of a medical facility out of concern that others in the
waiting room may overhear the information. Fourteen of our participants said that they had experienced similar situations. Two other
participants mentioned that generally they do not feel uncomfortable in these situations, but it depended on the type of information
requested, and that sharing Social Security or bank account numbers would make them feel uncomfortable. Two participants said
that they felt embarrassed when they had to share their weight. As
one participant put it:

I don’t think it is safe to use ATM. We walk, so I can’t get
into a car. If I use an ATM to get $ 20, I could walk down
the street and get mugged. So why should I go to an ATM
showing everybody that I am getting money or if I am making
a deposit?
(L5)
As Cassidy et al. [15] reported, although headphone jacks are available at many ATMs to try to enhance privacy, using headphones can
actually put people with visual impairments at greater risk by muffling their hearing and further impairing their ability to sense the
surroundings [23, 39, 35]. T7 noted this issue, reporting that they
need to be so engaged in the transactions that they tend to lose their
focus on the surroundings.

It’s not that I have anything to hide but I don’t really want
everybody in the waiting room thinking ‘Oh she has this, or
she has that.’ It’s nobody’s business.
(T6)
Participants also reported similar concerns while filling out forms
at the bank (X4, T8), sharing personal information in an office (T3),
having personal conversations with others (X4), or having to share
their PIN when needing assistance at an ATM (X4).

Private Spaces

As noted by Ahmed et al. [2] in the context of privacy, people with
visual impairments can have heightened safety and security concerns in enclosed spaces, including even in their own homes and
offices. The main concern expressed during the interviews was an
inability to identify others entering their personal space. At home,
the safety risk can be reduced by installing home security systems,
but these systems trade off security for convenience, as described
by one participant:

Shoulder-Surfing Concerns

In response to our second and third scenarios, most participants
(N=13) reported that they have shoulder-surfing concerns while using an ATM, and six reported concerns when using their laptops
in public places. Two participants indicated that they are uncomfortable when they send text messages on their smartphones. One
participant was a victim of shoulder surfing where her confidential
information was stolen by one of her coworkers:

I want to know who is coming up to my front door. I hate
not knowing that because I feel very vulnerable when people
knock at my door at home. We have a home security system
on at night but we don’t have it on, you know, all the time.
That would be horrible to have to unset it to go out and in.
We have motion detectors but that hasn’t been very optimal
either, and I would just like to be warned when somebody is
coming up to my porch.
(T7)

I was at work doing [sic] receptionist, sitting down, and a
gentleman, a coworker, stood behind me reading my information and I was on the Internet at the time researching information about the company. And he stands behind me and
reads off what I was researching on for the company, which
was confidential... I felt a little embarrassed and then I had
to talk to my manager about it because he took everything
that he saw and basically ran with it and got credit for it and
I didn’t.
(X3)

Although office spaces tend to be safer because of better security
and the presence of coworkers, people with visual impairments cannot always rely on their coworkers to announce their presence:
There was one time when I was at my office and there was
someone walking around. I assumed it was somebody that
needed to be there, but the person refused to identify themselves. And they were kind like of creeping around in the
middle of the night and stuff. And I think I knew who it was
but they wouldn’t tell me and it was kinda creepy.
(T5)
Participants mentioned similar concerns arising in other enclosed
spaces, including hotel lobbies (T1) and libraries (L1, L2).

T7 expressed her concern about shoulder surfing as she has to deal
with other people’s medical information, and other people are put
at risk by her lack of awareness of the actions of people around
her. These concerns differed across people depending on their specific type of visual impairment; although people with total blindness may not need to turn their screens on, people with visual impairments often use the screen with text rendered in a large font,
making them particularly vulnerable to shoulder surfing.

5.2

6.

Physical Privacy Concerns

FINDINGS: COPING BEHAVIORS

Our participants reported various strategies to address their safety,
security, and privacy concerns. We organized these strategies into
seven different categories: ‘avoidance’, ‘repositioning or relocation’, ‘mitigation’, ‘use of technology’, ‘help from an acquaintance’, ‘adaptation’, and ‘acceptance’.

Both Ahmed et al. [2] and Azenkot et al. [7] reported ‘eavesdropping’ and ‘shoulder surfing’ as concerns of people with visual impairments. To further explore these concerns and in order to inform the design of defensive technologies, we gave our participants
the above-mentioned three scenarios in which eavesdropping and
6
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Avoidance

that others could not see their keypresses (T3, T6, and X5). One
participant tries to confuse people who may be shoulder surfing:

Fifteen of our participants reported simply avoiding certain situations as a major coping mechanism. Examples of this behavior
ranged from avoiding walking on the street when possible (T7), to
avoiding the use of ATMs (L5), to sharing personal health information over the phone before a medical visit in order to avoid having
to discuss it in the waiting room:

With the phone password, sometimes I intentionally make
mistakes so that my passwords are little bit secured. I will
hit the keys, I will hit more keys, I will be hitting delete in
rapid succession so that it’s not easy to understand what the
password was. I will be going back and forth between the
actual password and use extra letters and numbers, and hitting delete quickly – eventually the password is put in but if
it’s a four character password, I actually typed 10 characters
including the deletions.
(X5)

What I often do is that I tell doctor’s staff before I even go into
the office that I won’t do things right in the waiting room. So,
either we can do that over the phone so that there is a level
of confidentiality that way or pull me into the examination
room.
(T6)

When asked how she addresses security concerns about her personal possessions, one participant shared her frustration in finding
a solution for her phone, as a specific example:

A common strategy to avoid shoulder surfing as well as device theft
was to not use devices outside of the home. Eight participants said
that they try to avoid using their laptops outside of their home. One
participant (X4) reported that he was advised not to use his phone
outside his home to avoid theft, while Participant X6 turns off his
devices (or features) to try to avoid using them excessively:

I don’t know what’s safe and what is not. I don’t know when
it’s safe to pull out my phone or not. I have been trying to figure out protocols so that I can kind of barely pull the speaker
part of my phone out of my purse.
(T6)

The way I address the concerns is just to refrain from using
them. I tend to keep the WiFi disabled [on my iPhone], and
I just listen to the music or let it be completely off, you know,
where it is on standby mode or my laptop is turned off as I
am carrying it around. It is in its container and it’s off. And
I only use them when I feel safe... When I have reservations
about the safety of my behaviors, my default choice is just
turn the device off. That way no one can have access to it.
Because I am not even really using it.
(X6)

Most of our participants addressed their shoulder surfing concerns
either by turning off the screen or by lowering the laptop lid. However, some low-vision participants struggle with these defensive
strategies, as they need to have bright lighting in order to see the
keyboard and screen. A common solution for eavesdropping is
to use headphones, although these have the disadvantage that they
can interfere with the person’s ability to monitor the environment.
One participant (X2) reported using bone-conduction headphones,
which allow him to continue listening to his surroundings as his
ears are not obstructed by the headphones.

Relocation

Fourteen participants said they typically address their eavesdropping and shoulder-surfing concerns by changing their location.
They indicated that if they could sense their environment, they
might change their location as needed. One participant with low
vision who is able to assess the environment usually moves to the
corner of a room when sending text messages:

Help from Others

Ten participants said that they generally seek help from their acquaintances, especially for filling out paperwork (L1, X4), conducting transactions at ATMs (X6), or being aware of their surroundings
(L2, L3). However, they reported some frustration on having to rely
on friends’ availability:

Usually I talk and then stop and go to a corner by myself and
send it. Before doing magnification I usually sit somewhere
or won’t take [the text] right away – I will wait until I am
by myself and at the same time put myself back-against-thewall, so that I am holding my cell phone when I read the text,
so that I can see everyone walking around.
(L3)

In our college campus, I was doing the financial aid information thing with a friend. We have to disclose like tax information or birth date or other information that’s needed
for financial aid. So, I was trying to discuss that information
because someone was helping me fill out the information. We
are like in the cafeteria type of setting. That was really uncomfortable trying to do that. That was the person’s only
time that they had to do that. And I pretty much didn’t have
a choice.
(X4)

Repositioning was quite common in medical settings: 10 of the 19
participants reported that they had felt uncomfortable at the doctor’s office and asked if they could move to a different room.

Our interviews revealed that people with complete blindness are often helped by friends who themselves have low vision. Meanwhile,
since blind people tend to have a better sense of hearing [23, 39,
35], the low-vision helpers sometimes rely on their blind friend.
L3, who often helps guide his blind friend on the street, mentioned:

Mitigation

Fifteen participants mentioned various mitigation techniques to address safety, security, and privacy concerns. For the health information scenario, L2 reported trying to talk quickly so that only
the receptionist could understand him, while some whisper or give
their information in a softer voice (L3, T7, and T8), and others lean
close to the counter (T1).

Since I have more friends who are totally blind, I usually am
the one who is watching over everything else. A couple of
times I had some scenarios with friends, I had friends who
are totally blind, I am the one who is seeing them because I

Our participants’ most common defensive strategy to address
shoulder surfing concerns at ATMs was to cover their hands so
7
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7. FINDINGS: CONSIDERATIONS FOR
DESIGN OF ASSISTIVE DEVICES

am guiding them. I am also the one who is usually watching
around. Because they can hear, they have good hearing, before I see it they already heard it, but the majority of the time,
I usually will be the eyes and they are also the ones who will
be the ears.
(L3)

As the above findings show, people with visual impairments face
considerable challenges in maintaining their physical safety, security, and privacy in everyday life, and they cope with these challenges in a variety of ways. Although some of these coping behaviors are effective and do not affect the quality of life, others (like
avoidance and acceptance) either continue to put people at risk,
or prevent people from realizing the same opportunities that fullysighted people can enjoy.

Adaptation

Many participants reported developing strategies to use their sense
of hearing to assess their environment. Six participants reported
that they use their hearing or echo location to sense their surroundings. One participant described this as using his ‘facial vision’ to
prevent shoulder surfing at ATMs and grocery store checkouts:

Given these findings, a logical next step is to identify potential technological solutions that could help people with visual impairments
better manage their physical safety, security, and privacy in various settings. Mobile or wearable devices could use cameras and
other sensors to help perceive the environment around the user and
then report information about potential threats nearby. Of course,
before trying to design or implement such a system, we need to
understand the preferences and requirements of people with visual
impairments. To do this we asked our participants for feedback
about what they would like to see in such devices, including what
capabilities would be most important to them, what types of devices they would prefer, and what the important design considerations would be. We first report on the types of information people
would like from such devices, and then on the important design
considerations for these devices.

I will stop typing if anyone comes closer than three or four
feet from me if I am in the grocery store. People tend to stand
six or eight feet away from me, but if they approach close to
me then I will stop my work and ask them what they are doing. I can tell that because they start to bump into me. I have
like a territorial bubble around me and I hear people’s footsteps and I hear the activities that are going on behind me.
If anyone’s presence is near then they are blocking the sound
that I can hear from behind them. It’s my ‘facial vision,’ they
call it, when I hear the echoes. The person’s presence blocks
the ambient noise.
(X6)

7.1

Others also described similar types of hearing senses. L3 said that
he always tries to feel the situation and if he does not feel it is right
to perform some activity, then he does not do it. Both T3 and T6
reported that they can “always” tell what others are doing based on
the sounds people make.

Desired Information

A key goal of our study was to identify what type of information
people would like from an assistive device in order to enhance personal safety, security, and privacy. Our interviews uncovered that
most participants were interested in answers to a small set of questions:

Acceptance

How Many People Are in My Vicinity?

Participants reported sometimes feeling that a situation was outside
of their control and they had very little choice other than to accept
the risks. Nine participants indicated such acceptance, for example,
having no other choice than to get help from others:

Most participants (N=14) thought it would be useful to know how
many people were nearby, as this information would help them assess their security and privacy and act accordingly. Although one
participant (L4) already uses his hearing (adaptation) to infer the
number of people around him, he indicated that higher quality information would help him better identify any suspicious activity.
Two participants (X3 and X4) added that this information would
help with navigation in general.

Whenever we have difficulties we have to call someone in and
that invades our privacy. We can’t read my mail, don’t even
know who it is from. Most of the time [automatic scanning]
doesn’t work. Most of the time if you are trying to read bills,
scan doesn’t work. It works fine for block text, but if you are
trying to read tables or anything like that so you are reading any of your personal material or bills, then no. So our
privacy... we don’t have any privacy.
(T7)

How Close Are People to Me?

Most participants (N=13) also wanted information about how close
people in their vicinity were to them in order to better assess their
surroundings. Several participants used the term “bubble” to mark
the territory of their private space and a desire to know when people
enter this bubble. The radius of the bubble varied between participants, e.g., 5–10 feet (T4), 5–15 feet (T1), 6 feet (X6), and 10 feet
(L3). The size of the bubble depended on the situation, e.g., in public places the bubble was smaller than in private places, while X2
and T6 reported that they wanted to know in general if other people
were within earshot.

Three participants expressed how they have come to accept their
lack of privacy and have to always assume they are being eavesdropped upon. For example, one participant said:
I guess over my lifetime I have developed an assumption that
someone is there. I kind of say to myself, “if I walk out my
front door someone can hear me.”
(T6)

Who Is in My Vicinity?

Almost all participants (N=18) said it would be useful to know if
friends or acquaintances were nearby. This information could help
them address their privacy concerns in private spaces or at an ATM
by relying on trusted individuals. One participant (L2) specifically

Those who feel uncomfortable sharing their health history in a waiting room sometimes have to do so unwillingly. One participant
(X5) said that he had to do so in the interest of time.
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wanted to know this information to prevent shoulder surfing by specific people. Another participant (L4) said this information could
help him in the office to differentiate between strangers and trusted
coworkers. T7 reported wanting to know the general properties of
a person, such as age, gender, and other visual characteristics.

Finally, one participant had a novel idea regarding the use of cameras and enhancing their personal safety, expressing the desire to
know where cameras are located:
I would like to know as a blind person, when other cameras
are about. There are cameras on [public transit], at bus
stops, and intersections. I would like to know where those
cameras are because, for example, if I thought I was in kind
of an icky neighborhood and I need to make a phone call or
do something on my phone, if I know there is a camera up
ahead at the corner, I would do whatever I did by the camera
so that a cop could – if I was robbed – have a chance of figuring out who that person was. I will use those cameras as
my friend.
(X2)

What Are the People in My Vicinity Doing?

Most participants (N=16) mentioned a desire to know what others
around them are doing, and especially if anyone is paying attention
to them or looking at them. For example, T1 wanted to know if
people are being “nosy” and looking at her. X1 mentioned wanting
to know if people are holding up a camera to capture or record his
ATM interactions, while T5 wanted to know if someone was trying
to hear her personal conversations. One participant suggested a
way to provide this information:

7.2

Design Considerations

During our interviews we presented participants with several scenarios that involved the use of camera technology to give them better awareness of their surroundings. They reflected on the technologies, interpreted how they could be used in their everyday lives, and
often offered further suggestions and refinements. We performed a
bottom-up coding of their responses, which resulted in three categories of design attributes they used to describe these technology
preferences: ‘Discreet’, ‘Wearable’, and ‘Forensic Considerations’.
Our identification of these three categories provides some insight
into design preferences for a potential system, but we note that this
is just a starting point; more rigorous future work is required (including functional decomposition, requirements analysis, and prototyping) to derive formal design requirements.

Maybe a lot of people aren’t paying attention to me at all.
The device could say that you have a person two feet away
from you watching TV or texting on their cell phone. (T4)
Knowing what others are doing can be useful at the bus stop, in the
doctor’s office, or in public places. One participant (X3) reported
that having this information would also help her maintain the privacy of other people, since she could avoid disturbing someone
who was busy or engaged in a private activity.
Six participants mentioned that they would like information to
help them infer people’s intentions, since knowing their intentions
would help address nearly all of the concerns that were reported by
our participants. T3 wanted to know if someone is about to reach
toward him, e.g., trying to touch him or trying to steal from him.
L2 would like to know if someone is trying to read his texts, and if
so, whether they seemed to be doing so on purpose or incidentally
(e.g., out of boredom).

Discreet

As Shinohara and Wobbrock reported, people with visual impairments do not want to be marked as different, so they prefer less
noticeable assistive devices and are particularly sensitive about others’ reactions towards them [52]. Similarly, most of our participants
(N=12) mentioned they would prefer something discreet as they do
not want to look “weird” (L1, L2, X1, T5, T7) or draw attention
to themselves (T4, T6). Often the discreet and wearable design
considerations were brought up together:

Forensic Capture: Who Was Around Me?

The interviews revealed an interesting application of cameras that
we did not anticipate: four of the participants indicated a desire to
record and preserve a video record of their interactions with other
people in order to have evidence when their safety or others’ safety
was compromised. For example, one participant shared a recent
incident on a train where this record would have been helpful:

I like the idea of having something on your clothes because it
is less noticeable... because people will start to wonder why
is he wearing this weird eyeglass thing. If you want to do
stuff low key, then you do it that way.
(L2)

I witnessed a scuffle. I witnessed at least a couple guys beating up a third guy. I went to my house, and I called 911 and
said that I heard this. I described it as best I could, but I
could not – they want visuals. If I would have a camera on
me anyway, I would want control of that camera. If I could
just get off the train and I would like to give my phone to the
station master and say that here is my camera you can have
it.
(T6)

Although many participants imagined a subtle and discreet device
to avoid embarrassment, one particular user equated discretion with
safety and security:
Clip on camera, something I could clip on my glasses or clip
on to my cap or collar. Not too visible because it would make
me an easy target to someone who might want to steal my
camera. They might try to get my camera and knock me over.
(X4)

This forensics capability identified in our interviews was always
mentioned in the context of the visually impaired person’s safety.
One participant suggested using a body camera to witness potential
tampering with her items when she is separated from them:

In order to maintain discretion, many of the participants expressed
a desire for subtle feedback from the system:

Every time I go through security I have to take my shoes off
and put my computer in like separate bins. It would be helpful to have a camera like that is looking out for me to see,
especially looking out for my [belongings] going through the
security checkpoint.
(T7)

It would need to be something that is not obvious to sighted
people, like an app that would vibrate and not let a sighted
person know of the alert. It would be very helpful if the notification was discreet.
(T4)
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Wearable

Safety and Privacy ‘Bubble’

Most participants were already familiar with the concept of headmounted wearable cameras (e.g., Google Glass and Orcam), and
we also gave a brief introduction to wearable devices to further
familiarize them with the concept. Most of our participants (N=16)
indicated a preference for wearable cameras over other types of
devices for a variety of reasons: wearable devices are small and less
noticeable (L2, T4, L3), they are more convenient as they do not
require deliberate pointing like a smartphone camera (T3), and may
require less time to activate compared to other mobile devices (L4).
One participant (X2) suggested that the camera could be wearable
as an earring and another (L5) suggested a lapel pin which could
be attached to coats, shirts, or hats, similar to a broach.

Although all people share some concern about their private space,
our target population of people with visual impairments were clear
that their concerns extended beyond their immediate space (for example, within an arm’s reach) to several feet away. Their concerns
were largely motivated by wanting to sense the presence and intentions of others around them so that they could take action or modify
their behavior to avoid risks to their personal safety, security, and
privacy. Our interviews also made clear that participants’ privacy
concerns were preempted by any safety concerns until the latter
were satisfied. However, the design considerations for a ‘bubble’
to enforce safety also apply to protecting privacy, so the potential
exists for assistive technology to satisfy both concerns.

Participants had mixed feelings about head-mounted wearable
cameras. Some preferred them since they could be worn like sunglasses (X2) and would not affect their natural movement (T8). But
most participants felt that these cameras would be more noticeable
than other wearable cameras, and would prefer the more discreet
devices.

Offering Adequate Coping Mechanisms

In terms of supporting coping strategies, we hope our work could
help shed light on how to create technologies that prevent people
with visual impairments from having to completely avoid activities or completely accept their risks. Wearable cameras combined
with computer vision techniques offer the hope of helping people
with visual impairments become more aware of their physical surroundings, including when people enter their security and privacy
‘bubble’. Knowing who and how many people are in the vicinity,
how close they are, and what they are doing could help people with
visual impairments better assess and manage their safety and security. This information combined with the knowledge of the layout
of a physical space may allow users to better ‘reposition’ themselves to avoid shoulder surfing, or to adopt ‘mitigation’ strategies
(such as speaking softly) to avoid eavesdropping.

Forensic Considerations

Some participants gave us specific design considerations about
forensic capture, such as maintaining their own control of the camera in order to preserve documentation of an extreme situation
(such as assault). In particular, one participant told us:
I’d like the notification tone and at that point, maybe when
it gives that tone, start taking 30- or 15-second interval pictures of who is around. When the police do decide to help,
they ask “oh well you didn’t see them,” we can’t describe
them. We’d have these pictures in every five, ten, fifteen or
thirty seconds intervals of who is around at that point. (T5)

Feasibility of Assistive Technology

After many years as just a research curiosity, wearable cameras
such as GoPro Hero,16 MeCam,17 and Narrative Clip are already
available on the consumer market. Some of these devices even
give a near 360 degree view of the wearers’ surroundings [40].
Head-mounted cameras like Orcam, Google Glass, and Microsoft
HoloLens18 are also on or nearing the market and may soon be more
mainstream. Cameras that can sense in three dimensions (by measuring or estimating depth information), including Google’s Project
Tango19 and dual- and multiple-lens sensors [50, 41], are likely to
soon appear on these wearable devices. Low-cost infrared imaging sensors like FLIR One20 may also be useful to more easily detect and recognize people based on their thermal signatures. All of
this new camera technology is progressing rapidly and is likely to
significantly improve a device’s potential to monitor the area surrounding a user.

By mentioning control of the camera, T5 differentiated the camera
state from its normal operating mode supporting privacy awareness
as posed by the interview questions. Indeed, the other participants
who mentioned a forensics capability also desired a way to explicitly change the camera operating mode, either by a specific request
from the user or automatically based on a policy specified by the
user ahead of time (e.g., in certain predefined scenarios).

8.

DISCUSSION

Our interviews yielded new information about visually impaired
people’s concerns and behaviors regarding physical safety and security, and confirmed past findings about physical privacy. In addition, the interviews explored their thoughts, perceptions, and preferences toward design concepts involving wearable cameras to enhance physical safety, security, and privacy. These findings represent a first step toward designing new assistive devices, and could
provide useful input into future formal requirement processes including functional analysis. We term them “considerations” as they
should be considered as user feedback much like use-case feedback
available during the design process. Although these considerations
are not complete, our study group identified them as major themes
that could positively influence any potential design. Of course, as
with the design of any new technology, there will be competing
requirements, including practical limitations on device size, power
usage, and cost, and some of the design considerations expressed
by our participants conflict with one another (e.g., discreet but with
the capability to accurately sense the whole environment). Nevertheless, our study is a starting point for future, more rigorous design
processes.

Meanwhile, impressive advances in computer vision technology
have occurred over the last few years, driven in large part by deep
learning [38], which can allow hundreds of objects to be accurately
detected in near real-time [47], sometimes rivaling or even outperforming human accuracy [26]. Currently these techniques are computationally intensive and are not easy to implement on low-power,
resource-constrained devices like wearable computers, but mobile
processors are developing rapidly, and we expect deep learning will
become feasible on mobile devices in the next few years. In the
meantime, devices could rely on lower-cost, less accurate vision
16
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Privacy Risks to the Camera Wearer

algorithms, or could send images off-board to remote cloud computing resources, or some combination of the two. Further work is
needed to assess how well assistive devices based on current technology could perform given limitations on cost, weight, and power.

The privacy implications of wearable cameras to the wearer should
be considered. Caine and others explored this subject in the context
of senior citizens being monitored in their own homes [10, 12], and
we expect similar privacy concerns may apply to people with visual impairments. Hoyle et al. [30, 29] study the privacy concerns
of people wearing cameras with automatic data collection (‘lifelogging’) and discuss impression management issues as being a major
privacy concern for the wearer. People with visual impairments
may find it even more difficult to filter the images captured by such
devices, requiring careful thought to where the images are stored
and how and with whom they are shared.

Wearable Cameras for Capturing Forensics

The use of cameras to monitor and record incidents of interest has
begun to expand, most notably in the form of police officers wearing body cameras. Our work shows that people with visual impairments are also interested in the forensic collection of imagery to
improve their physical safety and security. Kientz et al. [34] presented a system called CareLog which allows caregivers of autistic
children to “document and analyze specific, unplanned incidents
of interest” through the use of a wireless trigger. In the case of
CareLog, the video and audio are archived for later review. Our
research suggests such systems may be extended for people with
visual impairments, as one participant suggested:

The use of cameras also puts people with visual impairments at risk
of accidentally sharing images or information with the wrong people, which Caine calls a “misclosure” [11]. One participant (P12)
mentioned an embarrassing incident in which her friend accidentally shared a naked photo of herself while using the VizWiz app [8]
to try to differentiate between conditioner and shampoo. Such incidents underscore the requirement for the camera and recorded
data to be under the review and control of the visually impaired
person or their trusted surrogate during normal operations. Alternatively, as computer vision continues to improve, automatic algorithms could be employed to scan for potentially sensitive information in images and alert the user accordingly [36].

A device like that, to be honest, I think would help me to be
less dependent on sighted people. That would be nice. It
would allow me to do more things by myself.
(T3)

Networked Cameras

An interesting design consideration directly linked to forensics is
where the record is maintained. If wearable cameras record and
retain the video locally, then an assailant need only steal the visually impaired person’s camera. If the record is preserved separately
from the device, e.g., in the cloud, then stealing the camera does
not destroy the forensics but raises questions about who may have
access to private details captured by the camera. An alternative option might create a live video feed from a visually impaired person’s
camera to a trusted individual such as a friend or 911 operator, similar to current live-broadcasting smartphone apps like Meerkat,21
Periscope,22 and Facebook Live.23 As one possible design template, LiveSafe’s smartphone app for campus safety24 provides direct connection to campus public safety, audio and video recording,
discreet initiation, geo-position reporting, and geo-boundary control (to work only within the campus limits). Duncan et al. [21]
describe networked cameras that monitor activity in residences to
allow trusted agents to monitor elderly persons. Complementary
to the concept of forensics is whether knowledge of the presence
of a camera could be a suitable deterrent and is another interesting
direction for future work.

Privacy Risks to Bystanders

Given that a system might include an outward-facing camera to
detect people within the visually impaired person’s ‘bubble’ of personal space, designers also need to take the privacy of bystanders
into consideration. Although a future system may or may not store
and forward images, the expectation of bystander privacy must be
honored, or at a minimum, managed. Denning et al. [19] studied the reactions of bystanders towards wearable augmented reality
cameras and proposed several design axes for privacy mediating
technologies to respect the privacy of bystanders. Another suitable
analogy for this design implication is found in lifelogging. Hoyle
et al. [28] describe the legal difficulties in conducting user studies involving wearable devices because of bystander expectations
of privacy. Taking a proactive approach such as privacy by design could help mitigate the privacy concerns of bystanders. Ye et
al. [57], for instance, detail the use of privacy by design in lifelogging applications. In the case of storing and forwarding images
to facilitate forensic capture, the tension between bystander privacy and preserving the image record would require appropriate
attention from designers. For example, the transition to store and
forward from merely object detection could imply a system state
change that might be indicated to bystanders in some manner such
as a flashing light. We leave managing this tension to future work.

Safety Risks to the Camera Wearer

Although we hope wearable cameras could enhance safety and security, participants expressed concerns that the devices themselves
may draw additional attention and actually increase the risk of assault. The safety risks to the camera wearer need to be key design
considerations for a camera based solution. Designing wearable devices to be as discreet as possible, combined with forensic capture
capabilities, may help reduce this risk. Additionally, the cost of the
sensor may contribute to the risk of theft. Based on input from our
participants, assistive devices should be low cost and incorporate
features such as store and forward of images, and perhaps technology that renders the device useless if separated from its owner.

Beyond Cameras

We also suggest that cameras could be used in conjunction with
other rich sensing modalities. One participant (X1) mentioned the
possibility of scanning for nearby cell phone signals to identify who
was entering their privacy ‘bubble’. It is possible to scan the local
area for Bluetooth devices and make camera state decisions and
user alerts based on received signal power, reported device type
and unique ID. It may also be possible to monitor WiFi traffic to
make inferences about the people (such as number and distance)
carrying those devices nearby. Input from these non-visual sensors
could then be used in combination with camera data, for instance,
by turning on the camera when a new person is detected nearby.
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Concerns Related to Impairment Types

auditory sensory substitution. issues 12, 13 (2014), 14. DOI:

Our participants had different types of visual impairments, and we
grouped them based on their impairment history in order to observe any correlations between impairment type and security, privacy, and safety behaviors or concerns. One trend we observed is
that the majority of the safety and security concerns we report were
given by the congenitally blind participants, whereas only one low
vision participant was extremely concerned about safety. However,
given the small number of participants and the fact that our study
did not investigate this correlation further (e.g. by asking follow-up
questions), this observation would need to be confirmed in a future
study. Our interviews also suggest that concerns may be correlated
with one’s own personal history and experiences. For example,
the fact that L5 was the only congenitally low vision participant
that was highly concerned about personal safety is likely because
he experienced a robbery in the past. It is left to future work to
understand any correlations between attitudes towards safety and
participant demographics, impairments, and personal experiences.
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In order to gain an understanding of the physical safety and security
concerns of people with visual impairments, and how technological solutions such as wearable cameras can address such concerns,
we conducted semi-structured interviews with 19 participants. Our
sample was predominantly urban, represented a wide range of ages
and visual impairments, and had a balanced gender distribution.
We reported on various concerns that people with visual impairments have about their physical safety and security, their coping
mechanisms to address these concerns, and desired information and
design suggestions in the context of assistive solutions to address
safety and security.
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We found that people with visual impairments have significant concerns about their physical safety in the context of crime, as they
feel not only vulnerable but also unable to fully assess their environment. People with visual impairments, as a result, must develop
several coping mechanisms that range between, and include, the
extremes of complete acceptance of risk and the complete avoidance of performing certain activities. In addition to finding wearable cameras as a helpful tool to provide feedback about the environment, our participants indicated that the forensic collection of
imagery would be helpful in the case of assault. We hope that the
results of this study will help illuminate the unique concerns, behaviors, and needs of people with visual impairments in the context
of physical safety and security, and will motivate further research
to address their needs.
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