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Abstract
Facing the challenge of limited network trace access, the ex-

ploration of synthetic trace generation has become crucial for
research. Although current methods manage to replicate the
statistical characteristics of network traffic accurately, they fail
to capture the temporal dynamics of network activities. This
gap stems primarily from their approach to data representation.
To address this issue, we propose a novel representation of
network traces by aggregating network flows into time series.
Built upon this data representation, we propose CascadeNet,
an end-to-end framework embedded with CascadeGAN—a
hierarchical generative model—to generate network traffic
with high-fidelity temporal patterns while learning complex
flow structures and dependencies. We also develop several
techniques to facilitate the transformation from aggregated
time series to timestamps. Our evaluations across four diverse
IPv4 header traces show (1) CascadeNet surpasses baselines
by 41%~76% on temporal distance metrics; (2) CascadeNet
outperforms baselines in downstream tasks; (3) it offers re-
markable scalability, reducing training time by 7.3×~25×
compared to state-of-the-art method.

1 Introduction

Data-driven methodologies in network research and devel-
opment have gained significant momentum in recent years
[17, 18]. Key to these researches is the availability of high-
fidelity network traces that accurately reflect the diversity of
real-world network traffic. However, access to such traces
is often limited due to privacy concerns and proprietary
restrictions. This challenge has led to an increased inter-
est in synthetic network trace generation as a viable al-
ternative for research and development purposes. Various
methods have been proposed to generate synthetic network
traces, including simulation-based methods [2, 26], model-
driven methods [31, 37] and machine learning-driven meth-
ods [11, 16, 28, 41, 45, 47]. Machine learning models can
automatically learn data patterns from real network traces and

generate high-fidelity synthetic traces, making them less re-
liant on domain expertise and human effort compared to other
methods. As a result, machine learning-based approaches
have emerged as a practical and promising solution.

Although ML-based methods have shown great capabil-
ity, we find it a common flaw that they struggle to reproduce
how network activity and behavior evolve over time, which
we refer to as temporal patterns. This causes the results of
the synthetic traces to deviate from the real traces in many
downstream tasks, compromising the fidelity requirement
of synthetic traces generation. For example, in burst analy-
sis, researchers need to examine the instantaneous changes
in throughput within the traffic to understand the network
dynamics. In machine learning-based anomaly detection, fea-
tures such as the interarrival time between packets or the
number of packets per second are also considered crucial to
distinguish anomalies. Since low-fidelity synthetic traces can
mislead researchers into drawing incorrect conclusions, it is a
pressing issue that needs to be addressed.

The fundamental limitation arises from the data represen-
tation strategies adopted by existing approaches. For example,
E-WGAN-GP [28] models traces as unordered collections
of records, thereby disregarding inter-record dependencies
and temporal correlations. STAN [45] represents traces as
sequences of records, compelling the model to infer temporal
dynamics from excessively long sequences, which is an inher-
ently challenging task. NetShare [47] introduces the notion
of flow separation, yet continues to treat each flow as a record
sequence. Consequently, despite reduced sequence lengths,
such representations remain inadequate to effectively capture
temporal patterns.

In this work, we introduce CascadeNet, an end-to-end
framework designed to generate network traces with high-
fidelity temporal patterns. In designing CascadeNet, we have
tackled the following key challenges:
• Implicit Temporal Patterns in Network Traces: We observe

that a key challenge for machine learning models to learn
temporal patterns in network traces is that they are typi-
cally implicit within the network traces, such as throughput
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Figure 1: Different data representation methods for network trace.

and packet rate. These patterns emerge from the aggrega-
tion of features across multiple records within the network
trace. To overcome this challenge, we propose a novel
data representation method that aggregates each flow into
a fixed-length time series. This method explicitly presents
temporal patterns to machine learning models, helping
them generate synthetic traces with higher fidelity.

• Heterogeneity among Different Data Components: The
novel data representation also introduces challenges in se-
lecting machine learning models. Here, network traces are
divided into three components: IP 5-tuples as identifiers
for each flow, aggregated time series representing tempo-
ral patterns, and record fields. The heterogeneity of these
components complicates the use of a single off-the-shelf
model to generate them, while using three separate mod-
els would disrupt their interdependencies. To address this
challenge, we developed CascadeGAN, a hierarchical gen-
erative model that effectively captures the features of the
three components and their relationships. CascadeGAN
consists of three generators that generate IP 5-tuples, ag-
gregated time series, and record fields in a coarse-to-fine
sequence, along with three discriminators to help the gen-
erators learn the patterns of real data.

• Temporal Patterns Reflection in Synthetic Traces: While
the novel data representation method and hierarchical gen-
erative model are able to effectively capture the temporal
patterns, we still need to generate the timestamp of each
record to reflect these patterns. Therefore, we developed
several timestamp generation techniques, from equidistant
generation to ML-based generation, to reproduce the tem-
poral patterns with the same or even higher granularity
than the aggregated time series. This is the final step in
ensuring that CascadeNet produces synthetic traces with
high-fidelity temporal patterns.

Moreover, we observed that the skewed data distribution
in network traces presents significant challenges for machine
learning models. To address this, we applied various opti-
mization techniques including the zero-inflation method and
conditional input strategy to improve the models’ capability,
ensuring the synthetic traces accurately replicate the patterns
within the real ones.

Overall, CascadeNet achieves 41%~76% better accuracy
on temporal distribution metrics. In downstream tasks, Cas-
cadeNet can also maintain better result consistency with real
data. Moreover, CascadeNet reduces the training and gener-
ating time for 7.3×~25× and 9.2×~62×, compared to state-
of-the-art network trace generator NetShare [47].

This work does not raise any ethical issues.

2 Background and Motivation

In this section, we explain the motivation for network traffic
generation and review the limitations of previous work.

2.1 Why Synthetic Traces are Essential
The need for robust network systems drives research, but real
trace data are scarce due to privacy concerns [14, 21]. This
limits data-driven studies such as traffic classification, be-
havior analysis, and anomaly detection [46]. Synthetic traces
address this issue by enabling experiments while protecting
user privacy at the same time.

Overall, synthetic trace generators fall into three categories:
(1) simulation-based [2,26], (2) model-based [31,37], and (3)
machine learning-based [11,16,28,41,45,47]. Simulation- and
model-based approaches require substantial manual effort and
domain expertise, making them difficult to apply in practice.
In contrast, ML-based methods learn directly from data to
generate high-fidelity traces, making them the most promising
direction and the focus of this paper.

2.2 Limited Temporal Pattern Fidelity

Temporal pattern: Temporal pattern describes how the ac-
tivity or behavior of the network evolves over time, measured
through various metrics, including packet rate, throughput,
interarrival time between packets, flow duration and so on.

However, we identify significant issues with existing net-
work traffic generators in maintaining temporal pattern fi-
delity. For instance, as shown in Fig. 2, E-WGAN-GP [28]
and STAN [45] completely distort the packet rate, while Net-
Share [47], the state-of-the-art method, learns a periodic pat-
tern that contradicts reality. These discrepancies can lead



0.0 0.5 1.0 1.5 2.0
Time (s)

0

0.25

0.5

0.75

1
Pa

ck
et

 R
at

e 
(M

pp
s)

real
E-WGAN-GP
REaLTabFormer
STAN
NetShare
CascadeNet

Figure 2: Packet rate of the real trace and synthetic traces
generated by various generators for CAIDA dataset.

to significant deviations in the results of burst analysis and
throughput prediction when using synthetic traces, giving rise
to misleading conclusions for researchers.

To address this issue, we conduct a thorough analysis of
why existing generators struggle to capture temporal patterns
and identify that the root cause lies in how the data is repre-
sented. Hereby, we can categorize existing ML-based network
trace generators into the following types based on their repre-
sentation approaches:
Approach 1. Trace as a collection of records (Figure 1a):
This approach represents a network trace as a collection
of independent records. Most early methods followed this
representation method, including E-WGAN-GP [28], PAC-
GAN [16] and PacketCGAN [41]. Generative models de-
signed for tabular data can also be easily adapted under this
representation, for example, CTGAN [44]. Since this repre-
sentation method entirely overlooks the relationships between
records, machine learning models will be unable to capture
the temporal patterns in network traces.
Approach 2. Trace as a sequence of records (Figure 1b):
Another common way to represent a network trace is as a
sequence of records, with STAN [45] serving as a notable
example. Generative models for serialized data, including
TimeGAN [48], TimeVAE [5], and Doppelganger [15] are
also suitable for this representation. Although this method
tends to relate all records, it is hard for machine learning mod-
els to capture long-term dependencies within the sequence
given their auto-regressive nature.
Approach 3. Trace as a collection of flows, flows as se-
quences of records (Figure 1c): This approach represents
a network trace as a collection of flows. 1 NetShare first ap-
plied this representation [47], generating each flow’s record
sequence using time-series GANs. This method not only al-
lows models to produce traces with flow structure but also
simplifies learning by focusing on intra-flow relationships.

However, capturing temporal patterns remains challeng-
ing. Even though NetShare reduces the sequence lengths by
splitting the trace into multiple chunks, elephant flows can

1 A flow is a sequence of records sharing the same 5-tuple (source IP, source
port, destination IP, destination port, protocol).
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Figure 3: Our approach: Trace as a collection of flows, flows
as aggregated time series. (packet rate shown as an example)

still easily exceed tens of thousands of records. Therefore,
models still struggle to capture the correct temporal dynam-
ics, as illustrated in Fig.2, showing the inadequacy of this
representation to preserve time patterns.

3 Design Overview

In this section, we first introduce a novel data representation
method designed to facilitate the learning of temporal patterns
in network traces(§3.1). Next, we discuss the challenges of
applying this data representation method in network traffic
generation (§3.3). Finally, we present the CascadeNet work-
flow as an overview of our solution (§3.2).

3.1 Flows as Aggregated Time Series

Our insight: Temporal patterns in network traces are often
implicitly embedded as aggregated time series, rather than
explicitly represented in record fields like timestamps. For
example, packet rate and throughput, defined as the num-
ber of packets and bits transmitted over each time interval,
serve as aggregated features derived from multiple records.
Another commonly considered statistic, interarrival time be-
tween records, typically exhibits an inverse relationship with
packet rate: the more packets present within the time interval,
the shorter their interarrival time.

Therefore, we propose that machine learning models should
explicitly learn temporal patterns from aggregated time se-
ries rather than individual records. We aggregate each flow
into a time series and make it one of the training targets for
machine learning models. Figure 2 shows the packet rate of
the synthetic trace generated by CascadeNet, exemplifying
the effectiveness of this representation.

There are two other advantages in aggregating each flow
into a time series: (1) Fidelity: This approach further simpli-
fies the relationships between records within a flow, prevent-
ing the model from becoming entangled in localized patterns.
Additionally, the time-series length is determined by the reso-
lution of the aggregated time series, rather than the number of
packets in the flow, avoiding the models dealing with the long-
term dependencies in time series. This reduces the difficulty



CascadeGANReal Trace

Split
Aggregated Time Series

(e.g. Packet Rate)

Flows IP 5-tuples
(e.g. Src/Dst IP)

Record Fields
(e.g. Packet Length)

Synthetic
Aggregated Time series

Synthetic
IP 5-tuples

Synthetic
Record Fields

Synthetic
Flows

Synthetic Trace

Merge

Data Preprocessing Training & Generation Data Postprocessing

A M T
- - -
- - -
- - -
- - -
- - -
- - -

... ... ...
- - -
- - -
- - -
- - -

... ... ...
- - -
- - -
- - -

A M T

-

- -
- -
- -
- -

...
-
-
-
-

...
-
-
-

M
-
-
-
-

...
-

...
-

A
-

... ...
- -
- -
- -
- -

... ...
- -
- -
- -

A M

-

-
-
-
-

...
-
-
-
-

...
-
-
-

M
-
-
-
-

...
-

...
-

A
-

A M T
- - -
- - -
- - -
- - -
- - -
- - -

Figure 4: Workflow of CascadeNet. It consists of three stages:
Data Preprocessing, Training & Generation, Data Postpro-
cessing.

of the task for the machine learning models, allowing them to
achieve better performance and generate synthetic traces with
higher fidelity. (2) Scalability: This approach streamlines
the information and reduces the length of the sequence. This
decreases computational complexity for both the training and
the generation processes of machine learning models, thus
improving scalability. Given these advantages, we propose a
novel data representation approach for network traces:
Our approach. Trace as a collection of flows, flows as
aggregated time series: We first divide the network trace
into different flows according to the IP 5-tuples. After that,
we segment each flow into fixed-length time steps and extract
key features from each time step to generate an aggregated
time series for each flow. Figure 3 illustrates this approach.

3.2 CascadeNet Workflow

We propose CascadeNet, an end-to-end framework for net-
work trace generation based on the novel data representation
method. CascadeNet operates in three stages: data prepro-
cessing, training & generation, and data postprocessing, as
depicted in Figure 4.
Data preprocessing: First, we split the network trace into
flows based on IP 5-tuples and encode them into vectors
as unique features for each flow. Specifically, IP addresses
are encoded bit by bit to avoid memorization as much as
possible, and port numbers and protocols are encoded using
Word2Vec [19]. Next, we extract those important features that
reflect temporal patterns, including packet rate and through-
put, forming an aggregated time series for each flow. Finally,
we encode the other fields within the records into vectors,
enabling the machine learning model to capture fine-grained
features from each record. Categorical fields are encoded into
one-hot vectors, and numerical fields are normalized to [0, 1].
In particular, timestamps are ignored at this stage because the
models do not learn them directly.
Training and generation: Due to the intrinsic differences

between IP 5-tuples, aggregated time series, and record fields,
we design a hierarchical model called CascadeGAN to learn
these features simultaneously. CascadeGAN follows the stan-
dard adversarial learning framework, but incorporates multi-
ple generators and discriminators. During the training phase,
the generators and discriminators learn in alternation, leading
to discriminators that can effectively differentiate between
synthetic and real data and generators capable of deceiving
the discriminators. In the generation phase, CascadeGAN’s
generators produce synthetic IP 5-tuples, aggregated time se-
ries, and record fields, followed by the post-processing stage.
We will explain the design and implementation details of
CascadeGAN in §4.
Data postprocessing: Since machine learning models only
produce vector outputs, we need to decode these outputs in
the same way they were encoded during the preprocessing
stage. After that, we need to reorganize these components into
a complete trace. This process involves assigning a timestamp
to each record to ensure that the temporal patterns in the
complete trace align with the generated time series. We have
developed several strategies to achieve this and leave the
detailed explanation in §5.1.

3.3 Challenges

There remain several challenges when applying our data rep-
resentation method in the network traffic generation workflow.
The following are the main ones:

Challenge 1: Heterogeneity between features (§4). Our
data representation method abstracts network traces into three
components: IP 5-tuples, aggregated time series, and record
fields. Although both IP 5-tuples and record fields (e.g., IP
address and packet length) can be treated as vectors with fixed
dimensions, the aggregated time series consists of sequences
with varying lengths. There also exists a fundamental distinc-
tion between IP 5-tuples and record fields: records in each
flow share the same IP 5-tuple, but each record has its unique
record fields. These inherent differences in features make it
challenging to design a single model capable of learning and
generating all of them simultaneously. At the same time, since
these features coexist within each record, their interdependen-
cies cannot be ignored, making it impractical to use separate
models to generate these features independently.

Challenge 2: Timestamp generation (§5.1). With the novel
data representation method, machine learning models no
longer rely on timestamps but instead use aggregated time
series to capture temporal patterns. Consequently, the mod-
els’ output will also not include timestamps. A key challenge
lies in determining how to generate timestamps that preserve
the temporal patterns learned by the model. Inaccurate times-
tamps can make the temporal patterns of synthetic traces
significantly deviate from the generated time series, thereby
compromising the ability to achieve high-fidelity synthetic



Dataset #Flow #Packet #Flow/#Packet %LargeFlow %LargeFlow-Packet %Zero Duration(s)

CAIDA 95,736 998,912 0.096 25.20% 89.12% 88.21% 2.343
DC 49,751 1,000,000 0.050 32.92% 96.00% 53.42% 273.152
CA 539,634 1,000,000 0.540 0.37% 45.26% 25.05% 556.910

TON_IoT 4,294 445,319 0.001 6.15% 98.61% 40.51% 9801.701

Table 1: Statistics about each dataset. #Flow: the number of flows; #Packet: the number of packets; #Flow/#Packet: the ratio of
#Flow and #Packet; %LargeFlow: the percentage of flows with ≥ 5 packets; %LargeFlow-Packet: the percentage of packets
accounted by flows with ≥ 5 packets; %Zero: the percentage of zeros in aggregated time series (200 time steps); Duration: total
duration of the dataset, measured from start to end in seconds.

traces at the last moment.

Challenge 3: Skewed data distribution (§5.2). In our ex-
periments, we found that network traces often exhibit highly
skewed distributions, which pose significant challenges for
generative models. The first challenge is the sparsity of the
time series. Table 1 shows that after aggregating the flows into
time series, the time series usually contain a large number of
zeros. Existing machine learning models struggle to capture
the correct distribution in such sparse time series and may
even fail to converge during training. The second challenge
is the class imbalance. Network traces often include a large
number of mouse flows and very few elephant flows, which
is also illustrated in Table 1. This leads to the issue of mode
collapse in generative models, where the model learns only
the dominant patterns and neglects the less frequent ones. It
is intolerable in our task because elephant flows typically con-
tain most of the packets in the trace: ignoring elephant flows
often means a significant drop in fidelity.

4 CascadeGAN Design

In this section, we introduce the hierarchical model Cascade-
GAN in details. We first formulate the problem in §4.1. Then,
we briefly explain what are GANs and why we choose GANs
in §4.2. We present the detailed design of CascadeGAN in
§4.3 and how to effectively train the model in §4.4.

4.1 Problem Formulation

We are given an IPv4 packet-level header trace as input. First,
the trace is divided into flows based on IP 5-tuples, denoted
as {Ai | i = 1,2, . . . ,N}, where N is the total number of flows.
Each flow is then aggregated into a time series, represented
as {Si | i = 1,2, . . . ,N}, where Si = (si,1,si,2, . . . ,si,T ) and T
is the length of the time series. Finally, we extract the record
fields, denoted as {Mi,t,k | i = 1,2, . . . ,N; t = 1,2, . . . ,T ;k =
1,2, . . . ,Ki,t}, where Ki,t represents the number of records in
flow i at time step t.

Our objective is to train a generative model G to produce
synthetic IP 5-tuples, aggregated time series, and record fields,
denoted as ({Ãi},{S̃i},{M̃i,t,k}). We aim for the joint distri-

bution of these synthetic features to closely approximate the
real distribution. If this goal is achieved, we can expect the
post-processed synthetic traces to closely match real traces
in both statistical and temporal patterns. The synthetic traces
can also sustain consistent performance in downstream tasks.

4.2 Why GANs
Generative Adversarial Networks (GANs) [7] have shown
impressive ability in generating realistic and high-quality syn-
thetic data. A GAN consists of a generator and a discrimina-
tor: the discriminator learns to distinguish real from generated
samples, while the generator learns to deceive the discrimina-
tor. Through alternating optimization, the generator eventually
produces data that approximate the real distribution.

Extensive studies have explored applying GANs to tabular
and time-series data generation [34], as well as to network
trace synthesis [16, 28, 41, 47]. Although Transformer [39]-
and Diffusion-based [9, 35, 38] generative models have re-
cently gained attention, their substantial computational and
data requirements make them less practical for this task.

4.3 CascadeGAN Structure
The novel data representation method we proposed abstracts
network traces into three heterogeneous components: IP 5-
tuples, aggregated time series and record fields. Each of these
components captures different levels of granularity in the
network trace: IP 5-tuples act as identifiers for each flow,
representing global characteristics at the coarsest granularity;
aggregated time series describe the dynamics of each flow
over time, offering a more detailed view; and record fields
provide the finest granularity, containing all information for
each flow at each time step.

To leverage this structure, we design CascadeGAN, a hierar-
chical model that progressively learns the various features em-
bedded in network traces from coarse-grained to fine-grained,
as shown in Fig.5. CascadeGAN is composed of three genera-
tors and three discriminators, trained adversarially in pairs to
learn the distributions of IP 5-tuples, aggregated time series
and record fields respectively. To capture the relationships be-
tween these components, we convert the task of learning the



joint distribution, which is challenging due to the heterogene-
ity of the components, into learning the equivalent conditional
distributions. Specifically, Generator 2 and Discriminator 2
take IP 5-tuples as input, while Generator 3 and Discrimi-
nator 3 take both IP 5-tuples and aggregated time series as
input. The hierarchical structure, from coarse-grained to fine-
grained, minimizes the model’s computational complexity:
upper-layer models appear earlier in the forward process and
later in the backward process, leading to more gradient cal-
culations compared to lower-layer models. Following is the
detailed explanation for each generator and discriminator:

Generator 1: IP 5-tuples generation. Generator 1 generates
the IP 5-tuple fields Ãi = G(1)(z(1)i ), where z(1)i is a noise
vector. We choose Multi-Layer Perceptron(MLP) [30] as the
backbone, which is widely used in learning tabular data.

Generator 2: Aggregated time series generation. Genera-
tor 2 generates the aggregated time series S̃i = G(2)(Ãi,z

(2)
i ),

where z(2)i is a noise vector. It aims at capturing the flow-
level temporal pattern within the real trace, and the input Ãi
enables Generator 2 to generate unique characteristics for
different flows. Therefore, we choose Long Short-Term Mem-
ory(LSTM) [10] as the backbone for its strong ability to
understand sequential data. Additionally, experiments have
also demonstrated that LSTM is a better choice for Generator
2 than MLP (Appendix E).

Generator 3: Record fields generation. Generator 3 gener-
ates the record fields M̃i,t,k = G(3)(Ãi,wnd(S̃i, t),z

(3)
i,t,k), where

z(3)i,t,k is a noise vector, and wnd(S̃i, t) denotes a sliding window
function that extracts a fixed-size window around the time
step t from the aggregated time series S̃i. The sliding window
design enables Generator 3 to capture sufficient temporal fea-
tures to generate corresponding record fields, while avoiding
the inclusion of excessive information which could be a heavy
burden. There are two options for backbone of Generator 3:
MLP and LSTM. Although LSTM can theoretically learn the
correlations between different records within the same time
step, the number of records at each time step remains difficult
to control. This leads to issues similar to those in NetShare
(§2.2). In contrast, the MLP architecture aligns better with
our design principles: capturing temporal patterns through ag-
gregated time series and simplifying the correlations between
records within the same time step. Experiments also support
the choice (Appendix E).

CascadeGAN also includes three discriminators D(i), i =
1,2,3, corresponding to the generators, all of which adopt
the MLP structure. In the adversarial training, we use the
loss function from Wasserstein GAN with Gradient Penalty
(WGAN-GP) [8], one of the most popular variants of GANs.
The formulas are shown in Appendix C.
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Figure 5: Architecture of CascadeGAN.

4.4 Hierarchical Model Training

GANs are notorious for their difficulty in training, and the
hierarchical nature of CasacadeGAN makes it particularly
noteworthy to mention here. This is because both the forward
and backward processes in the training need to go through
all generators and discriminators. Especially during the back-
ward process, gradients keep accumulating, and the computa-
tional complexity sky-rockets. The hierarchical structure also
causes training issues that we call “cascading divergence”.
Before Generator 1 is well trained, it could mislead the train-
ing of Generator 2 by passing a distorted input. Similarly, the
distorted result from Generator 2 can also mislead the training
of Generator 3.

To solve this issue, we adopt a two-phase training strategy,
including a separate pretraining phase followed by a com-
bined finetuning phase. In the pretraining phase, we train
each pair of generator and discriminator independently us-
ing their respective loss functions L1, L2 and L3 to ensure
focused and effective learning of their specific tasks. Instead
of synthetic IP 5-tuples and aggregated time series, Generator
2 and Generator 3 take the real features as their input during
this phase. In the finetuning phase, we train all generators
and discriminators together using a combined loss function
L = αL1 +βL2 +L3, where α and β are weighting factors
that balance the contribution of each generator’s loss to the
overall training process.

The two-phase training strategy not only boosts the overall
performance but also gives us a more fine-grained control
to the training process. While GAN1 and GAN2 are given
flows as samples, GAN3 is given packets as samples. As
demonstrated in Table 1, the flow-to-packet ratio varies sub-
stantially between datasets. Given such drastic variation, it
is impractical to balance the training across all generators
and discriminators if they are trained together from the begin-
ning. With the two-phase approach, we can tailor the training
regimen to the specific characteristics of each dataset.



5 Timestamp Generation and Optimizations

In this section, we first introduce the timestamp generation
techniques in the postprocessing stage (§5.1). After that, we
present several machine learning optimization techniques to
address the issue of skewed data distribution in network traces
(§5.2).

5.1 Generating Timestamps with High Fidelity

Unlike most machine learning-based network traffic genera-
tors, CascadeNet learns temporal patterns from aggregated
time series rather than relying on timestamps. As a result, it
does not directly generate timestamps, which aligns with its
design principles. To address this limitation, we develop sev-
eral timestamp generation techniques that allow CascadeNet
to produce complete, high-fidelity synthetic traces:
Equidistant generation (EQ): The core idea is to generate
timestamps evenly within each flow and time step, ensuring
the synthetic trace aligns with the model’s aggregated time
series. However, it fails to capture instantaneous dynamics
within each step, potentially reducing fidelity.
Sub-period equidistant generation (SP): This technique
stems from the observation that records tend to cluster within
a shorter span of each time step. We therefore introduce a new
aggregated dimension, the sub-period, defined as the interval
between the earliest and latest records within a step. The
model learns this feature along with others, and timestamps
are later assigned evenly within each sub-period. This addition
enables finer temporal modeling and improves the fidelity of
synthetic traces.
ML-based generation (ML): This technique follows the con-
cept of using machine learning for data generation. During
preprocessing, we incorporate each record’s relative times-
tamp within its time step into the record fields, allowing GAN
3 to learn and generate these relative timestamps. In the post-
processing step, each record’s timestamp is reconstructed
from its relative timestamp based on the time step it belongs
to. Since records are confined within their respective time
steps, this approach also ensures that the temporal patterns of
the synthetic trace strictly follow the aggregated time series
produced by the model. Moreover, the integration of machine
learning models offers the potential for synthetic traces to
replicate more detailed temporal patterns.

Appendix F shows the performance of the timestamp gen-
eration techniques on temporal pattern fidelity. We use Earth
Mover’s Distance (EMD) to measure the difference between
real and synthetic traces across various metrics, as detailed
in §7.2. The results indicate that the ML-based generation
technique can produce synthetic traces with high-fidelity tem-
poral patterns in most cases. Consequently, we will use this
technique by default for generating timestamps in subsequent
analyses.

5.2 Optimization Techniques

During the implementation of CascadeNet, we observe that
the skewed data distribution in network traces negatively im-
pact the performance of generative models and could even
lead to convergence issues during training. To address these
challenges, we employ a series of optimization techniques to
ensure that the generative model performs well in different
cases.

Zero inflation method. We observed that the aggregated
time series generated during the preprocessing stage often
contain a significant amount of zeros. This sparsity makes it
challenging for the generator to produce synthetic aggregated
time series with similar distributions, leading to an imbalance
between the discriminator and the generator.

To address this problem, we employ the zero-inflation
method, inspired by Lambert’s seminal work [13]. A Zero-
inflated model consists of two parts: a zero-inflated compo-
nent dominating whether the value should be zero, and a
non-zero inflated component depicting the distribution of non-
zero values. Adapting this approach to our context involves
introducing an additional feature in the aggregated time series
to signal the presence or absence of activity in each time step.
This optimization allows the generator to explicitly account
for data sparsity, differentiating between time steps with or
without packet transmission. Notice that this technique is
specific for CascadeNet since network traffic data with other
representation methods is usually dense enough.

Conditional input strategy. In network traces, there are typi-
cally a few elephant flows and a large number of mouse flows.
This imbalance often leads models to completely disregard
the features of the elephant flows and only focus on the mouse
flows, which is called mode collapse [7]. Given that the ele-
phant flows contain a significant amount of records, the mode
collapse can severely undermine the fidelity of the synthetic
trace. Common methods to address this issue include resam-
pling and data augmentation, but they are not suitable for our
task as they alter the data distribution of the original trace.

To mitigate the issue, we introduce several flow-level fea-
tures as conditional inputs to the generators, including flow
duration, number of packets per flow, maximum packet rate,
etc. The additional flow-level features act as contextual cues,
avoiding interleaving the learning processes between differ-
ent types of flows. Notice that DoppelGANger [15], the
backbone model of NetShare, utilize another technique that
normalizes each time series individually to tackle mode col-
lapse. However, in our initial experiments, we found that it
was not effective for our model.

Furthermore, this approach introduces a novel possibility. If
desired, users can reconfigure the input features to manually
adjust the proportions of different types of flows, thereby
better tailoring the model to specific use cases. Although
this form of customizable data sharing presents a promising
direction, we leave its deeper exploration for future work.



We conducted a comprehensive ablation study on these
two optimization techniques, as shown in Appendix G. The
evaluation demonstrates that both techniques significantly en-
hance the temporal pattern fidelity of CascadeNet, effectively
mitigating issues of data sparsity and mode collapse. For
the conditional input strategy, we also conducted an ablation
study on different input features. The results indicate that flow
duration and maximum packet rate are the most influential
features, while the remainings affect various temporal pattern
metrics to differing extents. Depending on the use case, users
may choose to include or exclude certain features.

6 Implementation

We implement the prototype of CascadeNet with Pytorch 2.1.0
[24], comprising over 4000 lines of code. The source code is
available at https://github.com/lurw2000/CascadeNet.
For consistent measurement of runtime, all experiments are
run with same configuration on a workstation with 64 CPU
cores, 512GB RAM and 4 NVIDIA GeForce RTX 4090. Each
experiment is allocated 8 CPU cores and 1 GPU.

We pre-define a set of hyperparameters for CascadeNet in
a JSON file. These include hidden layer sizes, noise dimen-
sions, batch size, the number of epochs for training, and so
on. Before conducting our evaluation, we examined several
options for each hyperparameter and selected the best one
according to the distance metrics of different features in the
trace, as shown in Appendix D. We find that CascadeNet is
not sensitive to most hyperparameters, but the length of the
aggregated time series is an important variable, which will be
further discussed in §9.

For evaluation, we use SciPy 1.10.1 to calculate JSD and
EMD [40]. We use NOLDS, a Python library that imple-
ments nonlinear measures for dynamical systems, to calculate
the hurst exponent of aggregated time series [31]. For down-
streaming tasks, we use NetML [46] to perform anomaly
detection, and use Scikit-learn 1.2.2 [25] and Statsmodels
0.14.0 [32] to implement different prediction models.

7 Evaluation

In this section, we evaluate the performance of CascadeNet
and compare it with existing ML-based network trace genera-
tors. We first describe the experimental setup, including the
datasets and baselines (§7.1). We then answer the following
key questions:
• Does CascadeNet preserve the statistical and temporal

patterns of the real traces? (§7.2) By measuring the dis-
tance between synthetic traces and real traces, we find
CascadeNet achieves 41%~76% better accuracy on tempo-
ral distance metrics and comparable accuracy on statistical
distance metrics.

• Could the synthetic traces generated by CascadeNet re-
place the real traces in downstream tasks? (§7.3) In the
tasks of burst analysis, throughput prediction and anomaly
detection, the synthetic traces generated by CascadeNet
produce results much closer to the real cases compared to
those produced by the baselines.

• Does CascadeNet have sufficient diversity to generate sam-
ples that are different from the training data? We examined
the synthetic traces of CascadeNet and found that it rarely
generates the same samples as those in the training data.

• How efficiently does CascadeNet perform and scale up to
large traces? (§7.5) Compared to the state-of-art approach
NetShare, CascadeNet reduce the training and generating
time for 7.3×~25× and 9.2×~62×.

7.1 Setup

Datasets: To guarantee the generalizability of our evaluation
results, we use four pcap traces collected from various net-
works. For traces larger than 1 million records, we select a
subset of 1 million consecutive records for consistency.

• CAIDA [1]: This is a packet capture from a backbone link
of a tier-1 ISP. We use the subset of trace from the New
York collector in March 2018.

• DC [3]: This is a packet capture from a university data
center. It is called "UN1" in the paper.

• CA [23]: This is a trace from the U.S. National CyberWatch
Mid-Atlantic Collegiate Cyber Defense Competitions held
in March 2012.

• TON_IoT [22]: This is a packet capture from telemetry IoT
sensors. We use the raw network datasets that contain only
normal traffic.

Baselines: We compare CascadeNet to the latest ML-based
network traffic generators and a GAN-based model design for
tabular data [44].
• CTGAN [44]: CTGAN is the state-of-the-art GAN-based

generator for tabular data. While it is not designed for
network traffic data, we extend it by encoding all fields
into categorical or numerical variables.

• E-WGAN-GP [28]: E-WGAN-GP is a GAN-based gener-
ator for network traffic data. It uses IP2Vec [27] to em-
bed each record into a vector and applies WGAN-GP [8]
to generate synthetic records. We extend the original E-
WGAN-GP to accommodate IPv4 header traces.

• STAN [45]: STAN is an auto-regressive-based generator.
It initiates traffic generation by sampling records from the
marginal distributions, then continuously generates new
records based on prior ones in an auto-regressive fashion.
We extend the original STAN to support IPv4 header traces.

• NetShare [47]: NetShare is the state-of-the-art GAN-based
network traffic generator. Netshare first generates the IP

https://github.com/lurw2000/CascadeNet
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Figure 6: Normalized EMD (↓) between the temporal patterns
of real traces and synthetic traces.
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Figure 7: JSD (↓) and Normalized EMD (↓) between the
statistical patterns of real traces and synthetic traces.

5-tuple for each flow, and then sequentially generates the
other fields for each packet within the flow.

• NetDiffusion [11]: NetDiffusion is a diffusion-based gener-
ator. NetDiffsuion first converts each flow into an image,
then uses models finetuned from Stable Diffusion 1.5 [29]
to generate synthetic images.

• REaLTabFormer [36] REaLTabFormer is a framework for
synthesizing tabular data of different types using fine-tuned
GPT-2. We extend it to fit network traffic data.

Time granularity: As the trace durations differ significantly
(Table 1), we do not fix a specific time granularity when eval-
uating temporal patterns. Instead, each trace is divided into
sequences of identical length, so that longer traces correspond
to coarser time resolutions and shorter traces to finer ones, en-
abling a fair comparison of CascadeNet with baselines across
different temporal granularities.

Notably, we could not train STAN on the TON_IoT dataset,
as it consistently crashed with various parameter settings.
Similarly, NetDiffusion requires weeks to months to generate
traces on the CAIDA, CA, and DC datasets due to their large
flow volumes. We consequently excluded these results.

7.2 Fidelity
First, we evaluate how CascadeNet preserves the statistical
and temporal patterns of real traces.

Temporal pattern fidelity. We measure the distance between
real and synthetic traces on the following temporal features:
(1) Packet-Level Interarrival Time(IT) : The interarrival time
between records; (2) Flow-Level Interarrival Time(FIT): The
interarrival time between records within each flow; (3) Flow
Duration(FD): The difference between the timestamp of the
last and first record within each flow. (4) Average Through-
put(AT): The average throughput of each flow; (5) Bursti-
ness(BU): Measured by the coefficient of variation of each
flow’s packet rate; (6) Long-term Dependency(LD): Measured
by the Hurst exponent of each flow’s packet rate, which is an
important property of complex network traffic [4, 42]. For
metrics AT, BU, and LD, each flow’s packet rate is estimated
by dividing into 400 uniform time intervals.

We choose the Earth Mover’s Distance (EMD) as the dis-
tance metric, and normalized the distance to [0,0.9] for better
visualization. Fig.6 shows the result. CTGAN and NetDiffu-
sion are excluded because they do not generate timestamps. E-
WGAN-GP and STAN only have the IT metric since they can
not generate traces with flow structure. Compared to baselines
except REaLTabFormer, CascadeNet achieves 41%~76% im-
provement in temporal pattern fidelity. Although REaLTab-
Former demonstrates reasonably good fidelity in capturing
temporal patterns, it primarily relies on memorizing and re-
producing content from the training data. We will elaborate
on this in §7.4.

Statistical pattern fidelity. We measure the distance between
real and synthetic traces on following statistical features:
Source Address (SA), Destination Address (DA), Source Port
(SP), Destination Port (DP), Protocol (PR), Packet Length
(PL), Time to Live (TTL), Number of Packets per Flow (NPF)
and Number of Bytes per Flow (NBF). For numerical features
including PL, TTL, PF and BF, we choose EMD as the dis-
tance metrics; for categorical features including SA, DA, SP,
DP and PR, we choose Jenson-Shannon Divergence (JSD) as
the distance metrics. For better visualization, we normalized
the EMD to [0,0.9].

Figure 7 shows the JSD and normalized EMD between real
and synthetic traces. CTGAN, E-WGAN-GP and STAN do
not have the PF and BF metrics since they can not generate
traces with flow structure. The result shows that CascadeNet
outperforms most baselines except REaLTabFormer. We again
emphasize that the high fidelity of REaLTabFormer comes
largely from the memorization of the training data (§7.4).

7.3 Downstream Tasks
Next, we evaluate whether CascadeNet-generated traces could
represent the real traces on downstream tasks. In previous
studies [11, 28, 45, 47], existing trace generators have already
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Figure 8: Normalized EMD (↓) between burst analysis metrics
of real traces and synthetic traces.
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Figure 9: Normalized MAE (↓) between real throughput and
the prediction by different ML-models trained on synthetic
throughput.

demonstrated a high degree of consistency with real data in
downstream tasks that are not sensitive to temporal patterns.
However, since the insufficient fidelity in temporal pattern
observed, here we focus on evaluating downstream tasks that
are highly dependent on temporal patterns: (1) burst analysis;
(2) throughput prediction; (3) ML-based anomaly detection.

Burst analysis. Bursts have emerged as frequently discussed
issues in network performance. We follow a recent study [49]
to analyze differences in the bursts observed in real-world
traces compared to synthetic traces. To accommodate the
heterogeneous durations of datasets, all traces are divided into
1000 uniform time intervals, and bursts are defined as maxi-
mal sequences of intervals with utilization over 0.5. Bursts
are examined from the following perspectives: (1) BD: Burst
Durations; (2) TB: Time between Bursts; (3) NU: Network
Utilization; (4) BPS: Burst Packet Sizes; (5) NPS: Non-burst
Packet Sizes. We perform burst analysis on both real and syn-
thetic traces, and use normalized EMD to measure their dif-
ferences. Fig.8 shows the result. Excluding REaLTabFormer,
CascadeNet achieves either the best or near-best performance
across all metrics. CTGAN and NetDiffusion are also ex-
cluded because they do not generate timestamp.

Throughput prediction. Throughput prediction is also an
area of focus. We choose six models for evaluation: Autore-
gression(AR), Autoregressive moving average(ARMA), K-
Nearest Neighbors(KNN), Decision Tree(DT), Random For-
est(RF), AdaBoost(AB). First, we divided both the real and
synthetic traces into 200 uniform time intervals to obtain the
throughput time series. Then we use the first 10%, 30%,
50%, 70% and 90% of data to train the prediction models and

Generator CAIDA DC CA TON_IoT

CTGAN 100% 100% 100% 100%
E-WGAN-GP 100% 100% 100% 100%

STAN 100% 100% 100% /
NetShare 100% 100% 100% 99.9%

NetDiffusion / / / 100%
REaLTabFormer 11.4% 6.9% 56.5% 1.7%

CascadeNet 100% 99.9% 99.9% 99.9%

Table 2: Proportion of records (↑) in the synthetic traces that
differ from the training data.

make them predict the latter 10% of data. We measure the pre-
diction accuracy by normalized mean absolute error(MAE)
MAEsyn/MAEraw, where MAEraw refers to MAE of the real
trace and MAEsyn refers to MAE of the synthetic trace. Fig.9
shows that CascadeNet outperforms the baselines in most
cases, excluding REaLTabFormer. Again, CTGAN and Net-
Diffusion are excluded because they do not generate times-
tamps.
ML-based anomaly detection. Network anomaly detection
has emerged as a highly dynamic and influential research
area. We choose a recent open source library NetML [46] for
evaluation. NetML first characterizes all flows as different rep-
resentations(also called models): (1)interarrival time(IAT); (2)
packet size(SIZE); (3) interarrival time and packet size(IS);
(4) a series of statistics including duration, packet rate, etc.
(STATS); (5) number of packets sampled by sub-windows
(SN); (6) number of bytes sampled by sub-window (SS).
Subsequently, it detects anomalous flows using a one-class
support vector machine (OCSVM). To evaluate the fidelity
of synthetic traces, we run NetML on real traces and syn-
thetic traces separately, and compare their result on real traces
by calculating the F1 score. Fig.10 shows that CascadeNet
keeps higher accuracy than NetShare across most models
and datasets with few exceptions. Baselines other than Net-
Share and REaLTabFormer are excluded because they do not
generate timestamps or do not generate traces with flow struc-
ture. The dataset TON_IoT is also excluded since it does not
contain anomalous flows.

7.4 Diversity
For generative models, another noteworthy metric lies in the
diversity of their outputs. A generative model is inadequate if
it can only memorize the content of the training data but does
not generate output that differs from it. We calculated the
proportion of records in the synthetic traces that are exactly
the same as those in the training data, as shown in Table 2.
Like most of the baselines, CascadeNet is capable of gener-
ating highly diverse inputs. However, REaLTabFormer, as a
representative of LLM-based models, exhibits a severe lack of
diversity. The key issue here is that, compared to models like
GANs and Diffusion models, transformer-based architectures
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Figure 10: F1-score (↑) of the prediction by anomaly detection models trained on synthetic traces.
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Figure 11: Training and generating time (↓) of different net-
work traffic generators on various datasets.

do not incorporate enough noise in their inputs, making them
more prone to memorizing data rather than truly generating
new ones. Only by targeting a general model and using large-
scale data for training can these models become diverse.

7.5 Scalability

Next, we measure the training and generating time of differ-
ent ML-based trace generators, as shown in Fig.11. CTGAN
and E-WGAN-GP exhibit the shortest training and generation
times, which is expected, as these models do not account for
relationships between records. NetDiffusion’s training pro-
cess is also relatively fast, as it only requires fine-tuning a pre-
trained model rather than training from scratch. However, its
approach of converting each flow into an image significantly
increases the data generation time, making the process seem
endless when dealing with datasets containing a large number
of flows, such as CAIDA, CA, and DC. In comparison to Net-
Share, a state-of-the-art method, CascadeNet reduces training
time by 7.3×~25× and generation time by 9.2×~62×.

8 Related Works

Network simulators. Network simulation [2, 26] could be a
method to generate synthetic network traces. However, net-
work simulators often require configurations with extensive
parameters. As a result, using network simulation to obtain
synthetic network traces can be time-consuming and labor-
intensive, and it is also hard to generalize across different
scenarios.

Mathematical model-based generators. Mathematical
model-based generators, for example, Harpoon [37] and
Swing [31], use stochastic or statistical models to capture net-
work activities. These methods are more practical compared
to network simulations, but the underlying mathematical as-
sumptions limit their generalizability.

Machine learning-based generators. Capitalizing on the
latest advances in machine learning, these generators employ
ML techniques to learn from actual network data and generate
synthetic traces [11, 16, 28, 41, 45, 47]. ML-based methods
are particularly promising, offering the potential to produce
synthetic traces that closely mirror the complex characteristics
of real network traffic. However, current methods generally
face problems with temporal pattern fidelity, which becomes
the motivation for this work.

GAN-based models. Since the advent of adversarial learn-
ing [7], considerable efforts have been dedicated to extending
and improving the vanilla GAN, including WGAN-GP [8],
RCGAN [6], TimeGAN [48], Doppelganger [15], etc. How-
ever, due to our unique data representation for network traces,
these models cannot be directly applied to our workflow. We
therefore design CascadeGAN to overcome this challenge.

Other generative models. Generative models based on trans-
formers [39] and diffusion models [9,35,38] have attracted sig-
nificant attention. Transformers, leveraging attention mecha-
nisms, excel in context understanding and have become nearly
the exclusive solution in fields like natural lauguage process-
ing. Diffusion models have also emerged as the leading choice
in image generation, surpassing the dominance of VAEs [12]
and GANs [7]. However, our evaluation shows that directly
applying these models to network traffic generation does not
lead to improved performance.

9 Discussion and Future Work

Although CascadeNet significantly improves the fidelity and
efficiency of network traffic generation, it does not address
all problems. We will discuss the limitations of CascadeNet
and suggest future directions for improvement.

Choice of Time Series Length The time series length is
a critical parameter for CascadeNet. As analyzed in §2.2,
excessively long sequences complicate training, while overly



short ones weaken representation and reduce temporal fidelity.
Appendix H shows that when the length is large (≥ 500), the
model’s fitting capability drops significantly. In contrast, even
with short sequences of 20, the generated traces still maintain
adequate fidelity, owing to the timestamp recovery technique.
Hence, it is advisable to use a relatively short time series
length (≤ 200) for CascadeNet.

Consistency in performance ranking Prior evaluations pri-
marily assess how models trained on synthetic traces per-
form when applied to real traces, which reflects the utility of
synthetic data for downstream deployment. However, when
synthetic traces are used for model development rather than
application, a stronger requirement emerges: the performance
ranking on synthetic traces should be consistent with the
ranking on real traces. While such consistency may naturally
arise as the fidelity of synthetic traces improves, developing
generation methods that explicitly preserve model ranking
consistency represents an important research direction.

Payload data CascadeNet currently does not generate pay-
loads. One potential solution is to incorporate an additional
layer into CascadeNet’s hierarchical model specifically de-
signed for payload generation. However, unlike header fields,
the payloads may contain more complex information, such
as application layer protocols and natural languages, making
this task particularly challenging.

Generalize capability CascadeNet, like other network traffic
generators trained from scratch, may have problems with
generalization. In practice, the training traces may suffer from
issues like insufficient data or skewed distributions, which
can limit the model’s performance. A potential solution is to
pre-train a general model using large numbers of traces. Even
if the target trace is of lower quality, fine-tuning a general
model with it can still produce adequate results.

Extending to other use cases Although CascadeNet has
significantly broadened its applications by supporting down-
stream tasks that are sensitive to temporal patterns, it still
faces challenges in scenarios that heavily depend on inter-
flow interactions—for example, evaluating congestion control
protocols or understanding how end applications respond to
network failures. Given the sheer number of flows, using one
single model to capture all inter-flow relationships is imprac-
tical. Therefore it is crucial to obtain a dependency graph
that captures relationships between flows. While it is possible
for expertise to construct such a graph manually, a promising
future direction is to leverage machine learning models to
infer these relationships automatically from network traces.

Differential Privacy Privacy issues surrounding synthetic
traces are a significant concern. While the goal of differen-
tial privacy is highly attractive, previous research [47] has
demonstrated that even weak differential privacy introduced
during machine learning training can severely compromise
the fidelity of synthetic traces. Furthermore, we find that differ-
ential privacy training for adversarial models using PyTorch,

one of the most popular frameworks for deep learning, results
in 100× speed reduction. These factors together suggest that
differential privacy may not be the most effective solution.
Personally Identifiable Information(PII) In a typical IPv4
header trace record, the only PIIs involved are the source
and destination IPs. Existing works [20, 33, 43] propose vari-
ous approaches to anonymize network IPs without impacting
utility properties such as network prefixes, which are widely
used in the publicly available network trace datasets. These
anonymization techniques are orthogonal to our work. They
can be additionally applied to our synthetic trace to further
guarantee IP privacy without modifying the CascadeNet work-
flow or impacting the fidelity of the output trace.
Implicit System and Application Information Leakage:
A network trace might implicitly leak system or application-
related network information, from statistics such as the num-
ber of IP prefixes and flows, or the number and length of
the packets per flow. In CascadeNet, the number of flows in
a trace is configurable, which also controls the number of
distinct IPs in the trace, eliminating privacy concerns of sys-
tem scale or network topology leakage. However, arbitrarily
modifying the number of flows may reduce fidelity, and users
should carefully balance fidelity and privacy according to the
requirements of downstream tasks. On the other hand, the
number and length of the packets per flow are learned and
generated by the GAN models, which intrinsically provide
some level of data diversity and generalizability. We recog-
nize that with deep analysis of the distribution of the total
or individual packet length per flow, it might be possible to
deduce the type of application involved in a trace. We do not
provide privacy guarantees in these aspects and leave these
for future works.

10 Conclusion

In this paper, we propose an end-to-end framework, Casca-
deNet, that generates network traffic with high-fidelity tem-
poral patterns. Our evaluation shows that CascadeNet outper-
forms the state-of-the-art models on both fidelity and scala-
bility, and the synthetic traces generated by CascadeNet have
better consistency with real traces on downstream tasks.
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A Additional Fidelity Results
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Figure 12: Normalized EMD (↓) between the temporal patterns of real traces and synthetic traces.
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Figure 13: JSD (↓) and Normalized EMD (↓) between the statistical patterns of real traces and synthetic traces.

B Additional Downstream Tasks Results
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Figure 14: Normalized EMD (↓) between micro-burst analysis metrics of real traces and synthetic traces.
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Figure 15: Normalized MAE (↓) between real throughput and the prediction by different ML-models trained on synthetic
throughput.



C Loss functions of CascadeGAN

The loss functions of GAN 1,2 &3 are

L1 = E[D(1)(Ã)]−E[D(1)(A)]+λ1E[(∥∇D(1)(Â)∥−1)2]

where A is the IP 5-tuple of the real trace, Ã is the IP 5-tuple of the synthetic trace, λ1 is the gradient penalty coefficient, and Â is
the random interpolation of Ã and A.

L2 = E[D(2)(Ã, S̃)]−E[D(2)(A,S)]+λ2E[(∥∇D(2)(Â, Ŝ)∥−1)2]

where S is the time series of the real trace, S̃ is the time series of the synthetic trace, λ2 is the gradient penalty coefficient, and Ŝ
is the random interpolation of S̃ and S.

L3 = E[D(3)(Ã,wnd(S̃),M̃)]−E[D(3)(A,wnd(S),M)]+λ3E[(∥∇D(3)(Â,wnd(Ŝ),M̂)∥−1)2]

where M is the record fields of the real trace, M̃ is the record fields of the synthetic trace, λ3 is the gradient penalty coefficient, M̂
is the random interpolation of M̃ and M, and wnd is the sliding window function.

D Model and Training Hyperparameters

Model Hyperparameters CAIDA CA DC TON_IoT

Time series length 200 20 100 200
Noise dim 100

Generator hidden dim 512
Discriminator hidden dim 512

Generator MLP layers 3
Generator LSTM layers 1

Discriminator layers 5
Activation function GELU

Sliding window 11

Table 3: Model hyperparameters across datasets.

Training Hyperparameters CAIDA CA DC TON_IoT

GAN 1 pretraining epochs 200 40 400 4000
GAN 2 pretraining epochs 200 40 400 4000
GAN 3 pretraining epochs 20 20 20 100

Finetuning epochs 20 4 28 240
Batch size 128
Optimizer Adam

Learning rate 1×10−4

Gradient penalty (WGAN-GP) 10
Discriminator steps (WGAN-GP) 5

Coefficient α 1
Coefficient β 1

Table 4: Training hyperparameters across datasets.



E Comparsion of Different CascadeNet backbone choices
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Figure 16: Comparsion of Different CascadeNet backbone choices. The results are based on the CAIDA dataset. CN-mlp-
mlp: CascadeNet with MLP-based Generator 2 and MLP-based Generator 3; CN-mlp-rnn: CascadeNet with MLP-based
Generator 2 and RNN-based Generator 3; CN-rnn-rnn: CascadeNet with LSTM-based Generator 2 and LSTM-based Generator
3; CascadeNet CascadeNet with LSTM-based Generator 2 and MLP-based Generator 3 (standard CascadeNet).

F Impact of Different Timestamp Generation Techniques
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Figure 17: Normalized EMD (↓) between the temporal patterns of real and synthetic traces using different timestamp generation
techniques.

G Ablation Study of Optimization Techniques
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Figure 18: Ablation study of optimization techniques. CN-w/o-ZI: CascadeNet without zero-inflation method; CN-w/o-Cond:
CascadeNet without conditional input.
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Figure 19: Ablation study of conditional input strategy. The results are based on the CAIDA dataset. CN-w/o-NPF: CascadeNet
without input feature number of packets per flow ; CN-w/o-DUR: CascadeNet without input feature flow duration ; CN-w/o-
NumA: CascadeNet without input feature number of activate time steps ; CN-w/o-MaxPR: CascadeNet without input feature
maximum packet rate ; CN-w/o-MeanPR: CascadeNet without input feature mean packet rate ; CN-w/o-StdPR: CascadeNet
without input feature standard deviation of packet rate ; CN-w/o-MeanI: CascadeNet without input feature mean interval
between activate time steps .

H Impact of Different Time Series Lengths
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Figure 20: Average JSD (↓) and average normalized EMD (↓) between the statistical and temporal patterns of real traces and
synthetic traces generated by CascadeNet using different times series length.
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Figure 21: Normalized EMD (↓) between the temporal patterns of real traces and synthetic traces generated by CascadeNet using
different times series length.
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Figure 22: JSD (↓) and Normalized EMD (↓) between the statistical patterns of real traces and synthetic traces generated by
CascadeNet using different times series length.
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Figure 23: Packet rate of the real traces and synthetic traces generated by different network traffic generators.

J Anomaly Detection by Different Machine Learning Models
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Figure 24: F1-score (↑) of the prediction by anomaly detection models (AutoEncoder) trained on synthetic traces.
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Figure 25: F1-score (↑) of the prediction by anomaly detection models (GMM) trained on synthetic traces.
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Figure 26: F1-score (↑) of the prediction by anomaly detection models (IForest) trained on synthetic traces.
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Figure 27: F1-score (↑) of the prediction by anomaly detection models (KDE) trained on synthetic traces.

SN SS IAT SIZE IS STATS0

0.5

1

F1
 sc

or
e

REaLTabFormer
NetShare

CascadeNet

(a) CAIDA

SN SS IAT SIZE IS STATS0

0.5

1

F1
 sc

or
e

REaLTabFormer
NetShare

CascadeNet

(b) DC

SN SS IAT SIZE IS STATS0

0.5

1

F1
 sc

or
e

REaLTabFormer
NetShare

CascadeNet

(c) CA

Figure 28: F1-score (↑) of the prediction by anomaly detection models (PCA) trained on synthetic traces.
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