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Abstract

Validating distributed systems for correctness poses signif-
icant challenges. Practitioners often rely on formal models
of core system designs, which are then tested by exploring
possible component interactions. Unfortunately, standard test-
ing approaches based on random sampling of the state space
are inefficient and prone to missing subtle bugs, as they lack
guidance from the system’s behavior.

To address this, we present Fest, a new testing system
for formal models of distributed systems. Fest incorporates
feedback-guided adaptive schedule generation, drawing in-
spiration from grey-box fuzzing, to steer exploration towards
maximizing behavioral coverage and uncovering bugs more
effectively. Our implementation in the P programming frame-
work demonstrates significant improvements across 94 dis-
tributed system model configurations: up to 41x (1.5 av-
erage) improvement in behavioral coverage, 278 x (15x av-
erage) improvement in scenario coverage, and 33% more
bugs detected compared to existing methods. These results
highlight Fest’s effectiveness in ensuring the robustness of
distributed systems through improved testing efficiency.

1 Introduction

Distributed systems underpin critical cloud infrastructure
and services, demanding correctness assurance in both de-
sign and implementation. To avoid costly refactoring and
redesign, leading practitioners such as Amazon Web Services
(AWS) and DeepSeek adopt a model-first approach: they im-
plement core algorithms in modeling languages like P [18]
and TLA+ [30], which enable verification and testing of de-
signs before any code is written.

While exhaustive state-space exploration provides the
strongest correctness guarantees, it becomes computationally
intractable for complex, real-world systems. A widely adopted
and practical alternative, particularly in industry, is model-
based design testing. In this approach, developers model core
system algorithms using high-level specification languages
and then employ lightweight formal methods [10, 11], which
amount to randomized testing of distributed systems, to un-
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@ Schedules explored by RSBT
Schedules explored by feedback-guided adaptive RSBT
== Schedules representing the same abstract system behavior

Figure 1: Overview of the search performed by RSBT and
feedback-guided adaptive RSBT. Each edge connects two
schedules, indicating that the target schedule is generated
adaptively based on the source schedule.

cover potential issues. This lightweight, bug-finding approach
trades exhaustive guarantees for practical scalability, revealing
subtle design flaws before they escalate into costly implemen-
tation bugs.

Design testing frameworks typically model distributed sys-
tems as communicating state machines. The testing tool con-
trols the message ordering, exploring system behavior under
different schedules (sequences of events). The effectiveness
of testing hinges on the scheduling algorithm used to generate
these schedules from the vast search space of possible event
interleavings. A key objective for scheduling algorithms is
maximizing behavior coverage—exploring as many unique
system states and transitions as possible within a given time
budget—as exhaustive exploration is infeasible.

Current state-of-the-art techniques are often variants
of randomized search-based bounded concurrency testing
(RSBT) [12, 56, 57], such as Probabilistic Concurrency Test-
ing (PCT) [12] and Partial Order Sampling (POS) [57]. These
algorithms prune the search space using scheduling con-
straints (e.g., limiting context switches [12] or focusing on
partial-order dependencies [57]), focusing exploration on
schedules deemed more likely to expose unique behaviors or



bugs (visualized by the blue ellipse in Figure 1). This con-
strained approach has proven effective in practice for finding
bugs compared to unconstrained random exploration.

Existing RSBT algorithms suffer from a fundamental lim-
itation: they rely primarily on random sampling within the
constrained space. Randomness, akin to black-box fuzzing [8],
is inefficient for maximizing behavioral coverage because it
lacks guidance from past executions. It does not learn which
types of schedules are more likely to reveal new behaviors
or trigger corner-case bugs. Consequently, developers using
these tools often lack confidence in the testing thoroughness
achieved within their time budgets. While adaptive techniques
like Q-learning (QL) [39]—which learn scheduling actions
based on system state and rewards—seem a natural solution,
they have proven surprisingly ineffective. Our experiments
(Section 5.3), consistent with prior studies [17], show QL
performing even worse than RSBT methods on complex sys-
tems. This underscores the value of RSBT’s constraints but
highlights that effective exploration within these constraints
requires a different approach than random sampling.

This paper proposes integrating feedback-guided adaptive
schedule generation into RSBT algorithms, replacing ineffec-
tive random sampling. Inspired by the success of grey-box
fuzzing [8] in software testing, our goal is to leverage infor-
mation from executed schedules to intelligently guide the
generation of subsequent schedules towards unexplored be-
haviors, while respecting the beneficial constraints of RSBT.

However, applying this idea to distributed system testing
presents two key challenges: (1) Directly mutating a schedule,
such as altering the execution order between machines, can
produce infeasible schedules, such as causing a machine to
become unschedulable (e.g., being blocked from receiving a
necessary message). Additionally, such mutations may violate
the scheduling constraints of RSBT algorithms, for instance,
by exceeding the permitted number of context switches. (2)
Given the vast search space of possible schedules, the genera-
tion algorithm must effectively identify and prioritize sched-
ules that are more likely to uncover unique behaviors.

This paper presents FEST, the first distributed design testing
technique aimed at maximizing behavioral coverage. FEST
addresses the challenges above with two innovative designs.
First, FEST integrates record-and-replay [16, 41] techniques
with parametric input generation [46]. It records the execution
of RSBT algorithms and applies small, controlled mutations
to the recorded execution. These mutated recordings are then
replayed to generate new schedules that are similar yet distinct
from the original, facilitating adaptive schedule generation.
To tackle the second challenge—identifying schedules likely
to uncover unique behaviors—FEST introduces a diversity
feedback mechanism that evaluates the uniqueness of a sched-
ule’s behavior. This evaluation is based on abstract Lamport
timelines [29, 38], which capture the happens-before relation-
ships between system events. Schedules exhibiting higher
diversity (i.e., novel happens-before orderings) are prioritized

for future mutation and exploration (illustrated by the arrows
and stars in Figure 1).

With adaptive schedule generation, developers can also
optionally guide the scheduling algorithm to prioritize crit-
ical scenarios, a specific sequence of events or messages
processed by the distributed system. This is important be-
cause focusing on critical scenarios ensures that the system’s
most significant and potentially vulnerable behaviors are thor-
oughly tested, increasing the likelihood of detecting faults
that may only manifest under specific conditions. To support
this, FEST introduces a novel scenario language to guide the
algorithm toward desired or otherwise interesting system be-
haviors. Using this approach, FEST can prioritize generating
schedules that align with the scenario specifications.

We integrate the FEST approach into the P programming
framework. We evaluated FEST on 5 open-sourced models,
including the recently released distributed file system model
from DeepSeek [1], and 14 industrial distributed systems
models from AWS. The results demonstrate that FEST out-
performs existing RSBT algorithms such as PCT and POS
as well as Q-learning. Specifically, FEST achieves up to 41 x
(1.5x on average) more behavioral coverage, 278 x (15x on
average) more scenario coverage, and detects 33% more bugs.
Moreover, our evaluation demonstrates that diversity-based
priority sampling enables FEST to achieve a 1.22x improve-
ment in timeline coverage.

In this paper, we make the following key contributions:

1. We introduce a novel feedback-guided adaptive schedule
generation algorithm for distributed system models de-
signed to maximize behavioral coverage of existing state-
of-the-art randomized search-based bounded concurrency
testing algorithms. Our implementation is now part of the
official P repository and is used by the P community. The
artifact of FEST is available at: https://github.com/aoli-
al/Fest-artifact

2. We introduce a scenario specification language enabling
developers to optionally define critical and corner-case sce-
narios, which the feedback algorithm then uses to guide the
fuzzer in generating schedules that satisfy these scenarios.

3. Our extensive evaluation includes 19 distributed systems
modeled in P, covering 94 distinct configurations, and
demonstrated significant improvements in behavioral cov-
erage, scenario coverage, and bug detection capabilities.

2 Background

2.1 P Framework

P [6, 18, 21] is a programming language for modeling dis-
tributed systems as communicating state machines. It pro-
vides full control over event sequencing, enabling support for
various testing techniques, including model checking [18],
concurrency testing [19], and symbolic execution [48], to ver-
ify that the system model satisfies its desired specifications.
P is used across industry (e.g., AWS [5], Microsoft [18], and
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Figure 2: A distributed storage system with four replicas.

DeepSeek [1]) and academia [20, 21, 22] for reasoning about
distributed protocols. At AWS, we use P for reasoning about
the correctness of core distributed protocols driving our ser-
vices across compute, databases, and storage systems.

Replicated storage system modeled in P. We consider a
simple replicated key-value store consisting of one leader
and three follower replicas (Figure 2). The leader replica
processes all write requests, and the leader is responsible for
reliably replicating these write operations to the other replicas.
Read requests can be serviced by any replica, as each replica
maintains a consistent version of the replicated data. When
the leader fails, a leader-election service is used to elect a new
leader and return the system to a stable state (Figure 2 right
side).

Figure 3 presents the P state machine for each Replica
node. The state machines communicate by sending events,
defined between Line | and Line 5. The Replica machine
has two states: Leader and Follower. In both states, upon
receiving a readReq event, the replica retrieves the value
from its store and responds to the client (Line 15 and Line 33).
In the Leader state, it handles write requests by applying
the write locally (Line 24) and reliably replicating it on all
follower replicas (Line 25). If a follower receives a writeReq,
it will forward the request to the correct leader. We assume a
leader election service detects leader node failures, elects a
new leader, and informs all replicas of the new leader using
newLeaderElected events. The replica uses this event to
transition between the leader and follower states (Line 19
and Line 37). The main property the key-value store must
satisfy is the consistency (linearizability) of write and read
operations, ensuring that the distributed system behaves like
local storage (e.g., a hash map).

The machine TestFourReplica serves as the entry point
of the P program, analogous to the main function in C or Java.
This machine typically configures the distributed system and
generates payloads; in this example, it creates four replicas.

2.2 Schedules and Randomized Search-based
Bounded Concurrency Testing

The advantage of modeling distributed system designs in
frameworks like P is that they can be extensively tested (or ex-

1 event readReq: (key: str, rId: int);

2 event readResp: (key: str, val: int, rId: int);
3 event writeReq: (key: str, val: int, rId: int);
4 event writeResp: (status: bool, rId: int);

5 event newlLeaderElected: (leader: Replica);

6 machine Replica {

7 var kvStore: map<str, int>;
8 var allReplicas: set[Replical;
9 var currleader: Replica;

11 state Leader {
12 on readReq (req) do {

key = req.key, val =
— kvStore[req.key], rId = req.rId);
16 }

17 on newLeaderElected(nle) do {

18 currleader = nle.leader;

19 if (nle.leader != this) goto Follower;

20 }

21 on writeReq (req) do {

2 // apply write locally, reliably replicate it
-

response back

24 kvStore[reqg.key] = req.val;

25 var status = ReplicateWriteReq(allReplicas, req);

26 send req.sender, writeResp, (status = status, rId =
< req.Id);

27 }

28 }

29 state Follower {

30 on readReq (req) do {

31 // on

32 // s )

33 send req.sender, readResp, (key = req.key, val =
— kvStore([req.key], rId = req.rId);

34 }

35 on newlLeaderElected (nle) do {

36 currleader = nle.leader;

37 if (nle.leader == this) goto Leader;

38 }

39 on writeReq (req) do {

40 // forward the request to correct leader
41 send currleader, writeReq, req;

43 // Entry 1 ne creates 4 re
44 machine TestFourReplica {

45 var replicas: set[Replical;

46 var i: int;

47 start state init {

48 entry {

49 while (i < 4) {

50 replicas += new Replica();
51 i+=1;

52 }

Figure 3: Replica state machine in P.

plored) by precisely controlling the interleavings of messages
sent between various machines—a sequence of machine inter-
leavings is called a schedule. The search space of all possible
schedules is massively large. So, state-of-the-art techniques
for testing system models improve scalability by perform-
ing random sampling of schedules within a reduced search
space that is more likely to reveal bugs. For example, prob-
abilistic concurrency testing (PCT) restricts exploration to
schedules with few context switches, leveraging empirical
findings that most concurrency bugs manifest under such con-
ditions [12]. Partial order sampling (POS) applies partial order



Algorithm 1: The testing loop using an RSBT algo-
rithm.
1 Function RSBTTesting (Program P, RSBT algorithm A) :

2 repeat
// Sample a new schedule S.
3 S« A(P)
// Get execution trace E.
4 E < Execute (P, S)
5 if E violates specification assertions then
6 L raise error(E)
7 until out of time budget

Algorithm 2: The deterministic record and replay
algorithm given an RSBT algorithm.

1 Function Record (Program P, RSBT algorithm A) :

2 R <—new Recording ()
3 originalRandInt - RandInt
4 override Function RandInt (bound b) :
// Getting a random integer from OS.
5 r < originalRandInt (b)
6 R.append (r)
7 return r

// Running RSBT with overridden RandInt.
S« A(P)
9 return S, R

10 Function Replay (Program P, RSBT algorithm A, Recording R):
11 override Function RandInt (bound b):
// Fetching a saved random from recording.
r < R.next ()
return » (mod b)

// Running RSBT with overridden RandInt.
14 S+« A(P)
15 return S

reduction [24] to avoid exploring equivalent schedules that
exhibit identical partial order behaviors.

We call such approaches randomized search-based
bounded concurrency testing (RSBT). An RSBT algorithm
is defined by a function (e.g., nextSchedule (P)) that re-
turns a new schedule for the program P based on the pseudo-
randomness provided by the operating system. These RSBT
algorithms have been successfully adopted in several testing
tools [12, 17, 19, 40] and have helped uncover real-world
bugs in concurrent [12, 40], distributed systems [17, 56].

Algorithm | shows the high-level design of an RSBT-based
testing framework. The algorithm takes an input program P
and an RSBT algorithm A as input. In each iteration, the
algorithm generates a new schedule S, runs the program P
using this schedule, and records the execution events E. If
any execution E violates a specification assertion, an error is
raised and recorded.

2.3 Deterministic Record and Replay

Record-and-replay techniques have been successful in debug-
ging complex software [16, 41]. The core idea is to record the

non-deterministic events during the execution of a program—
such as time, thread interleaving, and random numbers—in
such a way that the exact same execution can be deterministi-
cally reproduced later.

One key property for the existing RSBT algorithms is that
the execution of the algorithm is purely determined by the
input program and pseudo-random numbers provided by the
operating system. With record-and-replay techniques, these
random choices can be recorded during the original execution
and replayed exactly to produce the same schedule.

Algorithm 2 describes how deterministic record and replay
works for an RSBT algorithm. Both Record () and Replay ()
methods override the original RandInt method provided by
the operating system. For RSBT, a recording is simply a list of
integers. In the recording phase, the algorithm logs all random
choices made during the execution of the program (Line 06). In
the replay phase, instead of generating new random choices,
the algorithm returns the recorded values (Line 12), ensuring
A reads the same value. If a schedule S and recording R are
produced during the recording phase Record (P, A), the algo-
rithm guarantees that the same schedule S will be faithfully
reproduced during the replay phase Replay (P, A, R).

S,R=Record(P. A) = S =Replay (P, A, R)

2.4 Behavioral Coverage for Distributed Sys-
tems

Given the efficient sampling-based approach of RSBT, how
does a user gain confidence in whether their system is thor-
oughly tested (perhaps when the testing tools do not report
new bugs)? In sequential program testing, code coverage ap-
proximates testing thoroughness by measuring the fraction
of code exercised by test cases. However, such measurement
is insufficient for distributed systems, where schedules influ-
ence behavior much more than intra-machine control flow.
Prior studies have shown that code coverage tends to satu-
rate quickly because the same codebase is deployed across
multiple machines [38]. Recently, researchers have proposed
to measure behavioral coverage in distributed systems via
abstract Lamport timelines (timeline coverage) [38]. Time-
lines capture the happens-before relationships between events
or messages exchanged. In this paper, we use the notion of
such timeline coverage as a proxy for behavioral coverage; a
timeline for a P program is the happens-before relationship
between events exchanged by the state machines. Developers
can utilize timeline coverage to assess the effectiveness of
automated tools in exploring their distributed systems.

3 Problem and Solution Overview

3.1 Problem Statement

Our main hypothesis is that while RSBT techniques like PCT
and POS effectively reduce the search space to find bugs, the
sampling-based approach is not adaptive and, therefore, not



tailored to maximize timeline coverage. This is analogous
to black-box fuzz testing in sequential programs: randomly
sampling inputs rarely results in good code coverage [8].

Our goal is to extend any existing RSBT approach to
achieve better timeline coverage. We accomplish this by incor-
porating timeline coverage as feedback to RSBT algorithms,
allowing them to generate schedules adaptively.

3.2 Feedback-Guided Adaptive Scheduling

In this work, we aim to combine the feedback-guided
mutation-based input generation technique with the approach
of sampling schedules in RSBT for distributed systems to
achieve high timeline coverage. To achieve this, we need to
address two challenges.

Challenge 1: adaptive schedule generation. The first chal-
lenge is how to adaptively generate new schedules while main-
taining the same search-space bounding as RSBT algorithms
like PCT and POS. This requires creating schedules that re-
spond to feedback but still respect the constraints imposed
by these sampling techniques. Note that directly mutating a
schedule of machine interleavings will often lead to infeasible
schedules since not every sequence of machine interleavings
is actually realizable in a given system; a mutated schedule
is also not guaranteed to remain within the bounded search
space imposed by RSBT algorithms. For example, consider a
schedule for the replica state machine shown in Figure 2. In
this scenario, one machine sends a newLeaderElected event
to the current leader, signaling the election of a new leader
and causing the old leader to transition to the follower state.
Following this, another machine sends a writeReq to the old
leader. The old leader, now a follower, correctly forwards the
request to the new leader. However, if we mutate this sched-
ule by simply swapping the order of these events—so that
the writeReq is sent before the new leader is elected—the
old leader will handle the writeReq without forwarding it.
This results in an infeasible schedule, as the new leader never
receives the writeReq.

Our solution. FEST integrates the concepts of record-and-
replay [16, 41] and parametric generators [46]. FEST treats the
RSBT algorithm as parametric generators, where the sched-
ule generation process is purely determined by the distributed
system model and some pseudo-random choices. A record-
ing contains all pseudo-random choices taken by the RSBT
algorithm, and replaying the recording given the same RSBT
algorithm and program will produce the same schedule. With
this capability, FEST can sample a new schedule similar to the
recorded one. By mutating the recording—instead of strictly
adhering to the original recording, FEST introduces devia-
tions by returning different random values during the replay
process. Consequently, the new schedule is slightly altered
from the previous one. Since the replay process uses the same
RSBT algorithm as a generator, the new schedule also satis-
fies the scheduling constraints. Hence, continuing to leverage
the benefits of performing RSBT.

Challenge 2: effective schedule prioritization. Complex
distributed systems have a very large scheduling space, where
thousands of schedules may correspond to a unique timeline.
Exploring all saved schedules with equal priority is both in-
efficient and time-consuming, as prior research has shown
that mutating different saved inputs varies in their likelihood
of revealing new coverage [9, 47]. Thus, it is necessary to
prioritize the exploration of schedules that are more likely to
expose unexplored timelines, thereby maximizing coverage
and reducing the time required to uncover unique timelines.

Our solution. FEST assigns a priority to each schedule by
evaluating its diversity feedback, which measures how unique
the new timeline is from those previously explored. A sched-
ule receives a higher diversity score if its corresponding time-
line significantly differs from others. By prioritizing the muta-
tion of schedules with higher diversity scores, FEST enhances
the likelihood of uncovering new, unique execution paths.

3.3 Scenario-Guided Schedule Generation

At AWS, one common request from the developer is to guide
the scheduling algorithm towards a specific scenario. Sce-
narios are behaviors of the distributed system that specific
schedules can reach. For instance, in the case of the replicated
storage store, the following are some scenarios that service
teams at AWS wrote, with increasing levels of complexity:

- S1: Read-After-Write. The system processes a write request
and then handles a read request for the same key.

- S2: Write then read with a leader change. A leader node
processes a write request for a specified key. Later, a new
leader is elected and handles a read request for the same key.
- S3: Read and write when leader flip-flops. The scenario
starts with a leader node processing a write request for a
specific key. A new leader is then elected due to a temporary
partition, but as the network recovers, the original leader is
reelected and processes a read request for the same key.

Developers are often interested in testing specific scenarios
whose correctness may be impacted by their development
activities. For example, when implementing a new failure
resolution algorithm, developers would typically be interested
in checking the system’s correctness under scenarios S2 and
S3 that involve leader transition. The current state-of-the-art
techniques for automated testing, like RSBT, do not provide
any mechanism to guide the sampling process toward these
scenarios of interest specifically.

Our primary evaluation indicates that popular RSBT al-
gorithms such as PCT and POS achieve poor coverage for
many subtle yet critical scenarios. For example, a 1-hour test
of AWS’s internal storage protocol using PCT failed to ex-
plore any timeline that involved concurrent split-merge opera-
tions (SC in Figure 8). Consequently, many scenarios remain
unexplored for years, which poses significant risks. These
unexplored scenarios have led to bugs in our experience.

FEST utilizes the abstract execution events to capture the
behaviors of distributed systems. The execution events are



a sequence of P events (e.g., readReq and writeReq in Fig-
ure 3) transmitted during the execution. Given the execution
events of a schedule, FEST provides a specification language
for developers to define scenarios. We show the detailed de-
sign of our specification language in Section 4.5. If a scenario
is provided, FEST translates these scenarios into constraints
used to compute the compliance feedback, measuring the ex-
tent to which specified scenarios are explored. Next, FEST
prioritizes the mutation process of schedules with higher com-
pliance scores. This helps FEST prioritize exploring schedules
that are more likely to satisfy the defined scenarios.

3.4 Scope and Limitations

FEST only works for stateless RSBT algorithms, meaning
that pseudo-random choices and the input distributed systems
purely determine the schedule generated by these algorithms.
FEST does not support learning-based concurrency testing
algorithms such as Q-learning. While FEST is designed and
implemented to test distributed system models, the core al-
gorithm can be applied to all concurrent system testing if the
testing framework controls the message/thread order.

4 FEST Design

4.1 Main Algorithm

Algorithm 3 shows the feedback-guided adaptive scheduling
algorithm. FEST takes a program P, an RSBT algorithm A
and an optional user-specified scenario scen as input. Upon
completion, FEST outputs a collection of schedules, each rep-
resenting a unique timeline. The algorithm starts by running
the RSBT algorithm A with pseudo-randomness values gen-
erated by the operating system and saves the recording in a
priority queue, R.

During each iteration, the algorithm dequeues a saved
recording R with the highest priority (Line 6). For each record-
ing, FEST invokes the Mutate method to modify R, followed
by the Replay method to generate a new schedule S’ based on
the mutated recording R’. The details of the adaptive schedule
generation algorithm are described in detail in Section 4.2.

With the new schedule §’, FEST orchestrates the program
P and stores the execution events in E (Line 12).

FEST gathers diversity feedback for the new schedule (de-
tails of this computation are presented in Section 4.4). The
Diversity function returns an integer diversity (Line 16),
used to 1) decide whether FEST should save the newly gener-
ated schedule S’ and its recording R’, and 2) assign a priority
to this schedule. If diversity is not zero, it indicates a previ-
ously unexplored timeline that should be saved for further
exploration. Otherwise, the algorithm should not save this
schedule and continue (Line 17).

If a scenario is provided (Line 20), the algorithm computes
the compliance feedback (Line 21) as detailed in Section 4.6.
Otherwise, it sets compliance to 1 (Line 23), indicating that
all schedules have the same compliance score.

Algorithm 3: Feedback-guided adaptive scheduling
algorithm for distributed system models. Four main
components are highlighted in different colors.

1 Function Main (Program P, RSBT algorithm A, optional Scenario
scen) :

// Initial recording is a random sample.

2 S,R < Record (P, A)

3 R« {R}

4 S,E<+0

5 repeat

6 R <+ R.Dequeue ()

7 repeat

8 // Adaptive Schedule Generation (§4.2)
9 R <+ Mutate (R)

10 S’ < Replay (PA,R')

1 // System Execution (§4.3)

12 E < Execute (P,S)

13 if E violates specification assertions then
14 | raise error(E)

15 // Diversity Feedback (§ )

16 diversity <— Diversity (E,E)

17 if diversity = 0 then

18 | continue

19 // Compliance Feedback (§4.6)

20 if scen is provided then

21 L compliance < Compliance (scen,E)
22 else

23 L compliance < 1

24 E «+ EU{E}

25 S+ Su{s'}

26 R.Insert (R',diversity * compliance)

27 until out of exploration budget
28 until out of time budget
29 return S

Finally, FEST saves the new schedule to S, the new ex-
ecution event to [E, and inserts the new recording R’ into
the priority queue R with a priority based on the product of
diversity and compliance (Line 24-Line 26).

FEST allocates a mutation budget proportional to the
diversity and compliance score of each saved schedule—
schedules with higher scores receive more mutations—and
continues until the budget is exhausted (Line 27).

4.2 Adaptive Schedule Generation

A schedule S is defined as a sequence of machine interleav-
ings my,my, ... where each scheduled machine either sends a
message to another machine or receives a message from its
buffer. Given a schedule S, the goal of the adaptive schedule
generation is to generate a new schedule S, which shares
similarities with S. For two reasons, FEST does not directly
mutate schedules in its testing loop. First, we aim to generate
schedules satisfying scheduling constraints defined by the
RSBT algorithm, as these strategies have been proven more
effective in bug detection. Second, not all schedules are valid
for executing system P. Given a prefix of interleavings S, only
a subset of available machines may be schedulable immedi-



Algorithm 4: The PCT algorithm. The function calls
to pseudo-randomness is highlighted in blue.

1 Function PCT (Program P):

2 depth < user configured hyperparameter
3 Q < PriorityQueue(initial = {entryMachine})
4 S, K<+ 0
5 for idx € {1,...,depth} do
6 k <— RandInt (max schedule length)
7 K+ KU{k}
8 repeat
// Pick highest priority enabled machine
9 for idx € {0,...,|0| — 1} do
10 if Q[idx] € Enabled (P, S) then
11 m < Q[idx]
12 break
13 S Sm
// Change the priority of m if a switch point
is hit.
14 if |S] € K then
15 L Q.MoveToTail (m)
// Add new spawned machine to Q.
16 for m' € Enabled (P, S) do
17 if m' ¢ Q then
18 prio <— RandInt (1Ql)
19 Q.Insert (prio,m’)
20 until Enabled (P, S) =0
21 return S

ately after S. We denote the set of such enabled machines
when program P is executed with schedule prefix S as En-
abled (P,S). Random point mutations on a schedule will not
always result in a valid schedule; changing one scheduling
decision in the sequence will affect the validity of every sub-
sequent scheduling decision. So, FEST combines the concept
of parametric input generation with deterministic record-and-
replay and introduces small mutations while replaying the
schedule generation algorithm, as described next.

The key to our mutation algorithm is to mutate record-
ings instead of mutating schedules; by adding this indirection,
FEST controls the generation of the schedule by mutating
the corresponding recording. Recall that a recording is rep-
resented as a list of integers. Given a schedule S and its cor-
responding recording R, the Mutate method generates a new
recording R’ by modifying a subset of integers in R. The Re-
play (P,A,R’) method then produces a new schedule S’. The
degree of similarity between S and S’ is governed by the Mu-
tate method. If Mutate is the identity function, S’ will be
identical to S. Conversely, if every integer in R is modified, the
Replay function will generate a completely different sched-
ule, akin to random sampling. In FEST, our objective is to
create schedules that are similar but not identical. To archive
this, FEST mutates an average of five integers per recording.
Probabilistic Concurrency Testing. The core idea behind the
probabilistic concurrency testing algorithm (PCT) is that most
bugs can be revealed using a small number of context switches.

Therefore, given a bug depth, the minimum number of context
switches needed to trigger a bug, PCT samples schedules
with a limited number of thread interleavings by controlling
the points at which context switches are introduced through
priority-based scheduling.

Algorithm 4 illustrates the PCT algorithm, with the func-
tion calls to pseudo-randomness highlighted in blue to empha-
size the points where random choices influence the schedule
generation. The algorithm uses a hyperparameter depth to
limit the number of context switches in generated schedules.
The algorithm begins by initializing a priority queue Q, an
empty schedule S, an empty set of context switch points K,
and an empty recording R’ (Line 3-4). The priority queue Q is
populated with only the main thread—in our case, the machine
containing the entry point—to start the execution. It then sam-
ples depth context switch points stored in K (Line 5-Line 7)
by calling RandInt method. At each scheduling point, the
algorithm selects the highest-priority machine that is ready to
execute (Lines 9-12) and appends it to the schedule (Line 13).
When K contains the trace length of the current execution S,
the algorithm lowers the priority of the currently scheduled
machine (e.g., by moving it to the tail of the priority queue),
thereby introducing a context switch occurring at the next
scheduling point (Line 15). Finally, if the schedule enables a
new machine m’ which is not in Q, PCT inserts m’ to Q with
a random priority (Line 16-19).

Partial Order Sampling Algorithm 5 presents the schedule
generation algorithm that employs partial order sampling [57].
At each iteration, the algorithm selects a machine m with the
highest priority that is ready to execute (Lines 5 to 8). POS
resets the priority of a machine according to partial order
reduction rules [24] and removes machines from Q if they
access the same resource as machine m (Lines 9- 11). Finally,
it adds m to the schedule S (Line 12) and inserts new machines
to Q with a random priority (Line 13-16).

Adopt Other Schedule Generation Algorithm. Note that
our adaptive schedule generation algorithm is generic and
accommodates various RSBT algorithms. For example, our
evaluation includes POS+, an extension of the POS [57] algo-
rithm with conflict analysis [56]. Section 5.3 presents a com-
parative analysis of each feedback-guided strategy against
its random-sampling-based equivalent, highlighting improve-
ments in both timeline coverage and bug-finding capabilities.

4.3 System Execution

Back to Algorithm 3, the next step after generating the sched-
ule of interleavings S is to execute the program P with that
schedule S and observe various events being generated by
machines during execution (Line 12). To ensure the reliability
and correctness of P, we employ runtime monitors within the
execution framework. These monitors check system execu-
tion against protocol specifications (Line 14). The execution,
represented as a sequence of events E, is processed to evaluate
the feedback of generated schedule S.



Algorithm 5: The POS algorithm. The function calls
to pseudo-randomness is highlighted in blue.

1 Function POS (Program P):

2 Q « PriorityQueue(initial = {entryMachine})
3 S0

4 repeat

5 for idx € {0,...,|0| — 1} do

6 if Q[lidx] € Enabled (P, S) then
7 m <— Qllidx]

8 L break

// Reset priorities

9 for m’ € Enabled (P, S) do

10 if IsRacing (m',m) then

i | 0 0\{m'}

12 S Sm

13 for m' € Enabled (P, S) do

14 if m' ¢ Q then

15 prio <— RandInt (I1Ql)

16 L Q.Insert (prio,m’)

17 until enp =0
18 return S

Algorithm 6: Diversity feedback algorithm.

1 Function ToTimeline (Execution events E) :
T+0
for e,e’ € E do
if ¢/ < eAe . receiver = e.receiver then
L L T + TU{(e.receiver,¢ .name,e.name)}

(PRSI

£

return 7

7 Function Diversity (Execution history E, List of Events E) :
T <= Ugreg ToTimeline (E”)

9 T < ToTimeline (E)

10 return mingr o (1 —J(T,T))

4.4 Diversity Feedback

Feedback is important in guiding FEST in generating sched-
ules that achieve high timeline coverage. Post execution, FEST
processes the event sequence E to extract diversity feedback
(Algorithm 3, Line 16). Diversity feedback aims to identify
schedules that are more likely to uncover unique behaviors
during future exploration. However, directly comparing sched-
ules or sequences of machine interleavings is too detailed.
Many different schedules can result in the same high-level
program behavior, especially when the differences involve
independent local computations that do not affect information
exchange between machines. We need a better way to measure
differences in higher-level effects between executions.
Inspired by prior work [38], we use abstract Lamport time-
lines to measure the uniqueness of schedules. The abstract
Lamport timeline is defined as T :: {{M,e;,e;)}, which is a
set of tuples each tuple captures a happens-before relation-
ship: that on a machine M, an event of type e is received and
processed before another of type e> [29, 38]. The ToTime-

S1(eo,e1):
ey < ey Nej.key = ep.key N

S := (name)(Event(,Event)*): | eg.name = "writeReq"A

c(ne)” e.name = "readReq"A
C := Event(< Event)*t

| V= S2(ep,e1,e2,¢3) :

|’V75’V ey <e; <ey<e3 N\

7 :— Event.name ej.name = "writeReq"A

) — "readReq"
| Event.sender ¢3-name cadReq"/

| Event.receiver ¢3-key = e1.key /
| Event.(payload_field)

| (const)

ep.name = "newLeaderElected"A
ep.name = "newLeaderElected"A

ep.leader # e;.leader

(a) Scenario Language. (b) Examples.

Figure 4: Scenario specification language and example sce-
narios for the key-value store in § 3.3

line function shown in Algorithm 6 shows how to transform
the execution events E to an abstract Lamport timeline. It
iterates over pairs of events with the same receiver and creates
tuples that capture their happens-before relationship.
Algorithm 6 presents the Diversity function, which cal-
culates diversity feedback based on execution history [E and
current execution events E. It first generates explored abstract
timelines T from E (Line 8) and the new abstract timeline
T from E (Line 9). To measure diversity between two sets,
FEST employs a diversity index, defined as 1 —J(T1,T») =

1- }2 8%}, where J(T1,T) is the Jaccard index. The Jaccard
index computes the similarity of two sets by measuring the ra-
tio of their intersection to their union. A higher diversity index
indicates greater diversity (less similarity) between the sets,
while a lower index indicates they are more similar (less di-
verse). Finally, the Diversity function returns the minimum
diversity index between the new timeline 7 and all previously
explored timelines T (Line 10), with zero indicating that T is
identical to a timeline 7’ in T.

4.5 Scenario Specification Language

Drawing inspiration from complex event processing tools like
FlinkCEP [3] and Esper [2], we design a scenario specification
language to guide FEST toward exploring targeted behaviors.
Figure 4a presents the simplified grammar for the scenario
specification language. Each scenario (§) has a name (name),
a list of events, and a set of constraints over these events. The
language supports two types of constraints (C): (1) happens-
before constraint (Event < Event) that capture the expected
temporal order of these events; (2) equality constraints like
values equal (% = V) and values unequal (V' # V) that are
used for adding constraints over the contents of the events.
Every event has the following fields over which constraints
can be defined: name (name of the event), sender (sender of
the event), receiver (receiver of the event), and the payload
associated with the event referred to as payload_field.



Figure 4b shows the scenarios S1 and S2 described in § 3.3
specified in our scenario language. S1 scenario is defined
over two events writeReq and readReq where we would like
to ensure that a write (eg) is followed by a read (e;), both
operations performed on the same key. Scenario S2 describes
a sequence of four events, a write (e1) and a read (e3) with
the same key occurring before and after an election event (e;)
and processed by different leaders (¢g.leader # ep.1leader).

Now that we can define custom scenarios, we say that an
execution having event sequence E satisfies a scenario Scen

which is parameterized on events e, ..., e, if and only if there
exists a (not necessarily contiguous) subsequence of events
el,...,e, in E such that Scen(ey, ..., e,) is true.

4.6 Compliance Feedback

Given a scenario, the purpose of the compliance measurement
is to determine to what extent the user-provided scenarios
are satisfied by generated schedules. Ideally, we want to find
schedules that satisfy all constraints in the scenario. How-
ever, finding schedules that partially satisfy the scenario may
indicate that the schedule is close to our objective. So, the
compliance measurement calculates the fraction of constraints
satisfied in a scenario.

For example, given scenario S1 (ref. Fig. 4b), if the exe-
cution results in an event sequence ..., writeReq("keyl", ...),
..., readReq("kev2", ...), ...1,then FEST identifies that the first
three constraints are satisfied—there was a write before a read.
However, the fourth constraint, stipulating that the write and
read requests should have the same key, is not satisfied. So,

the scenario compliance in this case is %.

5 Evaluation

Our evaluation addresses the following research questions by
comparing FEST with state-of-the-art testing techniques:

(RQ1) How does FEST perform when the goal is to improve
behavioral coverage?

(RQ2) How does FEST perform as a bug-finding technique?

(RQ3) How does FEST perform when testing specific sce-
narios?

(RQ4) Does FEST priority-based schedule generation help
FEST in covering more timelines?

5.1 Implementation

We implemented FEST on top of the open-source P frame-
work [18]. FEST extends P in three important ways: (1) ex-
tending the existing P language to added support for specify-
ing scenarios, (2) extending the existing P checker to collect
feedback dynamically, (3) and a feedback-guided adaptive
schedule generator for P checker. FEST is implemented as an
external guiding tool that observes, generates schedules, and
forwards them to the system orchestrator (P Checker in our
case). Our implementation has been merged into the official

P repository and is now used by the entire P community. Note
that the ideas implemented in FEST can be applied to test
any other distributed system that supports an orchestrator to
control schedules and collect feedback.

5.2 Comparison and Benchmarks

In our evaluation, we compare the feedback-guided adap-
tive scheduling approach in FEST against four state-of-the-
art testing approaches for distributed systems: PCT [12, 17],
POS [57], POS with conflict analysis (POS+) [56] and tra-
ditional RL based schedule generation (QL) [17, 39] FEST
implements three feedback-guided adaptive schedule genera-
tion algorithms, which are referred to as FESTpct, FESTpos,
and FESTppss. For PCT and FESTpct, we use the bound of
depth = 3,15,50, which performed best for our benchmarks.
As PCT and POS were originally designed for concurrency
testing, we adapt these algorithms for distributed systems as
proposed in prior works [17, 56]. For RQ4, we implemented
a baseline approach (NoPrio) that performs feedback-guided
adaptive scheduling without priority-based scheduling by as-
signing a uniform diversity value of 1 to all saved recordings
(as referenced in Algorithm 3, Line 26).

Comparison metric. We use abstract Lamport timeline [29,
38] to represent abstract system behavior explored. If a sce-
nario is provided, we measure the number of unique timelines
explored that satisfy the input scenario. We run each technique
for 1 hour for each benchmark and repeat the experiment 5
times to account for randomness. All experiments were per-
formed on a cloud instance with an AMD EPIC processor
with 64 cores and 256 GB memory.

Benchmarks. To evaluate behavior coverage and bug-finding
capability in real-world systems, we applied FEST to 19 P
models of distributed services, as shown in Table 1, covering
94 test cases. Each test case includes different system config-
urations, initial states, and assertions. Four models, with 13
test cases, are from prior research [18, 21, 48], while 14 pro-
tocol models from AWS span databases, storage, networking,
and routing, accounting for 69 test cases. Examples include
a control plane protocol for merging and splitting partitions
in distributed storage, a leader election protocol, and a con-
flict resolution protocol for an in-memory database. We also
included the latest released DeepSeek 3FS model [1], which
contains 12 test cases. The benchmark includes 27 known
bugs, and the entire evaluation took over 200 CPU days, mak-
ing it the largest evaluation of distributed system model testing
to date.

To evaluate the coverage of the scenario, we collaborated
with developers and implemented 7 scenarios derived from
their testing case studies shown in Table 2 and applied these
scenarios to 4 models. We present the aggregated results in the
following sections, with detailed tables for each benchmark
and technique available in Appendix A.



Table 1: Description of case studies from AWS and open-
source models. ‘LOC’ indicates the P line of code of the
formal model of the system.

AWS System LOC _ AWS System LOC
Elastic Storage 4539 CDN 1291
Leader Election 2748  Bucket Storage 994
Stream Log 1495 Financial Service 4095
Memory Database 3219 _ Message Broker 1456
Network Dynamic Scaling 4295 Open.source System LOC
Network Routing 5392 German [48] 282
Database Storage Engine 3955 OSR [48] 381
Access Management 3298 Paxos [48] 598
Concurrency Control 3056 2PhaseCommit [18] 822
FreeRTOS 1485  DeepSeek-3FS [1] 4648

Table 2: Description of testing scenarios.

Name | AWS Target Description

SC Elastic Storage Perform concurrent splits and merge
twice on the same partition.

SR Leader Election A stable leader processes read requests.

CR Leader Election A new leader is elected while an old

leader is servicing read requests.

RD Stream Log Stream log replicator handles read re-

quests.

RT Stream Log Stream log replicator handles a

rotation requests while servicing reads.

SL Stream Log Stream log replicator handles a replica

partition requests while servicing reads.

CI Memory Database | During a node failure, two requests set

and increase the same key concurrently.

Comparison
—— FESTpcr3 vs. PCT3
FESTpcT15 vs. PCT15
—— FESTpcTs0 vs. PCT50
—— FEsTpos vs. POS
—— FESTpos+ vs. POS+

Proportion

0.0 =
-0.5x  0Ox 1x 10x
Improvements of Timeline Coverage

Figure 5: Cumulative distribution function of improvements
over the original approach without feedback (e.g., FESTpcT3
versus PCT3) for different schedule generation algorithms.

5.3 RQI1: Timeline Coverage Improvement

Figure 5 shows the timeline coverage improvements using
FEST. The x-axis represents the improvement factor on a
logarithmic scale, while the y-axis shows the proportion of
instances achieving at least that level of improvement. The
results demonstrate that the feedback-guided schedule gen-
eration approach (FEST) improves the existing techniques.
Specifically, FEST enhances timeline coverage for PCT3 in
95% of test cases, with an average improvement of 86%. Sim-

30

20
10 I
0 Al _

Fest Fest Fest POS Fest PCT15 Fest PCT50 PCT3
PCT3 POS PCT15 PCT50 POS+

Technique

Best Performance Count

Figure 6: Best performance count: Number of test cases for
which each technique achieves the highest timeline coverage.

ilar improvements are observed for PCT15 and PCT50, with
average timeline coverage improvements of 133% and 95%,
respectively. For POS, FEST achieves a 2.2 x improvement,
and for POS+, a 2.4 x improvement, with maximum improve-
ments reaching 41x and 39x, respectively. FEST has im-
proved or achieved the same timeline coverage for 88% of
cases. On average, FEST achieves a 1.53x improvement in
timeline coverage, with a maximum improvement of up to
41x as compared to the original technique.

There are a few cases (12%) where FEST achieves lower
timeline coverage, with 75% of the reductions being less than
4%. The reason for this was that the number of timelines
explored is roughly proportional to the number of schedules
generated for these models. Since the feedback algorithm
introduces a small overhead, FEST generates fewer schedules
per unit of time, leading to lower timeline coverage.

Achieve Highest Timeline Coverage. Figure 6 illustrates
the number of test cases for which each technique achieves
the highest timeline coverage. The FESTpcT technique with a
bound of 3 performs best, achieving the highest timeline cov-
erage in 36 test cases. The FESTpog technique and FESTpcT
technique with a bound of 15 achieve the highest timeline cov-
erage in 22 and 19 test cases, respectively. Additionally, the
FESTpct technique with a bound of 50 achieves the highest
timeline coverage in 6 test cases. Overall, one of the FEST-
based approaches achieves the highest timeline coverage in
88% of the test cases. Our result also shows that QL is inef-
fective in exploring diverse timelines and does not achieve
the highest timeline coverage in any test case. QL imposes no
scheduling constraints, creating an exponentially large search
space that its feedback mechanism cannot navigate efficiently.
This highlights the importance of feedback-guided adaptive
design with a bounded search space.

Answer to RQ1: FEST improves existing RSBT algorithms
to achieve higher timeline coverage.
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Figure 7: Upset plot for bug counts across different scheduling
algorithms. Higher is better.
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Figure 8: Comparison of timeline coverage that satisfies the
specified scenario across different techniques.

5.4 RQ2: Bug Finding Capabilities

Figure 7 displays the results using an upset plot, a type of visu-
alization that showcases the intersections of sets, highlighting
the bug-detection capabilities of each technique for rediscov-
ering the known bugs in our benchmark. Overall, FESTpcT3
and FESTpcT15 proved superior, identifying 16 bugs, while
PCT3, PCT15, PCT50, POS, and POS+ identified only 10 and
QL only identified 12. Notably, FESTpcT3 and FESTpcri5 cap-
ture all bugs detected by PCT, POS, and QL and exclusively
discovered an additional 2 bugs missed by the other algo-
rithms. This demonstrates that exploring diverse schedules
helps discover more bugs.

Answer to RQ2: FEST demonstrates superior bug detection
capabilities in distributed system testing by identifying the
highest number of unique bugs.

5.5 RQ3: Scenario Coverage

To evaluate the contribution of scenario-guided schedule gen-
eration, we compare FEST with scenarios against FEST imple-
mentation that ignores the given scenario feedback (NoScen).
Both FEST and NoScen uses the diversity feedback. We use
the input scenario described in Table 2.

Figure 8 shows the scenario coverage achieved by different
techniques. To save space, we present results from PCT15
and FESTpcr)5. Across all benchmarks, FESTpct either out-
performs or matches NoScen, highlighting the value of incor-
porating scenario feedback into feedback guidance. Moreover,
FESTpct consistently outperforms PCT on all benchmarks.
In the elastic storage model with the concurrent split-merge
(SC) scenario, FESTpct identifies up to 39 x more unique
timelines than both PCT and NoScen. For leader election
protocol with concurrent read (SR) and stable read (CR) sce-
narios, FEST shows 2.7 x and 1.7 x improvements compared
to PCT, respectively. For stream log scenarios (RD, RT, and
SL) and memory DB with transition read scenario (CI), the
improvement FESTpcr is between 10% to 20%. This dimin-
ished advantage stems from the inherent simplicity of the two
systems (Stream Log and Memory Database), leading to a
smaller state space to explore.

Our findings notably reveal that, in the absence of scenario
coverage, developers utilizing the P checker with the PCT
technique remain unaware of significant coverage gaps in var-
ious scenarios, such as Elastic Storage with SC scenario. This
underlines the critical need to incorporate scenario coverage
in the testing process. This feedback is essential for develop-
ers to accurately gauge and enhance the thoroughness of the
tests conducted on their systems.

Scenarios helped find new bugs: FEST also helped uncover
new bugs in AWS Elastic Storage design that other techniques
failed to find. In the Elastic Storage model, it failed to generate
enough requests to trigger split-merge operations, resulting
in low timeline coverage in the SC scenario. Once this bug
was fixed, FEST immediately identified another bug related to
how the model handles failures during the split-merge opera-
tion. Hence, FEST helped eliminate a critical bug during the
design phase, which was missed by other search techniques
in P checker. These findings emphasize the pivotal role of
scenario-based feedback, helping developers ensure that criti-
cal scenarios are explored during design validation and that
the test generators can trigger these scenarios.

Answer to RQ3: The scenario feedback significantly en-
hances scenario coverage, especially in complex models. The
scenario coverage also helps developers gain feedback about
scenarios that are inadequately tested.

5.6 RQ4: Priority-based Schedule Generation

Figure 9 illustrates the timeline coverage improvement of
FESTpct15 compared to the approach without priority-based
scheduling (NoPrio). The x-axis shows the benchmarks, while
the y-axis represents the improvement in timeline cover-
age. Across all benchmarks, the priority-based scheduling
approach achieves better coverage for 84% benchmarks, with
an average improvement factor of 1.22x. This demonstrates
that incorporating priority into the schedule generation en-
ables FEST to explore more diverse timelines more effectively.
Answer to RQ4: Priority-based schedule generation enhances
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Figure 9: Timeline coverage improvement of FESTpcT(5 com-
pared to the version without priority-based scheduling (No-
Prio). The y-axis is cut off at 2 x due to space limitations.

the efficiency of FEST in covering more unique timelines.

6 Related Work

Greybox Fuzzing. Greybox fuzzing [7, 8, 14, 15, 23, 25, 31,
34, 36, 45, 46] strikes a balance between white-box analysis,
an expensive symbolic technique with deep introspection
of the system under test, and black-box testing, an efficient
approach devoid of system-internal knowledge. Starting with
an initial corpus of seed inputs, a greybox fuzzer iteratively
enhances this corpus by synthesizing new inputs that exhibit
desirable characteristics, such as increased line coverage.
Distributed System Testing. Research in distributed system
testing can be broadly categorized into approaches with com-
plete control over scheduling (e.g., [26, 32, 33, 43, 54, 56])
and those with partial or no control (e.g., [4, 38, 49]). Many
prior works reduce the search space using system semantics
through techniques like dynamic partial order reduction [54],
dynamic interface reduction [26], and semantic-aware model
checking [32]. These approaches effectively prune the search
space but still use random exploration for scheduling. FEST
is orthogonal to these techniques—it improves the scheduling
algorithm itself to maximize behavioral coverage. Combin-
ing these reduction approaches with FEST would likely be
most effective, as better scheduling would work on an already-
pruned search space. In contrast to these approaches, Mallory
employs reinforcement learning for heuristic insertion of fail-
ures in distributed systems [38]. However, the learning-based
approach (similar to QL in our evaluation) cannot integrate
with existing bounded-concurrency testing methods, and also,
as demonstrated by our results, FEST performs better than QL
for coverage.

Distributed System Verification. Distributed system veri-
fication has garnered significant attention in both industry
and academia, focusing on both their implementation [27, 28,
42, 54] and protocol design [18, 30, 35, 37, 48]. While sys-
tematic verification of distributed system correctness remains
the gold standard, it has become increasingly impractical for
modern systems due to their growing scale and accelerated
development cycles [11]. Consequently, practitioners have

adopted lightweight formal methods that integrate formal
specifications with property-based testing and fuzzing, strik-
ing a pragmatic balance between bug detection and correct-
ness assurance [10].

Coverage Measurements for Distributed Systems. Re-
searchers have explored various coverage measurements to
assess the unique behaviors explored by testing tools [17, 18,
38, 50]. Similar to abstract Lamport timelines, location pairs
leverage the "happens before" relationships [50]. FEST uses
the abstract Lamport timeline to measure the behavior cov-
erage. Additionally, the algorithm can be easily extended to
support other coverage measurements.

Concurrency Testing. Like distributed system testing, con-
currency testing is primarily concerned with evaluating a
target program under various thread inter-leavings [13, 40,
44, 51, 52, 53, 55]. RFF leverages read-write relationships
to construct abstract schedules, guiding the schedule gen-
eration process [53]. PERIOD utilizes the DEADLINE
scheduler implemented in Linux kernel, which parallelizes
threads within defined periods rather than searching through
interleavings [52]. None of the existing work integrates
the bounded-concurrency testing algorithms with feedback-
guided mutation-based fuzzing, resulting in an inability to
explore unique behaviors efficiently. Also, they cannot guide
the schedule generation algorithm towards a specific scenario.

7 Conclusion

FEST advances distributed system design testing by intro-
ducing feedback-driven adaptive schedule generation. It ad-
dresses the limitations of existing randomized search-based
bounded concurrency testing techniques by combining adap-
tive schedule generation with diversity feedback to enhance
behavioral exploration. Our approach integrates record-and-
replay techniques with parametric input generation, allow-
ing for controlled mutations of schedules while preserving
scheduling constraints. The diversity feedback mechanism
effectively prioritizes schedules that are more likely to re-
veal unique behaviors by evaluating the uniqueness of each
schedule using abstract Lamport timeline. Additionally, FEST
introduces a novel scenario specification language, enabling
developers to guide testing toward specific, critical scenarios.
Our evaluation demonstrates that FEST significantly improves
both behavioral and scenario coverage compared to state-of-
the-art algorithms, resulting in the detection of more bugs
across a diverse set of distributed system models.
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PCT3 PCT15 PCT50 POS POS+ QL
Name Ori FEST Ori FEST Ori FEST Ori FEST Ori FEST
3FS01 33 61 272 322 375 421 1893 2384 45 518 106
3FS02 67 116 337 399 397 485 5677 7250 69 873 270
3FS03 32 66 290 362 396 474 4473 4886 190 604 127
3FS04 31 73 280 338 416 478 3163 3521 165 571 120
3FS05 27 59 253 304 363 424 2808 2965 117 452 107
3FS06 26 61 238 314 365 486 1251 1232 37 74 59
3FS07 19 55 161 290 452 572 859 787 17 37 33
3FS08 27 69 268 342 373 482 2104 1967 48 151 66
3FS09 65 118 337 416 386 513 4677 4620 244 674 220
3FS10 31 75 282 356 400 539 2182 2489 35 191 77
3FS11 35 77 306 371 409 556 2330 2706 46 208 85
3FS12 28 51 250 332 361 494 1837 1756 54 177 91
Access Management01 1183 1494 575 1271 166 302 27 32 17 100 532
Access Management02 42 68 5 4 4 4 2 2 2 2 28
Access Management(03 1343 1685 2265 2573 399 968 45 276 41 132 908
Bucket Storage01 603 473 334 702 133 137 120 90 58 53 106
CDNO1 138 367 37 205 30 112 1 1 1 1 23
CDNO2 56 167 10 64 10 10 1 1 2 2 1
Concurrency Control01 5610 8319 5198 6535 4150 4864 3714 4650 4023 4922 626
Concurrency Control02 19362 | 25058 | 21760 & 26357 | 20450 =~ 27101 | 17419 = 25521 | 17709 = 25590 3169
Concurrency Control03 13588 16085 | 16408 18564 | 17215 18524 | 14822 17891 | 14774 16503 4001
Concurrency Control04 9826 | 14515 6344 12375 2398 6024 2864 9467 3847 10658 937
Concurrency Control05 37897 | 39027 | 45741 39470 | 31990 = 33252 | 24655 = 35265 | 24704 | 34765 5525
Concurrency Control06 37909 37676 | 42682 39391 | 40604 36570 | 35654 = 37224 | 35791 36350 4796
Database Storage Engine(01 401 996 67 523 24 159 13 343 9 227 342
Database Storage Engine02 456 1018 142 736 70 290 41 481 30 318 153
Database Storage Engine03 418 961 269 807 350 472 140 499 180 358 189
Database Storage Engine04 512 1218 138 881 23 407 14 588 10 396 281
Database Storage Engine05 391 1052 60 542 26 138 15 339 11 245 200
Database Storage Engine06 404 1259 44 551 41 71 26 48 16 27 126
Database Storage Engine07 302 348 349 70 359 41 163 26 29 14 7
Database Storage Engine08 405 1216 60 521 47 73 30 45 20 31 126
Database Storage Engine09 378 1187 41 490 36 56 25 41 15 23 109
Database Storage Enginel0 554 1136 141 654 75 234 40 403 43 264 314
Database Storage Enginel 1 390 953 62 595 23 157 13 348 9 223 248
Elastic Storage01 737 629 802 934 848 787 678 558 603 611 2
Elastic Storage02 6316 8151 5832 5923 5494 5820 5907 6945 5307 6242 2
Elastic Storage03 1002 1494 1473 1549 1325 1121 1149 1789 903 1175 2
Elastic Storage04 342 1112 390 664 380 635 498 1271 470 1088 56
Elastic Storage05 208 646 250 389 278 536 398 858 329 807 30
Elastic Storage06 1578 1604 1721 1716 1473 1649 1595 1824 1564 1586 2
Elastic Storage07 293 371 273 478 287 498 392 789 371 728 2
Elastic Storage08 374 404 391 413 374 372 321 332 364 362 2
Elastic Storage09 183 215 199 227 203 218 143 163 163 183 2
Elastic Storage10 76 92 42 65 17 14 16 25 13 15 3
Elastic Storagell 65 68 49 61 31 31 32 32 32 32 2
Elastic Storagel2 5679 5941 5561 5846 5542 5811 6053 5914 5159 5199 2
Elastic Storagel3 68 74 47 58 30 29 30 29 29 28 2
Elastic Storage14 324 405 405 385 278 294 258 296 180 184 2
Elastic Storagel5 367 604 363 413 263 317 281 451 226 330 2
Elastic Storagel6 727 830 792 849 679 726 533 564 547 574 2
Elastic Storagel7 330 385 329 355 241 229 238 266 138 141 2
Elastic Storagel8 532 1073 519 881 551 629 692 1409 561 1175 2
Elastic Storage19 207 223 219 225 177 205 125 161 158 211 2
Elastic Storage20 1114 1920 1226 1829 1146 1810 885 1633 755 1447 2
Elastic Storage21 1585 2282 1831 2523 1613 2062 1302 2600 1013 1820 2
Elastic Storage22 265 310 269 311 218 270 160 227 197 294 2
Elastic Storage23 300 508 382 459 319 590 468 1014 378 626 2
Elastic Storage24 275 314 219 280 172 174 126 133 116 130 2
Elastic Storage25 1094 1890 1272 1836 1205 1454 927 1952 737 1397 2
Elastic Storage26 1690 2862 1741 2573 1535 2112 1262 2087 1070 2163 2
Elastic Storage27 57 72 43 43 24 24 24 24 18 18 3
Elastic Storage28 454 565 378 604 368 572 423 922 348 813 2
Elastic Storage29 2278 2088 1759 2367 1976 1678 2198 2478 1825 2071 2

Continued on next page




PCT3 PCT15 PCT50 POS POS+ QL
Name Ori FEST Ori FEST Ori FEST Ori FEST Ori FEST
Elastic Storage30 1509 1603 1427 1806 1656 1439 1801 2076 1447 1701 2
Elastic Storage31 698 1409 806 1078 1231 1131 1645 2061 1308 1691 2
Elastic Storage32 551 1090 726 885 999 985 1389 1703 1195 1597 2
Financial ServiceOl 268 319 264 263 251 229 142 132 166 155 5
Financial Service02 58 63 55 54 36 39 7 5 33 33 1
Financial Service03 233 209 216 202 199 204 142 127 151 132 3
Financial Service04 177 245 173 186 170 161 132 114 114 96 4
FreeRTOSO1 2067 2896 1867 2619 997 1344 1111 2221 1134 2131 540
FreeRTOS02 2132 2889 1866 2608 1009 1378 1138 2170 1124 2053 549
FreeRTOSO03 2061 2814 1894 2541 1000 1464 1113 2223 1126 2064 526
FreeRTOS04 2064 2940 1870 2561 997 1336 1109 2196 1125 2113 570
GermanO01 227 229 229 230 60 60 209 209 209 209 87
Leader Election01 3725 4839 | 10301 14557 | 27919 25184 | 41932 35925 | 34706 28720 | 31645
MemoryDBO1 79 92 81 92 82 87 44 44 16 16 6
Message BrokerO1 21 56 34 69 60 65 12 12 8 9 20
Network Dynamic Scaling01 949 1526 966 1461 929 1556 939 1491 427 617 4
Network Routing01 1206 2494 1619 3338 1583 3413 973 1544 378 1134 185
Network Routing02 1217 2361 1389 2720 1474 3605 233 2888 318 896 231
OSRO1 1170 1694 1224 2026 125 853 1718 2679 2465 2994 162
Paxos01 93 1284 92 1258 95 1253 94 1249 89 1258 2
Paxos02 2541 8201 2610 8237 2562 8149 2556 8108 2462 8126 63
Paxos03 571 3880 553 3897 569 3955 555 3912 557 3817 1
Paxos04 19221 20859 | 19213 20812 | 19315 20906 | 19087 20858 | 18989 20726 26
Stream Log01 1009 1454 1697 1981 733 1192 1124 2110 1124 1556 311
TwoPhaseCommitO1 2136 3039 2763 3780 1240 1808 723 1645 1566 2367 788
TwoPhaseCommit02 1979 2719 2355 3237 1097 1833 605 1579 1357 2187 774
TwoPhaseCommit03 1507 2263 1763 2595 814 1289 341 841 1164 1772 604
TwoPhaseCommit04 1253 1525 1548 1626 754 980 342 367 372 374 552
TwoPhaseCommit05 1360 1591 1607 1712 821 1015 372 393 398 401 570
TwoPhaseCommit06 1108 1287 1218 1319 624 854 262 305 339 350 471

Table 3: Timeline coverage for different models and techniques each row shows a distributed system implemented in P.

PCT3 PCT15 PCT50 POS POS+ QL
Name Ori  NoScen  FEST Ori  NoScen  FEST Ori  NoScen  FEST Ori  NoScen  FEST Ori  NoScen  FEST
CI 38 48 53 36 47 47 38 49 49 32 34 34 12 12 12 1
CR 40 20 77 127 18 348 90 42 659 13 24 2625 13 32 3633
RD 617 943 976 | 1083 1248 1301 | 566 792 779 | 900 1401 1387 | 851 1026 1061 | 267
RT 79 159 176 333 365 395 | 289 324 316 | 387 455 484 | 354 378 394 | 128
Ne 0 0 5 0 0 39 0 0 2 0 0 0 0 0 0 0
SL 96 152 164 232 254 273 | 193 223 223 | 275 327 350 | 255 271 287 74
SR 209 106 248 656 149 1140 | 964 339 2526 | 216 291 4315 | 161 283 5583 | 400

Table 4: Scenario coverage for different models and techniques. Each row shows a distributed system and its scenario coverage.



A Timeline Coverage

Table 3 shows the timeline coverage achieved by each tech-
nique. Each cell in the table displays the average unique
timelines explored by each technique over five iterations. For
each technique, except QL, we compare the timeline cover-
age achieved by the original random sampling method (Ori)
and the feedback-guided schedule generation (FEST). Shaded
cells indicate instances where FEST achieves higher timeline
coverage than its random sampling counterpart. Additionally,
cells with bold red values indicates that the corresponding
technique achieves the highest timeline coverage.

Table 4 shows the scenario coverage achieved by each tech-
nique. Similar to timeline coverage, each cell in the table
displays the average unique timelines that satisfy the input
scenario explored by each technique over five iterations. For
each technique, except QL, we compare the timeline cover-
age achieved by the original random sampling method (Ori),
the feedback-guided schedule generation (FEST), and the
feedback-guided schedule generation without scenario feed-
back (NoScen).
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