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ABSTRACT
The evolution of the Internet in the last few years has been
characterized by dramatic changes to the way users behave,
interact and utilize the network. This has posed new chal-
lenges to network operators. To deal with the increasing
number of threats to enterprise networks, operators need greater
visibility and understanding of the applications running in
their networks. In years gone by, the biggest challenge in
network application identification used to be of providing
real-time classification at increasing wire speeds. But now
the operators are facing another challenge - the ability to
keep pace with the tremendous rate of development of new
applications. This problem can be attributed largely to the
explosive growth in the number of web and mobile applica-
tions. This combined with application hiding techniques like
encryption, port abuse, and tunneling have rendered the tra-
ditional approaches for application identification ineffective.
In this paper, we discuss the challenges facing the network
operators and the limitations of current state of the art ap-
proaches in both the commercial and the research world in
solving these problems.

1. INTRODUCTION
A critical aspect of network management from an oper-

ator’s perspective is the ability to understand or classify all
traffic that traverses the network. This ability is important for
traffic engineering and billing, network planning and provi-
sioning as well as network security. Rather than basic in-
formation about the ongoing sessions, all of the aforemen-
tioned functionalities require accurate knowledge of what is
traversing the network in real-time in order to be effective.

2. STATE OF ART
Traditionally, network operators used port numbers to iden-

tify and classify network traffic. For example, this tech-
nique labels all traffic on TCP port 80 to be HTTP traffic,
all traffic on TCP port 25 to be SMTP, and so on. This
approach was successful because many traditional applica-
tions use port numbers assigned by or registered with the In-
ternet Assigned Numbers Authority (IANA). Moreover, this
approach is extremely simple to implement and introduces

very little overhead on the classifier. Although very effec-
tive a decade ago, today, this approach will result in high
false positive and false negative rates. There are three main
reasons for this: (1) Port abuse: Applications (like P2P net-
works) have started using non-standard ports for commu-
nication [11, 16, 19]. For example, BitTorrent [1] can run
on TCP port 80 if all the other ports are blocked. (2) Ran-
dom port usage: Applications can (ab)use random ports for
communication. For example, BitTorrent can communicate
on any TCP or UDP network port that is configured by the
user. (3) Tunneling: Applications can tunnel traffic inside
other applications to prevent detection and/or for ease of im-
plementation. For example, BitTorrent can send all its data
inside a HTTP session. These strategies at the application-
level have essentially made port number based traffic classi-
fication inaccurate and hence ineffective [16].

To overcome the above issues with port-based approach,
the research community has focused on a family of tech-
niques called “flow-features-based analysis”. Common goal
of these techniques is to identify which application-class a
traffic flow belongs to when using traffic flow information
only. These techniques achieve the flow-application class
mapping by extracting and analyzing hidden properties of
the flow either in terms of “social interaction” of hosts en-
gaged in such a flow [10, 12, 13] or the spatial-temporal be-
havior of several flow features such as flow duration, num-
ber and size of packets per flow, and inter-packet arrival
time [9,14,15,17,18,21,23]. Many of these techniques suf-
fer from low detection rate and low accuracy. A large variety
of more and more sophisticated data mining algorithms have
been proposed on top of such framework, such as supervised
and un-supervised machine learning, clustering and graph-
theoretical approaches, to increase the detection rate while
decreasing the false positive rate. Nevertheless, these tech-
niques lack one fundamental attribute which makes them im-
practical from an operational perspective, i.e., precise identi-
fication of the application responsible for the observed flow.
Many of these techniques provide coarse-grained “applica-
tion class” detection like p2p and game application. This
is clearly not sufficient for many applications like security
that need to know more fine-grained information about the
applications in the network traffic.
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Commercial world has responded to these challenges by
relying on inspection of application payload for identifica-
tion. This technique, called as deep packet inspection (DPI),
is agnostic to application port usage and usually very ac-
curate (very low false positive and false negative rates). It
matches predefined application signatures against incoming
traffic. The signatures for a given application are developed
by reverse engineering the application/protocol. However,
this approach faces the problem of scalability. For example,
reverse engineering the several hundred new p2p and gaming
protocols that have been introduced over the last few years
requires a huge manual effort. As a consequence, keeping a
comprehensive and up-to-date list of application signatures
is infeasible.

Many techniques were developed in the research world
that tackle the problem of automatically reverse engineer-
ing the network protocols. Early works in this area focused
on inferring the message formats for network applications
[6, 8, 22]. These approaches can be broadly classified into:
(i) Host based techniques - these techniques run and monitor
the application on a host and derive application signatures
by performing dynamic data analysis [6, 22]. (ii) Network
traffic based techniques - these techniques rely on generating
signatures based on observing the network traffic [8]. Later
works extend these ideas for protocol state machine infer-
ence both on host based [7] and network traffic sides [5]. Al-
though these techniques are very useful in extracting signa-
tures for known network applications, there are many chal-
lenges in using such techniques in a real-world setting. One
of the biggest challenges that these techniques face is in be-
ing able to identify the so-called “0-day applications”, i.e,
applications that have not been seen before. These tech-
niques work with the application binary or application net-
work traffic. For network traffic containing flows from ap-
plications for which there is no prior information, there is no
way of extracting signatures.

3. CHALLENGES
The limitations of current approaches for automated re-

verse engineering of protocols are further exposed due to the
changes in the way that networks are being used. (i) Re-
cent years have seen a tremendous increase in the number
of applications tunneled inside other applications. For ex-
ample, Zynga [4] offers several games that are played on the
Facebook platform. All of this network traffic is carried over
HTTP. New exploits are being discovered which target such
applications. This means that the network operators need to
know not just that there is HTTP traffic in the network but
also that there is Zynga poker within Facebook traffic being
carried over HTTP. (ii) There has been a dramatic shift in
the network traffic mix in recent years. Mobile traffic now
accounts for a major chunk of network traffic within enter-
prises [2]. This can be attributed to the tremendous increase
in the number of mobile devices being used in enterprises
along with an exponential growth in the number of mobile
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Figure 1: Ideal Scenario

applications (also called mobile apps). A few years ago,
most of the mobile devices in an enterprise, such as Black-
berries, were controlled by the organization. These devices
had integrated security and very few applications. However,
now iOS and Android based devices account for a majority
of the devices in the enterprise. Each of these platforms have
more than 500K apps in their official app markets along with
thousands of apps available in third-party app markets. The
ease of development of mobile apps means that this growth
in the number of mobile apps is likely to continue in the fore-
seeable future. Another interesting change in mobile device
usage within enterprises is that more and more personal mo-
bile devices are being used within enterprise networks. En-
terprise network operators have no control over the apps that
a user downloads on her device and runs within the enter-
prise network. This combined with the increasing threat of
mobile malware [3], make these devices and the applications
running on them soft targets for attackers. This fact is re-
flected in the increasing number of attacks targeting mobile
apps [20]. Hence, network operators need greater visibility
into the mobile application traffic in the network.

The combined effect of the above trends is that network
operators can no longer have a clear view into the network by
using signatures developed by reverse engineering the few
top protocols or applications that account for the majority
of the traffic. Hence, there is an increasingly growing dis-
parity between the expectation that network operators have
from network application identification tools and what they
really produce. Figures 1 and 2 illustrate this gap between
what the operators need and what they get. What the opera-
tors need is a fine grained application classification (mobile
apps and tunneled applications) with very low number of un-
known flows as shown in Figure 1. What they typically end
up with is a coarse grained application classification with
large number of unknown flows as shown in Figure 2.

4. CONCLUSIONS
In this paper we discussed the current state of art approaches

for network application identification and the reasons why
they fail to provide clear visibility into network traffic. Clearly,
there is a great need for development of semi-supervised or
unsupervised learning techniques that can help in detecting
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Figure 2: Real Scenario

unknown or new applications with little or no manual inter-
vention. Such techniques should be able to handle mobile
apps and tunneled applications to be effective in providing
complete visibility into the network traffic.
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