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Abstract

a small overhead can not be ignored. Particularly, in the
data intensive environments, where I/O requests arrive
in a short time period, the accumulation of the encryption/decryption overhead will seriously degrade performance [10]. Moreover, the encryption overhead is relatively large, especially as data access time is reduced in
memory-based storage.
Access-control memory (ACM) has recently been introduced as a low-cost alternative to encryption [10].
The key idea is to integrate the access-control mechanism with memory. Any type of memory can be used for
access-control memory. It allows memory access only
if the access code of data is matched. ACM offers the
same security effect as encryption. As a use case, ACM
can be employed for the write buffer in an SSD. By employing the ACM, it will not require encryption but data
will be encrypted in background when it is transferred
from the write buffer to flash memory. The use of nonvolatile memory as write buffers for ACM in SSD, will
act against data loss from power-failures.
Spin-Transfer-Torque Random Access Memory (STTRAM) technology can be chosen as an access-control
memory. STT-RAM is one of the most promising nonvolatile memory candidates due to its excellent scalability and superior performance [3, 7]. In STT-RAM,
a spin-polarized electric current is used in order to exert a torque to change the magnetization direction of the
magnetic free layer in a magnetic tunnel junction (MTJ)
element. The resultant resistance difference of the MTJ
is used for information readout. STT-RAM offers fast
read and write access latencies in about 10 nanoseconds
[6] and practically unlimited lifetime with programming
endurance of up to 1015 cycles [8].
In this paper, we discuss the safety of the accesscontrol memory for various physical attacks such as
fault injection attack, power analysis attack, chip modification, microprobing, and imaging. In addition, we
confirm the difficulty of distinguishing ACM data according to the imaging method through actual experi-

Encryption is often employed to protect sensitive information stored in memory and storage. It is the most
powerful countermeasure against data breach, but it has
performance overhead. As a low-cost alternative to encryption, an access-control memory (ACM) has been introduced, which integrates an access-control mechanism
with memory. While ACM minimizes the performance
overhead of encryption, it provides similar levels of security as to encryption method. ACM reveals information only when the access codes are correct. However,
if an adversary attempts to access data directly from
memory cells through a physical attack without going
through a standard interface, the vulnerability could occur. This paper discusses feasibility and countermeasures for physical attacks, including fault injection attack, power analysis attack, chip modification, microprobing, and imaging for ACM. Moreover, as a concrete example of ACM, we compare the security aspects
of SSDs when the write buffers in the SSDs employ
ACM with emerging non-volatile memories such as STTRAM, PRAM, and RRAM.
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Introduction

Encryption is the most popular and strong method to
protect sensitive information in storage [11]. Without
a matching description key, the information cannot be
revealed even if it is stolen from storage. However, encryption and decryption are not free. Performance overhead is caused by performing encryption or decryption
whenever data is accessed. Previous studies have investigated hardware accelerators [17] and light-weight algorithms [4, 16, 2, 15] to mitigate the encryption overhead.
These techniques can help reduce the performance overhead of encryption to a certain extent. However, since encryption overhead occurs during every data access, even
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same security effect as encryption without full data encryption because the data can be accessed only when the
access code is matched in read and write.
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3.1

Attackers can compromise the SSD firmware. Once the
firmware is compromised, an attacker can change the
SSD hardware configuration and read and write all data
in memory and registers. Under this threat model, any
unencrypted on-chip memory is not secure because they
can be accessed by the compromised firmware. However, if ACM is employed, even if the firmware is compromised, data can not be read from the ACM unless
there is a valid access code [10].
The access code given by the host is stored in the
volatile register. If the SSD power is powered on, the
attacker may attempt to read the access code in a different way than the normal way through the compromised
firmware, because the access code in the volatile register
has not been erased. This is possible only if the power
cable of an SSD is kept connected to a host while its
bus interface (e.g. SATA or SCSI) is reconnected to the
adversary’s machine. This is a common issue with selfencrypting drives. It is a type of hot plug attacks, however, it can be prevented by introducing connection sensitivity to the bus interface [11]. When the bus interface
is disconnected, an SSD will be locked, thus it cannot be
reconnected to other machines [11].
SSD data encryption is a technique typically used to
prevent data breach when the SSD is stolen. That is, before the attacker attacks, the SSD is disconnected from
the host and power supply is disconnected at least once.
If power is disconnected, all data in volatile memories
and registers will be erased before an attack. All data
in volatile memory is assumed to be erased before the
attack if the SSD is stolen.
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Figure 1: A block diagram of an access-control memory.
Reprinted from [10], Copyright 2017 by IEEE.
ments. This paper also compares three types of emerging
non-volatile memory technologies as candidates for the
access-control memory in terms of security.
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Access-Control Memory

Figure 1 depicts a block diagram of the access-control
memory. The key idea of the ACM is to integrate an
access-control mechanism with memory [10]. If the
memory is ACM, the access-control mechanism can neither bypassed nor disabled. Any type of memory can be
used for ACM. ACM grants memory access only if the
access code is matched. In other words, it will return
valid data or allow to write data, only when the access
code is approved. In fact, this grant mechanism is exactly what encryption techniques intend to do. Encryption techniques allow access to read data only if a correct
decryption key is accompanied. ACM performs the same
function as encryption techniques, while it does not employ data encryption.
The matching register is employed to reduce the critical path delay. If it is not employed and the access code
is compared for every access, the comparison logic affects critical path delay. Since the access code should be
at least 128-bit long to prevent the exhaustive search, the
comparison logic may incur non-negligible delay to critical path delay. To minimize the impact on the critical
path delay, the matching register is added.

3

Threat Model

3.2

Write Buffer Design with ACM

The purpose of employing the ACM as a write buffer is
to protect sensitive data stored in write buffer from compromised firmware. To be used as a write buffer, a nonvolatile memory should be used to avoid data loss by sudden power fail. If the ACM is used as a write buffer, the
access-control mechanism can neither bypassed nor disabled even if the firmware is compromised. It is because
the access-control mechanism is not under control from
the firmware [10].
While booting, the firmware receives an access code
from the host and stores it in a volatile register (in the
black box of Figure 1). Since it is volatile, it will be
erased when power is switched off. When a hardwarebased full disk encryption is employed, the key is usu-

Using ACM as the Write Buffer for Encrypted SSDs

Unencrypted write buffers can be used to minimize performance overhead due to the encryption of fully encrypted SSDs. However, if the write buffer is not encrypted, the adversary can read the sensitive data from
the write buffer. ACM can be used as a write buffer in
an encrypted SSD to minimize encryption overhead and
provide the same level of security as a fully encrypted
SSD [10]. The ACM-based write buffer achieves the
2
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Figure 2: A data path when an access-control memory is
employed as a write buffer. Reprinted from [10], Copyright 2017 by IEEE.
ally stored in the device (SSD) [11]. However, under our
threat model where the firmware can be compromised,
the access code cannot be permanently stored in an SSD
because it could be revealed by compromised firmware.
The secure SSD still employs encryption to protect
data stored in flash memory. By employing the ACM
as a write buffer, it can hide encryption delay which results in performance improvement. A typical data path
for an SSD is shown in Figure 2 when the ACM is employed as a write buffer. When an incoming write request
arrives, it is stored in the ACM and immediately committed. While the request is stored, the key to encrypt data
should also be stored. Note that even though the key
is stored in the ACM, it is safe under our threat model.
In the background, the firmware encrypts the stored data
and transfers the encrypted data to a flash memory. If the
ACM is not employed and the write buffer is a plain onchip memory, the data stored in the write buffer should
be encrypted. Therefore, the write request can be committed after encryption completes. In contrast, the ACM
allows performing encryption in background while guaranteeing the same level of security with encryption.
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However, the access-control mechanism integrated
with the non-volatile memory can prevent unauthorized
access only if the request comes through the standard interface that the access-control mechanism monitors. If an
adversary physically steals access-control memory and
tries to access data directly by a physical attack, the data
in the memory can be compromised. ACM has potential
vulnerabilities that are not present in encryption techniques. Therefore, it is imperative to analyze the possibilities of physical attacks to ensure that the accesscontrol memory is physically secure.

4

Security Analysis

This section is focused on discussing feasibility of possible physical attack mechanisms of fault injection, chip
modification, power analysis, microprobing, and imaging attacks. In particular, we add our own experimental
analysis for the imaging technique, because it is considered the simplest, non-destructive attack for information
retrieval.
Fault Injection Attack: The matching register could
be flipped by a fault injection attack. If the matching
register is flipped, an adversary may access the accesscontrol memory even if the access code is not matched.
However, the matching register is recovered immediately
at the following clock cycle as long as the access code
remains unmatched. Since faults cannot be injected persistently, the fault in the matching register is unlikely
to last for more than one clock cycle. If one wants to
eliminate this potential vulnerability, one can employ redundant comparison logic and matching register [9]. Although repetition is considered the most expensive countermeasure for fault injection attacks [9], it does not incur much overhead for the access-control memory because the comparison logic and matching register are
very small.
Chip Modification: An adversary may use a special
equipment such as an ion beam station to alter the functionality of a chip. He may cut and reconnect intercon-

In order to evaluate the effectiveness of STT-RAM based
access-control memory, we used the DiskSim augmented
SSD simulator developed by Microsoft Research [1].
The details of the simulation parameters are given in Table 1.
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Figure 3: Throughput comparison of an SSD where an
encryption technique is employed (Baseline) and where
the access-control memory is employed as a write buffer
(Access-Control Memory).
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Total capacity
Reserved free blocks
Minimum free blocks
Cleaning policy
Flash chip packages
Planes per package
Blocks per plane

1.4
1.2
1
0.8
0.6
0.4
0.2
0

64
4 KB
0.025 ms
0.200 ms
1.5 ms
1,720 ns / sector
1,720 ns / sector

Table 1: SSD model parameters.
Figure 3 shows the results to compare the performance
of an encrypted SSD employing the ACM as a write
buffer with that of an encrypted SSD with an encrypted
write buffer. The results show that the ACM approach
increase I/O throughputs by 16%, 57%, 16% and 11%,
for Exchange, Cell, Financial, and TPCH, respectively.
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nection wires. In case of the access-control memory, if
he manages to cut the output of the matching register and
tie it to true, the access-control memory will always grant
access. To achieve this, the adversary needs to keep all
other parts of the chip working correctly. In other words,
he cannot destroy other parts. Therefore, if the interconnection wires of the access-control circuit of the accesscontrol memory are placed in inter metal layers, it will be
extremely difficult for an adversary to alter those wires
without destroying other parts of the chip. One possible
countermeasure to chip modification is to place interconnection wires of the access-control memory in inter metal
layers.
Power Analysis Attack: By analyzing power consumed by the micro-controller chip, an adversary may
acquire the access code. However, since the comparison
logic of the access codes is very small compared to the
entire chip, the power profile of the logic is within noise
margin. The hardware logic to implement the accesscontrol mechanism in the memory consumes 98.41 µW,
which is estimated by Candence Encounter with Nangate
45 nm technology. Therefore, a power monitoring attack
is infeasible for the access-control memory.
Microprobing: By using microprobes, an adversary
may measure electronic characteristics to determine the
value stored in a memory cell. Because microprobing
requires to measure memory cells one by one manually,
microprobing is almost impossible and getting harder for
modern memories for two reasons; (1) there are too many
cells in a memory nowadays and (2) as the feature size
shrinks, it is getting more difficult to attach probes to
memory cells. Considering the capacity of memory is
well beyond thousands or even millions of bits, it will
take a great amount of time to measure all of them manually.
Imaging: The fabricated memory cells can be examined in scanning electron microscope (SEM) to reveal the
bi-stable bit information (1 or 0) of the memory cell. It is
noted that state-of-the-art emerging non-volatile memory
cells are typically in the order of a few tens to hundreds
of nanometers, requiring the magnification of at least
5,000x to obtain the visible image; it is well within the
capability of commercial SEM equipment. Obviously,
another imaging technique of optical microscope that is
much simpler and cheaper, is not a suitable choice for
imaging the modern, nanoscale memory cells.
In order to investigate the vulnerability of the STTRAM cell for the non-invasive imaging attack, we have
examined the fabricated STT-RAM cells in a Hitachi
30kV Variable Pressure-SEM (SU1510). First, two different memory cells were prepared; one has been programmed to a high-resistance state (HRS, or ‘0’ state)
and the other to a low-resistance state (LRS, or ‘1’ state).
These bi-stable magnetic bits typically generate a rela-
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(a) HRS (‘0’)
(b) LRS (‘1’)
Figure 4: Comparison of two different STT-RAM cells
in the different bit-status ((a) for HRS or ‘0’ state and (b)
for LRS or ‘1’ state) in the 30kV SEM imaging.
tively large contrast in electrical resistance (or current)
of around or higher than 100% tunneling magnetoresistance (TMR) ratio, so if adversaries manage to electrically probe (e.g., microprobing) these memory cells, the
individual bit information (whether ‘1’ or ‘0’) can be revealed. However, as discussed before, microprobing is
very difficult for modern memory technologies. The purpose of this experiment is to see if adversaries can extract
the stored bit information for the case of imaging attack.
After the samples were prepared, the SEM technique
was applied to each STT-RAM cell to identify any notable differences in the SEM image between HRS and
LRS memory cells. Figure 4 compares two different
STT-RAM cells in the different bit-status in the 30kV
SEM imaging. Magnification has been set to be around
5,000x to be well within the range of most of the
commercially available (cost-effective) SEM equipment.
Figure 4(a) and (b) show STT-RAM in the HRS (‘0’)
and STT-RAM in the LRS (‘1’), respectively. The active memory storage layer is between the marked top and
bottom electrodes (its location is marked by the yellow
dashed square), and it is not visible in the SEM imaging.
As show in Figure 4, for a wide range of magnification (up to 15,000x), no significant difference in the
SEM image was observed. This is attributed to the fact
that the secondary electrons, the primary source of the
SEM imaging, are largely generated from the top electrode metal layer, which is far from the active data storage (magnetic free) layer. The STT-RAM cell typically
consists of a large number of magnetic and non-magnetic
layers (i.e., the total number of layers in the modern MTJ
easily exceeds 10), making the magnetic free layer positioned nearly in the middle of the entire device stack and
thus less exposed to the direct imaging attack.
A cross-sectional SEM imaging technique can be employed to directly observe the active layer from the side
edge, but it requires additional efforts in preparing samples (e.g., cleaving) and advanced focusing and stigmation techniques. Furthermore, it is impossible to examine
all memory cells without destructing nearby cells.
We have also tried a backscattered electron (BSE) im4

age in SEM, because the BSEs are higher energy particles than the secondary electrons and may generate a different image contrast. Yet, no clear difference between
the HRS and LRS cells has been observed. Therefore,
it is concluded from our SEM imaging studies that the
STT-RAM technology still preserves a high level of security for the non-invasive attack with minimum efforts.
Other imaging techniques that have been widely
used for observing magnetic microstructures, such as
the MOKE (magneto-optical Kerr effect) magnetometry, may also be adopted as a non-destructive method for
STT-RAM information readout. The MOKE effect [12]
measures the change in the polarization of the reflected
light from a magnetic material surface, thus giving access to the magnetization state of the sample. However, in general, since this Kerr effect is based on the
surface magnetism within a relatively small skin depth
(less than 20 nm in most metals for the visible wavelength range used for conventional MOKE), it is still
very hard to directly probe using the MOKE technique
the magnetic free (storage) layer that is located deep inside the whole STT-RAM device stack. Another limiting factor that may also impact the vulnerability of STTRAM cells for the MOKE-based imaging attack is the
spatial resolution. Since MOKE is basically an optical
technique, its spatial resolution is strongly limited by
the diffraction limit of the light beam used. For example, the MOKE system that uses a typical visible light
(wavelength range of 400 nm to 700 nm) has the diffraction limit of nearly 1 micron, which is too large to decode individual memory cells in a modern memory array architecture of nanoscale cell dimensions and cell-tocell pitches. More recently, the x-ray magnetic circular
dichroism (XMCD) spectroscopy has been utilized as an
alternative magnetic imaging technique with nanometer
resolution and possibly higher penetration depth [5], but
the development of reliable, efficient x-ray sources still
remains a great challenge.
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between two metal electrodes. The RRAM’s structural
simplicity and excellent scalability (< 10 nm) made it
one of the most promising candidates for next-generation
mass-storage applications.
Adversaries may consider removing top electrode layers to reach the active memory storage layer (magnetic
free layer, chalcogenide phase-change, and metal-oxide
layer in STT-RAM, PRAM, and RRAM, respectively)
and then apply the discussed imaging techniques. In this
case, the STT-RAM provides the highest level of security
due to the largest number of layers on top of the storage
layer (about 3-5 for STT-RAM vs. one or two for PRAM
and RRAM). However, we also note that removing the
layers is not a practically viable approach as optimization of the etching conditions with a very good selectivity (not to damage the storage layer) will be a very challenging task. In addition, the PRAM cells can be more
vulnerable to the physical attack that comes in the form
of cross-sectional imaging; the cell’s crystalline structure
(amorphous for ‘0’ vs. crystalline for ‘1’) might be easily
revealed in the SEM imaging.
If we only consider performance, RRAM is the best
choice. At similar technology nodes, STT-RAM [6] offers 8 ns read and 12 ns write access times, PRAM [13]
offers 68 ns read and 180 ns write access times, and
RRAM [14] offers 7.2 ns read and 7.2 ns write access times. Though RRAM offers the best performance,
STT-RAM has been chosen considering potential risks
of imaging, removal of top layers, and corss-sectional
imaging attacks.

6

Conclusion

In this paper, we discuss various physical attacks to the
access-control memory. We believe the power analysis
attack and the microprobing are not feasible and we have
countermeasures to the fault injection attack and the chip
modification. We also demonstrated that imaging with
SEM does not reveal the bit information of memory cells.
However, if adversaries remove layers until they expose
the layer where the actual data is stored, they may manage to find the bit information by imaging. Though we
consider this is practically very difficult, we will examine this by experiments in our future work. Among STTRAM, PRAM, and RRAM, the STT-RAM is chosen for
the access-control memory. Though STT-RAM does not
offer the best performance among them, it provides the
highest level of security from physical attacks.

ACM with Other Non-Volatile Memory

For this work, the STT-RAM has been chosen for the
access-control memory of write buffers in SSD, considering not only performance and endurance but also security. However, it is possible to employ other types of nonvolatile memory. In this section, we discuss two other
representative memory types, as an alternative memory
for write buffers of the SSD to STT-RAM.
Phase-change RAM (PRAM) is an important class of
data storage, with its history dating back to 1960’s. The
large electrical contrast between amorphous and crystalline phases of chalcogenide alloys is utilized for bistable memory operation. Resistive RAM (RRAM) has a
simple capacitor-like metalinsulatormetal structure, typically composed of transition metal oxides sandwiched
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