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Abstract 
Experiential learning is defined as learning through 
action, experience, and discovery and exploration. Cap-
ture the Flags (CTFs) events have been offering experi-
ential learning to computer science/engineering stu-
dents for over 20 years. However, existing pedagogical 
technical research recognizes the need to address cer-
tain shortcomings of CTFs, such as novice encourage-
ment, skewed experiences of CTF type (attack-defend 
vs. attack only vs. defend only), the difficulty and clari-
ty of CTF challenges, and temporal constraints. This 
paper argues that CTFs can offer valuable experiential 
learning experiences for criminology/criminal justice 
students as well, by improving their hands-on research 
skills as well as their understanding of cyberat-
tacks/defense. The paper also argues that multidiscipli-
nary experiential learning is critical in improving CTFs 
for both technical and criminological domains. Specifi-
cally, it offers four benefits: breakdown of disciplinary 
silos in cybersecurity education; innovative research; 
enhanced learning experiences; and greater transparen-
cy in the evaluation of CTFs. The paper also offers 
some challenges of multidisciplinary experiential learn-
ing and offers possible implementation suggestions. 

1. Introduction to Experiential Learning 
Theory 

Experiential Learning Theory (ELT) is defined as “the 
process whereby knowledge is created through the … 
combination of grasping and transforming experience” 
[7: 41]. Experiential learning is also referred to as 
learning through action, learning by doing, learning 
through experience, and learning through discovery and 
exploration [10]. ELT is built on six principles [1, 8]: 

1. Learning is a process that must include feedback on 
the effectiveness of students’ learning efforts. Students 
take initiative, make decisions and are accountable for 
results. 

2. Learning is a process that that draws out students’ 
beliefs and ideas about a topic so that these can be ex-
amined, tested, and integrated with newer and/or more 
refined ideas. Experiences are supported by reflection, 
critical analysis and synthesis. The student is thus ac-
tively and continually engaged in a dynamic learning 

process that involves posing questions, investigating, 
being curious, solving problems, and being creative. 

3. The learning process is driven by conflict, differ-
ences, and disagreement; moving between opposing 
modes of reflection and action are critical. Students 
cooperate and learn from each other in a semi-
structured approach. 

4. Learning is a holistic process of adaptation and in-
volves the integrated functioning of thinking, feeling, 
perceiving and behaving. Students are not only engaged 
intellectually, but also emotionally and socially, which 
makes learning more authentic. 

5. Learning results from the synergistic transactions 
between students and their environments. Students may 
thus experience success, failure and uncertainty as the 
environment and experience cannot always be fully 
predicted. 

6. Learning is the process of creating knowledge; un-
like transmission models where preexisting fixed ideas 
are transmitted to the learner, knowledge is (re)created 
by the learner. The results of learning are thus personal 
and form the basis for future experience and learning. 
Thus, the main aspects of experiential learning are the 
students, and learning occurs when they are personally 
involved (and invested) in the production of their 
knowledge. The focus of EL is placed on the process of 
learning and not the product of learning [16]. 

2. The Experiential Learning Process 

Experiential learning has several stages through which 
students gain a hands-on, collaborative and reflective 
learning experience [10]. Each of the following five 
stages allows students to engage with stage-specific 
content, self-reflect and learn [10]: 

1. Experience/Explore “Doing”: In this stage, students 
are engaged in hands-on experiences. 

2. Sharing/Reflecting “What Happened?”: Here stu-
dents share the results, reactions and observations with 
each other,  and discuss feelings generated by the expe-
rience. 

3. Processing/Analyzing “What’s Important?”: Students 
discuss how their respective experiences were carried 
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out, how problems emerged, how these were addressed, 
and how these experiences might relate to future expe-
riences. 

4. Generalizing “So What?”: Students connect the ex-
perience with real world examples. 

5. Application “Now What?”: Students apply what they 
learned in this (and past) experience(s) to simi-
lar/different situations. Specifically, students discuss 
how and what they learned can be applied to future 
situations. 
3. CTFs, Experiential Learning for Com-
puter Science/Engineering Students and 
Challenges 

Capture the Flags (CTFs) are essentially computer se-
curity competitions of technical skills where teams par-
ticipate in real-time for prizes [4]. CTFs have been in 
existence for almost 20 years with more than 70 yearly 
competitions, and are structured around three main 
themes: attack-defend, attack-only, and defend-only [3, 
4].  CTFs offer participants a fun environment where 
they can learn about practical computer security [4]. 
Moreover, CTFs offer a safe place where participants 
can test various modes of attacks and learn how attacks 
work; an otherwise risky venture that could result in 
arrest and prosecution [4]. CTFs provide students a 
desirable venue to progress through each of the five 
experiential learning stages.  

CTFs and Experiential Learning 

First, it is obvious that students “explore doing”, as 
CTFs by their very nature require students to engage in 
hands-on security challenges. One of PicoCTF’s goals, 
for instance, has three goals: to encourage highschool 
students to pursue computer science/engineering (CSE) 
degrees, to introduce critical computer security topics 
before students enter college, and is to complement and 
supplement classroom exercises with hands-on experi-
ences [2]. Similarly, CTF competitions such as CSAW 
CTF, Plaid CTF, UCSB iCTF, and RuCTF all offer 
learning platforms and have been about education [3]. 
CTF education works as a “group self-guided project-
based instruction”, where participants teach themselves 
how to apply core security concepts under time con-
straints [4]. Novice participants can collaborate to learn 
and develop their skill sets [12]. 

The second and third stages are about reflecting and 
sharing results, and how any problems were managed. 
Individuals not only learn, but also develop reasoning 
and problem solving skills and connect pieces of in-
formation thereby improving their cognitive capacities 
[12]. They can discuss their individual and collective 
positive and negative experiences and moments of vic-
tory and frustration. During 2014 CSAW CTF, for in-

stance, the author observed one participating team’s 
members. When students finished a particular chal-
lenge, they quickly discussed what challenge they 
solved and the how they tackled it. Also, when students 
were stuck on a particular challenge, they approached 
their teammates for ideas and alternatives. This one 
case alone clearly illustrates how the second and third 
stages of reflecting and analyzing occurred in a dynam-
ic, real-time CTF environment.  

In the fourth and fifth stages, students generalize their 
CTF-generated experiences to real world examples and 
discuss how they might apply their CTF experiences to 
future situations. Participants can analyze what was 
relevant to the learning exercise as well as specific 
problems that arose and techniques that were used to 
mitigate or bypass them. Furthermore, students can 
connect the CTF experience not only with real-world 
cyberattack/security but can also take these lessons and 
knowledge back to the classroom environments, to fu-
ture CTF exercises. Given the tight timelines and rigor-
ous nature of CTFs, it is unlikely that these stages occur 
during the course of the actual CTF. The team members 
observed at the 2014 CSAW CTF certainly did not 
have the time to have discussions of broader generali-
zations and possible applications to future scenarios. It 
is unknown, however, whether students have these 
conversations at a later time.  

Challenges 

While many have asserted the effectiveness of the 
CTFs, they have also recognized that CTFs still experi-
ence four main shortcomings. First, newcomers are 
faced with the daunting task of playing and becoming 
immediately immersed in the competition [3]. As such, 
there is a high likelihood that novices will be stuck, 
quickly discouraged and stop playing [3, 12]. If one has 
a strong knowledge base of technology, that individual 
is more likely to be successful at not only solving the 
problem, but also immediately becoming embedded in 
the CTF environment [3]. This is problematic as only 
the learning and engagement of those without need for 
instructional guidance will be enhanced [12]. It may 
therefore be more appropriate to match the competition 
with the existing skill and knowledge levels of partici-
pants, which will effectively contribute to growth in 
engagement and learning overall [12]. 

Second, the nature of the CTF (attack-defend vs. at-
tack-only) has also been recognized as causing difficul-
ties. In attack-only CTFs, participants do not have to 
concern themselves with administrative tasks, and can 
instead focus on learning by pure problem-solving. 
These CTFs, however, depart from realistic scenarios 
precisely because of the absence of defense [3]. While 
the attack-defend is more representative of reality, there 
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is a power imbalance between the red and blue teams as 
the former tends to enjoy more notoriety and is seen as 
more desirable [3]. However, both defenders and at-
tackers need to understand what they are defending 
against and why attacks fail (respectively) [4]. Thus, 
regularly rotating participants between defensive and 
attack roles is crucial so that they can understand and 
appreciate the challenges faced by each side [4]. 

The third issue concerns the difficulty of the CTF chal-
lenges. If challenges are harder because they are too 
convoluted so as to intentionally frustrate participants, 
the CTF may be detrimental to its purpose and also to 
the experiential learning process [3]. If a challenge is 
ambiguous and has too many possible paths that partic-
ipants pursue, it may simply become just too hard to be 
solved [3]. Alternatively, challenges that are too easy 
may not be detrimental to the CTF, but may not be 
challenging enough to participants and hinder their 
learning experience [3].  

Fourth, the element of time was critical in learning ef-
fectiveness. One temporal aspect that directly impacted 
the experiential learning process was that over time, all 
activity declined as the CTF progresses and teams are 
unable to solve the more difficult challenges or just lose 
interest. Related, PicoCTF found that teams were more 
active on the weekdays than weekends, which may be 
indicative of after-school gathering convenience [2]. Of 
course, time pressures force students to apply textbook 
lessons and theoretical knowledge [4]. Another tem-
poral issue is that CTFs occur over compressed time 
frames (typically one to two days most likely over a 
weekend), which may not capture certain aspects of 
attacks. Those attacks that require slow stealthy tech-
niques or social engineering strategies may not always 
be employed [4]. 

Despite these issues, CTFs have several benefits that 
mesh nicely with the experiential learning process. 
They (i) support problem solving in authentic situa-
tions, (ii) develop greater interest and enthusiasm, (iii) 
allow for the application of knowledge from courses to 
real-world problems, (iv) promote individual learning 
via the application of  knowledge gained throughout the 
competition, which results in continuous development 
and learning, and (v) encourage the development of 
teamwork and communication skills [3, 12]. Even if 
competencies vary from novice to experts, CTFs pro-
vide diverse opportunities for practicing skills, tech-
niques and knowledge to help the progression from 
beginner to expert, which will collectively be useful for 
students’ individual careers in the future [12].  

4. CTFs, Experiential Learning for Crimi-
nology/Criminal Justice Students and Chal-
lenges 

Criminology/Criminal Justice (CCJ) students typically 
are exposed to research methods courses where they are 
taught the basics of various research methods, such as 
surveys, interviews, observations, and so on. They also 
examine the pros and cons of these methods, and do so 
often through a standard class project. While students 
get experience on the foundations of research methods, 
they are unable to progress effectively beyond this 
classroom knowledge and how to apply of their 
knowledge to real-world settings with confidence. 

CCJ students interested in cybercrime and cybersecuri-
ty learn the standard topics of hacker taxonomies and 
motivations, attack typologies, various types of cyber-
crimes, and the policing, forensics and legal aspects of 
managing cybercrimes. While these are undoubtedly 
important topics and build the basic knowledge base, 
students are often limited in their ability to apply these 
principles outside the classroom. 

CTFs and Experiential Learning 

CTFs offer CCJ students two main benefits: (i) hands-
on experiences with interview/observational methods 
and (ii) exposure to understanding the dynamics and 
complexities of cyberattacks and cybersecurity. Each of 
these two experiential learning processes is discussed 
next. 

Research-based Experiential Learning 

First, CCJ students experience/explore doing as they 
are actively involved in the design, implementation and 
analysis stages of research. Students can be involved in 
the design process of interview and observation guides. 
They can work closely with their faculty mentors to 
understand who to interview, what to ask and how to 
ask. They are actively involved in discussion of sam-
pling techniques, what the right sample size might be, 
where to sample from and sampling limitations. 
Through this process, students experience hands-on 
learning (and appreciate) the difficulties of the imple-
mentation and design process.  

Students can also be involved in the implementation 
stage, where they can actually engage in conducting 
interviews and observations in live settings. This gives 
them the ability to learn essential skills of how to inter-
view individuals with a variety of backgrounds, how to 
use prompts and probes during the actual interview, and 
how to manage interview contexts (sensitive topics, 
unanticipated and/or new topics, participant reluctance, 
and so on). With observations, students see for them-
selves what is occurring in the environment. They be-



4 
 

come active collectors of data and they are engaged 
through their eyes and ears in real-time. Students thus 
learn the art of thinking on their feet and developing a 
critical eye in an actual research environment in a pro-
fessional manner. 

Finally, students can benefit from analyzing interview 
and observational data. Typically, undergraduate stu-
dents who do work on research projects are relegated to 
the rather mundane task of interview transcriptions. 
However, students can work more closely with their 
faculty mentors to analyze interviews; they can engage 
in a multitude of coding approaches (grounded, narra-
tives, conversation analysis, discourse analysis, and 
semiotics to name a few). Not only does this expose the 
student to a variety of coding strategies, but they can 
also learn validity issues via inter-rater reliability. Stu-
dents and faculty can code separately and then recon-
vene to share their the coding themes they generated; 
this approach helps improve the validity of qualitative 
research by checking for overlapping codes and having 
a constructive discussion about other codes. Under-
graduate students rarely get to experience this valida-
tion side of data analysis, which is a critical component 
of qualitative research. 

In the second and third stages, students share what hap-
pened and analyze what is important. In the research 
context, CCJ students can discuss what they thought of 
the research experience itself: how did they feel doing 
the research? Students can share their respective expe-
riences and learn from each other. Students can discuss 
what challenges they faced while interviewing and ob-
serving, and how they managed these. Furthermore, 
faculty mentors should actively listen when students 
discuss their thoughts and struggles. 

In the last two stages of experiential learning, Students 
can discuss how interview and observational techniques 
might apply to other cyberattack/defense studies. CCJ 
students can apply what they have learned in both the 
research and cybersecurity contexts to future simi-
lar/different situations. For instance, the first inter-
view/observational experience will make them stronger 
interviewers/observers for the second CTF they are a 
part of; each subsequent event will allow students to 
build on prior experiences and improve their methodo-
logical skills. 

Not only can CTFs offer CCJ students the opportunity 
to delve deep into the concepts learned in research 
methods courses, but it allows them to understand the 
art of conducting qualitative research, limitations and 
how best to manage them.  

Cybersecurity-based Experiential Learning 

CCJ students can benefit from CTFs in several ways 
when studying cyberattacks and cybersecurity. First, 
they can explore what real cyberattacks look like 
through real-time CTFs, even though the latter are not 
entirely representative of reality. Real cyberattacks vary 
with regards to their intensity, frequency, durations, 
and objectives, which CTFs simply cannot capture; 
CTFs offer a skewed and distorted representation of 
what ‘really’ happens. Yet, students get a snapshot of 
attackers and defenders in action, an experience that 
simply cannot be obtained by reading about cyberat-
tacks in courses or hearing about them from guest 
speakers. Students can then share and process (stages 
two and three) what they found via observations and 
interviews about adversaries and defenders, and how 
this built on (or nor) classroom concepts of attack tech-
niques and organizational dynamics; it allows them to 
be critical thinkers and evaluators about existing CCJ 
literature. 

CCJ students also experience the fourth and fifth stages 
of experiential learning (generalizing and application). 
Here students can witness the back-and-forth ‘game’ in 
CTFs, which gives them an appreciation of the complex 
nature of cyberattacks and the challenges of real-time 
defense. CCJ students can watch how the red team 
adapts and evolves in response to defender actions, 
which can make students realize that cyberattacks and 
defense are not static but rather dynamic phenomena 
that play off of each other. This can help CCJ students 
develop possible attack/defender attack trajectories. 
CCJ students can also learn about possible group dy-
namics in cyberattacks through CTFs: (how) does divi-
sion of labor occur? How do groups make decisions? 
How do they plan attacks? How do power dynamics 
pan out? (How) are conflicts and tensions resolved? 
The area of group dynamics in the context of cyberat-
tacks/defense is under-researched in the open literature, 
especially in the CCJ discipline. Understanding these 
aspects are vital to not only identify how adversaries 
attack, adapt and evolve, but also how the role of group 
dynamics impacts each of these elements. Furthermore, 
the different characteristics of CTFs (attack-defend; 
attack-only; defend-only) would offer interesting in-
sights into different types of group dynamics. Students 
can generalize and frame real cyberattack cases in the 
context of their observations and interviews, better un-
derstanding behind-the-scenes group operations and 
attack trajectories. In the context of cyberat-
tacks/defense, CCJ students will be more attuned to 
group traits and dynamics, and can identify patterns and 
trends in organizational dynamics and attack paths. 

Challenges 
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CCJ experiential learning, like CSE, faces several hur-
dles at implementation stages. The first difficulty is 
gaining access to CTFs; these cybersecurity exercises 
are (by their very nature) intended for CSE students. 
CCJ students cannot partake in technical challenges and 
as such, by eligibility restrictions, cannot be a part of 
CTFs. However, the author was granted permission to 
attend, observe and interview the members of one team 
participating in the 2014 CSAW CTF exercise; such 
access to future CTFs for both faculty and students 
might alleviate this hurdle. 

Second, like CSE students, CCJ students might also be 
newcomers to the qualitative research arena and may 
not know how to observe or interview in a live setting. 
This challenge can be addressed by doing ‘mock’ ob-
servations and interviews in trial settings to provide 
students with confidence and training before attending 
an actual CTF.  

Finally, as with CSE experiences, CCJ students may 
also face the element of temporal exhaustion. CTFs 
occur over compressed time periods. Conducting con-
tinuous observations not only exhausts students, but 
also lowers their ability to focus and conduct effective 
observation/interviews. One possible means to manage 
this problem is to have two teams of student observ-
ers/interviewers who alternate shifts and use similar 
data collection instruments. This not only ensures an 
alert researcher, but also offers a standardized inter-
view/observation guide to collect data. 

Regardless of these challenges, CTFs offer pros than 
cons in educating CCJ students about cyberattacks and 
improving their research skills.  

5. Multidisciplinary Experiential Learning: 
Benefits, Challenges and Possible Solutions 

The preceding sections make the case that CTFs can 
offer valuable experiential learning experiences to both 
CSE and CCJ students separately. However, there is 
the possibility to move beyond disciplinary-specific 
experiential learning to multidisciplinary experiential 
learning (MEL).  

MEL is already being practiced effectively in other 
disciplines and countries [11; 14; 15]. It has been used 
for civil engineering and architectural students [11], 
engineering and science [14], and nursing, consumer 
science and hospitality [15]. However, there is a pauci-
ty of data on MEL that incorporates the hard and soft 
sciences. In this context, MEL offers four benefits: 

1. Breaking down disciplinary barriers: Cybersecurity 
is currently being studied in disciplinary silos. Incorpo-
rating both CCJ and CSE disciplines would provide the 
space for undergraduates (and professionals) to discuss 

the phenomena of cyberattacks and cybersecurity. This 
will not only offer a richer and holistic approach to the 
study, but students/professionals will also realize the 
importance of multidisciplinary dialog that can be 
achieved and fostered in undergraduate curriculums as 
well as in the professional workforce.  

2. MELs and Innovation: Given the multidisciplinary 
nature of MELs, researchers and professionals can find 
innovative means to study cybersecurity. For instance, 
criminologists, computer scientists, and electrical and 
computer engineers can apply their respective theoreti-
cal knowledge to study adversary dynamics in smart 
grid security [13]. Criminology, for instance offers an 
assortment of complementary approaches, such as ra-
tionality and decision-making attackers (rational choice 
perspective), crime scripts (attack trajectories) and situ-
ational crime prevention principles to protect targets. 
Each of these has something to offer the CSE fields as 
it gives the human element a voice in the cyberat-
tack/security equation. 

3. Enhancing learning experiences: Both CCJ students 
and CSE students would greatly benefit from MEL 
experiences. For instance, CSE students could help 
validate observations and interviews conducted by CCJ 
students. For instance, CCJ students could ask CSE 
students after CTFs if their observations of the CSE 
group did indeed reflect what they were going through. 
CSE students could also let CJ students know what 
might improve their methodological skills by offering 
suggestions on the best unobtrusive observational strat-
egies and what extra/other questions to ask.  

Of course CSE students also benefit from CCJ students. 
For instance, CCJ students would offer a more struc-
tured approach into individual and group thought and 
decision-making processes. CSE students may thus 
learn as they are interviewed by CCJ about what they 
experienced, which will make them more cognizant of 
cyberattack/security processes. 

4. Improving validation and transparency in CTF 
Evaluation: most of the current means of evaluating 
CTFs are surveys and interaction logs [2]. While these 
instruments are undoubtedly important, they offer a 
more “gappy, black box account” by answering ques-
tions such as ‘What is happening?’ [4, 6]. Qualitative 
research is process-oriented and answers the ‘why or 
how is it happening’; it is thus effective in unpacking 
these process mechanisms and offers insights into “un-
foreseen relationships, and generates new insights” into 
phenomena [as cited in 9]. 

There are two main challenges to MEL. First, the logis-
tics of the CTF exercise would make MEL problematic 
as CS and CCJ students are engaged in separate activi-
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ties: the former group attempts to solve technical chal-
lenges, while the latter group is observing behaviors. 
Each group is busy with its respective experiential 
learning process, which makes CSE/CCJ interaction 
during the CTF exercise moot. Any such interaction 
would hinder the objectives of discipline-specific expe-
riential learning. 

Second, interacting pre and post CTF exercises may be 
difficult as both CSE/CCJ students may be exhausted 
and/or frustrated after their respective tasks. Each 
group may experience fatigue or may not have the de-
sire to communicate with the other. Furthermore, CSE 
students may not be comfortable having their behaviors 
observed and thus may not be able to fully concentrate 
on their CTF exercise. This, in turn, may make CCJ 
students feel uncomfortable with observing as they re-
alize their presence is distracting to CSE students. 

These challenges at implementing MELs could be man-
aged in the following ways: 

1. Have a few hybrid CTF teams that comprise both 
CSE and CCJ students. Here the CSE and CCJ students 
would be from the same university, meet on a regular 
basis, and do ‘dry runs’ before going live at the actual 
CTF. Not only would this enable strong bonds and trust 
between the students well before the CTF, it would also 
allow for continuous discussions and feedback to both 
CCJ and CSE students, which would improve their 
methodological and technical skills respectively. 

2. If students are from different universities and as such 
do not get the chance to establish prior contact, CCJ 
and CSE students can talk to each other briefly before 
the CTFs. Once students know each other well they are 
more likely to be comfortable. CCJ students will be 
more comfortable interviewing and observing students 
without having to worry about how CSE students feel 
about their presence. Similarly, CSE students are more 
likely to chat with CCJ students during moments of 
frustration/victory; CCJ students can thus capture these 
raw emotions, which might otherwise be difficult to 
investigate. 

3. If the first two options are not possible, CSE students 
can talk to CCJ students during breaks to capture feel-
ings and emotions; these conversations could be for 
very short time frames (approximately 10-30 seconds), 
which would offer nice verbal snippets from partici-
pants that complement the observations. 

4. Any of the above suggestions could be coupled with 
audio/video recordings of CSE teams during CTFs. A 
simple audio recorder could be placed in the vicinity of 
the CSE group that would capture every verbal com-
munication between team members. Additionally, video 
recorders could also capture the group’s movements 

and facial expressions as they progress through the 
CTF. This approach has several advantages. First, CSE 
students who wish to remain focused on the CTF can 
do so without having to speak with any CCJ students. 
Also, if CSE students are exhausted and have experi-
enced frustrations that they do not wish to share at that 
time, also do not have to converse with CCJ students. 
And at a later date, students can meet up to go over the 
audio/video and chat. Second, this audio and/or video 
recording would offer a valuable and complementary 
data source in addition to pure observations and inter-
views conducted by CCJ students. Of course, if both 
CSE and CCJ students are willing and able to meet at a 
later time, they can view the video and/or listen to the 
audio together and discuss the experiences, which can 
be further cross-checked with the observation data. 
This would improve the validation of the data and al-
low both CCJ and CSE students to build on their re-
search and attack techniques respectively. 

6. Future Directions 

As with any experiential learning, MEL has its short-
comings (much like CTFs as discussed above), but the 
benefits far outweigh these (also much like CTFs). 
Promoting innovative research, dismantling of discipli-
nary boundaries, enhancing student experiences, and 
improving the evaluation effectiveness of CTFs are all 
reasons in favor of MEL. 

The MEL approach also would help CTF organizers 
greatly, with designing skill-specific exercises, getting 
effective and timely feedback, which can be used in 
future CTF designs, and, perhaps, most importantly, 
making CTFs more student/participant-driven thereby 
making them even more enjoyable and educational in 
the future. 
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