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Abstract
File synchronization (sync) is of increasing significance

for not only intra-cloud but also inter-cloud applications and
services, as cloud computing is evolving into the Sky com-
puting paradigm with the illusion of utility computing on an
infrastructure of multiple geographically-distributed clouds.
However, existing file sync schemes, mainly including fixed-
sized chunking (FSC) based sync and content-defined chunk-
ing (CDC) based sync, heavily rely on complex algorithms
for generating the delta data. These algorithms perform costly
processing operations including (i) file chunking, (ii) chunk
checksum computation, and (iii) chunk searching, which incur
high computational overhead thus lowering sync performance.

This paper presents SkySync, a novel file sync scheme
based on collaborative delta generation. Our insight is that
the conventional storage layer has already maintained rich
metadata (like checksums and cryptographic digests) for man-
agement purpose, e.g., to verify integrity and detect errors.
Therefore, we leverage the existent metadata of the storage
layer to obtain the chunk checksums with simple adaptation
and combination, thus effectively reducing the computational
overhead. We further streamline the chunk searching process
by reusing checksum data produced during prior computa-
tions. We have implemented the FSC-based and CDC-based
SkySync schemes by enhancing the communication protocol
of the state-of-the-art rsync and dsync, respectively. Evalu-
ation results show that compared to the existing file sync
schemes (rsync and dsync), SkySync significantly reduces
the computational overhead by up to 89.3% and improves
the client and server sync performance by 1.1× ∼ 2×, while
maintaining a consistent level of network traffic.

1 Introduction

Many traditional cloud storage services [15, 21, 27, 30],
distributed storage systems [55, 61, 69], and backup tools
[6, 29, 53] provide file synchronization (sync) capabilities for
efficient and reliable data processing. Moreover, as cloud

computing is evolving into the Sky computing paradigm
[11,41,48,64,78] with the illusion of utility computing on an
infrastructure of multiple geographically-distributed clouds,
file sync is of increasing significance for not only intra-cloud
but also inter-cloud applications and services.

Existing file sync schemes employ either full sync or delta
sync techniques. Compared to full sync, delta sync is usu-
ally more efficient as it only needs to transfer the modified
portion of a file. This has recently led to an increasing re-
search emphasis on delta sync, particularly in scenarios in-
volving large-scale file sync operations across multiple re-
gions [15, 30, 45, 70, 72, 74].

Existing delta-sync schemes [42, 44, 45, 56, 66, 67, 70, 71,
74, 76, 79] use various methods to identify the delta between
the client (which has the new file) and the server (which has
the old file). Delta generation typically involves the following
steps. (i) File chunking: splitting the synchronized file into
chunks based on Fixed-Sized Chunking (FSC) [66, 67] or
Content-Defined Chunking (CDC) [45, 74]. (ii) Chunk check-
sum calculation: computing the weak checksum or the strong
checksum for each chunk. (iii) Chunk searching: looking for
the weak-/strong-checksum-matched chunks between the new
and old files. These three steps of delta generation are crucial
to all delta sync schemes.

Unfortunately, existing delta generation methods are com-
plex and costly. FSC-based sync schemes, such as rsync
[66, 67], spend a considerable amount of time on checksum
calculation and chunk searching [70, 76]. Although CDC-
based sync schemes, such as NetSync [74] and dsync [45],
use a smaller sliding window and a more lightweight rolling
checksum, they still need to calculate weak checksums of all
bytes in the file, which results in high overhead. Checksum
calculation and chunk searching are time-consuming, occupy-
ing substantial CPU cycles when dealing with large files and
making substantial modifications to the files.

Inefficient delta generation not only requires cloud vendors
to deploy additional computing and storage resources for file
sync, but also significantly increases file sync times [45, 74].
The high computational overhead of delta generation is the



Table 1: A brief summary of the metadata provided by storage layer.
Storage Type Name Checksum Type Extraction Method
Block Devices dm-verity MD5 & SHA User-space Tools

File Systems
EXT4 & F2FS &
BTRFS & ZFS

CRC32C & XXHASH &
SHA & BLAKE2/3

User-space Tools

Deduplication Systems MeGA & MFDedup CRC32C & MD5 & SHA Custom Functions

Distributed Systems
HDFS & BlueStore &

MooseFS & SeaweedFS
CRC32C & MD5 & SHA APIs

main factor that lowers file sync performance, and thereby lim-
its the applicability of Sky computing. Therefore, it is vital to
develop an efficient method for minimizing the computational
overhead of delta generation.

We observe that the high overhead of delta generation
mainly comes from the calculation of chunk checksums.
Our insight is that the conventional storage layer has al-
ready maintained rich metadata, such as the checksums and
cryptographic digests, in modern storage systems for data
integrity, error detection, deduplication, compression, authen-
ticity protection, and other purposes as shown in Table 1
[10, 19, 25, 28, 32, 39, 40, 62, 69, 80]. For instance, the fs-
verity [19] and dm-verity [14] are support layers that enable
file systems and block devices to seamlessly provide integrity
and authenticity protection for files and blocks by using cryp-
tographic digests; BTRFS and ZFS apply checksums to both
data and metadata stored within them [9, 10, 37]; and dedu-
plication storage systems calculate checksums for identifying
duplicated data [54, 63, 73, 77, 82]. Many distributed storage
systems, such as HDFS [62], BlueStore [39], MooseFS [25],
Haystack [40], and OneFS [28], also provide checksums for
data protection and error detection. Moreover, major cloud
vendors, including Amazon Web Services (AWS) [7], Google
Cloud Platform (GCP) [20], Microsoft Azure [46], and Al-
ibaba Cloud [4, 80], have provided checksums for data in-
tegrity verification.

Although the storage-layer metadata is originally designed
for file and storage management, we argue that it can also be
used for delta generation to improve file sync efficiency. With
this idea, we propose SkySync, a novel file sync scheme based
on collaborative delta generation. Specifically, SkySync inher-
its the existent checksums or cryptographic digests from the
storage layer, and designs a simple but effective method for
obtaining file chunk checksums from storage-layer metadata
with simple adaptation and combination.

This paper makes the following contributions:

• We explore different methods for obtaining various types
of storage-layer metadata, respectively from block devices,
file systems, deduplication systems, and distributed sys-
tems. We propose a fast checksum combining algorithm
that efficiently derives chunk checksums from this existing

metadata. We further reuse these checksums to simplify
and accelerate the chunk searching process.

• We implement the FSC-based and CDC-based SkySync
schemes by enhancing the communication protocol and
identifying the efficient checksum algorithms of rsync and
dsync, respectively. We also provide an effective and com-
plete prototype on top of rsync and dsync.

• We conduct a comprehensive performance evaluation of
SkySync. The results demonstrate that compared to the
state-of-the-art file sync schemes, SkySync significantly
reduces the computational overhead by up to 89.3% and
improves the client and server sync performance by 1.1×∼
2×, while maintaining a consistent level of network traffic.

2 Background and Motivation

2.1 Sky Computing
Sky computing extends beyond traditional cloud computing
by enabling seamless interoperability across multiple, inde-
pendent cloud providers. In Sky computing, users interact
with a cloud service broker [41, 78] instead of directly engag-
ing with a specific cloud provider. Users submit their jobs to
the broker, which then selects the appropriate clouds to exe-
cute different parts of the jobs and manages their execution to
optimize for cost, performance, and compliance requirements.
For instance, machine learning serving jobs that do not re-
quire extensive data transfer during the computation can be
moved to different clouds based on pricing or performance
considerations. By decoupling workloads from specific cloud
providers, Sky computing mitigates vendor lock-in, enhances
scalability, and improves fault tolerance.

Despite the advantages, when splitting computation and
storage across multiple clouds, Sky computing faces the chal-
lenge of decreased processing efficiency caused by inter-cloud
data transfer limitations. Hence, delta sync, which only trans-
fers the differences between old and new file versions, is more
suitable for data sharing in Sky computing.

However, existing delta sync schemes, including FSC-
based sync and CDC-based sync, bring significant compu-
tational overhead for both clients and servers, as discussed in
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Figure 1: Overview of rsync process.

Section 2.3. This overhead exacerbates resource contention
with primary compute tasks and degrades performance, par-
ticularly in scenarios where numerous compute-intensive jobs
are being executed on various clouds [41, 78, 80]. Therefore,
reducing the computational cost of delta sync is essential
for minimizing CPU contention and enabling efficient data
sharing and processing in Sky Computing.

2.2 Delta Sync
Delta sync schemes are classified into FSC-based and CDC-
based approaches. Many traditional commercial cloud storage
services such as Dropbox [15] and Seafile [30], as well as data
backup tools such as Duplicacy [53], Attic [6], and Restic [29],
adopt FSC-/CDC-based delta sync to update files over Wide
Area Networks (WANs).

2.2.1 FSC-based Sync

The most widely used FSC-based sync method is rsync [66,
67], which has been adopted as the standard sync protocol in
GNU/Linux. We now describe the workflow of rsync which
consists of three phases, as shown in Figure 1(a):

• Phase I: Chunking. To synchronize a file f ′, the client
initiates a request to the server. Upon receiving the request,
the server splits the old file f into fixed-sized chunks, and
calculates the weak checksums (Adler32) and strong check-
sums (MD5) of each chunk. These checksums are included
in the checksum list and sent back to the client.

• Phase II: Matching. Once the client receives the check-
sums, it uses a fixed-sized sliding window to calculate the
weak checksums of f ′ in a byte-by-byte manner. The client
then searches the checksum list for a matched weak check-
sum. If the current chunk under the sliding window does
not match any Adler32 checksums, the window continues
sliding until a match is found. When a weak-checksum-
matched chunk is found, its strong checksum MD5 is calcu-
lated and compared with the corresponding chunk’s MD5
in the checksum list to verify that it is a duplicate chunk.

• Phase III: Reconstructing. The client then generates
matching tokens and literal (delta) bytes based on phase II,
which consists of the mismatched chunks and their meta-
data. These metadata are sent to the server, which will
reconstruct file f ′ by combining file f with the delta bytes.
Figure 1(b) shows the process of rolling checksum and

chunking searching. The sliding window size of rsync is usu-
ally set at the kilobyte (KB) level (e.g., 4 or 8 KB). During
the process of searching for weak-checksum-matched chunks,
rsync employs an additional hash table on the client side to
store the weak checksums of the old file. Each entry in this
hash table consists of a 16-bit hash code generated from the
32-bit Adler32 checksum. A 16-bit hash code can point to
multiple weak and strong checksums. Thereby, the chunk
searching mechanism of rsync traverses from the 16-bit hash
code to the 32-bit weak checksum and eventually to the strong
checksum in order to identify each matched chunk between
the old and new files.

2.2.2 CDC-based Sync

The state-of-the-art CDC-based sync methods, such as dsync
[45], have been proposed to simplify the rolling checksum pro-
cess. The core workflow of dsync is depicted in Figure 2(a).
• Phase I: Chunking. The client initially splits the new file

f ′ into chunks based on CDC [75] technique. For each
chunk, the client computes a weak checksum using the
FastFP algorithm [45]. Along with the chunk metadata,
these weak checksums are compiled into a checksum list
and transmitted to the server. Upon receiving the checksum
list, the server splits the old file f into chunks using CDC
technique and calculates weak checksums of the chunks.

• Phase II: Matching. The server then identifies the weak-
checksum-matched chunks and calculates their strong
checksums (SHA-1). These strong checksums, along with
the corresponding chunk metadata (referred to as match-
ing tokens) are sent back to the client. Upon receiving the
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Figure 2: Overview of dsync process.

matching tokens, the client calculates the strong checksums
for the matched chunks and compares them with the strong
checksums provided by the server. If the strong checksums
align, it confirms that these chunks are duplicates.
We omit the third phase of dsync as it is analogous to

that of rsync. Dsync leverages a small sliding window (e.g.,
of 48 bytes) that moves over the file contents as shown in
Figure 2(b). The checksum of the window is compared against
a predefined value. When a match is found, a chunk boundary
is declared. Dsync moves the chunk searching process to the
server side, thereby reducing the redundant strong checksum
calculations of the weak-checksum-mismatched chunks.

2.3 Motivation and Challenge
We evaluate the total sync time of rsync and dsync in repre-
sentative intra-/inter-cloud scenarios. Our testbed, detailed in
Section 4.1, reflects typical cloud deployments, consisting of
cloud virtual machines (e.g., AWS EC2 [5] and Alibaba Cloud
ECS [3]) which rely on backend cloud storage such as Elastic
Block Storage (EBS) [80] and object storage services (OSS)
like AWS S3 [7]. The evaluation is performed on 10MB and
100MB files from public datasets [35, 74] under a 500Mbps
network, with varying modification sizes.

Due to result similarities, we only show the “insert” mod-
ification in Figure 3. Figure 3(a) and 3(b) detail the time
consumed by the client, network, and server within the total
sync time. The client and server sync times dominate, ac-
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Figure 3: Sync time of rsync and dsync, where “calc” and
“searching” denote checksum calculation and searching, re-
spectively, and “-H” denotes hardware-accelerated process.

counting for 71.2% to 93.7% of the total sync time. This is
primarily due to the computational overhead introduced by
checksum calculations and searching operations at both the
client and server. For rsync, the client sync time grows sig-
nificantly with modification size, surpassing the server sync
time. In contrast, dsync uses a faster rolling algorithm to iden-
tify modified chunks, making its client and server sync time
more dependent on the file size than modification size. The
network transfer time increases with modification size but re-
mains a relatively small fraction. In modern cloud data centers
with high-speed WAN infrastructure (e.g., over 500Mbps), the
network transfer time is typically shorter than the client and
server sync times.

Figures 3(c)-3(f) further decompose the client and server
sync time into checksum calculation (calc), chunk searching
(searching), and other operations (others). Remarkably, check-
sum calculation and searching together account for up to 95%
of the total sync time in both rsync and dsync. Specifically,
rsync incurs significant computational overhead due to its
checksum calculation on the client and server. While dsync’s
sync times are lower than rsync’s, it still faces overhead from
calculating weak checksums for all file bytes. Additionally,



both rsync and dsync suffer from inefficient chunk search-
ing, requiring traversal from 16-bit hash codes to 32-bit weak
checksums and strong checksums. These observations high-
light checksum calculation and searching as the primary bot-
tlenecks for both FSC-based and CDC-based sync methods.

Although high-end CPUs can accelerate checksum/hash
calculations with vector instruction sets (like AVX-512 [1,58]
and SSE [2]), these enhancements are insufficient to effec-
tively reduce the computational overhead of file sync. The
challenge lies in the sheer volume of checksum computations
required, particularly when processing large files or handling
frequent modifications. We use vector instruction sets to ac-
celerate the checksum calculations in rsync and dsync, respec-
tively. Following the methodology of SS-CDC [58], we use
AVX-512 gather/scatter instructions to accelerate the Adler32
in rsync and the Gear in dsync. For dsync, we further decou-
ple its rolling hash from boundary detection and use SSE
SHA-NI to accelerate its SHA-1 computation. Figure 3 also
presents the hardware-accelerated sync times, which corrobo-
rate the trends observed without hardware acceleration. Al-
though AVX-based computations yield speedups, the overall
computational overhead remains substantial. The underlying
irregular access patterns, limited hardware prefetching, and
suboptimal cache utilization [50, 68] diminish the parallelism
benefits of AVX-512, reducing the performance gains.

2.4 Related Work and Their Problems

Recent studies are actively focused on optimizing both FSC-
based and CDC-based sync schemes to improve efficiency
and effectiveness across diverse scenarios. DeltaCFS [79]
integrates delta sync with NFS-like file RPC to reduce compu-
tational overhead and network traffic. PandaSync [70] dynam-
ically selects between full and delta sync based on network
conditions and workloads. WebR2sync+ [76] offloads chunk
search to the server and uses locality-aware chunk matching
with a lightweight checksum algorithm to lower computa-
tional costs. NetSync [74] enhances dsync by dynamically
adjusting chunk sizes and compression strategies based on
network conditions.

The core sync processes in the studies mentioned above,
remain fundamentally aligned with rsync and dsync. Despite
extensive optimizations, the fundamental computational bot-
tlenecks at both the client and server sides remain unresolved,
as these approaches do not eliminate the need for exhaustive
computations during file sync. This motivates us to reuse
storage-layer metadata, which provides valuable insights for
reducing redundant computations, to optimize sync.

Cloud storage solutions (like Dropbox [15] and Seafile
[30]) rely on rsync-/dsync-like methods to sync files between
the old and new versions. Dropbox employs an rsync-like
method to sync files between clients and servers, as discussed
in [16, 52, 76]; while Seafile utilizes a dsync-like method
for file sync, as discussed in [31, 42, 81]. As a result, Drop-
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Figure 4: The architecture overview of SkySync.

box and Seafile inevitably suffer from severe computational
bottlenecks. Note that although (for deduplication) Dropbox
and Seafile have generated fixed-size checksums that can be
reused to identify modified parts of local files, they cannot use
these existing checksums to generate delta data for file sync
due to the boundary-shift problem [45]. They still have to
adopt rsync-/dsync-like methods to calculate new checksums
and generate delta data during the file sync process, even if
operating on advanced file systems (such as BTRFS [9] and
ZFS [37]) that already have various checksums.

The storage layer has already introduced rich metadata that
provides valuable insights to reduce redundant computations
and improve overall system efficiency for file sync. How-
ever, the metadata and corresponding algorithms used by the
storage layer are diverse and cannot be directly applied to
the sync process. To address the computational overhead in
file sync, we propose a lightweight file sync approach with
collaborative delta generation that leverages the appropriate
metadata within the storage layer.

3 Design and Implementation

The architecture of SkySync is shown in Figure 4. We begin
by describing the storage-layer metadata in Section 3.1. Next,
we present the design of checksum calculation and searching
of SkySync in Section 3.2. We then introduce the communi-
cation protocol of SkySync in Section 3.3. Finally, we discuss
storage-layer checksum extraction of SkySync and its imple-
mentation details in Section 3.4 and Section 3.5, respectively.

3.1 Rich Metadata of the Storage Layer
We begin by analyzing the rich metadata exposed by modern
storage systems. As shown in Table 1, we categorize these
systems into four key classes: block devices, file systems,
deduplication systems, and distributed storage systems.

Block Devices. SkySync can utilize the metadata from block
devices, such as dm-verity [14]. Dm-verity is a device map-
per target that offers data verification for block devices by



using a dedicated metadata device to store a hash tree of
the data device. Each leaf node in this hash tree contains
the cryptographic hash of a data block. User-space tools like
cryptsetup [12] can be used to compute and dump this hash
tree. Dm-verity utilizes the Linux kernel crypto API [24] (e.g.,
SHA-256, SHA-512, etc.) to calculate the hashes.

File Systems. SkySync can leverage metadata from file
systems, such as those supporting fs-verity [19]. Fs-verity
is a support layer that enables file systems to seamlessly
provide integrity and authenticity protection for files. Cur-
rently, it is supported by several file systems, including
EXT4 [17], F2FS [51], and BTRFS [9, 10]. Users can en-
able fs-verity for a file using the FS_IOC_ENABLE_VERITY
ioctl system call and retrieve verity metadata with the
FS_IOC_READ_VERITY_METADATA ioctl system call.
Moreover, BTRFS automatically applies checksums to both
data and metadata. For example, metadata blocks include in-
line checksums within the B-tree node header, while each
data block has a separate checksum stored in the checksum
tree. BTRFS supports various hashing algorithms, including
CRC32C, XXHASH, SHA-256, and BLAKE2b. ZFS also
provides checksums for data and metadata. For each stored
block, ZFS calculates and stores a checksum within the block
pointer. User-space tools such as btrfs-progs [34] and zbd [36]
can dump the checksums of files. These filesystem-level meta-
data not only serve the filesystem functionality but also play
a vital role in enhancing the delta generation process and
improving sync efficiency.

Deduplication Systems. SkySync can also benefit from meta-
data provided by deduplication-based storage and backup
systems [53, 59, 82, 83]. For instance, MeGA [82] uses a
fine-grained deduplication framework for backup storage. It
identifies and removes identical chunks while employing byte-
/string-level elimination for similar but non-identical chunks.
The 256-bit fingerprints generated by MeGA’s deduplication
can serve as strong checksums for SkySync. Additionally,
MeGA can calculate 32-bit weak checksums for individual
chunks post-deduplication. Other deduplication systems can
adopt similar approaches to provide checksums for SkySync.

Distributed Systems. Distributed systems offer diverse meta-
data that SkySync can utilize. For example, HDFS (The
Hadoop Distributed File System) [62] generates and stores
checksums for each data block of an HDFS file, which are
verified by the HDFS client during reads to detect corruption.
BlueStore [8, 39], a storage backend for the Ceph distributed
storage system, efficiently implements full data checksums
by computing a checksum for every write and verifying it on
every read. MooseFS [25] provides checksums for each data
block in the chunk server, designed for managing large files.
SeaweedFS [32], based on Facebook’s Haystack design [40],
is an object store that handles small files efficiently and pro-
vides file checksums to ensure data integrity. It chunks files
and stores their checksums in volume servers.

3.2 Checksum Calculation and Searching
In the case of FSC-based sync methods, SkySync directly
leverages metadata of fixed-sized chunks from the storage
layer. However, for the CDC-based sync methods like dsync,
SkySync follows a two-step process. First, SkySync cal-
culates the weak checksums of the variable-sized chunks,
using the metadata acquired from the storage layer. Sec-
ond, SkySync computes the strong checksums of the weak-
checksum-matched chunks. In the following paper, for the
sake of clarity and simplicity, we use CRC32C to illustrate
the calculation and searching process of the weak checksum,
and SHA-256 to represent the strong checksum. Note that,
SkySync is not restricted to CRC32C and supports the use of
any polynomial checksums that are widely employed in the
storage layer.

3.2.1 Weak Checksum Calculation

Dsync uses FastCDC technique to split a file into variable-
sized chunks based on the file’s content and then calculate the
weak checksums of all bytes of the file. The client and server
of SkySync can also use CDC techniques to split the file, but
first read the checksums of each chunk from the storage layer
before calculating the weak checksums of the variable-sized
chunks. As shown in Figure 5, CFi denotes the 4KB chunk
split by the storage layer, and CRi denotes the variable-sized
chunk split by CDC techniques. SkySync has obtained the
CRC32C checksums of CFi and then SkySync calculates the
CRC32C checksums of the variable-sized chunks CRi using
the checksums of CFi , as depicted in the following equations:

CRC(CRi−1) =CRC(C′
Fi−1

)⊕ CRC(x) (1)

CRC(CRi) =
(
CRC(CFi)⊕CRC(x′)

)′⊕CRC(y) (2)

The left boundaries of CFi−1 and CRi−1 in Figure 5 are at the
same position. Thus, the CRC32C of CRi−1 can be calculated
by Equation 1. It should be noted that C′

Fi−1
is constructed

by concatenating CFi−1 with zero bits, which have the same
length as bytes x. Consequently, the CRC32C of C′

Fi−1
can be

computed by augmenting the CRC32C of CFi−1 with the ap-
propriate number of trailing zero bits. Similarly, the different
bytes between CFi and CRi are bytes x and bytes y. Therefore,
the CRC32C of CRi can be calculated by Equation 2.

This design for efficient checksum calculation is based
on the algebraic properties of CRC32C. The checksum of a
data sequence can be computed from the checksums of its
constituent parts. Specifically, for a sequence S formed by
concatenating subsequences A and B, its checksum is given
by CRC(S) =CRC(A ·0|B|)⊕CRC(0|A| ·B), where · denotes
concatenation, |X | is the length of sequence and 0k is a se-
quence of k zero bits. This combination requires inexpensive
exclusive-or (XOR) and appending-zeros operations, regard-
less of the length of the original sequences. This property is a
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Figure 5: The weak checksum calculation of SkySync.

consequence of the linearity of CRC functions over the finite
field GF(2) [49].

Moreover, the calculation of CRC32C of CRi uses the
CRC32C of bytes x, which has already been calculated in
the process of CRC32C calculation of CRi−1 . Thus, only the
CRC32C of bytes y needs to be calculated in the process of
the CRC32C calculation of CRi . SkySync only calculates the
CRC32C for the differing bytes, which are typically less than
half of the average chunk size. These partial checksums are
then concatenated using multiple exclusive-or operations or
by appending zeros to obtain the CRC32C checksum of CRi .

The proposed weak checksum calculation method can be
generalized to any checksum algorithm that supports linear
combination and possesses a XOR-friendly algebraic struc-
ture [38,47], as exemplified by CRC32C. This provides signif-
icant flexibility for SkySync in calculating weak checksums
across various systems that apply different chunk sizes.

3.2.2 Chunk Searching

The chunk searching mechanism of rsync traverses from the
16-bit hash code to the 32-bit weak checksum and ultimately
to the strong checksum. This process requires frequent deref-
erencing of pointers to locate the matched chunks between
the old and new files. Dsync performs a comparison of the
FastFP weak checksums between the old and new files on
the server side, utilizing an additional hash table similar to
rsync. On the client side, it compares the SHA-1 checksums of
the weak-checksum-matched chunks based on the matching
tokens received from the server.

In contrast with rsync and dsync, SkySync’s hash table is
structured as a flat array of pre-allocated buckets as shown in
Figure 6. Each bucket is a sub-array capable of storing meta-
data for multiple chunks. To support different sync modes, a
bucket can hold two distinct types of entries: one is dedicated
to storing solely the weak checksums of the chunks (Entry1,
utilized by CDC-based SkySync in the server side), while
the other is designed to accommodate both weak and strong
checksums of the chunks (Entry2, utilized by FSC-based
SkySync in the client side). To manage chunk placement and
lookups, SkySync employs a streamlined Cuckoo hashing
scheme [60, 65] that assigns two candidate buckets to each
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Figure 6: The hash table used by SkySync.

chunk. To eliminate the overhead of separate key generation
and a second hash function, SkySync derives both bucket lo-
cations directly from a chunk’s existing CRC32C checksum.
The primary bucket position P1, and the secondary position
P2, are calculated as follows:

P1 =CRC(chunki) mod 2l (3)

P2 = (P1 ⊕ 2l−1) (4)

Here, 2l is the size of the hash table. As shown in Equa-
tion 3, P1 is the checksum modulo the table size. P2 is then
derived by flipping the most significant bit of P1 via a single
XOR operation (Equation 4). This lightweight, deterministic
approach ensures that a chunk’s two candidate buckets always
reside in different halves of the hash table, which is crucial
for resolving collisions. During an insertion, a chunk’s entry
can be placed in either of these two locations.

SkySync pre-allocates each hash bucket with a capacity of
four entries. This choice is based on our empirical finding that
the table-wide load factor reaches 0.85-0.91 before any bucket
overflows, allowing for high memory utilization near the prac-
tical limits of Cuckoo hashing [43, 65, 84, 85] while minimiz-
ing resizing. The overall table size 2l , is then calculated to
accommodate the total number of chunks (csum_nums) at a
target load_ f actor:

l =
⌈

log2

(
csum_nums/4
load_factor

)⌉
(5)

This equation first determines the ideal number of buckets
required (csum_nums/4) and then provisions additional space
based on the target load_ f actor. Due to the lower hash colli-
sion ratio of CRC32C in comparison to Adler32 and FastFP,
as well as the reduced collision ratio of a 32-bit hash value
compared to a 16-bit hash value, SkySync encounters fewer
entries in each bucket, resulting in a reduced need for resiz-
ing operations. Once the hash table is established, SkySync
can efficiently locate the respective buckets and continuously
compare the weak and strong checksums of the chunks.



3.3 Communication Protocol

Given the potential heterogeneity of storage environments
between the client and server, variations in chunk size and
checksum type can preclude direct utilization of storage layer
metadata. To address this challenge, SkySync implements
an enhanced communication protocol to negotiate metadata
settings during file sync. This negotiation process includes
determining the appropriate chunk size and checksum type
to be used for delta generation. Regardless of whether rsync
or dsync is employed, SkySync requires both the client and
server to exchange their respective chunk size and checksum
type information in the initial request. Subsequently, they
align on a unified setting based on the predefined strategy in
Section 3.3.1 and Section 3.3.2. By establishing these parame-
ters upfront, SkySync ensures a seamless sync process across
diverse storage environments, while minimizing the need for
redundant computations.

3.3.1 Handling Differences in Chunk Sizes

When the client and server have different chunk sizes,
SkySync resolves this discrepancy by aligning with the entity
responsible for sending the checksum list first. Specifically,
in FSC-based sync, SkySync adopts the server’s chunk size,
while in CDC-based sync, it aligns with the client.

FSC-based Alignment. In the FSC-based sync workflow
(see Figure 1), the server is responsible for sending the check-
sum list of the old file to the client upon receiving its sync
request. Therefore, in SkySync, the client aligns with the
server’s chunk size. Despite differing chunk sizes, the client
can efficiently compute chunk weak checksums using exist-
ing storage metadata with simple adaptation and combination.
For instance, if the client uses 4KB chunks while the server
uses 8KB chunks, the client can derive the CRC32C check-
sum of an 8KB chunk S by XORing the CRC32C of two 4KB
chunks A and B, i.e., CRC(S) =CRC(A′)⊕CRC(B). Here, A′

represents an 8KB chunk constructed by concatenating A with
a series of zero bits. This approach enables the client to adapt
to the server’s chunk size using existing storage metadata
with minimal computational overhead.

CDC-based Alignment. In CDC-based sync workflow (see
Figure 2), the client first splits the file into variable-sized
chunks according to its predefined minimum/expected aver-
age/maximum chunk sizes. The server then aligns with the
client’s chunking strategy. Then the weak checksum of each
variable-sized chunk is computed by combining the CRC32C
checksums of fixed-sized chunks from the storage layer as
detailed in Section 3.2.1.

3.3.2 Handling Differences in Checksum Types

When the client and server have different checksum types,
SkySync resolves this issue by adopting a default strategy that

prioritizes widely supported algorithms while maintaining
compatibility with existing storage metadata.
Weak Checksum Selection. SkySync defaults to CRC32C
as the weak checksum due to its widespread adoption in
modern storage systems. If either the client or server provides
CRC32C checksums, they are used directly.
Strong Checksum Selection. For strong checksums,
SkySync prefers cryptographic hashes such as SHA-256 or
SHA-1. If both the client and the server provide cryptographic
hashes, SkySync adopts the server’s hash type to minimize
computational overhead on the server side. For example, if
the client uses SHA-256 and the server uses SHA-1, SkySync
defaults to SHA-1 since the server computes the strong check-
sum first in both FSC and CDC.

3.4 Storage-layer Checksum Extraction
As summarized in Table 1, SkySync employs three methods
to access the metadata and extract checksums across diverse
storage systems, designed to balance broad compatibility with
the practicalities of integration.

(1) User-space tools. SkySync utilizes user-space tools like
fs-verity and btrfs-progs to directly extract checksums into
memory for local file systems such as EXT4 and BTRFS.
This method operates without requiring kernel modifications
or deep integration into file system, ensuring broad compat-
ibility and ease of deployment. Although fs-verity’s hash
verification during reads can increase latency for small or
random read workloads, it can mitigate this using a Merkle
tree-based structure [19] for constant-time verification. Our
tests on fs-verity-enabled file systems (EXT4, F2FS, BTRFS)
using FIO [18] show a modest latency increase up to 4.7%
for sequential and random read/write operations across dif-
ferent thread counts and block sizes. Throughput remains
comparable to non-fs-verity systems. We thus conclude that
enabling fs-verity has minimal impact on overall file system
performance. This method shifts the integration burden to
system administrators, as it requires explicit, per-filesystem
configuration.

(2) System APIs. For systems that expose APIs for metadata
retrieval, SkySync leverages these interfaces to fetch check-
sums from metadata files stored on either local or remote
servers. This method is exemplified by its use with HDFS
NameNode [62], where metadata is centrally managed and
accessible via well-defined APIs. Using system APIs lever-
ages existing distributed infrastructure to retrieve metadata
quickly but may introduce network latency when accessing re-
mote metadata servers. This latency can be partially mitigated
through batched requests [32, 62] and the use of high-speed
network interconnects. This API-driven method is the most
robust and sustainable integration path, as it relies on stable,
public interfaces maintained by the underlying system.

(3) Custom functions. For systems lacking suitable tools or
APIs, such as the MeGA deduplication system, SkySync im-



plements custom functions to directly parse on-disk metadata
formats. To simplify this process, SkySync infers chunk off-
sets from their sequence number and fixed size, thus avoiding
the need to track complex offset maps. SkySync decouples
checksum extraction from storage-specific logic, ensuring
compatibility across diverse systems without deep integration.
However, this approach incurs a significant maintenance bur-
den, as each custom function may require updates to remain
compatible with new versions of the target storage system.

3.5 Implementation
SkySync adopts the same data structures as rsync and dsync
for transmitting the checksum list, matching tokens and delta
bytes because these data structures are also efficient and suit-
able for SkySync.

We provide an HTTP-based communication protocol be-
tween the client and server (Network Module shown in Fig-
ure 4) to facilitate SkySync. For FSC-based SkySync, the
client initiates a HTTP(S) GET request to obtain the weak
checksum list of the old file from the server. Then the client
sends the matching tokens and delta bytes to the server via a
HTTP(S) POST request. For CDC-based SkySync, the client
first posts the weak checksum list of its file to the server. Sub-
sequently, the server responds with the matching tokens and
strong checksum list to the client. Finally, the client posts the
matching tokens and delta bytes to the server.

We implement the client and server sides of FSC-based
SkySync on top of the librsync [22] library using about 1100
lines of C++ code. As the original prototype of dsync [45]
is not open-source, we implement the client and server side
of dsync which leverage FastCDC as its chunking algorithm
using about 1800 lines of C++ code. The prototype of dsync
we implemented is as efficient as the original one. Then we
implement the client and server sides of CDC-based SkySync
by adding about 1600 lines of C++ code to dsync.

4 Evaluation

4.1 Experimental Setup
Testbed. We conduct our experiments on two Alibaba Cloud
servers. Each instance is equipped with a quad-core Intel
Xeon 8269CY vCPU (2.5 GHz), 32 GB of memory, and a 1
TB, 300 MB/s cloud SSD backed by EBS [80]. The instances
run Ubuntu 22.04 with the Linux 5.15.0-71-generic kernel
and use the BTRFS filesystem. Two instances are located
in separate data centers, connected over WAN with an aver-
age network Round Trip Time (RTT) of 35ms and 500Mbps
bandwidth.
Delta Sync Methods. We evaluate SkySync against two state-
of-the-art baselines: rsync and dsync. In all figures presented,
“Rsync”, “Dsync”, “SkySync-F”, and “SkySync-C” respec-
tively denote rsync, dsync, FSC-based SkySync, and CDC-

Table 2: Five real-world datasets.
Name Total Size Description

Chat 25.4 GB
Two versions of personal WeChat chat
logs, dated 2024.03.26 and 2024.08.23.

Ubuntu 32.8 GB
Two versions including 34 minor ver-
sions of Ubuntu images, spanning five
major versions (14.04-22.04) [33].

Nutsnap 53.7 GB
Two versions of personal NutStore
[26] snapshots, dated 2023.12.07 and
2024.08.10.

Enwiki 188.5 GB
Two versions from 2024.05.01 and
2024.07.01 [35].

Kernel 221.3 GB
200 minor versions of the Linux Kernel
source code, spanning two major ver-
sions (5.15 and 6.1) [23].

based SkySync. For rsync and FSC-based SkySync, we set
the chunk size to 8KB. In the case of dsync and CDC-based
SkySync, the minimum/average/maximum chunk sizes are
4KB/8KB/12KB, which is the same as the default chunk sizes
in the Dell-EMC Data Domain system [13, 57]. We evaluate
both traditional implementations and hardware-accelerated
optimizations of these sync methods. In hardware-accelerated
configurations, hash computations are optimized using AVX,
SSE’s SHA-NI, and CRC instructions. We primarily depict
the results for traditional implementations as the hardware-
accelerated (HW) version exhibits similar performance trends.
The figures in this section show performance without HW as-
sist, while the corresponding HW-assisted performance results
are included throughout the descriptive text. All experimental
configurations are kept consistent across tests, and each result
represents the mean of 10 runs (with error bars).

Dataset. We consider two types of datasets:

• Micro-benchmark dataset. The dataset includes 10MB and
100MB files extracted from the public dataset [35]. Follow-
ing the methodologies of WebR2sync+ [76] and dsync [45],
we apply random modifications to the original files using
three operations: “insert”, “cut”, and “inverse”. Specifically,
“insert” adds a random data block, “cut” removes a portion,
and “inverse” flips the binary data. The modification sizes
for 10MB file are 256B, 2KB, 16KB, 128KB, and 1MB.
Similarly, the modification sizes for 100MB file are 2KB,
16KB, 128KB, 1MB, and 8MB. We apply a series of ran-
domly placed, non-overlapping modifications, each exactly
256 bytes in size. For example, to achieve 8MB of total
changes within a 100MB file, we perform 32,768 distinct
modifications. Moreover, we also include the unmodified
files (where client and server files are identical) as part of
the dataset.

• Real-world dataset. We collect five real-world datasets, as
summarized in Table 2. Each dataset encompasses a variety
of modifications, including insertions, deletions, updates,
unmodified content, and mixed changes.
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Figure 7: Client sync time for insert (left), cut (middle) and inverse (right) modifications on 10MB file without HW.
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Figure 8: Client sync time for insert (left), cut (middle) and inverse (right) modifications on 100MB file without HW.

4.2 Micro-benchmarks

Client and Server Sync Time. We first evaluate the client
sync time of rsync, dsync, and SkySync across varying mod-
ification sizes for four different types of modifications, as
illustrated in Figures 7, 8, and 9. The sync time consumed
by the client, which is mainly composed of delta genera-
tion, can represent the computing overhead and resource
occupation of the client during the sync. As we described
in Section 2.2, rsync and dsync have different delta gen-
eration operations on the client side. Rsync computes the
weak checksums of the file using a sliding window byte-
by-byte. Therefore, when the modification size becomes
larger, the client needs to calculate more weak checksums
to find the duplicate chunks, which leads to a significant in-
crease in client sync time. The client of SkySync-F performs
1.2×∼2.0× (1.1×∼1.8× with HW) faster than rsync while
reducing 32.1%∼64.9% (20.5%∼54.3% with HW) computa-
tional overhead, owing to its faster checksum calculation and
chunk searching process. The client of SkySync-C performs
1.3×∼1.7× (1.2×∼1.6× with HW) faster than dsync while
reducing 25.7%∼42.3% (20.5%∼35.3% with HW) computa-
tional overhead because SkySync uses the faster exclusive-or
and appending-zeros operations to calculate the weak check-
sums, and the lightweight hashing process to accelerate the
chunk searching phase. It is worth noting that the client of
SkySync-F performs fastest when the files on both client and
server are identical.

We then evaluate the server sync time for insert modifica-
tions as shown in Figures 10 and 11. The results for other mod-
ifications are similar to the insert modifications, so we omit
them here. Since the rsync server does not perform rolling
checksum calculation and chunk searching, its sync time is

lower than that of the client. For dsync, the server needs to
calculate the weak and strong checksums of the chunks and
perform chunk searching to find the weak-checksum-matched
chunks. The server of SkySync only needs to read the check-
sums of files from the storage layer and employs the fast
checksum combining and searching process. Therefore, it
performs faster than other sync methods and reduces by up to
89.3% (76.5% with HW) computational overhead compared
to rsync and dsync.
Total Sync Time. We evaluate the total sync time, consisting
of client sync time, server sync time, and network transfer
time, of different sync methods for insert modifications under
100Mbps and 500Mbps network bandwidths as shown in
Figure 12. The total sync time under 100Mbps bandwidth is
more than that under 500Mbps bandwidth due to the longer
network transfer time, yet it is still dominated by checksum
calculation and searching. As a result, we observe similar
results as in previous experiments that SkySync outperforms
its counterparts in all settings. When the modification size
is small, SkySync-F shows the lowest total sync time. For
example, SkySync-F reduces 26.7%∼72.1% (18.2%∼62.9%
with HW) sync time compared to rsync and dsync when the
modification size is smaller than 2KB (for 10MB file) and
128KB (for 100MB file).
Breakdown Sync Time. We further break down the sync
time for insert modifications with 100MB file. Figure 13
shows the results of different sync methods with and without
hardware acceleration. SkySync-F reduces the checksum cal-
culation time by 23.4%∼88.3% (12.6%∼81.1% with HW)
and the chunk searching time by up to 61.3% compared to
rsync, as SkySync-F leverages storage-layer metadata and
a lightweight hashing process to expedite the delta genera-
tion. Additionally, SkySync-C reduces the checksum calcula-
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Figure 9: Client sync time for un-
modified files without HW.
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Figure 10: Server sync time for in-
sert with 10MB file without HW.
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Figure 11: Server sync time for in-
sert with 100MB file without HW.
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Figure 12: Total sync time under different network band-
widths for insert modifications without HW.

tion time by 24.5%∼33.6% (21.7%∼29.5% with HW) and
the chunk searching time by 65.7% compared to dsync, ow-
ing to SkySync-C’s faster checksum combining and chunk
searching processes. Moreover, the performance difference
between hardware-accelerated and non-accelerated results is
up to 10.8%, primarily due to reduced total sync time from
faster checksum calculations across all three methods include
SkySync. Nevertheless, the overall speed-up effect on sync
remains modest. SkySync continues to outperform both rsync
and dsync, even under hardware acceleration.

4.3 Real-World Datasets
Multi-threaded Sync Time. We conduct our tests for five
real-world datasets with different numbers of threads. Fig-
ure 14 shows the results. For a fair comparison, we implement
the same multi-threading mechanism for rsync and dsync as
used in SkySync. In this setup, upon receiving a sync request,
a dedicated thread is assigned to process either an entire file
or a specific region of a large file. The number of threads on
both the client and server sides is consistent across all sync
methods. The enwiki and kernel datasets have longer sync
times, primarily due to their larger size than the other datasets.
Furthermore, despite the ubuntu dataset being smaller than
the nutsnap dataset, it had a significantly higher modifica-
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Figure 13: Breakdown sync time for insert modifications
with 100MB file.

tion ratio. This resulted in longer sync times for ubuntu, as
more bytes and checksums required calculation and com-
parison. SkySync consistently demonstrates advantages over
rsync and dsync for all real-world datasets, achieving speed
improvements of approximately 1.2×∼1.5× (1.15×∼1.4×
with HW), due to the fast checksum calculation and chunk
searching process.
Total Sync Time. We then evaluate the total breakdown sync
time of different sync methods using a single thread. Fig-
ures 15 and 16 show the results without and with hardware
acceleration, respectively. The client and server sync times
of SkySync are reduced by 19.2%∼43.7% (16.2%∼36.4%
with HW) compared to rsync and dsync, which consistently
demonstrates the effectiveness of SkySync in file sync.
Network Traffic. Figure 17 shows the network sync traffic of
different sync methods. SkySync exhibits a consistent level
of network traffic comparable to both rsync and dsync. This
is because SkySync adopts 32-bit CRC32C and 256-bit SHA-
256 checksums and uses the same data structures as rsync
and dsync to transmit checksum list, matching tokens, and
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Figure 14: Sync performance for five real-world datasets with different threads (1, 2, 4, and 8) without HW.
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Figure 15: Sync time breakdown.
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Figure 16: Time breakdown with HW.
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Figure 17: Sync traffic for five real-
world datasets.
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Figure 18: Extracting metadata.

delta data. The traffic volume of SkySync is slightly more
than rsync and dsync due to the inclusion of additional bits
for strong checksums. Overall, the network transfer time of
SkySync is almost the same as that of rsync and dsync. Fur-
thermore, despite the ubuntu dataset being smaller in size
compared to the nutsnap and kernel dataset, it generates more
network traffic (delta data) due to its higher modification ratio.
Overhead of Metadata Extraction. We measure the time
required to extract metadata from the five real-world datasets
across EXT4, F2FS, and BTRFS using user-space tools, and
from MeGA using custom functions developed in SkySync.
For EXT4 and F2FS, we enable fs-verity and extract SHA-
256 checksums for each 8KB block. For BTRFS, we uti-
lize its built-in SHA-256 and CRC32C checksums, with fs-
verity disabled. For MeGA, we extract SHA-256 and CRC32C
checksums, respectively. The results, illustrated in Figure 18,
demonstrate that metadata extraction from BTRFS and MeGA
is significantly faster than that from EXT4 and F2FS. This
discrepancy arises because fs-verity, as an extension to EXT4
and F2FS, requires a more complex metadata extraction pro-

cess compared to BTRFS, which natively stores checksums
within its file system metadata. Additionally, SkySync’s cus-
tom functions efficiently extract metadata from MeGA due
to their known metadata storage structures. We observe that
the time of extracting the metadata of each dataset (1.8 sec
∼ 119.2 sec) is much less than that of directly calculating
the checksums of the same dataset (26 sec ∼ 246 sec, not
shown in this figure) under the same experimental settings.
Furthermore, the extraction time of each dataset accounts for
a relatively small proportion of its total sync time in SkySync,
ranging from 0.11% to 7.14% for BTRFS. This indicates that
the metadata extraction process in SkySync is efficient and
does not incur high overhead.

5 Conclusion

Traditional file sync schemes, such as rsync and dsync, in-
troduce considerable computational burdens on both clients
and servers due to their costly delta generation. This is inef-
ficient for not only traditional intra-cloud data sharing and
processing but also for the emerging inter-cloud Sky com-
puting. This paper presents SkySync, a lightweight file sync
scheme based on collaborative delta generation, which accel-
erates file sync by leveraging the storage-layer metadata. The
evaluation results show that SkySync outperforms state-of-
the-art file sync schemes (rsync and dsync) while maintain-
ing a consistent level of network traffic. In future work, we
aim to expand metadata extraction to more storage systems.
We have open-sourced SkySync at https://github.com/
skysync-project/skysync.

https://github.com/skysync-project/skysync
https://github.com/skysync-project/skysync
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