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Abstract

With the development of high-performance RDMA network
and modern storage devices, disaggregated NVMe SSDs have
become increasingly popular due to the high resource utiliza-
tion and superior performance. Although existing kernel file
systems (e.g., Ext4) can directly access the disaggregated SSD
via the NVMe-over-RDMA protocol, the data path suffers
from heavy kernel stack overhead and thus degraded perfor-
mance. The extra networking latency introduced in accessing
remote storage also prevents file system from achieving scal-
able concurrent accesses and efficient failure-atomic 10. In
this paper, we present CETOFS, a high-performance file sys-
tem with host-server collaboration for disaggregated NVMe
SSD. CETOFS designs a userspace-kernel collaborative ar-
chitecture to place data plane entirely in userspace mean-
while separate permission checking from in-kernel control
plane. Then CETOFS exploits the processing capability of
remote storage server to offload three tasks: permission check-
ing, concurrency control, and failure-atomic IO guaranteeing.
The offloading mechanisms greatly reduce the networking
overhead. We implement CETOFS and evaluate it against
both kernel and userspace file systems. The evaluation shows
CETOFS achieves high-performance data path that reduces
latency by up to 52% for single-threaded file access and im-
proves throughput by up to 19X for concurrent accesses.

1 Introduction

Storage disaggregation is a well-known approach to inde-
pendently scale storage and compute resources to achieve
high resource utilization [24,25]. The disaggregated hard
disks or solid state drives (SSDs) are exposed as local block
devices attached to hosts through remote block device proto-
cols (e.g., iSCSI [2]). Recently, disaggregated NVMe SSD
has been increasingly popular due to the rapid development
of storage and network hardware. For example, modern SSDs
such as Samsung Z-SSD [49] and Intel Optane SSD [15, 16]
provide sub-ten microseconds of IO latency and up to 7.0
GB/s [16] of IO bandwidth. The RDMA networking also pro-
vides sub-ten microseconds of round-trip latency, enabling

fast data transmission. Moreover, the adoption of NVMe-over-
Fabric (NVMe-oF) protocol provides more efficient remote
storage access compared to the traditional iSCSI protocol.

The disaggregated SSD introduces remote storage access-
ing. When accessing the remote storage, the efficiency of
file systems running atop the exposed block devices is im-
portant to applications using disaggregated SSDs. Thus, we
target to explore the problem in this paper: how to build a
high-performance file system for accessing the disaggregated
NVMe SSD. Existing kernel file systems (e.g., Ext4 [3] and
F2FS [6]) can directly access disaggregated SSDs. However,
we analyze the performance overhead of kernel file systems
with NVMe-over-RDMA networking and find three ineffi-
ciencies as follows.

e Heavy kernel stack. The kernel file system accesses re-
mote storage through the multi-layer kernel stack, including
syscall, file system itself, NVMe driver, and NVMe-over-
RDMA driver. We observe that the kernel software stack
accounts for up to 66% of the total latency on data path for
file operations (e.g., read and write). The overhead of kernel
software stack exceeds the network and storage device time.
Especially, the NVMe-over-RDMA driver occupies 36% of
total latency, becoming the major performance bottleneck.

e Exacerbated serialization overhead. Concurrent file ac-
cesses of kernel file system are protected by the inode-level
reader-writer lock which is performed on the host. As for
concurrent file operations, the following operation cannot be
processed until the preceding operation is completed. Un-
der remote storage accessing, the serialization required by
the locking suffers from extra networking latency and its
overhead is exacerbated. This not only hurts the file system
scalability but also leaves the RDMA network and SSD un-
derutilized.

e Expensive data movement. Failure-atomic 10 [8,47,51]
is an important data path feature to guarantee the atomicity of
multiple write operations. Existing kernel file systems employ
either copy-on-write mechanism or journaling mechanism to
achieve failure-atomic I0. Unfortunately, both mechanisms
either require frequent metadata updates on remote storage



server or incur expensive data movement of log entries be-
tween host and remote storage servers. This results in low
efficiency of failure-atomic IO.

To address the inefficiencies of data path of existing kernel
file systems, we explore to build userspace file system for
disaggregated SSD. Although a few recent works propose
userspace file systems for SSDs [5, 54] or persistent mem-
ory [19,57], there exist two non-trivial challenges for building
file system for remote storage. First, previous userspace file
systems only focus on locally attached storage devices, which
does not take networking overhead into account for making
design choices. Second, the permission checking is critical
to file system, but the approaches of previous works cannot
be directly applied to remote storage. Some works require
specific hardware modifications [5, 54] or introduce costly
CPU and communication overheads to the host [35]. Oth-
ers [19,57] rely on page table control for persistent memory,
which is not applicable to control accessing to SSD.

In this paper, we propose CETOFS, a high-performance
file system for the disaggregated SSD with the collabora-
tion between host and remote storage servers. To address the
aforementioned inefficiencies and challenges, we propose the
following three offloading techniques.

First, we employ a userspace-kernel collaborative archi-
tecture for CETOFS. We place the data plane entirely in
userspace to achieve high performance. Meanwhile, we reuse
kernel file system to manage the control plane but separate
permission checking from the kernel stack. We design per-
mission checking offloading at the remote storage server. This
offloading mechanism uses per-file request queue and reverse
permission table to enable block-granularity access control.
By doing so, CETOFS fully exploits the high performance of
userspace data plane without compromising data security.

Second, we design concurrency control offloading to pass
the serialization responsibility of concurrent requests to the
remote storage server. CETOFS allows the host to submit
conflicted requests to remote storage server in parallel, which
greatly reduces the network waiting time of concurrent re-
quests. At the remote storage server, we use request group to
ensure the correctness of concurrent accessing. Meanwhile,
we use merging group to accelerate the processing of the
request groups without conflicts. Thus, CETOFS improves
scalability without compromising correctness.

Third, we design redo logging offloading in CETOFS to
process write transaction at the remote storage server. This
offloading technique enables CETOFS to only write transac-
tion data once from the host to the remote storage. The failure
atomicity is guaranteed by redo logging at the remote storage
server. We also adopt the transaction-aware submission and
completion to reduce the CPU-initiated MMIOs of RDMA.

We implement CETOFS as a combination of a userspace
library, a kernel file system, and a remote storage server-
sided request handler. We evaluate CETOFS using file system
benchmarks and real-world applications against three file

systems: Ext4, F2FS, uFS [35]. The evaluation results show
that CETOFS reduces the access latency by up to 52% for
single-threaded file access, and achieves up to 19X throughput
improvement for concurrent accesses.

In summary, this paper makes the following contributions:

e A detailed quantification and analysis of performance
overheads for using kernel file system to access the disaggre-
gated SSD.

o A userspace-kernel collaborative file system architecture
with a separated and offloaded permission checking, enabling
high-performance and protected data plane.

e Two remote storage server based offloading mechanisms
to perform concurrency control and redo logging separately,
achieving scalable data plane to fully exploit parallelism of
hardware devices and providing efficient failure-atomic IO.

o An extensive evaluation of CETOFS to show its efficiency
for accessing the disaggregated SSD.

2 Background and Motivation
2.1 Disaggregated NVMe SSD

Disaggregated storage has gained wide adoption in data cen-
ters, providing flexibility to utilize storage devices such as
HDDs and SSDs. This approach enhances resource utiliza-
tion and reduce the total cost of ownership. Recently, dis-
aggregated NVMe SSDs [24, 25, 33, 53, 55] have become
increasingly popular due to their superior performance. As
an extension from NVMe specification, NVMe over Fab-
rics (NVMe-oF) has emerged as a popular block storage pro-
tocol for accessing disaggregated NVMe SSDs over network
fabrics. Compared to traditional iSCSI protocol [2], NVMe-
oF offers higher efficiency due to its low protocol overhead
and high parallelism. As shown in Figure 1, NVMe-oF com-
prises two primary components: the initiator and the target.
The target refers to the remote storage server, which has cer-
tain computation capability and is attached with a bundle of
storage devices (i.e., NVMe SSDs here). The initiator, on the
other hand, is the host server that issues 1O requests over the
network to the storage server.

NVMe-oF supports various types of network fabrics includ-
ing TCP, RDMA, and others. While high-performance NVMe
SSDs deliver microsecond-level latency, the traditional TCP
stack operates at millisecond-level latency, making the net-
work a performance bottleneck when using the TCP fabric. In
contrast, RDMA provides microsecond-level latency, making
it a better match for the low-latency NVMe SSDs. Therefore,
we choose RDMA as the network fabric in this paper (i.e.,
NVMe-over-RDMA). NVMe-over-RDMA operates in two
modes: CPU mode and offload mode. In CPU mode, the tar-
get CPU processes NVMe-oF commands through a in-kernel
software stack consisting of the block layer, NVMe driver,
and NVMe-over-RDMA driver. The offload mode entirely
offloads the target data path to the RDMA NIC, allowing the
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Figure 1: Kernel File System based on NVMe-over-RDMA

NIC to directly access the SSD without CPU involvement. Al-
though the offload mode saves target CPU resources, it suffers
from significant performance degradation (up to 88% [7]) due
to the NIC’s limited processing capability and inflexibility.
Consequently, similar to prior studies [33,39,55], we focus
on the CPU mode of NVMe-over-RDMA in this work.

When NVMe-oF Meets File System. The NVMe-oF pro-
tocol exposes disaggregated NVMe SSDs as local block de-
vices attached to the initiator, applications can use file sys-
tems to manage data on disaggregated SSDs. The kernel
file systems (e.g., Ext4 and F2FS) can directly access disag-
gregated SSDs through the existing kernel stack. Figure 1
shows the major components involved in the data path of
kernel file systems. We take a write operation as an exam-
ple to illustrate the workflow of them. An application thread
issues a write syscall (@) on a file stored on the remote
storage. The write request traverses the file system stack (@),
including the virtual file system and the block layer. The re-
quest is then forwarded to the initiator-side NVMe driver (®),
where it is encapsulated as an NVMe-oF command and writ-
ten into a pre-registered memory buffer via RDMA_SEND by
the NVMe-over-RDMA driver (®). Upon receiving the com-
mand, the target-side NVMe-over-RDMA driver extracts the
NVMe-oF command (®) and fetches the data for writing
from the initiator via RDMA_READ. The target then generates
the 10 request and writes the data to the SSD through the
NVMe driver (®) and block layer (@). Once the data writ-
ing is complete, the target sends a completion response to
the initiator via RDMA_SEND. Finally, the application thread is
notified about the finish of data writing. The workflow of the
read operation is similar to that of the write operation. Un-
like write only sending completion response to the initiator,
the target needs to transfer the required data to the initiator
using RDMA_WRITE.

2.2 Motivation

In this section, we quantify and analyze the overhead of kernel
file systems when accessing the disaggregated SSD.

2.2.1 Kernel Overhead of NVMe-over-RDMA Accessing

We first quantify the performance breakdown of each compo-
nent on the data path. We choose Ext4 to access a disaggre-
gated Intel Optane 4800X SSD through NVMe-over-RDMA.
The RDMA NICs on both initiator and target are ConnectX-5.

Dev-LL Dev-R Kernel-L  Kernel-R

Read Lat (us)  7.01 14.38 13.56 42.34
Write Lat (us)  7.04 14.23 14.27 40.91

Table 1: The Access Latencies of 4KB Random Read/Write.
Kernel-L and Kernel-R represent the file system latencies
based on local and remote SSD. Dev-L and Dev-R represent
the device latency accessing local and remote SSD.

Time (us) % of total time
Syscall 0.61 1.5%
FS stack 7.42 18.1%
NVMe driver 3.9 9.5%
NVMe-over-RDMA driver 14.75 36.1%
Device time 7.04 17.2%
Network time 7.19 17.5%
Total 40.91 100%

Table 2: The Average latency breakdown of 4KB random
write syscall on remote Optane SSD

Table 1 shows the raw device read/write latencies (Dev-L and
Dev-R) of Optane 4800X SSD accessed locally and remotely,
respectively. The remote device latencies increase by about
7us due to the RDMA networking.

We run two single-thread workloads: random read and ran-
dom write with 4KB request size. When Ext4 accesses the
local SSD, the total read and write latencies are 13.56us and
14.27us respectively as shown in Table 1. The software stack,
including syscall, file system and NVMe driver, occupies 49%
(read) and 51% (write) of the total latencies. Similar overhead
observations are also reported in the recent study [44]. When
accessing remote storage, the NVMe-over-RDMA driver on
both initiator and target introduces extra latencies. As shown
in Table 1, the total read and write latencies reach 42.34us and
40.91us, respectively. The latency of the software stack occu-
pies 66% (read) and 65% (write) of total latencies respec-
tively, which exceeds the hardware latency.

To further quantify the overheads of main components in
the software stack, we measure the latencies spent on syscall,
Ext4 (including block layer), NVMe-over-RDMA driver (on
both initiator and target), and NVMe driver for write opera-
tion. Table 2 shows the latency breakdown results as well as
the SSD device time and RDMA networking time. Notably,
the NVMe-over-RDMA driver becomes the major overhead,
occupying 36.1% of total latency.

Actually, the NVMe-over-RDMA driver employs in-
terrupt to notify kernel threads about the the arrival
of NVMe-oF commands at the target and the comple-
tion of RDMA operations (e.g., RDMA_SEND, RDMA_RECV,
RDMA_READ, RDMA_WRITE). Handling RDMA interrupt brings
high latency when accessing the remote storage. As for
a write operation, there are two pairs of RDMA_SEND and
RDMA_RECV for sending and receiving command and response
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between the initiator and the target, and one RDMA_READ op-
eration for the target fetching data from the initiator. Among
the processing of these RDMA commands, there are three
interrupt handling occurring on the critical path: 1) The in-
terrupt handler wakes up the kernel thread at the target to
receive the NVMe-oF command from the initiator. 2) Once
the RDMA_READ for fetching data completes at the target, the
interrupt occurs. 3) The RDMA interrupt is triggered to notify
the completion response to the application.

2.2.2 [Exacerbated Serialization Overhead of Concur-
rency Control

The file system for the disaggregated SSD is expected to fully
exploit the increasingly enhanced parallelism provided by
RDMA and modern SSDs. However, existing kernel file sys-
tems exhibit poor scalability when accessing remote storage.
We perform an experiment to measure the concurrent write
throughput of Ext4 and F2FS for accessing local and remote
storage. We use the same hardware configuration as in §2.2.1.

Figure 2 shows the aggregate write throughput across con-
current threads, where each thread concurrently updates a
shared 10GB file. We have two observations. First, compared
to accessing local storage, accessing remote storage decreases
the throughput by 63% due to the network overhead. Sec-
ond, the write scalability on local storage is limited, with
non-increasing throughput when concurrent thread increases.
Unfortunately, the write throughput on remote storage even
decreases by 30% when the thread count increases from 1 to
20, exhibiting poor scalability.

The execution process of a write operation can be split
into three synchronous phases. @ The initiator transmits the
NVMe-oF command to the target and the target fetches the
associated data. @ The target writes data into the SSD. @ The
target sends a completion response back to the initiator. The
phases @ and @ incur networking latency, and the phase @
incurs SSD write latency. To protect concurrent accessing of
a shared file, the inode-level reader-writer lock is employed
to serialize the executions of concurrent reads and writes. The
serialization overhead is exacerbated by the phases @ and
®. Figure 3 shows an example when three threads (T1 ~ T3)
write 4KB data to the same file concurrently. T1 first acquires
the lock and executes the aforementioned three phases to
write 4KB data. T2 and T3 have to wait and cannot transmit

& Acquire lock
 Release lock

T2&----------- CH_H D
T3E-----mmmmmmm oo R ——
— Time
————— Waiting [ Network 3 SSD

Figure 3: Serialization Overhead of Concurrency Control.
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Figure 4: Data Movement of the Journaling Mechanism.

the NVMe-oF command until T1 and T2 release the lock.
According to Table 2, T2 and T3 suffer from extra 26.6us and
53.2us waiting time due to the networking latency.

The exacerbated serialization overhead not only hurts the
file system scalability, but also under-utilizes the hardware
resources. Although a few works propose to improve the
concurrency efficiency using range lock [27,57], these work
either suffer from costly multiple locking due to page-level
sub-lock [57] or bring extra CPU overhead due to complex
lock structure [27]. Moreover, the serialization overhead still
exists when accessing overlapped file ranges concurrently.

2.2.3 Expensive Data Movement of Failure-atomic 10

Failure-atomic IO is an important feature of file system [8,
47,51], which is adopted by many applications to guarantee
application modifications are either all or none applied after a
crash occurs. Existing file systems employ two common tech-
niques to guarantee failure-atomicity: journaling and copy-on-
write (CoW). Unfortunately, both techniques incur expensive
data movement on remote storage and result in substantial
performance penalties. We take journaling as an example
to illustrate the data movement. As shown in Figure 4, the
journaling mechanism first writes logs into the logging area
on remote SSD (®). Then, the checkpoint process reads logs
from remote SSD to the initiator and writes them back to
the target area on remote SSD (®). Furthermore, updating
journaling-related metadata requires extra IOs across network.
Thus, the journaling mechanism incurs more than twice data
movement across network. As for CoW, it writes duplicated
data blocks for modifications, which requires frequent out-of-
place updates to the metadata index on remote storage and
may incur the wandering tree problem [6]. This also causes
severe network data movement.

In summary, the high overhead on the data path from the
kernel stack of existing file systems motivates us to place
data path entirely in userspace. Moreover, accessing remote
storage introduces extra networking latency to the data path.
This imposes specific challenges to concurrent accesses and
failure-atomic 10, which degrades file system performance
and scalability. Thus, we are motivated to address the afore-
mentioned inefficiencies for building high-performance file
system towards remote storage.
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3 CETOFS Architecture
3.1 Design Overview

Inspired by the performance breakdown in §2.2.1, we design
CETOFS by placing its data plane entirely in userspace to
avoid kernel stack overhead. By doing so, applications can di-
rectly access disaggregated SSDs via userspace driver without
kernel involvement. In addition, we propose two techniques:
concurrency control offloading and redo logging offloading
to address the extra networking latency issue occurred on the
data path of concurrent access and failure-atomic IO.

As for the control plane of CETOFS, it mainly in-
volves metadata operations and permission checking.
CETOFS reuses existing kernel file systems for metadata oper-
ations as previous works do [10, 19]. However, the userspace
data plane poses specific challenges for permission checking.
Since application threads use the userspace driver to issue
IO commands, applications can send requests with arbitrary
device addresses to remote storage, which may corrupt the file
system (e.g., modifying the metadata). Some works enforce
permission checking inside SSD [5] or extend IOMMU to pro-
vide access protection [54] but at the cost of specific hardware
modifications. Other work [35] consolidates all file system
functionalities into a trusted process and enforce permission
checking in this trusted entity. However, this tripartite struc-
ture [28,45] brings extra CPU overhead and communication
overhead, leading to sub-optimal performance [17,54].

To address the permission checking issue, we split the per-
mission checking into two parts in CETOFS. On one hand,
the kernel file system is responsible for maintaining permis-
sion metadata, including process credentials, file permissions
and access-control lists. When a file is opened, the kernel file
system checks whether the application has the access permis-
sion. On the other hand, we offload the permission checking
for data plane operations into the target. The target is com-
monly a storage appliance provided by the storage hardware
vendor, which we assume to be a trusted entity. By doing so,
CETOFS achieves high performance from the userspace data
plane but without compromising security.

3.2 CETOFS Components

Figure 5 shows the cross-layered architecture of CETOFS. It
consists of a userspace library (U-Lib), a kernel file system (K-
FS), and a target-side request handler (T-Handler).

Userspace Library (U-Lib). U-Lib is a shim library linked
to applications, which is responsible for handling the data
plane operations (i.e., read/write) directly in userspace and
forwarding the metadata operations (e.g., open, mkdir) to
K-FS. It also intercepts system calls to avoid application mod-
ifications. U-Lib relies on per-file request queue for submitting
file requests. A request queue is created by K-FS in RDMA
memory regions and assigned to each opened file. Each re-
quest queue consists of two pre-registered ring buffers: one
for sending file requests from the initiator to the target (called
server_rb) and one for sending file operation responses from
the target back to the initiator (called host_rb). T-Handler is
designed to support up to 64K request queues similar to the
NVMe-oF driver [43]. Since each opened file requires a re-
quest queue, CETOFS currently supports 64K concurrently
opened files. In large-scale systems where the opened files
may exceed 64K, one can group files with the same permis-
sion [9] to share the same request queue to mitigate the 64K
limitation. Note that per-file queues are not RDMA QPs.
CETOFS assigns one RDMA QP to each initiator thread in-
stead of each opened file, thus the scalability issue [52] of
QPs does not affect opened files.

When an application thread accesses files, U-Lib leverages
the RDMA_WRITE_WITH_IMM command to submit IO requests
to the server_rb. This command uses the immediate data
field to carry the memory address of submitted request in
the server_rb. T-Handler can immediately locate the re-
quest via the embedded server_rb address, which avoids
polling all queues (i.e., server_rb) when opening a larger
number of files. Meanwhile, U-Lib polls the completion flag
on host_rb for detecting the request completion.

Since the offset-to-block indexing of a file is managed by K-
FS, itis costly for U-Lib to inquiry K-FS for each file access. To
reduce the interactions with K-FS, U-Lib maintains an address
translation table for translating file offsets (the parameters of
read and write) into the device block address in userspace
for each opened file. The translation table has one entry for per
file extent and is organized as an in-memory extent tree. Since
K-FS maintains the latest offset-to-block indexing, if a lookup
fails to find an extent for a file offset, U-Lib uses the fiemap
ioctl to retrieve the indexing information and populates the
table on demand. CETOFS enforces a concurrent reads or
exclusive write file sharing policy as previous work [48, 57].
Thus, no table synchronization is required for the same file
under concurrent accessing as a U-Lib is the only writer or the
file is read-only.

Kernel File System (K-FS). K-FS is a kernel file system (e.g.,
Ext4 in this paper) used by CETOFS to manage all meta-
data (e.g., inodes, directory trees, offset-to-block index, and
access permissions) and serves all metadata operations. K-
FS is also responsible for checking permissions whenever a
file is opened by a process. After that, CETOFS relies on T-
Handler to perform permission checking for direct userspace
accesses. K-FS maintains an administration queue to support
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communication between T-Handler and itself.

Target Request Handler (T-Handler). T-Handler operates
as a userspace process designed to receive IO requests
and access underlying SSDs directly in userspace at the
target. One reverse permission table is maintained in T
Handler for offloaded permission checking (as detailed in
§3.3). T-Handler contains a configurable number of worker
threads, and each thread runs by iterating three tasks: @ fetch-
ing 10 requests from server_rb. @ performing permission
checking for each IO request via the reverse permission table,
and only legal requests are allowed to access the SSD. ®
polling the SSD for completion, and setting completion flag
of the corresponding request in host_rb.

The Workflow of Serving File Requests. To illustrate the
collaboration of CETOFS components for processing file re-
quests, we take the open operation as an example. During
the initialization of U-Lib, the application first establishes
a RDMA queue pair (QP) with T-Handler, which is used
to submit RDMA verbs via userspace library (i.e., libib-
verbs [1]). Once U-Lib intercepts an open syscall, it creates
a host_rb at the initiator, then turns to invoke a new system
call ceto_open provided K-FS with the accessing informa-
tion (rkey and raddr) of host _rb. After receiving ceto_open,
K-FS checks whether the application has the right access per-
mission (read-only, write-only, read/write) to the target file. If
s0, K-FS notifies T-Handler to create server_rb at the target.
The accessing information of host_rb and server_rb are
exchanged to T-Handler and U-Lib respectively through K-FS.
After the execution of open, the application can write 10 re-
quests of read and write to server_rb in userspace directly.
Meanwhile, T-Handler can also write completion notifications
to host_rb directly.

3.3 Permission Check Offloading

The key idea of permission checking offloading is to let the
target check whether the block address of an 10 request is
legal. To achieve this, we design a block-granularity reverse
permission table at the target and introduce how to utilize it
for permission checking as follows.

Reverse Permission Table. We divide the blocks of a file
system into three types: free blocks, blocks for storing meta-
data, and blocks for storing file data. We define an owner for
each block and use the owner ID to identify it. We set the
owner of any free block and any metadata block to be K-FS,
and the owner ID is zero. The owner of one data block is its
corresponding file. Its owner ID is set to be the file inode
number. The owner ID of each block composes an entry of

the reverse permission table, which are organized according
to the order of block addresses. We store the permission table
in a reserved area of the SSD. The size of an owner ID is 8
bytes and one device block can store 512 owner IDs. Given
a 1TB SSD, the total size of the reverse permission table is
2GB, which occupies less than 0.2% of the whole device size.

To accelerate the lookup performance of the reverse per-
mission table, T-Handler can cache either the whole table or
frequently-accessed entries in memory. We use an in-memory
radix tree for indexing cached owner IDs and the granularity
for caching is the device block (512 owner ids). When new
blocks are allocated to a file or stale blocks are de-allocated, K-
FS is responsible for updating the permission table. K-FS first
journals the modifications to the reverse permission table as
part of the file system journaling to ensure consistency. Then,
K-FS notifies T-Handler to update the cached permission table.
Permission Check Rule. Since each opened file has a request
queue (host_rb and server_rb), we assign the queue’s
owner as its corresponding file. Each server_rb is attached
with an access permission flag to indicate the legal operations
(read-only, write-only or read/write) for the accessing process.
T-Handler perform the permission checking according to the
following two rules:® the owner of a requested block should
match with the owner of the submitting request queue. @ the
requested operation type should match with the permission
flag of the submitting request queue. This rule can prevent
application threads from accessing illegal addresses.

The workflow of target-side permission checking is exe-
cuted as follows. T-Handler first extracts the operation type
(read or write) and block address from an IO request. Then,
T-Handler queries the block’s owner from the reverse permis-
sion table, and compares the owner IDs of the block and the
submitting queue. Meanwhile, T-Handler checks whether the
access permission flag of the submitting queue matches the
request operation. If both rules are matched, the IO request
can be processed. Otherwise, the request is considered as an
illegal one and T-Handler returns error without serving it.
Handling Appends. Unlike the overwrite operation, the ap-
pend operation writes new data and does not have offset-
to-block indexing and permission entries before it executes.
Thus, U-Lib splits the append operation into two stages. First,
U-Lib uses fallocate to let K-FS allocate new blocks and
sets the permission entries. Then, U-Lib can still write data
in userspace to achieve high-performance data path. To fur-
ther improve the performance of append-only workloads, one
optimization is to use a background thread to perform pre-
allocation, which converts incoming append operations into
overwrite ones. As for the crash consistency guarantee of
append, CETOFS keeps the same level as XFS/Ext4 in the
metadata-journaling/write-back mode [34].

Put It Together. We take the read operation as an example
to show how CETOFS performs permission checking for
userspace data plane operations as shown in Figure 6. When
an application thread issues pread operation to file A, U-



Lib first translates (®) the file offset (0x1000) into the device
address (0x6000). Then it sends the IO request (®) to the
target server. U-Lib subsequently polls host_rb for detecting
request completion. The worker thread in T-Handler receives
the request and extracts the request block address. Then it
checks the permission flag of the request queue and the owner
of the requested block (®). If matched, the worker thread
issues the NVMe commands to the underlying SSD and then
polls for completion. Otherwise, this IO request is reported to
incur illegal permission error.

4 Scalable Concurrent Data Accessing

Concurrent accessing to remote storage incurs request seri-
alization at the initiator, which introduces extra networking
latency to the waiting process for concurrent threads to ac-
quire locking. To reduce the network waiting time, we pro-
pose concurrency control offloading technique. The key idea
is allowing the initiator to send IO requests in parallel even
conflicted requests exist, meanwhile letting the target perform
request serialization to guarantee correct concurrency.

To achieve this, we design Request Group to control the
ordering of 10 requests at the target. A request group consists
of adjacent 10 requests accessing the same file but without
having conflict with each other. Specifically, the basic group
policy is: each write request constitutes an individual group,
and adjacent read requests also constitute a group. The re-
quest group is created by U-Lib at the initiator and used by
T-Handler at the target to process requests in order. In this
section, we first introduce the basic group policy and then
extend it to the merging group policy for high concurrency.
Creating Request Groups at Initiator. At the initiator, once
a file is opened, U-Lib generates a monotonically increasing
group ID for the opened file, staring for zero. When concur-
rent threads access the opened file, U-Lib determines the group
for each incoming request using a per-file spin-lock as follows.
For a write request, the issuing thread first tries to acquire the
spin-lock. After acquiring the lock, the thread increases the
group ID and embeds the ID into the request. This group ID
represents the group that the request belongs to. Meanwhile,
the thread assigns a monotonically increasing request ID to
each request, also starting from zero. When a group is created,
the first request ID within this group is recorded and passed
the subsequent requests in the same group. Both the request
ID and the first request ID within a group are embedded into
the request. Then, the thread obtains a queue slot from the tail
of the server_rb but not submit the request yet. Finally, the
thread releases the spin-lock. The processing of read requests
follow the same procedure but without increasing the group
ID. After releasing the spin-lock, the thread can submit the
request into the server_rb without waiting for other con-
flicted requests. The spin-lock consumes little time and does
not introduce a bottleneck.

Figure 7 shows an example of request group creation. There
are six threads (T1~T6) that issue read or write requests simul-
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taneously. They all try to acquire the spin-lock and the order of
acquiring lock is R1 (T1), R2 (T5), W1 (T2), R3 (T3), R4 (T6),
and W2 (T4). Thus, there are four request groups totally. Then
these requests can be submitted to the server_rb concur-
rently, which greatly saves their waiting time.

Perform Ordering at Target. T-Handler must process inter-
group requests with strict ordering as their conflicts may lead
to incorrectness (e.g., writing to the same block of one file).
Although each IO request is assigned a group ID at the ini-
tiator, the initiator does not submit requests according to
the sequence of group IDs. When processing a request, T-
Handler should examine whether its preceding request group
is finished. This is challenging if only using the group ID. Fig-
ure & shows one possible state of the server_rb after T1~T6
creates request groups and submit R1~R4 and W1~W2 in
parallel. The requests R1, W1, and W2 arrive at the target in
turn and enter into the pre-obtained queue slots of server_rb.
Meanwhile, the requests R2, R3, and R4 are still in-flight. As
a result, upon the arrival of W1 or W2, T-Handler cannot deter-
mine whether to process W1 or W2 as it has no information
about the completion of previous groups.

To guarantee the ordering of inter-group requests, we pro-
pose a collaborative mechanism between the initiator and
the target to record five additional status of the concurrent
request processing for each request queue. @ curr_gid: the
group ID currently being processed. @ first_rid_table: a hash
table that records the first request ID of each arrival group. ®
curr_fin_reqs: the count of requests that have been completed.
@ curr_max_rid: the largest request ID that T-Handler has
received so far. ® rid_to_queue_pos: a hash table than maps
request IDs to slots in the server_rb.

Each worker thread of T-Handler performs alternate execu-
tion of two tasks: poller task for polling and handling arrived
requests and finisher task for handling the completion of
an IO request. Initially, the poller executes. Once there is no
request arrival, the finisher runs to check the request com-
pletion. Then, the poller runs again when there is no request
completion. Algorithm 1 shows the executions of them for
guaranteeing the ordering of inter-group requests. We explain



Algorithm 1: Algorithms of Polling and Completion
Tasks for Concurrency Control Offloading.

I def cetofs_poller (worker)
req = poll_cqgl()
gid = reg->group_id

4 rid = regq->request_id;
first_rid_group = reg->first_rid_group
6 if gid == queue->curr_gid:
submit_command_to_ssd ()
8 else if gid > queue->curr_gid
9 curr_max_rid = max(curr_max_rid, rid)
10 if gid == queue->curr_gid + 1 and
first_rid_group == queue->curr_£fin_regs
) queue->curr_gid = gid;
12 submit_command_to_ssd ()
13 else
14 first_rid_table[gid] = first_rid_group
15 rid_to_queue_pos|[rid] = current_queue_pos

17 def cetofs_finisher (req)

18 queue->curr_fin_reqgs = queue->curr_fin_reqgs + 1
19 gid = reg->group_id
20 rid = reg->request_id
21 nextgid = gid + 1
first_rid_nextgroup = first_rid_table[nextgid]
if first_rid_nextgroup != 0 and
first_rid_nextgroup == queue->curr_fin_regs
24 queue->curr_gid = next_gid
for rid in (first_rid_nextgroup,curr_max_rid)
26 next_req = queue[rid_to_queue_pos[rid]]

2 if next_reg->group_id > queue->curr_gid
28 break

29 if next_req 1is not null

30 submit_command_to_ssd ()

the algorithms as follows. When receiving a new request, the
poller first extracts its group ID (gid), request ID (rid), and
the first request ID (first_rid_group) of its group (Line 2~5).
If gid matches curr_gid, the poller can directly process this re-
quest (Line 6~7) as this request belongs to the current group.
If gid is greater than curr_gid (Line 8), there exist two cases.
Case I: The group of the incoming request just happens to
be in the next group (i.e., curr_gid + 1), and meanwhile all
requests from previous groups have been completed (Line 10).
Then the poller updates curr_gid to the incoming gid (Line
11) and submits this request to SSD immediately (Line
12). Case II: If the requests from previous groups are still
pending, the poller updates the first_rid_table (Line 14) and
rid_to_queue_pos (Line 15) without processing this request.
As for both cases, the poller updates curr_max_rid (Line 9).
By executing the above algorithm, the poller can determine
whether to process incoming requests.

When an SSD IO request is completed, the finisher first
updates curr_fin_reqs (Line 18). Then the finisher calculates
the next group ID (nextgid) (Line 21). Using nextgid, the fin-
isher checks whether any request of the next group arrives and
whether all request within current group are completed (Line
22 ~ 23). If so, the finisher starts to submit the requests of the
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means the request access the LBA X and its length is Y.

next group that already arrive at the target to the SSD (Line
25 ~ 30). Note that the finisher stops request processing once
it detects a larger group ID (Line 27 ~ 28) as the submitted
requests of the group nextgid may not all complete yet. The
finisher must guarantee the ordering between inter-group re-
quests by first waiting for all request completions within one
group on SSD and then submitting the requests of next group.
Merging Group. T-Handler processes requests group by
group, which inherently restricts concurrent accesses to dis-
joint portions of a file from different groups, thereby limiting
concurrency. To address this limitation, we propose a merging
group policy at the initiator, which allows adjacent groups
without access conflicts to be merged with low overhead. In-
stead of relying on complex range locks, U-Lib employs two
simple red-black trees (rb-tree) for each file: one for read
operations and the other for write operations. The rb-tree
records the access ranges sorted by their starting addresses.
Both the read and write rb-trees are initially empty when
a file is opened. When receiving a new request, U-Lib de-
cides its group as follows. For a read request, U-Lib checks
for range conflicts by querying the write tree. If detecting a
conflict, U-Lib creates a new group for this request. Other-
wise, U-Lib inserts the request’s range into the read tree and
merge this request into current group. For a write request,
U-Lib checks the range conflicts by querying both the read
and write trees. If detecting a conflict in either tree, U-Lib cre-
ates a new group for this request. Otherwise, U-Lib inserts
its range to the write tree and merge this request into current
group. Whenever a new group is created, it indicates that
the current group has merged all non-conflict requests. Thus
U-Lib removes all ranges within the two trees and prepare
empty rb-trees for the merging process of the new group. By
leveraging this approach, CETOFS can further enhance its
concurrency and scalability.

We summarize the basic request group and merging group
policies in Figure 9. We also show the original case without
using concurrency control offloading (i.e., using reader-writer
lock). There are six threads (T1~T6) issuing read or write
requests. We assume these threads acquire the reader-writer
lock (in original case) or the spin-lock (in CETOFS) with
the following order: R1 (T3), R2 (T2), W1 (T1), R3 (T5),
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W2 (T4), and W3 (T6). The reader-writer locking suffers
from severe network waiting time as these requests are serial-
ized at the initiator. Note that R2 acquires the reader lock after
R1, and they can be executed concurrently at the target. As
for the basic group policy, R1 and R2 successively acquire the
spin-lock. Thus, they belong to the same group G1. The sub-
sequent requests form the other four groups. G1~G5 can be
submitted to the target in parallel, which saves the networking
time. However, they are executed sequentially at the target to
guarantee the inter-group ordering. As for the merging group
policy, all requests except W3 are merged into the same group
G1 as they have no range conflicts. As a result, they can not
only be submitted in parallel, but also be executed in paral-
lel at the target. This greatly improves concurrency and the
hardware utilization.

5 Failure-Atomic 10

CETOFS introduces three APIs in U-Lib to enforce atom-
icity, which guarantees a set of write operations is either
fully persisted or entirely discarded. After opening a file,
the application thread can initiate an atomic write via
atomic_write_start. Then it can write data to file via
write. Finally, it uses atomic_write_commit to commit
the writing data for atomicity. If required, the atomic opera-
tion can be aborted by atomic_write_abort. To minimize
data movement overhead from writing the disaggregated SSD,
CETOFS offloads the failure-atomic IO support to the target.
Logging Policy. CETOFS utilizes the processing capability
of the target to perform target-side logging to atomically per-
sist data to the disaggregated SSD. There are two common
logging mechanisms: redo logging and undo logging. As
for the undo logging, data updates should be performed syn-
chronously: first writing the old data and then writing the
new data. The twice data movement brings significant latency
in the critical execution path. Thus, we choose the redo log-
ging: first writing the new data to the log area and the second
write (i.e., checkpoint) can be executed asynchronously in
the background. To ensure atomicity, all data writes are first
persisted to the SSD log area via T-Handler, which are later
checkpointed to their original file positions, enabling trans-
parency to applications. When crash occurs during writing to
the log area, the data is discarded. When crash occurs after
committing, the data can be recovered. Specially, with of-
floading, CETOFS only requires one data movement through
network to guarantee the atomicity and minimize overhead.

Transaction Management. As shown in Figure 10, the
transaction management comprises four components: an in-
memory transaction table (mt_table), a persistent recovery
transaction table (pt_table), the transaction logs (t_log),
and an in-memory log index (log_index). mt_table keeps
the metadata of transactions which consists of the mapping
entries from the address of t_log to the original address
of data. t_log contains multiple device blocks as the log
data area. Log_index maintains the mapping entries from the
original address of data to the address of t_log for each re-
quest queue, which is used to serve the read operation. When
atomic_write_start comes, T-Handler creates a new en-
try in mt_table. T-Handler supports concurrent transactions
by maintaining distinct entries in mt_table. Initially, the
status of one transaction is running, which means it can be
discarded when meeting crash. When a subsequent write
arrives, T-Handler writes its data into the t_1log, records
its mapping between its address in t_log and writing ad-
dress to mt_table, then updates the 1og_index. After receiv-
ing atomic_write_commit, T-Handler only requires flushes
the transaction metadata to pt_table. After committing, T-
Handler can perform checkpoint in the background. Upon the
completion of checkpoint, the transaction status is changed
into checkpointed, allowing the reclamation of transaction
metadata and log entries. Flushing pt_table incurs small
writes to SSD, which brings write amplification. One can opti-
mize it by utilizing the new NVMe feature persistent memory
region (PMR) [42], which leaves as future work.
Transaction-Aware Submission and Completion. One
transaction consists of one or more write requests. At
the initiator, each request triggers one RDMA operation,
which necessitates multiple CPU-initiated Memory-Mapped
10 (MMIO) operations (i.e., ring the doorbell) and incurs
non-trivial PCle overhead. The same overhead exists at the
target when T-Handler notifies the initiator. To mitigate such
overhead, we adopts a transaction-aware submission and com-
pletion mechanism [20, 32]. Specifically, U-Lib employs a
delayed submission strategy, dispatching the requests either
upon the full arrival of all requests within a transaction or
when accumulated requests exceed a predefined threshold.
Meanwhile, T-Handler adopts a batch processing approach
that handles all transaction requests and notifies their comple-
tion to the initiator in batch.

6 Evaluation

In this section, we present evaluation results for CETOFS.
We first use a set of micro-benchmarks to evaluate the single-
threaded performance of CETOFS. Then, we show the scala-
bility of CETOFS under concurrent accessing. We also evalu-
ate CETOFS using the macro-benchmark Filebench [12] and
the real-world application LevelDB [13]. Finally, we conduct
a performance breakdown for CETOFS.

Experiment Setup. We conduct all experiments on two
servers with two 24-core Intel(R) Xeon(R) Platinum 8260
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Figure 11: Single-Threaded Throughput

CPUs, which run Ubuntu 20.04 with Linux kernel ver-
sion 5.5.0. They are equipped with a dual-port Mellanox
ConnextX-5 RDMA NIC. Hyper-threading is disabled. For
all experiments, we issue direct IO (O_DIRECT) like previ-
ous works [54,56]. The target server is equipped with 256GB
DRAM and a 375GB Intel Optane P4800X SSD (2.3GB/s for
peak read and write).

Compared Systems. We compare CETOFS against Ext4,
F2FS, and uFS. Ext4 and F2FS are widely-used journaling
and log-structured kernel file system respectively that can
directly run on the disaggregated SSD. uFS is a state-of-the-
art high-performance userspace file systems for local modern
SSD. We extend it to support the disaggregated SSD.

6.1 Single-Threaded Performance

We use five synthetic micro-benckmarks: sequential read-
/write, random read/write, and append to measure single-
threaded throughput. Each workload runs with different IO
sizes and one million operations on a 4GB file.

Read. Figure 11(a) and 11(b) show the results for sequen-
tial and random reads. CETOFS places its data plane en-
tirely in userspace and avoids kernel stack overheads. Thus,
compared to Ext4, CETOFS achieves 10% to 1.12X higher
throughput for all IO sizes. Similarly, CETOFS outperforms
F2FS by achieving 9% to 1.23X higher throughput. uFS is a
fully userspace file system. Its read throughputs are close to
CETOFS with an average 16% degradation. The performance
degradation mainly comes from the frequent communications
between its client and uServer threads. Figure 1 1(f) shows the
latency results of random read. CETOFS spends about 19us to
read 4KB data, which mainly consists of RDMA networking
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Figure 12: Concurrent Throughput with FxMark

latency (about 7us), SSD read latency (about 7us) and other
software latencies (the offset translation, permission check-
ing, etc.). Ext4 and F2FS spend extra time (about 26us) in the
kernel stack. uFS instead incurs extra latency (about Sus) for
inter-process communication and copying data.

Overwrite. Figure 11(c) and 11(d) show the results of sequen-
tial and random overwrites with pre-allocated data blocks. We
use the direct IO mode for all tested systems to eliminate the
potential interference from data caching (e.g., page cache) that
might absorb data writes and perform batch flushing. Similar
to the read results, CETOFS benefits from its userspace data
plane, it exhibits higher throughput across all 10 sizes (4KB
to 128KB). On average, CETOFS outperforms Ext4, F2FS,
and uFS by about 74%, 65%, and 24%, respectively.
Append. Figure 11(e) shows the results of the append op-
eration performed on an empty file. To handle the append
operation, CETOFS adopts a two-stage approach to first let
K-FS allocate blocks and then write data in userspace. This
enables CETOFS to still benefit from userspace data plane,
achieving average throughput improvements of 52%, 50%,
and 12% compared to Ext4, F2FS, and uFS. Although uFS
also performs the append operation in userspace entirely, it
suffers from severe data copy overhead when the IO size in-
creases. Consequently, uFS shows comparable performance
with CETOFS before the IO size reaches 32KB. After that,
uFS behaves worse than CETOFS. Both Ext4 and F2FS still
incur heavy kernel stack overhead and behave poorly.

6.2 Concurrent Accessing Performance

We use FxMark [37] to evaluate the data path scalability under
concurrent accessing. We select six workloads of FxMark:
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their costly kernel stack. uFS scales before reaching 8
threads (client threads in uFS). After that, the throughput of
uFS increases little as its uServer is designed to have a limited
number of worker threads for saving CPUs. Since CETOFS ac-
cesses the data in userspace and has no extra communication
overhead, it exhibits good scalability and achieves the full
bandwidth of hardware quickly (12 threads). Figure 12(c)
shows the DRBH result. All tested file systems only scale
to 160 Kops/s as all threads read the same SSD block and
cannot fully utilize the SSD internal parallelism. Figure 12(d)
and 12(f) show the throughput when concurrent threads over-
write and append private files separately. Since there is no
thread contention, all tested file systems behave similarly to
those under read workloads. CETOFS still achieves best scal-
ability. On average, CETOFS outperforms Ext4, F2FS and
uFS by 72%, 76% and 38% for DWOL, and by 61%, 48%,
and 29% for DWAL, respectively.

As for the DWOM workload, concurrent threads have
high contention for writing the same shared file. Only
CETOFS scales well as shown in Figure 12(d). CETOFS of-
floads the concurrency control to the target server to mitigate
the serialization overhead. Moreover, CETOFS merges the
request groups without conflicts to allow concurrent accessing
to disjoint portions of a file, which improves its scalability sig-
nificantly. On the contrary, other file systems can only execute
concurrent writes sequentially and obtain poor scalability.

6.3 Macro-benchmark: Filebench

We use a set of workloads from the Filebench [12] as the
macro-benchmarks to evaluate CETOFS. We select four rep-
resentative workloads: Fileserver, Varmail, Webserver, and
Webproxy. The data read to write ratios for these work-
loads are set as follows: Fileserver (1:2), Varmail (1:1), Web-
server (10:1), and Webproxy (5:1). Figure 13 shows the results
with increasing concurrent threads. Generally, CETOFS ex-
hibits superior performance for all four workloads. For File-

Table 3: Latency (us) Results of LevelDB under db_bench.
The Read hot contains 1% of hot key-value pairs.

server, it issues intensive concurrent writes. CETOFS out-
performs Ext4, F2FS, and uFS by 75%, 72%, and 64% on
average due to its lightweight data plane and offloaded con-
currency control. For Webserver and Webproxy, they are read-
intensive workloads and less thread contentions occur com-
pared to Fileserver. CETOFS still outperforms other file sys-
tems but achieves smaller throughput improvement. Specifi-
cally, CETOFS improves throughput by 25% to 33% for Web-
server, and 14% to 50% for Webproxy. CETOFS and F2FS
achieve similar throughput for Varmail. This is because Var-
mail contains more metadata operations and handles a large
number of small files, which brings frequent kernel interac-
tions for CETOFS. Notably, F2FS outperforms Ext4 under
Varmail as it employs an efficient roll-forward recovery mech-
anism to enhance fsync performance that only writes data
blocks and the direct node blocks.

6.4 Real-World Applications: Level DB

We evaluate CETOFS using the real-world application Lev-
elDB [13], which is a widely-used key-value store and uses
file system to persist data. We run a number of workloads
from the db_bench benchmark as shown in Table 3. We run
LevelDB by performing 3 million operations with a fixed
value size of 1KB. Since LevelDB is single-threaded, we mea-
sure the average latencies under different workloads. Table 3
shows the results. Compared to Ext4 and F2FS, CETOFS re-
duces the latencies of write sync by 57% and 30% separately.
This is because CETOFS reduces the kernel stack overhead
significantly. As for other write operations, CETOFS reduces
latencies by up to 31% and 23% compared to Ext4 and F2FS.
As for read operations, the latency improvement of CETOFS is
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Figure 14: Performance of Atomic Write

relatively small as the block cache in LevelDB serves a por-
tion of requests. uFS achieves comparable performance with
CETOFS due to its userspace design. Moreover, the single-
threaded LevelDB poses low pressure to the inter-process
communication with uServer. However, the write sync latency
of uFs is still 8% higher than that of CETOFS as each request
must be persisted to the SSD without batching, resulting in
high communication and data copy overhead to uServer.

6.5 Performance of Atomic Write

We now evaluate the atomic write performance using three
different approaches: J-Undo (journaling with undo log), J-
Redo (journaling with redo log), CETOFS (offloaded atomic
write). J-Undo first writes the old data to the log area and then
writes the new data. J-Redo first writes the new data to the
log area and then checkpoints the data in the background. We
first vary the 10 sizes of individual atomic writes using single-
threaded run. Each atomic write with the 1O size larger than
4 KB is actually divided into multiple 4KB write operations.
The results are shown in Figure 14(a). CETOFS averagely out-
performs J-Undo and J-Redo by 1.8X and 58% respectively.
The log writes of J-Undo execute on the critical path and
brings twice data movements for one atomic write (one for
writing old data and the other for writing new data), achiev-
ing the worst performance. J-Redo is performed by writing a
journal description block, journal blocks, and a commit block
to the remote storage. Although writing the description and
commit blocks bring extra IO requests, these 10 requests
are small-sized and their impact on the performance gradu-
ally diminishes with the increasing 10 size. CETOFS uses
atomic_write_start andatomic_write_commit to notify
T-Handler to perform redo logging at the target, which avoids
the transmission of the description and commit blocks. Thus,
CETOFS outperforms J-Redo with small IO size but the per-
formance improvement narrows when IO size increases. Then
we fix the atomic write size to be 64KB and vary the num-
ber of concurrent threads. Figure 14(b) shows the results.
CETOFS achieves the highest throughput as it reduces the data
movement overhead. Although J-Redo performs the check-
point in the background, it still executes the checkpoint at
the initiator, which first fetches the logs to the initiator and
then sends them back to the target. This results in expensive
data movement. J-Undo performs worst as it suffers twice
data movement to the target on the critical path. Note that

SSD == P-Lookup =2 |2 "RW - MG =
> Network =3 Other T ;-‘.(,o()- BG Ideal
Z40IT-Lookup £
g 2
90 7 5 300}
“IBREHHE
E 0 —
0T AHTMP-MAME4 0 8 of Threan 20 %
(a) Random Read (b) DWOM

Figure 15: Performance Breakdown

CETOFS stops scaling around 12 threads as the SSD band-
width is saturated.

6.6 Understanding the Performance

In this section, we first conduct performance breakdown for
single-threaded read operation to evaluate the overheads of
the address translation table and permission checking offload-
ing. Then we evaluate concurrent write performance using
different concurrency control policies.

Read Latency Breakdown. When serving a read request,
CETOFS needs to lookup the address translation table at the
initiator and lets the target perform permission check for each
block access. We split the latency of a read operation into five
components: T-Lookup (lookup address translation table), P-
Lookup (lookup reverse permission table), SSD (read data),
Network (transfer data), and other latency. Figure 15(a) shows
the latency of each component. There are five cases: 1) Ideal
case (I): without permission checking. 2) All hit (A-H): the
translation table entry and the permission entry are in memory.
3) Translation table miss (T-M): the translation table entry
should be read from the SSD. 4) Permission table miss (P-M):
the permission table entry should be read from the SSD. 5)
All miss (A-M): both table entries should be read from SSD.
Compared to the case I, the case A-H has extra 0.2us latency
for permission checking at the target when it only queries
the in-memory permission table. The latency of translation
entry miss is higher than that of permission entry miss as
U-Lib should retrieve the offset-to-block indexing from the
target. For the worst case (A-M), CETOFS still has a lower
latency (36.7us) than Ext4 (42.34us).

Performance Contributions of Concurrent Write. We eval-
uate the write performance of CETOFS under the DWOM
workload with four concurrency control policies: RW (Reader-
Writer Locking), BG (Basic Group Policy), MG (Merging
Group Policy), and Ideal (Without Locking). Figure 15(b)
shows the results. RW performs worst due to the exacerbated
serialization overhead. BG can reduce the network waiting
time and improve the scalability with low thread count. But
BG does not scale with high thread count as it cannot leverage
the parallelism of SSD. MG employs in-DRAM red-black
trees to support efficient insertion, lookup and merge with low
overhead for group management. Thus, MG scales well by
fully exploiting the parallelism of network and SSD.



7 Discussion

Overhead of File Open. The file-opening process indeed
incurs extra overhead mainly from the creation of request
queues, where the access information of server_rb and
host_rb is exchanged via RDMA. We measure the extra over-
head for opening varied-sized files, which introduces about
Sus latency, accounting for around 31% of the total execution
time of open. The overhead is acceptable as the one-time cost
before reading/writing files.

Scaling with Multiple SSDs/Targets/Initiators: On one
hand, CETOFS can be built on multiple SSDs on one target
or multiple targets by organizing multiple SSDs or multiple
targets as a logical device (e.g., RAID-0 or dRAID [50]). On
the other hand, CETOFS can scale to multiple initiators by ex-
tending to a clustered file system like OCFS2 [11] (i.e., adding
distributed lock management). We leave them as future work.
Adopting to Data Processing Unit (DPU)/SmartNIC: One
can port CETOFS to DPU/SmartNIC based disaggregated
storage [38]. The DPU [4,40,41] usually consists of 8§ ~ 16
ARM cores and a set of hardware accelerators. The ARM
cores can run the NVMe-oF stack as well as the offloading
mechanisms in CETOFS. Moreover, a few operations like
compression and encryption can be offloaded to the hardware
accelerators. We leave the adoption as our future work.

8 Related Work

Remote Storage Systems. Klimovic et al. [24] and 110 [14]
optimize the in-kernel remote storage stack to achieve high
throughput. ReFlex [25] proposes a kernel-bypass data plane
to closely integrate network and storage processing for low
latency. Gimbal [38] presents a software switch that enables
multi-tenant storage disaggregation on the SmartNIC JBOFs.
RubbleDB [29] utilizes the offload mode of NVMe-over-
RDMA to reduce the CPU overhead of replication. RIO [33]
and Volley [55] focus on the storage order of remote stor-
age access. However, these works pay little attention to the
efficiency of file systems on disaggregated SSDs. They are
orthogonal with CETOFS and can be applied to CETOFS to
further improve the performance and QoS guarantee.

Userspace File System. To reduce the kernel software over-
head, many userspace file systems for SSD are proposed.
Arrakis [46] virtualizes the SSD then each application can
directly manage the virtualized device, requiring the SR-
IOV [26] support. BypassD [54] adopts a hardware-based
approach by offloading permission checks into IOMMU for
local storage, but it cannot be directly applied to RDMA-based
remote storage. This is because translating virtual addresses
in RDMA requires the collaboration of the memory trans-
lation table (MTT) in NIC and IOMMU, requiring further
RDMA NIC modifications. Moneta-D [5] offloads the permis-
sion check into SSD, requiring modifications to commercial
hardware. Device-level file systems such as DevFS [22] and
CrossFS [48] place most FS functionalities into the device

firmware, but the efficiency is limited by the constrained CPU
and memory resources inside the device. uFS [35] places the
whole FS into a trusted process, which incurs extra CPU and
communication overhead. Both SplitFS [19] and CETOFS em-
ploy userspace-kernel collaborative architecture, but SplitFS
targets persistent memory and it perform permission checking
using page table, which cannot be applied to SSD.

Storage Service Offloading: Many works leverage emerg-
ing DPU/SmartNIC to offload storage services. iPipe [36]
proposes the actor programming model for offloading appli-
cations like KV stores, distributed transaction systems, and
real-time analytics to SoC-based SmartNICs. LineFS [23]
offloads a PM-optimized DFS to SmartNICs, including CPU-
intensive DFS tasks (replication, compression, index, and
consistency management). LeaplO [30] proposes that ARM
cores in SmartNICs can run a complex cloud storage stack.
0OS2G [18] offloads the object storage client to the DPU for
GPU-based deep learning applications. Similar to these works,
the offloading mechanisms in CETOFS can also be applied to
DPU/SmartNIC.

Scalable File Access. Several file systems explore the data
scalability issue. Similar to server_rb used in CETOFS,
CrossFS [48] maps each file descriptor to one hardware 10
queue (FD-queue) and uses the interval-tree to detect conflicts
for accessing the same file. However, CrossFS only orders
the write requests via the interval tree. CrossFS relaxes the
concurrency control of traditional file systems (e.g., Ext4)
as it may read a mix of old and new data. Trio [57] adopts
the range lock that allocates a lock for each page, which suf-
fers from high overhead when meeting a large range. A few
works focus on the scalability of accessing shared resources
(e.g., journal [21] and metadata structures [17,31]), while
CETOFS mainly addresses the serialization overhead from
accessing remote storage.

9 Conclusion

This paper presents CETOFS, a high-performance file sys-
tem for disaggregated SSDs with the target to reduce both
kernel stack overhead and networking time. To provide high-
performance data path and data protection, CETOFS handles
data operations entirely in userspace and offloads permis-
sion checking to the remote storage server to avoid the arbi-
trary reads/writes from the userspace. Moreover, CETOFS de-
signs two offloading mechanisms for concurrency control
and failure-atomic IO to reduce networking overhead. The
evaluation results show that CETOFS achieves scalable data
performance and efficient failure-atomic IO.
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