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Abstract
Byte-addressable non-volatile memory (NVM) proposes a
new opportunity to enable file systems with better perfor-
mance and durability by adding a new persistent caching layer.
However, crash consistency of caching layers and compati-
bility with diverse reliability features of file systems remains
unknown. This paper conducts a crash consistency case study
of Open CAS, a popular block-level caching system. Through
careful and thorough crash consistency experiments, we show
that Open CAS cannot always maintain crash consistency
in the persistent caching layer. We also demonstrate some
reliability features of file systems are not compatible with
Open CAS. Our analysis reveals the importance of a system-
atic crash consistency test to caching systems and reliability
feature co-design with file systems in the construction of a
reliable end-to-end file system.

1 Introduction

Byte-addressable non-volatile memory (NVM) opens a
new opportunity in designing high-performance block-level
caching systems for file systems. NVM provides byte ad-
dressability and low-access latency like DRAM and offers
data persistence like HDD. Like page cache in traditional
file systems, similar hybrid storage is adopted in persistent
caching systems, where a fast persistent device is used for a
caching layer and a slow but large storage capacity is used for
a backend file system to achieve high I/O performance while
reducing monetary costs. For example, Open CAS [11], an
advanced caching solution recently developed by Intel, allows
NVM, SSD, and other high-performance storage devices to
be used as a caching layer for improving the I/O performance
of Linux file systems.

While the primary goal for introducing non-volatile mem-
ory into block-level caching systems is to improve the per-
formance of file systems that are typically installed at the
HDDs, i.e., backend devices, it also improves the data dura-
bility of file systems. Unlike traditional block-level caching

systems (e.g., in-DRAM page cache), block-level caching sys-
tems on non-volatile memory guarantee better data durability
and enable system designers to leverage new tiered persistent
storage devices (e.g., Intel Optane persistent memory [37]) to
recover the cached data from system crashes. For example,
Open CAS [11] and other persistent caching systems such as
bcache [5] and flashcache [28] guarantee the data durability
once returning an acknowledgment to users.

Although the advent of fast storage and interconnect tech-
nologies present new opportunities to achieve better perfor-
mance and durability, they also cast new questions on system
reliability: How robust are persistent block-level caching sys-
tems to system crashes? How compatible are caching systems
with diverse reliability features of file systems which were
typically designed with in-DRAM page cache? To maximize
the performance of block-level caching systems, more and
more complicated software architectures, cache strategies and
modes, and storage hierarchies are applied which make block-
level caching systems tend to be less reliable. Although some
block-level caching systems promise data durability and crash
consistency in certain crash scenarios by using multiple ro-
bustness features, the effectiveness of these reliability designs
and the complete crash behavior of the caching systems re-
main unknown due to a lack of third-party systematical crash
consistency tools. For example, Open CAS developers no-
ticed the risk of data durability loss in case of system crashes
in certain cache modes, i.e., write-only and write-back modes
due to unknown reasons [9]. By contrast, there are multiple
third-party domain-specific test libraries and tools [38, 46]
focus on crash-consistency tests to file systems, and the crash
behaviors of state-of-the-art file systems are well studied. Fur-
thermore, state-of-the-art reliability features of file systems
are designed, implemented, and tested with in-DRAM page
cache which is modeled as all data in the caching layer are
not available after a crash. It is unclear whether these file sys-
tem reliability features still work well with the new persistent
storage hierarchy without suffering compatibility issues. To
answer these questions, we analyze Open CAS, a representa-
tive block-level caching system, by performing careful and
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thorough crash consistency experiments. To the best of our
knowledge, this is the first work that specifically focuses on
the crash consistency of block-level caching systems.

In this paper, we use Open CAS as an example of block-
level caching systems and perform a thorough crash consis-
tency study on persistent block-level caching layers. Our study
unveils important, previously undetected crash inconsistency
and incompatibility in Open CAS. In our analysis, we find
that Open CAS fails to maintain crash consistency and returns
bad data to the user due to system crashes. We further find
that some reliability features of state-of-the-art file systems
are not compatible with Open CAS1. Besides Open CAS, we
also analyzed a simpler caching system, NVCache [15], and
observed similar experiment results. In summary, we make
the following contributions:

• The first study (to the best of our knowledge) to empir-
ically analyze the crash consistency behavior of Open
CAS, a state-of-the-art block-level caching system.

• A novel workload-oriented test framework (WLOT) to
analyze crash consistency behavior of caching systems
by leveraging implicit information.

• Results and observations that demonstrate the impor-
tance of systematical crash-consistency tests to caching
systems and compatibility tests with diverse reliability
features of file systems.

The rest of this paper is organized as follows. In Section 2,
we motivate our work and discuss the challenges for crash-
consistency tests to block-level caching systems. Section 3
provides some background on Open CAS. Section 4 presents
the principle of crash-consistency tests to caching systems and
our code inspections to Open CAS. In Section 5 and Section 6,
we present our analysis of crash consistency experiments on
Open CAS. In Section 7, we present the initial results of the
crash consistency analysis in NVCache. Section 8 discusses
related work and Section 9 concludes our work.

2 Block-Level Caching Systems
Caching systems have long been the most popular design for
improving the performance of storage systems [6, 20, 40]. In
caching systems, consider a system with two storage layers: a
(fast, expensive, small) performance layer and a (slow, cheap,
large) capacity layer. With caching, all data resides in the ca-
pacity layer, and copies of hot data items are placed, via cache
replacement algorithms [7,34], in the performance layer. With
a high-enough fraction of requests going to the fast layer, the
overall performance approaches the peak performance of the
fast layer. In the context of block-level caching systems, e.g.,
Open CAS [11], OrthusCAS [50], First Responder [42], As-
sise [1], and NVCache [15], they are generally implemented
as a kernel module in operating systems, and provide caching
service for block devices which typically are file systems.

1We have reported the issues exposed in our study to the developers and
have received acknowledgment.

The advent of fast storage and interconnect technolo-
gies, such as persistent memory (PMem) [37], Non-Volatile
Memory Express (NVMe) [30], and Compute Express Link
(CXL) [13], present new opportunities in boosting the per-
formance of memory hierarchy and caching systems. With
new storage technologies like 3D XPoint [43], NVMe SSDs
(over the PCIe bus) achieve much higher bandwidth (e.g.,
8 GB/s) and lower latency (e.g., 3µs) [58]. Further, byte-
addressable persistent memory has also been commercially
available [37] and offers an order of magnitude higher ca-
pacity than DRAM and within an order of magnitude perfor-
mance of DRAM [52].

2.1 Why Crash Consistency Does Matter

Although the main goal for introducing nonvolatile memory
to caching systems is for performance boosting [12, 19, 24,
25, 49, 51, 57], this technique also poses opportunities and
challenges to the reliability of end-to-end file systems, in-
cluding caching layers and backend file systems. During the
past decades, there have been many related works to improve
the reliability of file systems [14, 23, 29, 35, 36, 55], and they
typically modeled the behavior of in-memory cache, i.e., page
cache, as all information in the caching layer is lost upon a
crash. However, when nonvolatile memory is introduced into
block-level caching systems, this stale crash model doesn’t
hold, and it provides a new opportunity for caching systems to
reuse the cached data for fast system recovery. For example,
Open CAS provides a configuration option for the system
managers to perform a fast recovery and reuse the cached
data from an unplanned system shutdown.

Although a persistent caching layer automatically provides
data durability due to the natural behavior of nonvolatile mem-
ory, i.e., it retains data even when power is removed, adding
a new tiered persistent caching layer also poses critical chal-
lenges to the system reliability. First, a persistent caching sys-
tem is much more complex than traditional in-memory page
cache. To meet the various use scenarios and user require-
ments, a persistent caching system normally provides multi-
ple cache modes to cope with. For example, compared with
a single cache mode in page cache, Open CAS provides six
cache modes for the different use scenarios. Similarly, First
Responder offers seven cache modes for users. Furthermore,
to maximally deliver the performance of nonvolatile memory,
caching systems normally design complicated caching algo-
rithms and asynchronous data movement mechanisms to fit
in nonvolatile memory characteristics. For example, in Or-
thusCAS [50] the cache eviction strategy not only considers
the characteristics of workloads but also is decided by the
performance model of caching devices. In general, the more
complicated software design and implementation means the
systems are less reliable.

Second, testing persistent caching systems poses unique
requirements and challenges. In caching systems, the code
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logic usually requires a heavy workload to change the caching
system status and/or trigger the specific cache operation. For
example, cache eviction and cache cleaning operations gen-
erally require a heavy workload to be implicitly triggered by
cache replacement policies [7,34]. The requirement for heavy
workloads makes traditional system testing tools, such as
fuzzing [4,17,23,53] and black-box testing [29] less effective
which tend to generate lightweight test cases by applying syn-
tax and semantic mutations [22, 54]. Furthermore, implicitly
triggering through heavy workloads also means there are enor-
mous potential crash points in the heavy-workload test case
for a test framework to explore. Therefore, crash-consistency
tests to caching systems specifically require a test framework
that can generate heavy workloads while precisely identifying
crash points for implicit cache operations.

Third, it still remains unknown whether the added persistent
caching layer is compatible with the diverse reliability fea-
tures of file systems. For file systems, the reliability features
such as logging [18, 39], journaling [48], write-back [47, 48],
and copy-on-write [21], are designed on a simple crash model
that file systems on the persistent device, e.g., HDD, are the
only survived data source upon system crashes [3]. When
introducing a new persistent caching layer in end-to-end file
systems, this stale crash model doesn’t hold anymore, and the
reliability design based on this model may not be compatible
with the newly added persistent caching layer. Actually, in
case of a system crash, data movement between the persis-
tent caching layer and the backend file system immediately
terminates, which is the same as in-memory page cache. How-
ever, during the post-recovery process, the survived data in
caching layers and file systems can be inconsistent. If the
reliability design between caching layers and file systems is
not well coordinated, the end-to-end file system may suffer
from durability loss or data inconsistency issues.

In this work, we focus on the crash consistency of block-
level caching systems. We specifically take Open CAS as an
example and try to answer the system reliability questions in
two aspects: does the persistent caching layer maintain crash
consistency in case of system crashes? Are state-of-the-art
reliability features of file systems compatible with the newly
added persistent caching layer?

3 Introduction to Open CAS

Open Cache Acceleration Software, short for Open CAS [11],
is a block-level caching solution that is primarily designed
to improve the performance of HDDs (backend devices) by
caching data on nonvolatile memory (cache devices). Open
CAS is widely used and studied in both industrial solu-
tions [31,33] and research projects [16,50]. Open CAS Linux
is a kernel module that works under Linux in-kernel file sys-
tems. It handles I/O requests from upper-layer file systems
through a virtual block device and submits I/O requests to
underlying storage devices according to cache modes and poli-

Open CAS Metadata

Persistent Storage Devices

Collision Segment 

struct  ocf_metadata_map {
     # Block Adress
     # Backend Device ID
     # Status Bits
}

Collision Segment Meta Block Meta Chunk Superblock

Bitmap

Superblock

Figure 1: Metadata Structures in Open CAS

cies. In the official document, Open CAS guarantees that data
integrity is maintained on the persistent cache device once re-
turning an acknowledgment to users for all cache modes [10].
To achieve this guarantee, Open CAS developers utilize mul-
tiple reliability techniques. Besides, a set of built-in test cases
is provided to ensure the correct implementation of function-
alities and reliability features.

For the rest of this section, we first introduce the key data
structures in Open CAS. We then introduce cache modes and
basic cache operations including their reliability features for
maintaining crash consistency. After that, We analyze the chal-
lenges of performing crash-consistency tests to implicit cache
operation. Finally, we describe the post-recovery process of
Open CAS.

3.1 Data Structures
A cache line is the smallest data unit that Open CAS can
manage. Every occupied cache line is associated with a
core line on the backend file system and the cache line
will be eventually written back to its associated core line.
Open CAS supports different cache line sizes ranging
from 4KB to 64KB. For each cache line, Open CAS main-
tains a small portion of metadata, which contains the in-
formation including core id, core line number, and valid
and dirty bits for every sector. The core id determines on
which core is the core line corresponding to the given
cache line located, whereas the core line number deter-
mines the precise core line location on the backend file
systems. Valid and dirty bits define the current cache line
state. When a cache line is valid, it means that it’s mapped
to a core line determined by a core id and a core line num-
ber. Otherwise, all the other cache line metadata information
is invalid and should be ignored. When a cache line is in
an invalid state, it may be used to map core line accessed
by I/O requests, and then it becomes valid. The dirty bit de-
termines if the user data stored in the caching layer is in sync
with the corresponding data on the backend file systems. If
a cache line is dirty, then only data on the caching layer
is up to date, and it needs to be flushed at some point in the
future and be marked as clean by zeroing the dirty bit.

More specifically, as shown in Figure 1, Open CAS has
different types of metadata information stored in multiple
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Cache modes Read cache hit Write cache hit Read/Write cache miss Cache eviction Cache cleaning Cache flushing
Write-Through (WT) - Update Mapping, Insertion Eviction, Invalidation - -
Write-Back (WB) - Update Mapping, Insertion Eviction, Invalidation Cleaning, Invalidation Flushing, Invalidation
Write-Around (WA) Invalidation - Mapping, Insertion Eviction, Invalidation - -
Write-Invalidation (WI) - Update Mapping, Insertion Eviction, Invalidation - -
Write-Only (WO) - Update Mapping, Insertion Eviction, Invalidation Cleaning, Invalidation Flushing, Invalidation
Pass-Through (PT) - - - - - -

Table 1: The involved cache operations in different cache modes. Blank cells mean that none of the cache operations is applicable.
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Figure 2: Cache modes of Open CAS. Cache eviction and flushing
are not shown in all figures.

segments, among which the “collision” segment is the key
data structure for storing Open CAS cache line meta-
data. The collision section includes a set of 4KB metadata
blocks in DRAM, each of which consists of multiple 12-byte
chunks (12, 18, and 42 bytes for cache line sizes = 4KB,
16KB, and 64KB respectively) storing the mapping between
a cache line and a core line and status bits (valid and
dirty). In addition, the superblock segment includes the avail-
able cache line bitmap block and the recovery block which
stores the option of post-recovery process.

3.2 Cache Modes

Open CAS accelerates Linux file systems by caching active
(hot) data to caching layers, i.e., performance devices, thus re-
ducing storage latency. Open CAS provides six cache modes,
and based on performance improvements to read and/or write
I/O requests, we generally classify them into two categories.
In the read cache, initial read data is retrieved from backend
file systems and copied to the caching layer. Subsequent reads
are returned the copied data from the caching layer at the
speed of performance devices. In the write cache, all data
is written to the caching layer and eventually flushed to the
backend file systems through the cache eviction and cleaning
operations. For all cache modes, when the caching layer is
full, newly identified active data evicts stale data from the

caching layer by utilizing the cache eviction operation.
Write-Through mode: as shown in Figure 2(a), Open CAS
writes data to the caching layer and simultaneously writes
the same data “through” to the backend file systems. Write-
through ensures the data written to the caching layer is always
in sync with data on the backend file system. This mode only
accelerates read requests, as writes need to be performed on
both the backend file system and caching layer.
Write-Back mode: as shown in Figure 2(b), Open CAS writes
the data first to the caching layer and acknowledges to the
application that the write request is completed before the
data is actually written to the backend file systems. Based
on the cleaning policy, Open CAS writes back those data to
the backend file system opportunistically. Write-back mode
improves both write-intensive and read-intensive requests.
Write-Only mode: as shown in Figure 2(c), Open CAS writes
user data exactly like in Write-Back mode so the data is
written to the caching layer without writing it to backend file
systems immediately. Read requests do not promote data to
the caching layer.
Write-Around mode: as shown in Figure 2(d), Open CAS
writes data to the caching layer if and only if that cache line is
already mapped into the caching layer that it can be mapped
during read requests. Simultaneously, Open CAS writes the
same data “through” to the backend file systems. This cache
mode only accelerates read-intensive requests.
Write-Invalidate mode: as shown in Figure 2(d), Open CAS
handles write requests by writing data directly to backend file
systems, and if the written cache line is already mapped into
the cache, then it becomes invalid. Write-invalidate mode only
improves read-intensive requests. It also reduces the number
of eviction operations for workloads where written data is not
often subsequently read.
Pass-Through mode: Open CAS bypasses the caching layer
for all I/O requests. This mode is used for dynamically en-
abling/disabling caching layers without requiring to manually
alter the I/O path in the application.

3.3 Cache Operations

There are seven cache operations upon which cache modes
are constructed. To guarantee crash consistency of cache op-
erations, Open CAS utilizes multiple techniques like atomic
metadata update, I/O request ordering, and flapped sections.
Getting familiar with them is essential to understanding how
the test procedure is designed to cover all possible crash sce-
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narios. It also helps us to explain our crash consistency exper-
iment results.
Mapping is a cache operation of linking up a core line
with a cache line in the cache line metadata. During
mapping, a single cache line is assigned to the core line,
and during cache operations, this area can be used for storing
core line data, until the cache line is evicted.

In Open CAS, cache line metadata is stored in a
small and constant block, i.e., 4K. Cache operations such
as insertion, invalidation, etc. can atomically update
cache line metadata to the caching layer by requiring a sin-
gle I/O request and guarantees cache line metadata trans-
actional consistency during performing I/O operations.

In addition, to ensure atomic update of the cache line
bitmap, the flapped sections are designed. Specifically, the
flapped sections in Open CAS maintain two copies of the
cache line bitmap and information about which copy is
valid. On the bitmap update, the bitmap flush is performed to
an invalid copy, and then only after this operation succeeds
the updated copy is marked as valid in the superblock, which
is flushed afterward.
Insertion is a cache operation of writing core line data to
a cache line. During insertion, the data of the I/O request
is written to the cache line corresponding to core line
being accessed. The valid and dirty bits of the cache line in the
metadata are being updated accordingly during this operation.

To guarantee cache line data integrity, insertion oper-
ation is designed by ordering the I/O requests of cache line
data and its metadata. Specifically, insertion first flushes the
user data to cache line. When it is done, it then changes the
corresponding validation bit from invalid to valid and updates
the corresponding cache line metadata in the caching layer.
Due to the initial invalid state of cache line, the corrupted
data, which are caused by a system crash during flushing them
to the caching layer, aren’t accessed by users or flushed to the
backend file system.
Update is a cache operation of overwriting cache line data
in the caching layer. It’s performed when the core line
accessed during a write request is mapped into the caching
layer and the accessed sectors are marked as valid.
Invalidation is a cache operation of marking one or more
cache line sectors as invalid. It can be done during the
handling of discard requests, during purge operations, or as a
result of some internal cache operations.
Flushing is a cache operation of flushing all dirty data to
the backend file system. flushing is a cache management
operation and has to be triggered by users or Open CAS Udev
rule. It is typically done for safely detaching the backend file
system from the caching system or recovering the backend
file system without risking data loss.
Eviction is a cache operation of removing cache line map-
pings. It’s performed when there is not sufficient space in the
caching layer for mapping data of incoming I/O requests, i.e.,
when cache occupancy is close to 100%. The cache lines

to be evicted are selected by an eviction policy algorithm.
Open CAS supports multiple eviction policies including the
Least Recently Used (LRU) which selects cache lines that
have not been accessed for the longest period of time.
Cleaning is a cache operation of synchronizing data in the
caching layer and the backend file system. It involves read-
ing sectors marked as dirty from the caching layer, writing
them to the backend file systems, and setting dirty bits in
cache line metadata to zero. It’s performed by the cache
automatically as a background task. The process of cleaning
is controlled by a cleaning policy. Open CAS supports multi-
ple cleaning policies including Approximately Least Recently
Used (ALRU), Aggressive Cleaning Policy (ACP), and No
Operation (NOP).

Finally, it is important to note that Open CAS doesn’t
record an operation log and persist it in the caching layer for
the debug or failure recovery due to maximizing the caching
performance. Table 1 summarizes the involved cache opera-
tions in different cache modes.

3.3.1 Implicit Cache Operation

Block-level caching systems like Open CAS are typically
integrated into Linux operating system as a kernel module.
The advantage of the integration is that the cache solution is
transparent to the user applications and existing storage infras-
tructures, and no storage migration or application changes are
required. However, due to restrictions by the existing Linux
user interfaces, i.e., the POSIX standard [32], some cache
operations cannot be explicitly invoked by the user interfaces.
It also means that it is hard for a test framework to test these
operations by explicitly invoking while performing system
crashes. Furthermore, as a portion of Linux operation system,
kernel modules are unexpected to change for software testing,
e.g., adding the stub code. Actually, these cache operations
are only invoked by internal cache policies, e.g., Least Re-
cently Used (LRU) [7, 34, 50], which are typically decided by
a heavy workload. We call these cache operations an implicit
cache operation. For example, in Open CAS, eviction and
cleaning are implicit cache operations. In summary, due to
the implicit invocation and heavy workload requirement, an
implicit cache operation is hard to test, and we will introduce
our solution, workload-oriented test framework (WLOT) in
Section 5.

3.4 Post-Recovery Process

Open CAS post-recovery process provides two options to re-
cover a caching layer from a crash. The first option is to deal
with a caching layer as page cache in volatile memory (e.g.,
DRAM). Specifically, Open CAS reinitializes the caching
layer with new metadata, which clears the cache device, re-
sulting in the loss of all cache data that is currently residing
in the cache device.
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The second option, a more sophisticated one, is to restart a
caching layer and utilize the previous cache data, including
metadata, in the cache device for a fast recovery. Specifically,
Open CAS first performs CRC checksums for all metadata
sections in the cache device and then compares them with
ones stored in the recovery section to guarantee the metadata
data integrity. To guarantee the data integrity of the recovery
section, the recovery size is kept under 4K, which makes Open
CAS update the recovery section atomically with a single 4K
I/O. Then, Open CAS mounts the core devices, i.e., backend
file systems, and the corresponding file system recovery pro-
cess is activated according to the file system’s reliability con-
figuration. If the cache device and core device are successfully
recovered, the recovered data in the caching layer can be ac-
cessed and reused by the backend file system and the applica-
tions. Open CAS recovery process is performed automatically
in accordance with dynamic device management Udev [26].
Open CAS administrator can set the post-recovery process
option and enable the caching layer to automatically flush the
dirty data to the recovered file systems by configuring the in-
built Udev rules in 60-persistent-storage-cas.rules.
Note that although Open CAS developers also mention the
potential risk of data durability loss under this recovery op-
tion [9], there is no clear description or guidance to help
users to evaluate the tradeoff between performance benefit
and reliability risk for choosing the suitable recovery options.
Therefore, we believe a thorough study is much needed.

4 Crash-Consistency Tests to Caching Systems

In this section, we first investigate the general principles for
crash-consistency tests to a block-level caching system. Then,
we take the in-build test suite in Open CAS as an example
and specifically inspect its crash-consistency tests. Our aim
is to find whether Open CAS in-build crash-consistency tests
can guarantee data consistency in case of system crashes.

4.1 Principle of Reliability Test
Principle 1: Crash-consistency tests should explore the crash
behaviors of a caching system for crashes at any time. Al-
though crash consistency and data durability may not be guar-
anteed in any crash scenario, a system crash, such as a power
outlet and system corruption, can happen at any time. It’s
necessary to understand complete crash behavior rather than
solely crash scenarios where crash consistency is promised
by caching system developers. By contrast, the crash consis-
tency behaviors of file systems under any time system crashes
were well studied [36]. More importantly, it helps system ad-
ministrators to identify the root cause of crash inconsistency
issues in the end-to-end file system. For end-to-end file sys-
tems, it can include multiple persistent caching layers, local
file systems, and remote storage components. Each persistent
layer and component may exhibit various crash consistency

characteristics. Finding the root cause of crash inconsistency
issues to such systems can be a daunt task. Understanding
the complete crash consistency characteristics of individual
storage layers eases system administrators to identify the root
cause of crash inconsistency issues.
Principle 2: Crash-consistency tests should cover all crash-
vulnerable cache operations. Like crash-consistency tests to
other storage systems, it’s necessary for test cases to cover
all crash-vulnerable operations that potentially cause crash
inconsistency. For example, many file system test tools [23,
29] more focus on testing the write-related operations since
they change the internal state and the persistent user data.
For caching systems, if a cache operation updates user data
and/or caching system metadata in the caching layer, it will
change the caching system state and be potentially vulnerable
to system crashes. This cache operation can be seen as a
crash-vulnerable cache operation. For example, in Open CAS,
all cache operations can be seen as crash-vulnerable cache
operations. By contrast, the cache operation for responding
to a read cache hit request is not a crash-vulnerable cache
operation since it doesn’t change user data or caching system
metadata.
Principle 3: Crash-consistency tests should include diverse
reliability features of file systems to guarantee compatibil-
ity with them. The state-of-the-art reliability features of file
systems, such as data journaling, copy-on-write, etc., are de-
signed under the assumption that cached data is not available
after crashes. During the post-recovery process, reusing the
cached data in the persistent caching layer for a fast recovery
may cause compatibility issues such as durability loss and
crash inconsistency.

4.2 Crash-Consistency Tests in Open CAS

Open CAS provides a set of test cases, including unit tests and
integration tests to guarantee correct implementation. Regard-
ing system reliability, Open CAS offers crash-consistency
tests in the integration test suite. We find that the test cases
provided by Open CAS aren’t enough to guarantee crash
consistency and compatibility.
Code Observation 1: Open CAS didn’t provide crash-
consistency tests to implicit cache operations. Open CAS
provides the test cases to all cache operations for functional-
ity testing under normal cache scenarios. However, in crash-
consistency tests, the test cases didn’t include implicit cache
operations. One possible reason for crash-consistency tests
without including implicit cache operations is that it is diffi-
cult for a test framework to identify the running state of such
cache operations for precisely injecting synthetic crashes.
Code Observation 2: Open CAS didn’t explore crash behav-
iors when crashes happen during cache operations on the fly.
In Open CAS, the in-built crash-consistency tests only cover
the crash scenarios in which system crashes happen right after
an acknowledgment of user APIs, which are the guarantees
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Figure 3: Overview of crash-consistency test framework.

of data durability and consistency.
Code Observation 3: There are no test cases testing the com-
patibility with diverse reliability features of file systems. In
Open CAS, crash-consistency tests only perform synthetic
crashes to the caching layer and takes one specific file system,
i.e., ext-4, with the default configuration as the backend file
system. The back logic of such test cases is based on the fol-
lowing assumption. If the newly added caching layer itself can
keep crash consistency successfully, it should naturally work
well with other file systems that include diverse reliability
features.

In summary, crash consistency of Open CAS remains un-
known in some crash scenarios. Also, extra test cases are
required to guarantee the compatibility with diverse relia-
bility features of file systems. We will present our analysis,
including test methodology and results in later sections.

5 Crash-Consistency Tests to Caching Layer

Our crash-consistency tests to Open CAS includes two parts.
One is crash-consistency tests to caching layers. The other is
compatibility tests with backend file systems. In this section,
we mainly focus on crash consistency of caching layers and
perform system crashes solely on caching layers and try to
answer the following research question: Can Open CAS keep
the internal metadata and cached data crash consistency under
all cache operations, cache modes, and crash scenarios? We
will present compatibility tests to file systems in section 6,
in which we explore Open CAS compatibility with diverse
reliability features of state-of-the-art file systems.

This section is organized as follows. We first intro-
duce our test framework, procedure, and workload for crash-
consistency tests. We then discuss the results of our crash-
consistency tests.

5.1 Test Framework
In this section, we first show the overview of our test frame-
work. We then specifically present the workload-oriented test
(WLOT) for testing implicit cache operations.
5.1.1 Overview of Test Framework

Our test framework is specifically performed on an HPE Pro-
Liant DL380 Gen10 Plus server with 1 × Intel Xeon Silver
4314 processor, 1 × 4GB Optane Pmem as a cache device, and

1 × 256GB Samsung SATA SSD PM9A3 as a backend storage
device. Above the hardware, we install Red Hat enterprise
server 7.9 with 5.4.0-144-generic Linux kernel. We install
Open CAS (version 22.03.2) as a caching system and ext-
4 [47] as a backend file system. In addition, we set ext-4 with
the default configuration and enabled direct I/O (–direct=1) to
bypass page cache. WLOT has two modes of operation: trace
mode and test mode. Figure 3 shows the main components
and workflow in these two modes.

In trace mode, the framework first generates a specific
workload and tracks write and/or read requests. While gener-
ating I/O requests to the caching layer, the framework utilizes
the Open CAS command casctl static to monitor the I/O
performance of the caching layer and sets crashing points
which is based on the performance degradation caused by
implicit cache operations. Right after setting crashing points,
the framework stops the I/O requests and performs a flush
operation to flush all cached data to a file to generate the test
oracle. Except for the performance monitoring, we do similar
steps for the trace generation and crash point setting to other
cache operations.

In test mode, the framework first feeds the workload trace
and injects a preset synthetic crash to the caching layer, and
then triggers the post-recovery process of the caching systems.
Finally, the checker checks the correctness by comparing the
reads from the recovered caching system with the oracle. Two
modes of operation are specifically important for testing im-
plicit cache operations because the framework cannot identify
the crash "window" for implicit cache operations without
running the workload to the caching layer.

5.1.2 Workload-Oriented Test

The key challenge for performing crash-consistency tests to
caching layers is to precisely inject a synthetic crash while ex-
ecuting an implicit cache operation, i.e., eviction and cleaning
operation. As we discussed in section 3, an implicit cache op-
eration can only be activated by cache policies rather than be-
ing explicitly invoked by user APIs. To address this challenge,
we utilize the concept of implicit information [2, 41] in the
operating system design and present the workload-oriented
test (WLOT), a generic crash-consistency test framework for
caching systems. Implicit information is a powerful tool to
understand the running state of a gray box system, such as the
operating system kernel, which knows the internal mechanism
and external behavior but is ineligible to change the internal
design including the interfaces. In crash-consistency tests to
caching systems, WLOT detects the performance degradation
of a caching system and leverages the performance degra-
dation as implicit information to identify cache operation
running states for a crash injection.

To better understand the performance degradation caused
by implicit cache operations, we demonstrate an experiment
for cache eviction and cleaning operations. We apply 4GB
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Figure 4: Performance Degradation by eviction and cleaning
operations. We measure the throughput degradation of Open CAS
while performing eviction and cleaning operations under different
cache line sizes and the number of threads.

Optane Pmem and 256GB PM9A3 as a cache device and a
backend storage device separately. For the eviction oper-
ation, we continuously write data to the cache device, until
it is full, to force the cache eviction policy to trigger the
eviction operation. For the cleaning operation, we initial-
ize the cache device with a 2GB cached data and repeatedly
write a small subset of cached data (2MB) to the cache device,
and wait for the cache cleaning policy to trigger the cleaning
operation. To understand impacts of various factors, we test
different cache line sizes = 4KB, 16KB, and 64KB, and
various intention of workloads (# threads = 2, 4, 8, and 16).
Figure 4 shows the I/O throughput degradation when perform-
ing eviction and cleaning operations. The results indicate
that throughput degradation becomes significant when ap-
plying an intensive workload and a small size cache line
size. Based on the above observations, we apply the following
settings for our test procedure to help the test framework to
identify the running state of eviction and cleaning oper-
ations more precisely. We use FIO (version 3.34-13) in 16
threads as the workload setting and 4K cache line size as
the caching layer setting.

To confirm the accuracy of WLOT further, we specif-
ically implement user APIs casctl cleaning and
casctl eviction as testing drivers on Open CAS (version
22.03.2) for cache implicit operations cleaning and
eviction separately. We then applied the same workloads
above and explicitly invoked cleaning and eviction
operations, and saw the same performance degradation
pattern shown in Figure 4. We believe WOLT provides high

accuracy for testing implicit cache operation with better
generality and less human effort involved.

5.2 Test Procedure and Workloads
Since we specifically focus on the crash consistency of
caching layers, we only perform synthetic crashes on the
caching layer and leave the backend file system alive through-
out our crash-consistency tests. Specifically, we use unmount
and Open CAS’s command casctl stop to perform a syn-
thetic crash on the caching layer. By doing so, all in-DRAM
user data and metadata that are related to the caching system
are not available after a synthetic crash. We utilize mount and
Open CAS’s command casctl start to only activate the
caching layer post-recovery process. We perform synthetic
crashes during performing a cache operation and right after
receiving an API return. Also, for each cache mode, we per-
form crashes for each cache operation multiple times to cover
all possible crash scenarios.

The workloads are carefully crafted to cover all cache
modes and cache operations including implicit cache opera-
tions. We set the capacity of the cache device as 4GB while
utilizing FIO to write and read an oversized file with 6GB
size to the Linux virtual block device. We specifically list
workloads for each cache mode and cache operation below.
Write-Through mode: We apply sequential write (SW) and
sequential read (SR) workloads, in which we sequentially
write/read data into/from an oversize file, to test cache opera-
tions mapping, insertion, and eviction in the read cache
miss, write cache miss, and cache eviction states separately.
To test cache operation update in the write cache hit, we also
apply repeat write (RW) workload, in which we repeatably
write a small portion of the cached data to the caching layer.
Write-Back mode: We apply sequential write (SW) and
sequential read (SR) workloads to test cache operations
mapping, insertion, and eviction in the read cache miss,
write cache miss, and cache eviction states separately. To test
cache operations update, cleaning, and flushing in the
write cache hit, cache cleaning, and cache flushing, we also
apply repeat write (RW) workload.
Write-Around mode: We apply sequential read (SR) work-
load to test cache operations mapping, insertion, and
eviction in read cache miss and cache eviction states sepa-
rately. We also apply an update-after-read (UR) workload, in
which we sequentially read and then write the same user data
from an oversized file to test cache operation update in the
write cache hit.
Write-Invalidate mode: We apply sequential read (SR)
workload to test cache operations mapping, insertion, and
eviction in read cache miss and cache eviction states sepa-
rately. In addition, we apply repeat write (RW) workload to
test cache operation invalidate in a write cache hit.
Write-Only mode: We apply sequential write (SW) workload
to test cache operations mapping, insertion, and eviction
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Cache mode Workload Crash point Result-1 Result-2

Write-Through

sequential write write cache miss R C
cache eviction R C

sequential read read cache miss R C
cache eviction R C

repeat write write cache hit R B

Write-Back

sequential write write cache miss R C
cache eviction R C

sequential read read cache miss R C
cache eviction R C

repeat write
cache cleaning - C
cache flushing R C
write cache hit R B

Write-Around

sequential read read cache miss R C
cache eviction R C

update after read
read cache miss R C
cache eviction R C
read cache hit R B

Write-Invalidate sequential read read cache miss R C
cache eviction R C

repeat write write cache hit R B

Write-Only

sequential write write cache miss R C
cache eviction R C

repeat write
cache cleaning - C
cache flushing R C
write cache hit R B

Table 2: Crash-consistency test results of caching layers. The table
shows the results of crash-consistency experiments on caching layers.
Result 1 and result 2 represent crashes that happen right after ac-
knowledgments and during performing cache operations separately.
Each cell indicates whether Open CAS was able to recover data
from a crash (R), whether Open CAS maintains crash consistency
but did not successfully persist user data (C), and whether Open CAS
returned bad data to the user (B). Blank cells mean that the result
was not applicable.

in the write cache miss and cache eviction states separately. In
addition, we apply repeat write (RW) workload to test cache
operations update, cleaning, and flushing in a write cache
hit, cache cleaning, and cache flushing. Table 2 summarizes
the test workloads with the inserted crash points for all cache
operations and modes.

For the check criteria, we check Open CAS log files and
API returns for error messages and states. We also compare
the cached data with the oracle, which is recorded during
generating I/O workload, to ensure user data correctly persists
in the caching layer when an acknowledgment returns to
applications.

5.3 Results and Observations
The results of our crash-consistency tests are shown in Ta-
ble 2. We now explain the results in detail in terms of the
observations we made from our crash-consistency tests.
Observation 1: Open CAS gracefully maintains crash con-
sistency and data durability to caching layers in all cache
operations and modes once it returns an acknowledgment to
users. This behavior is shown by the results (R) in the result-1
column of Table 2. Just like what Open CAS designers guar-
antee, we found that Open CAS gracefully recovers from a
crash and maintains data consistency and durability, including
internal metadata, after returning acknowledgment to users.
There are no asynchronous I/O operations to flush data from

DRAM to the persistent caching layer. Before returning an
acknowledgment, all data and metadata have safely persisted
in the caching layer.
Observation 2: Open CAS maintains crash consistency to
caching layers if a crash happens during cache miss and
cache eviction. This behavior is shown by the results (C) in
the result-2 column of Table 2. Write/Read cache miss is
activated by an initial write/read request and involves cache
operations mapping and insertion which include three key
steps:

1. Mapping cache line to core line and initialize valid
bit of cache line to be invalid (atomic operation).

2. Write new user data to the cache device.
3. Write new metadata to the cache device (atomic opera-

tion).
Since the initial valid bit of cache line for caching the new
data is invalid. Any corrupted data due to a crash in step 2 will
not be returned to users or flushed to backend file systems.
The corresponding cache line will be reused for caching
other data in the future. Similarly, cache eviction involves
cache operations cleaning and invalidate which include
five key steps:

1. Read old data from the cache device to DRAM.
2. Write old data to the backend storage device.
3. Update status bits to be invalid and write it to the cache

device (atomic operation).
4. Write new user data to the cache device.
5. Write new metadata to the cache device (atomic opera-

tion).
Notice again, since the valid bit of the evicted cache line
for the new user data is updated to invalidate, any corrupted
data later in that cache line will not be returned to the user
or flushed to backend file systems.
Observation 3: Except for write-around mode, Open CAS
returns bad data to users if a crash happens during a write
cache hit. This behavior is shown by the results (B) in the
result-2 column of Table 2. Unlike a write cache miss, in
the write cache hit, there is no step 1 that initializes the cor-
responding cache line metadata as invalid when updating
user data. The corrupted user data due to a crash can be cached
to the caching layer and finally flushed to the backend file
system and returned to users.

Observation 2 and Observation 3 also lead to an interesting
conclusion that cold data is likely to tolerate more serious
crashes than hot data which frequently update or access.
Observation 4: Open CAS returns bad data to users if a
crash happens during a write request to the cached data in
write-around mode. This behavior is shown by the results
(B) in the result-2 column of Table 2. In write-around mode,
processing a write request is mainly processed by the cache
operation invalidate and involves two key steps:

1. Write the updated data to the backend file system.
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2. Update status bits of metadata to invalid and flush it to
cache device (atomic operation).

If Open CAS successfully writes the new data to the backend
file system but fails to flush the corresponding metadata to
the caching layer, the stale user data in the caching layer can
return to users. Notice again, since the read cache hit doesn’t
involve cache operations in other cache modes, we only inject
synthetic crashes during a read cache hit in write-around
mode.

In summary, for all cache operations and modes, Open
CAS successfully maintains crash consistency and persists
the cached data once returns an acknowledgment to users.
Meanwhile, when a system crash happens during cache op-
erations on the fly, some cache operations cannot maintain
crash consistency or data durability. The corrupted data may
return to users and flush to the backend file system.

6 Compatibility Tests with File Systems

In Section 5, we showed crash-consistency tests to the caching
layer. In this section, we try to explore how compatible Open
CAS is with diverse reliability features of state-of-the-art file
systems, i.e., whether post-recovery processes of file systems
can coordinately work well with persistent caching layers.
Our compatibility tests with file systems indicates that some
reliability features of file systems are not compatible with
Open CAS: incompatibility issues are various from minor
issues, e.g., performance degradation to serious ones, e.g.,
durability loss.

This section is organized as follows. First, we discuss our
test framework, procedure, and workloads we used to con-
duct compatibility tests. Then, we present the results and our
observations.
6.1 Test Framework
Our test framework for compatibility tests is similar to crash-
consistency tests to caching layers. The difference is the back-
end file system setting. We choose five state-of-the-art file sys-
tems with diverse reliability features as backend file systems.
The target file systems roughly fall into three categories: 1) file
systems with no or simple reliability features, i.e., ext-2 [8];
2) file systems with journaling approaches, i.e., ext-3 [48]
and ext-4 [47] in writeback, ordered, journal, and nodealloc
configurations, and xfs [45]; 3) copy-on-write file systems,
i.e., btrfs [27]. Table 3 lists backend file systems and their
reliability features, i.e., configuration settings, we choose for
our compatibility tests.

6.2 Test Procedure and Workloads
We study the compatibility of Open CAS under the more
realistic crash-recovery procedures. During the crash pro-
cedure, we perform a crash as a clean power fault. Specifi-
cally, at the time of crashes, all I/O operations between the
caching layer and the backend file system terminate imme-
diately, and the caching layer cannot receive I/O errors from

the backend device. In addition, all in-DRAM data and meta-
data that are related to the caching system and backend file
system are not available after a crash. For the recovery pro-
cedure, we perform the post-recovery process on both the
caching layer and the backend file system. Also, we reuse
the cached data and metadata in the caching layer for a fast
recovery. The specifics of our crash-recovery procedure in
our test framework are as follows: we use unmount and Open
CAS’s command casctl stop to perform synthetic crashes
on the both caching layer and backend file system. We utilize
mount and Open CAS’s command casctl start to perform
the caching layer post-recovery process. After that, we utilize
mount to automatically invoke the post-recovery process of
the backend file system.

Since we are only interested in the post-recovery process
of caching layers and backend file systems, we apply with
the simpler workload and cache mode settings than Section 5.
We only choose the repeat write workload and two write
cache modes, i.e., write-back mode and write-only mode for
compatibility tests. The reason for choosing WB and WO
modes is that these cache modes can cache the latest user
data, i.e., dirty data, in the caching layer and leave the stale
user data in the backend file system, which enables us to
expose more interesting results such as crash inconsistency or
durability loss during the post-recovery process. Specifically,
We first restore a file on the backend file system and then
apply repeat write (RW) workload in the write-back mode
and write-around mode separately, in which we repeatably
write a small portion of the cached data to the caching layer.

For the crash point setting, we simultaneously inject syn-
thetic crashes on both the caching layer and the backend file
system. In addition, since we attempt to activate the post-
recovery process of backend file systems, we always inject
synthetic crashes during the backend file system performing
I/O operation. We utilize the cache operations cleaning to
raise I/O requests to the backend file system.

For the check criteria, we flush the cached data to the back-
end file system and compare the recovered file system image
with oracle, which is generated by performing the same work-
load without a crash. We also check log files and API returns
in both Open CAS and the backend file system for error mes-
sages.

6.3 Results and Observations
The results of our compatibility tests are shown in Table 3.
The table reports the results of compatibility tests with state-
of-the-art reliability features of file systems. We now explain
the results in detail in terms of the observations we made from
our compatibility tests.
Observation 1: For ext-2 with all configurations and ext-3
with the default configuration, performing the file system post-
recovery process and flushing dirty data to the file systems
keep crash consistency and durability. In Table 3, this behav-
ior is shown by the results (SR). Since the recovered caching
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File system Configuration Cache mode Result

ext-2
- Write-Back SR

Write-Only SR

sync Write-Back SR
Write-Only SR

ext-3

- Write-Back SR
Write-Only SR

writeback Write-Back FE
Write-Only FE

orderd Write-Back FE
Write-Only FE

journal Write-Back FE, LE
Write-Only FE, LE

ext-4

nodelalloc Write-Back FE
Write-Only FE

writeback Write-Back FE
Write-Only FE

orderd Write-Back FE
Write-Only FE

journal Write-Back FE, LE
Write-Only FE, LE

btrfs - Write-Back FE, LS
Write-Only FE, LS

xfs
- Write-Back FE, LS

Write-Only FE, LS

wsync Write-Back FE, LS
Write-Only FE, LS

Table 3: Compatibility test results of caching layers. The table
shows the results of caching layer compatibility experiments with
state-of-the-art file systems and their reliability configurations. SR
represents end-to-end file systems fully recovered with a slow post-
recovery process; FE represents flushing dirty data to file systems
incurred an I/O error; LE indicates end-to-end file systems suffered
from durability loss with an I/O error; LS indicates end-to-end file
system suffered from durability loss silently. Blank cells mean the
default configuration settings.

layer maintains the complete and up-to-date user data, includ-
ing the related metadata, flushing dirty data to the recovered
file systems can help file systems to keep up-to-date and main-
tain crash consistency. One minor issue is that during the file
system post-recovery process, the time-consuming checking
task, i.e. fsck, is performed and incur a slow recovery pro-
cess. It finally makes Open CAS "fast" recovery guarantee
impossible.

It seems the solution for this incompatibility issue is simple
which just requires file systems to degrade their reliability
features and omit to check entire file systems. However, there
is a dilemma to do so. Actuarily, not all cache modes cache
the complete and up-to-date user data so flushing dirty data
to backend file systems are not always helpful for keeping
file system crash consistency. For example, in write-around
mode and write-invalidate mode, the caching system may or
may not cache the up-to-date user data in the caching layer,
which depends on workload and data access pattern. For these
cache modes, degrading the reliability features and omitting
internal data consistency checking can potentially cause the
file system crash inconsistency.
Observation 2: For ext-3 and ext-4 in journaling-related
configurations, xfs, and btrfs, performing the post-recovery
process and flushing the dirty data to the file systems incur I/O
error. In Table 3, this behavior is shown by the results (FE).

For the file systems with journaling-related configurations,
if a crash causes an incomplete journal transaction, the file
systems will automatically switch to read-only mode in post-
recovery process. As a result, flushing the dirty data to the
recovered file systems incurs I/O error. Naively forcing the
file systems to the read-write mode incurs a similar dilemma
situation which we discussed in Observation 1.
Observation 3: For ext-3 and ext-4 in journal configuration
and xfs, performing the post-recovery process and flushing
the dirty data to the file systems incur durability loss with
an error. Similar to Observation 2, ext-3 and ext-4 in journal
configuration and xfs automatically switched into read-only
mode when they were remounted to the caching system due
to the incomplete journal transaction. However, forcing these
file systems to read-write mode still cannot solve all compat-
ibility issues. Different from Observation 2, ext-3 and ext-4
in the journal configuration and xfs write both data block
and the related metadata, which are normally larger than 4K
caching line size, to the journal. During the post-recovery
process, if the journal transaction is complete, the data block
and metadata in the journal are checkpointed to its final in-
place block location. Otherwise, the incomplete transaction
is discarded. On the other hand, Open CAS only guaran-
tees data transaction at the grain of caching line size. By
setting the dirty bits for each cache line , Open CAS can
identify whether a cache line is successfully synchronized
to the backend file system or not. Furthermore, during the
post-recovery process Open CAS doesn’t redo the last failed
cache operation, i.e., cleaning in our case. Since the flushed
dirty cache line didn’t include the complete journal trans-
action, the file systems discarded the flushed data and raised
an I/O error. Although Open CAS persisted the complete jour-
nal transaction data in the caching layer, part of them had
been marked as a clean state i.e., setting the dirty bit to zero,
and cannot be flushed to the backend file system again but
be evicted by eviction cache operation which finally cause
durability loss.
Observation 4: For btrfs, performing the post-recovery pro-
cess and flushing the dirty data to the file system incur durabil-
ity loss without an error. Btrfs is a copy-on-write file system
that writes to the same block only once except for the su-
perblock which contains root-node information. Specifically,
btrfs first writes to a log tree to record changes and then writes
the data block and any related metadata to new locations and
updates the roots in its superblock. In case of a crash, btrfs
effectively reverts the contents of the data block and metadata
back to its old state. Similar to Observation 3, btrfs simply
discards the incomplete user data and metadata during the
post-recovery process. Flushing the rest data blocks and meta-
data cannot help btrfs to maintain crash consistency and keep
user data up-to-date. However, unlike Observation 3, flushing
the dirty data to btrfs does not return an error which finally
causes a silent durability loss.

In summary, Open CAS fails to be compatible with the
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diverse reliability features of state-of-the-art file systems. The
incompatibility issues are various from minor issues, e.g.,
performance degradation to serious ones, e.g., durability loss.
The results also indicate the more rigid reliability features
may suffer from the more serious incompatibility issues.

7 Beyond Open CAS
In addition to Open CAS, we have applied the same test
framework used in Section 5 to a simpler caching system,
NVCache [15]. NVCache is an approach that leverages a
non-volatile main memory (NVMM) as a write cache to im-
prove the write performance of legacy applications. Simi-
lar to Open CAS, NVCache intercepts and redirects in user-
space I/O function calls to achieve this transparency. Also,
NVCache guarantees data durability once returning an ac-
knowledgment to users. Unlike Open CAS, NVCache uses
log structures for persisting cache line and its metadata.
In each write request, NVCache appends the new user data
at the end of cache line area and directly embeds a com-
mit flag within each cache line. The commit flag indicates
whether cache line data is successfully committed to the
caching layer or not. In order to handle non-committed writes
left in the caching layer after a crash, NVCache firstly saves
user data to cache line and then updates the corresponding
commit flag from non-committed to committed.

Our initial results indicate that NVCache is also vulnerable
to system crashes. As shown in table 4, NVCache gracefully
recovers data from system crashes for the write cache after
returning an acknowledgment. Moreover, thanks to the log
structure to cache line, NVCache maintains crash consis-
tency to the caching layer if a crash happens during cache
miss and hit which is better than Open CAS. However, similar
to Open CAS, NVCache returns bad data to users if a crash
happens during the cache operation cleaning, the only im-
plicit cache operation in NVCache. In addition, we see the
significant throughput collapses when performing the cache
operation cleaning which indicates the generalization of the
workload-oriented test for identifying the running state of
implicit cache operations.

In summary, so far we have studied two examples: Open
CAS, a complex block-level caching system with techniques
to maintain crash consistency, and NVCache, a simpler block-
level caching system with few mechanisms to provide extra
reliability. Both are vulnerable to system crashes. In addition,
since OrthusCAS [50] was integrated with Open CAS with
minor modifications for performance optimization, we believe
most of our observations of Open CAS should also apply to
OrthusCAS. It seems that regardless of the complexity of the
caching system and the amount of machinery used for crash
consistency, implicit cache operations are still a bottleneck for
crash consistency, and systematical crash-consistency tests are
necessary for various caching systems. In addition, reliability
feature co-design on caching layers and backend file system
is necessary for keeping crash consistency.

Cache mode Workload Crash point Result 1 Result 2

Write-Cache sequential write cache miss R C
cache cleaning - B

repeat write cache hit R C

Table 4: Crash-consistency test result to NVCache. Each cell indi-
cates whether NVCache was able to recover data from a crash (R),
whether NVCache maintains crash consistency but did not success-
fully persist user data (C), and whether NVCache returned bad data
to the user (B). Blank cells mean that the result was not applicable.

8 Related Work
There is a lack of related work on crash-consistency tests to
block-level caching systems. In addition, previous work on
the crash-consistency tests to end-to-end file systems simply
models the crash behavior of caching layers as an in-DRAM
page cache in which all cached data is lost in case of a crash.
We compare our work with ones on file systems and databases.
Crash-consistency test frameworks and fault injection tech-
niques have been widely used to analyze the robustness and
find bugs in file systems and databases [23, 29, 36, 44, 55, 56]
For example, Crashmonkey [29] exhaustively performs file
system crash-consistency tests within a bounded space, a
heuristic pruning rule based on the bug study of real file sys-
tems. Hydra [23] mutates both file systems image and opera-
tion sequences when performing feedback-oriented fuzzing
to identify crash consistency bugs. Block Order Breaker
(BOB) [36] creates crash states from recorded I/O to show
that different file systems persist file-system operations in sig-
nificantly different ways. The Application-Level Intelligent
Crash Explorer (ALICE), explores application-level crash vul-
nerabilities in databases, key-value stores, etc. The logging
and replay framework from Zheng et al. [56] is focused on ver-
ifying ACID guarantees of databases, works on iSCSI disks,
and uses four dedicated manual workloads.

However, our work on Open CAS is the first comprehen-
sive crash consistency analysis of the block-level caching sys-
tem that covers carefully controlled crash-consistency tests
to caching layers and compatibility tests with backend file
systems.

9 Conclusion and Discussion
In this paper, we analyzed a representative block-level caching
system, Open CAS, to study the reliability of the persistent
caching layer in case of system crashes. We introduce a novel
approach the workload-oriented test to systematically per-
form crash consistency experiments to the caching layer and
selectively perform integration test to the diverse reliability
features of file systems. We presented our observations about
Open CAS crash consistency and compatibility with the di-
verse reliability features of file systems.

Although these are always the tradeoffs one has to make
for crash consistency, as one tier of the end-to-end file system,
the block-level caching layer should provide strong crash
consistency against crashes. We conclude by discussing some
techniques that caching systems can use to increase system
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reliability and compatibility.
Checksums in cache lines: Caching systems could protect
the user data in the cache line by using checksums. For ex-
ample, Open CAS could use a checksum inside cache line
in the caching layer, update it on caching operation update,
and verify the checksum on read-related caching operations
or during the post-recovery process (Observation 3 in Sec-
tion 5.3). However, this does incur an overhead in computa-
tion as well as some complexity in implementation.
Data synchronization during post-recovery process: To
deal with the stale user data in the caching layer due to system
crashes (Observation 4 in Section 5.3), a caching system could
synchronize user data with backend file systems during post-
recovery process.
Reliability-feature-aware post-recovery process: A caching
system could be aware of the reliability features of the backed
file system, and take a well-co-designed post-recovery process
with them (Observation 1 - 4 in Section 6.3).
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