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= Why the Mayhem? \?Xbﬂ%

fwsyntooTH ) -

A family of over dozen new vulnerabilities in Bluetooth Low Enerqy (BLE) implementations
Named after Sweyn Forkbeard who revolted against his father King Harald Bluetooth.

Affected SoC Vendors (not exhaustive) Many loTs affected Open Source BLE Stack (not exhaustive)
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- - Alook into Bluetooth flavours - Past Vulnerabilities %E
~= . Iseverything well tested? ' 77’% =
RS 74
" Our Target -~
{Classic or BR/EDR) (Dual mode or BR/EDR/LE) (Single mode or BLE)
Latest Attacks Affected stack APP APP APP
- [2017] BlueBorne (Classic) HOST HOST
« [2018] BleedingBit (BLE) SDP SDP =
« [2019] Invalid Curve Attack (Classic/BLE) RFCOMM RFCOMM | [ SMP
« [2019] Knob (Classi.c) L2CAP L2CAP
« [2020] Bias (Classic) T wa | =
M
[_BR/EDRPHY |
CONTROL¢LER CONTROLLER

More complexity

More vulnerabilities!

Comprehensive testing equipment is expensive!
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)ﬁ% Bluetooth Low Energy Overview
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=N Can we test BLE security ourselves with off the shelve hardware?

Device roles — Central vs peripheral
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Can we avoid
this setup?

Ellisys Bluetooth
Explorer (Over $10k)
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~ - Bluetooth Low Energy Overview 3}&

a\?x?“_ Can we test BLE security ourselves with off the shelve hardware? ;i%f
"\ 7
BLE Stack

Device roles — Central vs peripheral Application 1User
Smartphone Smart '
Watch -f-'l“- Host
. m -nll-
pu— Adertlses
L eeeedlll PEripheral -@HCI
AN Controller
Our target :
e Radio 2.4Ghz (GFSK) |
Connects to Host cannot access Link Layer via HCI!
W_ How can we manipulate arbitrary LL fields?
BLE Frame [T

Access Link Layer PDU
it Payload -

Link Layer  Link Layer  Link Layer  Host Layers  Link Layer
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" Bluetooth Low Energy Overview e

scan |
request] |

|
|
| Scan
Iiresponsei connection |
¢ (request)
I I D From adv. channel
|

N Can we test BLE security ourselves with off the shelve hardware? =
S o
. . T T A AL T 1
Device roles — Central vs peripheral ~ Main BLE Exchanges !
Peripheral/Slave Central/Master |
Smartphone Smart ! chameis (1)) |
Watch |+ g :
|
|
|

Advertises

<(anaoonsonsonsonen:
LI Peripheral

N

Data channel connection __Ji to data channel

|‘ version request / response

v v

our target P feature request / response :

C fo t 4 length request / response ’I
[

onnects 1o | MTU length request / [

| 2 I‘ —response >I

- UClidl . ||

4 pairing request / response

1. Peripheral switches from advertisement channels to data RO itree i A L
channels; | -LL Encryption procedure !
2. Pairing procedure is perfomed acording to devices 3 l:
Capa bilities; 4—Keys distribution procedure- |

3. Link Layer encryption (managed only by the controller). .

ATT request / response

I
‘ (GATT services discovery)
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7 - Testing Security by Fuzzing =
-&\_::?Tj ~Isit possible to apply fuzzing to lower-level over the air communication?
\\ Crashes

O

3. Analyse ‘ Report Bugs A
Data

Next attempt

Black/grey Output
box software Feedback

2. Run 1. Generate

Application Input

Inject Input
Challenges:

1. Full control over BLE Link Layer (Including manipulation of the connection procedure)
2. What feedback metric to use? Most BLE stack implementation is closed source.

3. BLE is a heavily stateful protocol, simply mutating the input is not enough.

4. How to detect crashes or anomalies when fuzzing over the air?
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Bluetooth
Controller

USB
Serial-CDC

p— — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —

fw=yntooTH 3)

NRF52840

17
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Vulnerable BLE Device

/ BLE Controller for LL Injection (nRF 52840 Dongle)

/ Encoding

(GFSK)

i

Whitening

(_

¢ Transmission Path (TX)

CRC

Data Channel Packet
Data Packet

Physical Channels (2.4 Ghz)
Advertisement: 37-39 / Data: 0-36

v Reception Path (RX)

\ Decoding

N ilL(GFSK)

De-
whltenln

J

! 'Host (Ubuntu 18.04)

<«

Buffer :
Adv. Channel Packet |:
l Adv. Address
Matchin «:
[ " TAddress | i
Match Signal
Packet
—> .
Filter

No HCI
allowed here!

Live Capture
(.pcapng)

Logs & |
Reports

’

Sweyntooth

Receive and :
Generate Packets
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Fuzzer Arquitecture Overview

7
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Peripheral

(Smart Home,
Wearables,
Trackers, etc.)

e

ﬂ

Bluetooth
Controller

USB "\

Serial-CDC

2.b Mutation probabilities

(iv) .

Anomaly Report & Cost

o S o S S S S D S S B S B B I S S S S e e . .

Calculation

1. Initialization

Protocol Model
(State Machine)

Q MBLE

A A 3.a Fuzzed Packet (P')

3.b Well-crafted Packet sent at wrong state (Pgyp)

4. Device Response Packet (P,)
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fﬁ/j Fuzzing BLE Layers - Fields mutation

/
/
L2CAP Fields mutation probability
Fields 04 0.4
LACAP Layer |y Length | CID |

-

“~=-- Layers mutation probabilities - ---~

-
-

Mutation probabilities (Xj)

""  L2CAP Layer

L

Layers e R i 0.7
BLE Packe Public
tl\ BLE |Data Ch.| L2ZCAP| SMP Key
Fields 0.5 05
Key X Key Y

PK Fields mutation probability

—

PK Layer
—
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TX PKT 1

Transmission
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Packet
Redundancy

; Fuzzing BLE Layers - Out of order sequences

e ————————— —— —

s /" Packet History
///
/Protocol Model TXPKT 1
‘ TX PKT 2
.'@ TX PKT 3
N\
\
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N\
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N o
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Transmission Advertises

13



ﬁacket History \

TX PKT 1 q

TX PKT 2

TX PKT 3

Picked by
random chance

Transmission

_____________

_____________

Advertises

|
|
|
|
|
|
Rl Peripheral l
|
|
|
|
|
|
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TX PKT 1

TX PKT 2

TX PKT 3

Transmission

______________

______________

[AS
AN
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e
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{ Advertises

Sent after packet 3
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Packet
Redundancy

'/7. Fuzzing BLE Layers - Out of order sequences

s /" Packet History :
/ CUTXPKTT |
/ —TXPkT2 '
/Protocol Model TXPKT 2 |
' TX PKT 3 Transmission Advertises I
< TX PKT 1 el Peripheral l
( —3) : |
— |
N |
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Packet
Redundancy

f;? Fuzzing BLE Layers - Out of order sequences

ﬂ’acket Histori \
 TXPKT2 |

TXPKT 2

TX PKT 4 I Peripheral
T

Redundant packets
are not saved in
packet history again

|
|
|
|
|
TX PKT 3 Transmission ( Advertises 1:
|
|
|
|
|

&
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,FJ/ Validation Strategy - Exemplified

Valid and invalid responses

e
. /7 STATES Expected layers Rejection layers
J/ F : {(MTU 'LengthJ E [ L )
ﬁ _____ . / . mtu length i (_RSP_|_REQ J...!!Unknown. ...
stwﬂ\ Gafted Packelsent al wiong state (Pug) / -------------------- . ,'_-; --------------- Ny ,-_-_-_-_-_-_-_-_-_-_-:: |: ,::::::::_:- ==
4. Device Response Packet (P) : . i . : : ATT ATT : : ATT
X 7 st_pr_services (o | tror | s
\ . (SMP | Pair. | | [ smP | |
dC ket | _pairing_request | (Failure) RSP ... | | Failure)...
, \ | CURRENT STATE ; A e
\/a | | d at | O n Received: ATT Response ° Invalid
K \ - _[ LZCAPI ATT IATT RSP]) (A) Invalid Response
AN [ Received: Pairing Response | Valid
\\ ...l L2CAP [SMP] Pair. RSP || (B) Valid Response V
\ Received: SMP Failure Valid
\ - .L[L2CAPJSMP]SMP Failure ! (C) Fail Response V
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Valid and invalid responses

Peripheral | I 2 Mutation probabilties [l't‘;‘{"&wﬁt’il |
iy i @), ialaton ___ ( L"'_]E
H o s TN ! - — —
S e I | sTaTES .Expectedlayers | Refectionlayers |
R\uﬂ;)olh I ; i i Validation| [ il it Rt \ : - 1 ~ \
controller | 11 1103 Patket ()] & SESEREI ) \\ . ' MTU [Length} ' :[ LL ' I
| M S ) NN A miu_length | URsP | REQ ... iiUnknown). .| |
Tn;wm\ crafted Packel sent al wiong state (P, ﬁ -------------------- x ,r_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-:: I:::::::::_:::::
4. Device Response Packel (P — . i . : : ATT ATT : : ATT . I
list_pri_services ‘| Read | Error >l Error :
. (SMP | Pair. | | [ SMP i
Packet pairing_request | Faiure ke)... eatre)... |
, , CURRENT STATE . A T : |
\/a | |d at | O n Received: ATT Response e Invalid I
= [ |-2CAPI ATT IATT RSP]J (A) Invalid Response |
[ Received: Pairing Response | Valid |
...l L2CAP [SMP] Pair. RSP || (B) Valid Response V |
Received: SMP Failure Valid |
... L2CAPJSMP]SMP Failure ) (C) Fail Response \/ |
— — — — — — — — — — — — — — — — — — — — — — — ]
373 8.236579 Slave 8x9a332337@ LE LL Empty PDU
374 8.247485 Master_Bx9a328378 SHMP Sent Pairing Request: AuthReq: Bonding | Initiator Key(s): LTK, IRK, CSRK | Responder Key(s): LTK, IRK, CSRK
375 8.250444 Slave Bx9a32337@ LE LL Empty PDU
376 8.278971 Slave 8x9a32837@ Master_©x9a328378 ATT iRcwd Error Response - Attribute Mot Found, Handle: 8x@e2e (Device Information: Unknown)
377 8.318158 Slave 8x09a3328370 Master_Bx9a328378 LE LL Empty PDU
378 8.338147 Slave Bx9a3323370 Master_8x9a328378 LE LL Empty PDU
379 8.356381 Slave Bw9a3323378 Master_Bwx9a32a37e LE LL Empty PDU NXP I—I—ID DeadIOCk
388 8.377797 Slave @8x9a328378 Master 8x9a328378  LE LL Empty PDU (CVE_2019_']7060)
381 8.396465 Slave 8x9a332337@ Master_Bx9a32837@ LE LL Empty PDU
382 8.416231 Slave _@x9a32837@ Master_Bx9a32a37e LE LL Empty PDU
383 8.430187 S5lave_Bx9a32837@ Master_Bx9a328378 LE LL Empty PDU
384 8.450892 Slave 8x9a325370 Master_Bx9a328378 LE LL Empty PDU 19
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- Validation Strategy - Exemplified

==
3
I . Mixed Valid and invalid responses
fopartoe, | | ! —_—_—_———_—_—_—_—_—_—_— - - - - - - - - - - - - - - - - - - —_ —————
+0 | Yo s |
= N N
B\us::’r:lh i E ‘\Validalion i / I
Contoler || B i ! / I
(e N A 7 ﬂw_#_Pj __________ ! /
tale (Pap) / I
/7 I
Y ATT Read REQ o
P k | | e Expected layers R,el‘f"'ft_'f’_n_l_a}’f’_r?. Vil |
aC et | — T _ ATT Not Found [ ATT [ ATT ] [ LL \/ I
, . SURLSELE L IPEE e Not Found |_RES ... \Uknown/...: |
Va“da‘“on | CURRENT STATE SRR ' |
| ATTNotFound || ..~~~ "~ ;
N\ \ pairing_request |
N\ B b |
\\ :  SMP_pairing ! |
\ SHEEEEEENE . |
N\ N +  ll_encryption | |
N |
37 8.584837 Master @x9a332337@ Slave 8x93328378 ATT Sent Read By Group Type Request, GATT Primary Service Declaration, Handles: @wx@@32..@xffff |
38 8.5193882 Slave Bx9a328376 Master_8x9a328378 LE LL Empty PDU
39 B.548215 5lave Bx9a328378 Master Bx9a328378@ ATT Rcwd Error Response - Attribute Not Found, Handle: @x@832 (Unknown: Unknown) |
48 8.559813 Slave Bx9a328378 Master_Bx9a328378 LE LL Empty PDU

20
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1 Validation

(iii)

Controller

=/
© - = 5
L — e /
N 7
SN ol
. .,
Mixed Valid and invalid responses
s | ) Ty (State Machine) t -
T | R e Y e
I > { ]
[ I Anomaly Report & Cost s :
ﬁ {} I Calculation g 4 |
B o i , |
I Normal Packet (P) ) {
~ [ (i iienteiitit iy _
% I ! = |
Bluetooth | ; |
} |
|
|

H
UsB |
[ serial-cDC

e P RPN o R (PR Rp—— =l
3.a Fuzzed Packet (P)
T 3.b Well crafted Packel senl al wiong state (Pug)

Packet
Validation

Pairing request 1 |ist_pri_services

___________________ Expected layers Rejection layers

<m:—v—|mated key size Pairing SMP | Pair.
> ( ; ; Invalid

l = ma p =En

pairing_request | response Failure| RSP
CURRENT STATE

) i
Pairing response | SMP_pairing |

] .

. -eneyption |
37 9.504837 Master_@x9a328378  Slave @x9a32837@ ATT  Sent Read By Group Type Request, GATT Primary Service Declaration, Handles: @x@@32..exffff
38 8.5193882 Slave Bx9a328376 Master_8x9a328378 LE LL Empty PDU
39 B.548215 5lave Bx9a328378 Master_Bx9a328378@ ATT Rcwd Error Response - Attribute Mot Found, Handle: 8x@832 (Unknown: Unknown)
48 8.559813 Slave Bx9a328378 Master Bx9a328378 LE LL Empty PDU
41 8.569934 Master @x9a32337@ Slave @x9a328370 SMP iSent Pairing Request: AuthReq: Bonding, MITM | Initiator Key(s): LTK, IRK, CSRK | Responder Key(s): LTK, IRK, CSR@
42 8.579698 Slave ®x9a328376 Master_8x9a328378 LE LL Empty PDU
43 B.620913 Slave Bx%9a328378 Master @x9a328379 SMP Rcvd Pairing Response: AuthReq: Bonding, SecureConnection | Initiator Key{s): IRK | Responder Key(s): IRK l
44 B.639678 S5lave Bx9a328378 Master_Bx9a3z28378 LE LL Empty PDU

21



- Validation Strategy - Exemplified S

= N——
o FI .40 Of
Ne== =/ =
N — /_/ of
N ,/
Mixed Valid and invalid responses
(smartkame, | 117270 e . Blate Machne)_ | s s s s s e e s s s e e s
I (V)| _ I Initialization __ 7 Meel [ '_ 1
}. é\n‘on;aly Report & Cost N L—] } / I
I ‘_afff"f’_"_ﬂ _____ P4 P
}' Normal Packet (#) |\ \/ i /
[ it [
R\uﬂ:)olh } ; i @ i @ TVaIidation i / / I
Controller I (i) (ii) (iii)
USB - ‘l I
SerialcDC | | _ _ | ___F Payp # P| TEme— _J /
T 3.b Well-crafted Packel sent al wrong stale (Pay) ﬁ / STATE S I
4. Device Response Packet (P) / I, ................... \I I
y; LL_ENC_REQ + list_pri_services | i
| A e e e ! Expected layers ejection layers |
Redundant . e :
Packet | - ' — LLENC RSP | SMP [Pair | || SMP | e |
c c [ N pairing_request Failurel RSP J...| [ Failure ... Invalldl
Validation V. eweewtsmE_ |
\ LLENC RSP | SMP pairing .
— — ' atrin
6 Crashes N e - F.J ..... g - |
S : |
Key Size Overflow | eneeren |
____________________ Li
37 9.504837 Master_@x9a328378  Slave @x9a32837@ ATT  Sent Read By Group Type Request, GATT Primary Service Declaration, Handles: @x@@32..exffff
38 8.5193882 Slave Bx9a328376 Master_8x9a328378 LE LL Empty PDU
39 9.548215 S5lave Bx9a328376 Master_@x9a328370 ATT Rcvd Error Response - Attribute Mot Found, Handle: 8x@832 (Unknown: Unknown)
48 8.559613 S5lave Bx9a3238378 Master_Bx9a328378 LE LL Empty PDU
41 8.569934 Master @x9a32337@ Slave @x9a328370 SMP Sent Pairing Request: AuthReq: Bonding, MITM | Initiator Key(s): LTK, IRK, CSRK | Responder Key(s): LTK, IRK, CSRK
42 8.579698 Slave 8x9332837@ Master_8x9a328378 LE LL Empty PDU
43 B.620913 S5lave Bx9a3238376 Master @x9a3328379 SMP Rcvd Pairing Response: AuthReq: Bonding, SecureConnection | Initiator Key{s): IRK | Responder Key(s): IRK
44 B8.639678 S5lave Bx9a328378 Master_ Bx9a328378 LE LL Empty PDU
45 8.648681 Master_8x9a328378 S5lave_Bx9a328378 LE LL Control Opcode: LL_ENC _REQ
456 8.6608411 Slave Bx9a328376 Master Bx9a328378 LE LL Empty PDU
47 B.688397 Slave Bx9a328376 Master Bx9a328378 LEEEL Control Opcode: LL ENC RSP N
4y -

43 B8.699994 Slave Bx9a3238376 Master_Bx9a328378 LE LL Empty PDU
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- Optimization
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Bluetooth

Controll Layer1 Layer 2
ontrolicr

7/ state. [m 0707 Elfo.slo‘s!,,]

Fields of Layer 1 Fields of Lalyer 2
Layer 1 Layer 2

— —
State 2. [I 0.1 !0.7 [0.7]05 || 0.5]05 IJ

t I i
Fields of Layer 1  Fields of Layer 2

Fuzzing
&
Optimization

\ Mutation Probabilities

v Particle Swarm Optimization 1~
\

\
\ (PSO) . \ 'Iﬁ[p lﬁ{Z
\\ \\ \ State N-[I oi[07]07]05]05]05]
\ \ \ Fields of Layer 1 Fields of Layer 2
\ \ N—
\ \
\ \
\ \
\ \
\ \

-7 key_distribution

-1list_sec_services

-1 gatt_read/write

Start of new iteration

-
=
~ -
=
=

=
-~

Transmission

Central

— .

7|

State Machine

yd

Peripheral

(Protocol Model)

“Reception

(Fuzzer)
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Evaluation - Setup

.
[ —— é -
N—/= Table 1: Development Platforms used for evaluation
xo .\\ IS — T v D ST & — T S OCnd
" or D nent E er. ‘Sample C; ,
e Cypress (PSoC 6) CY8CPROTO-63 5.0 Device_Information_Service
" Cypress (PSoC 4) CY5677 4.2 Device_Information_Service
Texas Instruments LaunchXL-CC2640R2 5.0 project_zero
Texas Instruments CC2540EMK-USB 4.1 simple_peripheral
Telink TLSR8258 USB 5.0 8258_ble_sample
STMicroelectronics NUCLEO-WBS5 5.0 BLE_BloodPressure
STMicroelectroncis STEVAL-IDB008V?2 5.0 SlaveSec_AO
NXP USB-KW41Z 4.2 heart_heart_rate_sensor_bm
Dialog DA14681DEVKIT 4.2 ble_adv
Dialog DA14580DEVKIT 4.1 ble_app_peripheral
Microchip SAMBI11 Xplained 4.1 blood_pressure_samb11
Nordic Semi. nRF51 Dongle 5.0 ble_app_hrs
Nordic Semi. nRF52840 Dongle 5.0 ble_app_gatts_c

—

BLE Firmware Layout

C User 3
Code

BLE Stack

Programmer

Saved to non-volatile or
static random-access

Static Library (binary blob)

Some SoCskeep parts of
the stack in the read-only
memory (ROM)

/" SoCs BLE SDK

7

BLE SoC
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. Bvaluation - Setup

N— Table 1: Development Platforms used for evaluation
N Silicon Vendor  Developme ; E e
) Cypress (PSoC 6) CY8CPROTO-63 5.0 Device_Information_Service
TN Cypress (PSoC 4) CY5677 4.2 Device_Information_Service
Texas Instruments LaunchXL-CC2640R2 5.0 project_zero
Texas Instruments CC2540EMK-USB 4.1 simple_peripheral
Telink TLSR&258 USB 5.0 8258_ble_sample
STMicroelectronics NUCLEO-WBS5 5.0 BLE_BloodPressure —
STMicroelectroncis STEVAL-IDB008V?2 5.0 SlaveSec_AO
NXP USB-KW41Z 4.2 heart_heart_rate_sensor_bm
Dialog DA14681DEVKIT 4.2 ble_adv
Dialog DA14580DEVKIT 4.1 ble_app_peripheral
Microchip SAMBI11 Xplained 4.1 blood_pressure_samb11
Nordic Semi. nRF51 Dongle 5.0 ble_app_hrs
Nordic Semi. nRF52840 Dongle 5.0 ble_app_gatts_c

Serial output
2. Modify the sample not required, but !
code to enable SMP, recommended DA14680

serial output & flash it

3. Configure the fuzzer
with BLE Public
address of the target

1. Get SoC
Development Board

7. Create PoC &

e yTooth aithut A\ 4. Run the fuzzer
(SweynTooth github) \

5. Get reports &
captures of
anomalies or crashes

i
] BT e 250

Nwosbic i
5 [ .

¢ &

J
|

BlueNRG-2 [RekeRe

”
=
-



Evaluation - Comparison

Qualitative comparison with publicly available tools

Comparison
Tools Supported Layer(s) Fuzzing Strategy
Stack Smasher | L2CAP Random
BLEFuzz ATT Random / Handcrafted
bfuzz (IotCube) | L2CAP Random / Test database
Our Fuzzer LL/L2CAP/SMP / ATT | Evolutionary

BT Classic only. Adaption was needed for comparison;

Only a subset of L2ZCAP is available for BLE;

Previous Bluetooth fuzzers detect crashes, but not logic problems (anomalies);
Link Layer was not supported by other fuzzers.

a

)

I

1

] Va



Anomaly count

Anomaly count

Anomaly count

o = N W B WU

0o

Fvaluation

Anomalies vs iteration

Mutation —&—Redundancy —%—  Evolution —%—

el | | 1 1 | | L 1 1
200 300 400 500 600 700 800 900 1000
a) Fuzzing Iterations in TI CC2640

8
6
4 2
2
0

0 100 200 300 400 500 600 700 800 900 1000
b) Fuzzing Iterations in Telink

L e = = =

| 1 1 | | 1 1 |
0 100 200 300 400 500 600 700 800 900 1000
c) Fuzzing lterations in WB55

Anomaly count
2 = N W s O,
T

Anomaly count

Anomaly count

Summary of Evaluation Time for Each Device
(*channel hop Interval = 20ms)

bz
vy v

0 100 200 300 400 500 600 700 800 900 1000

e) Fuzzing Iterations in NXP KW41Z

o B N W

Platform Iterations Total Time 1st Crash 1st Anomaly Model Coverage
N CY8CPROTO-63 1000 1 h. 06 min. 1 min. <1 min. 27 (50.0%)
H CY5677 1000 2 h. 27 min. <1 min. 8 min. 29 (53.7%)
USB-KW41Z 1000 1 h. 30 min. <1 min. 2 min. 24 (44 .4%)
PP DA14681DEVKIT 1000 1 h. 16 min. 10 min. 6 min. 30 (55.5%)
' DA14580DEVKIT 1000 2 h. 7 min. 5 min. 1 min. 32 (59.3%)
CC2640R2 Devkit 1000 1 h. 57 min. 4 min. 1 min. 31 (57.40%)
C(C2540 Devkit 1000 1 h. 37 min. 2 min. 19 min. 34 (62.96%)
' Nucleo-WBS55 1000 1 h. 45 min. <1 min. 2 min. 26 (48.15%)
s BlueNRG-2 1000 1 h. 14 min. <1 min. 9 min. 30 (55.55%)
| ATSAMBI11 1000 2 h. 39 min. 2 min 10 min. 33(61.1%)
TLSRB258 1000 1 h. 56 min. 5 min. <1 min. 36 (66.67%)
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g) Fuzzing lterations in DA14680

*Same as Connection Interval
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b) Fuzzing Iterations in Telink
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c) Fuzzing lterations in WB55
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|: o e e e Platform Iterations Total Time 1st Crash 1st Anomaly Model Coverage
ryn - CY8CPROTO-63 1000 1 h. 06 min. 1 min. <1 min. 27 (50.0%)
3l 5 CY5677 1000 2 h. 27 min. <1 min. 8 min. 29 (53.7%)
2 hee USB-KW41Z 1000 1 h. 30 min. <] min. 2 min. 24 (44 .4%)
1 7 TS DA14681DEVKIT 1000 1 h. 16 min. 10 min. 6 min. 30 (55.5%)
0 0"_""_';.50 2"10 3:}0 4::’0 5I€ll1‘ 00 '.’IIJO 3;10 ‘BIIJ'IJ Nt DA14580DEVKIT 1000 2 h. 7 min. 5 min. 1 min. 32 (59.3%)
. . . CC2640R2 Devkit 1000 1 h. 57 min. 4 min. 1 min. 31 (57.40%)
ol Fuzing Revadacns in NAT 0022 CC2540 Devkit 1000 1h.37min. 2 min. 19 min. 34 (62.96%)
3 ' ' ' ' ' ! ' ' ' Nucleo-WBS55 1000 1 h. 45 min. <1 min. 2 min. 26 (48.15%)
b e T ataa ey aaar o o BlueNRG-2 1000 1 h. 14 min. <1 min. 9 min. 30 (55.55%)
2 | ATSAMBI1 1000 2 h. 39 min. 2 min 10 min. 33(61.1%)
. TLSRE8258 1000 1 h. 56 min. 5 min. <] min. 36 (66.67%)
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*Same as Connection Interval
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~~ . Impact - Non-compliance in the wild!

of
L

It

/.//

Crash

Deadlock

Cypress
Link Layer Length Overflow
NXP

Truncated L2CAP Dialog Semiconductors
Silent Length Overflow Dialog Semiconductors
Unexpected Public Key Texas Instruments
Invalid L2ZCAP fragment Microchip

Key Size overflow Telink Semiconductor

Cypress
LLID Deadlock

/ NXP
Sequential ATT Deadlock STMicroeletronics

SweynTooth
Findings

N

Security Bypass

T Connection Request Deadlock

Texas Instruments

Zero LTK Installation

Telink Semiconductor

Anomalies

e
N

DHCheck Skip Texas Instruments

Unexpected Encryption Start Response

Non-zero EDIV and Rand during SC Pairing

Responds to version indication more than once

Responds to data channel PDUs during
encryption procedure

Unkown LL Control PDU Opcode

Accepts malformed CONNECT_IND

Accepts Connection with hoplncrement value
lower than b

1st SweynTooth disclosure

(9th February, 2020)
*DHCheck reported later

*Details of all vulnerabilities & non-compliances on https://asset-group.github.io/disclosures/sweyntooth/
*Test scripts are available on https://github.com/Matheus-Garbelini/sweyntooth bluetooth low_energy attacks/tree/master/extras
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It
N

Cypress

Link Layer Length Overflow

Truncated L2CAP
Crash Silent Length Overflow

Unexpected Public Key

NXP
Dialog Semiconductors
Dialog Semiconductors

Texas Instruments

Invalid L2ZCAP fragment Microchip

Key Size overflow

Telink Semiconductor

Cypress
LLID Deadlock

Deadlock /

SweynTooth
Findings

N

NXP

Sequential ATT Deadlock STMicroeletronics

AN

Connection Request Deadlock Texas Instruments

Security Bypass

Zero LTK Installation Telink Semiconductor

< DHCheck Skip Texas Instruments

Unexpected Encryption Start Response

X
.ee®
---------

Non-zero EDIV and Rand during SC Pairing

Responds to version indication more than once

Anomalies

Responds to data channel PDUs during
encryption procedure

Unkown LL Control PDU Opcode

Accepts malformed CONNECT_IND

Accepts Connection with hoplncrement value
lower than 5

. Impact - Non-compliance in the wild!

1st SweynTooth disclosure

(9th February, 2020)
*DHCheck reported later

Security bypass issues were
found to be a mishandling of
A1l - Encryption setup
happens during SMP pairing
procedure

*. Leads to
5 .

*Details of all vulnerabilities & non-compliances on https://asset-group.github.io/disclosures/sweyntooth/
*Test scripts are available on https://github.com/Matheus-Garbelini/sweyntooth bluetooth low_energy attacks/tree/master/extras
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Crash

Deadlock

0 = : : .
— . Impact - Non-compliance in the wild!

Cypress
Link Layer Length Overflow

NXP
Truncated L2CAP Dialog Semiconductors 1 St SweynTOOth d iSClOSU re
Silent Length Overflow Dialog Semiconductors (9th Fe b ru a ry 2 02 O)

/
Unexpected Public Key Texas Instruments
* heck d |

Invalid L2ZCAP fragment Microchip D H C ec re po rte ate r
Key Size overflow Telink Semiconductor

Cypress
LLID Deadlock

NXP

=
R
SweynTooth
Findings

N

Security Bypass

{ Sequential ATT Deadlock STMicroeletronics

Connection Request Deadlock Texas Instruments

Zero LTK Installation Telink Semiconductor

Anomalies

e
N

DHCheck Skip Texas Instruments

Unexpected Encryption Start Response

Non-zero EDIV and Rand during SC Pairing

Responds to version indication more than once

Widely spread non-compliance.

R ds to data ch | PDUs duri - -
e 0 e el P eHrng hopIncrement is a fundamental field used

encryption procedure

during the connection procedure.
Certification didn't catch it?
Accepts malformed CONNECT_IND

Accepts Connection with hoplncrement value /

lower than 5

Unkown LL Control PDU Opcode

*Details of all vulnerabilities & non-compliances on https://asset-group.github.io/disclosures/sweyntooth/
*Test scripts are available on https://github.com/Matheus-Garbelini/sweyntooth bluetooth low_energy attacks/tree/master/extras
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~ - Impact - Non-compliance in the wild

2nd SweynTooth disclosure
(13th July, 2020)

Invalid Sequence Pointer corruption Zephyr BLE Stack
Crash Espressif Systems

Zephyr BLE Stack
Channel Map fault

Microchip

SweynTooth

Silicon IP Vendor* :I— Total affected SoC Vendors not disclosed
Findings (extras)

Deadlock Nimble HCI Deadlock Espressif Systems

*Details of all vulnerabilities & non-compliances on https://asset-group.github.io/disclosures/sweyntooth/
*Test scripts are available on https://github.com/Matheus-Garbelini/sweyntooth bluetooth low_energy attacks/tree/master/extras
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~~ . Some affected loT products S
| Impact
S\ CubiTag: Public Key Crash (Deadlock)
| s
(a) FitBit (b) Eve Energy (c) August -t
Inspire ) Smart Lock

(d) CubiTag

(e) eGeeTouch

‘ &I

B O Startawebsearch H m = € @ @ 6 B 4

https://youtu.be/Iw8sIBLWE w
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Disclosure process

Asset Research Website

Public Disclosure
(9th February, 2020)

bwsyntooTH 2

|

WHITEPAPER [

OVERVIEW @

AFFECTED DEVICES ", | PATCHES e

TECHNICAL DESCRIPTION @

PROOF OF CONCEPT %

Unleashing Mayhem over Bluetooth Low Energy

Matheus E. Garbelini’; Sudipta Chattopadhyay’; Chundong Wang’
1Singapore University of Technology and Design

¥ Branch

D O OO0 @

(o

Exploits repository (GitHub)

https://github.com/Matheus-Garbelini/sweyntooth bluetooth low energy attacks

master -

g Matheus-Garbelini cormmitted cesszss 17 days ego

Jidea a1 proceeds further

wscode Added docker image
CEphJres added additional noncempliar
docs [fid deadlock update

drivers a1 procesds further

extras a1l proceeds further

libs a1l procesds further

logs

.gitignaors Added docker image
CC2640RE _public_key_crash.py Stabifity update
CC_connaction_req_crazh_py Added docker image
DA14580_exploit_att_crazh.poy Stabifity update
DA14680_exploit_silent_overfiow.py Stability update
Diockerfile Added daocker image

Disclosure window of 90 days, starting since the last communicated SoC vendor;
Second batch of SweynTooth vulnerabilities privately shared in advance with CSA and HSA, Singapore;

Bluetooth SIG has also requested early access to the non-disclosed information of the 2nd batch (13th July, 2020);

As far as we now, only one vendor has yet to create a firmware patch!

Go to file

+ Clone ~

About
Proof of Concept of Sweyntooth
Bluetoath Low Energy (BLE}

vulnerabilities.

M Fzadme

Latest release

3y SweynTooth Docker Image

&

Packages

L:

Languages

& Python - L

® Ce+ 010 Shell ¢

o Dockedfile Batchf:

34



Conclusion

« Certification does not prevent against bad implementation nor guarantee an BLE
stack to be free of non-compliances.

« Procedures which conflict with each other could be better clarified on the standard
(i.g., unexpected encryption response) to avoid related security bypass attacks.

« Over-the-air fuzzing is still a good way to find many wireless bugs, given it a proper
control over the lowest layers of the target wireless protocol.

« What about other wireless technologies? BLE Mesh, Wi-Fi EasyMesh, 5G, NB-loT?
More fuzzing tool are needed.

« Lesson learned. Product vendors may rethink their solution and give it more priority
for SoC vendors with greater security response and easier patching process.

« The fuzzer is available open source upon request to sweyntooth@gmail.com
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Thank you
Questions?

Feel free to reach us by our email sweyntooth@gmail.com

7N\
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i} - Final Remark: Get Ready for BLE Experimentation B

2 = What if | want to experiment with BLE myself?

I

Sirﬁplest Setup: Scapy Python APl to get you started with BLE experimentation is available on our GitHub repo.
Use of our custom firmware requires a nRE52840 Dongle (~10-1TUSD). Works on Linux, OSX and Windows distros.

NRF52840 [

driver.send(ll_bytes) >
driver.receive() <

|
~ Target BLE Peripheral

=
=]
o
O:

nRF52_d i\;ri a re.hex

Crafting and Sending a Link Layer Packet example:

# Send LL version indication request
pkt = BTLE(access_addr=access_address) / BTLE_DATA() / Ctr1PDU() / LL_VERSION_IND(version='4.2"')
driver.send(pkt)

J

/~ Receiving a Link Layer Packet example:

while True:
# Receive and decode packet from the NRF5Z2 Dongle
pkt = BTLE(driver.raw_receive())
# Check peripheral version
if pkt and LL_VERSION_IND in pkt:
print( 'Peripheral version:' + str(pkt.version)) 4//




