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Abstract
Despite the steady increase of Internet accessibility and
utilization, novice users in low-resourced communities who
are mostly older adults are falling behind in understanding
and being aware of appropriate actions in securing user
information. We present Emokey, a proof-of-concept online authentication interface for users with low digital literacy. Our design stems from observations and interviews
with adult users in an under-connected community in the
Southeastern Michigan area, and the finding that users favor physical, visible metaphors for security and usability.
Our initial evaluation suggests that our participants prefer
emojis and a familiar physical metaphor and the 3D tangible
interface and on-screen interface had positive responses for
their learnability and utility. We plan to further evaluate and
refine our designs and investigate users’ notions of online
security.
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While protecting personal information online is a key digital
literacy skill [5, 23], novice tech users in low-resource communities fall into a ’digitally-not-ready’ group [7], accounting
for 14% of the U.S. population, particularly among older,
less educated, and less affluent populations [6, 19]. In spite
of the drastically increasing Internet penetration rate in the
U.S., these individuals have lower levels of Internet access
and educational resources, and are often more vulnerable to more negative events regarding personal information
shared online such as compromise of their email accounts
or stalking [15]. As a result of these vulnerabilities, they voluntarily limit their Internet use and information sharing [11,
21].

Novice Tech Users in Low-Resource Communities
In low-resource communities in the U.S., the scarcity of
support for digital literacy of minority groups is fueled by
the limited infrastructure of technological access, training,
and social environments [6, 16]. While users are willing to
utilize new technologies for practical information [2] or communication [24], novice users in low-resource communities
face difficulties understanding technologies due to a lack of
general literacy, motivation, and social support. There are
several distinct characteristics of novice users compared
to higher-literacy users: higher rate of reusing the same
passwords than higher-literacy users, less concern about
Internet security [17, 20]. Understanding appropriate designs and authentication schemes for these emerging users
is both needed and timely.

It is crucial to understand authentic user behaviors and requirements to reduce user workload in designing secure
authentication systems. However, providing security often
conflicts with user mental models and actions [4, 18]. The
mental model approach, which externalizes users’ world
view and the way they understand a system should work,
can provide insights for designers and facilitate user awareness of security actions [9, 22]. We explore the familiarity
of physical object metaphors as a potential authentication
support for novice tech users.
With the design of Emokey, a proof-of-concept online authentication interface for novice tech users, we explore
tangible metaphors as a potential solution to manage online accounts for novice users. We introduce a PIN-based
authentication scheme and online password managing
method, present our design process, and our preliminary
user evaluation results. We aim to further assess whether
tangible metaphors in security design can result in better
comprehension, and utility/attractiveness.

Security Mental Models of Novice Tech Users
Mental models have been widely leveraged in security system design to communicate users’ authentic cognitive structure for decision making and behavior [12]. Previous research finds that novice users have fuzzier mental models
about the the Internet, networks, and online flow of information than expert users [9]. Even though the models might
not be completely correct, building inner mental models
can promote risk communication and security-related actions [22]. To mitigate the gap, Camp et al. constructed five
security mental models that support non-expert users to
understand different security concepts [1]. For instance, a
medical mental model of the Internet might emphasize an
ecosystem that myriad of users co-exist as an interdependent environment against one-to-many viruses and masshacking. Physical metaphors, on the other hand, might emphasize how locks or fences necessitate individual awareness and responsibilities, facilitating the security actions of
users.

Total

19

Gender Men
Women

9
10

Age

Median
Range

50
19-76

Race

African
American
Caucasian

18

Edu.
Level

Less than
High School
High School
College or
More

1
4
9
6

Table 1: Participant demographics

Security with Tangible Metaphors for Novice Tech Users
Tangible metaphors are promising to help users construct
concrete mental models by externalizing design elements [8].
There are several indications that novice tech users prefer
’visible’ and familiar metaphors when adopting and evaluating new technologies [3]. Kang et al. also show that novices
rely more on physical components such as hardware parts
for explaining the Internet as they are more concrete, perceivable components, while experts consider multiple layers
of networks and organizational stakeholders [9]. Similarly,
a recent study on people’s understanding of ‘privacy’ generated more visible or tangible metaphors such as locks
and physical barriers from non-expert users [13]. More recently, Payne et al.’s study [14] shows both the usability
benefits and challenges of token- or object-based authentication. However, we have not found any studies regarding
the physical mental models applied in real design concepts
for novice tech users, who are likely to benefit from such
metaphors.

OBSERVATIONS & INTERVIEWS
Participants
We recruited participants in Southeastern Michigan, a region reported to have lower home Internet access than
other cities in the U.S. [16]. We began investigating this
community by conducting a series of on-site observations of
technology training events hosted by a non-profit organization in October and November 2018. Next, we interviewed
15 tech users (7 women & 8 men, median age = 53) in the
organization and a technology learning center in a local
public library. Considering the limited access to online recruitment media, we recruited participants at the library with
the help of librarians. 14 out of 15 participants were African
Americans, and most of them were older adults; 1 in their
20s, 1 in 30s, 5 in 40s, and 8 in 50s or older.

Data Collection
The design process was grounded in several iterations of
observation and interviews. In the first-round interviews,
we focused on their technology use and challenges in managing their web accounts. We found that the most participants had an entry level understanding of the Internet and
had trouble on effectively managing their online accounts;
the participants were not fluent in typing on smartphone
keypads, and unfamiliar with basic Internet functionalities
such as downloading files. We asked follow-up questions
on their security requirements and included a sketch activity for designing a better password managing method.
We transcribed audio-recorded interviews and kept typed
notes after each observation session and interview. We inductively analyzed the data using affinity diagramming to
identify major themes. The participants’ drawings were also
categorized and analyzed to inform the design.

EMOKEY DESIGN
Emokey is a proof-of-concept emoji-based combination lock
interface (see Figures 1, 2) for tech users who are not familiar with online authentication and basic computer skills such
as typing. Emokey aims to improve usability in web user
authentication by leveraging familiar design affordances,
and providing visual cues to support users awareness of
online security. We found from the interviews that familiarity plays a significant role in managing passwords; most
of the participants had utilized paper password manager
templates and did not show strong interest in utilizing online password managers due to the extra learning burden
and their limited technology use. To provide both a familiar and security-related metaphor for users who voluntarily
limit their technology use, Emokey applies a combinationtype lock shape for easy learnability and resemblance with
a PIN-based password system.

Furthermore, Emokey is emoji-based rather than PIN or
text-based and the pictorial cues provide a level of simplicity that doesn’t exist with PINs or text. A recent study
suggests that emoji-based passwords can provide a larger
password space and better memorability compared to numerical PINs [10]. While Emokey design focuses on easy
comprehension and strong perceived utility and appeal, its
tangible shapes might create trade-offs in objective security
and vulnerability to shoulder-surfing attacks.

PRELIMINARY FINDINGS
Figure 1: 3D modeled Emokey
device can be connected to a
digital device and work as a
physical lock with preset
passwords with four emojis

Figure 2: Emokey screen version

While our evaluation is on-going, we present initial responses
from evaluative interviews with four participants (2 women
& 2 men; median age = 43), mainly focusing on comprehension and perceived utility and attractiveness of both the
3D-printed device and on-screen web design prototypes
(Figure 2) on the Windows Chrome page. For each participant, we tested the interfaces with the wizard-of-oz task of
setting up and matching a 4-emoji password.
Comprehension
We found that the visual cues and the shape of the device
interface was favored for comprehension. While it was not
a controlled setting, all users succeeded in setting and logging in with the setup 4-emoji passwords without an error.
Also, the participants mentioned no issue understanding
emojis or the shape of the device. Meanwhile, compared to
the tangible device, the vertical scroll interaction on the onscreen interface was not intuitive for users. This could be a
downside of the design compared to a keypad interface as
vertical scrolling might not be as efficient as interacting with
the PIN input.
Perceived utility/attractiveness
While we have not assessed the objective security and
memorability of the design, we received some participant

comments on its practicality and attractiveness. Overall, the
participants indicated a strong willingness to use the websites with emoji-based passwords than other PIN-based
schemes. All participants mentioned that they leveraged
stories and favorable objects to recall the password, which
was also found in Kraus et al.’s study [10]. "It is kind of refreshing to the brain. It is kind of taking a break and I am
enjoying these emojis." (Female, age 43) Furthermore, one
participant mentioned that emojis can reduce user burden
that often occurs in high-stress situations such as recovering their passwords or forced change of their passwords.
Finally, we received mixed opinions on the 3D tangible interface. All participants appreciated the reduction of on-screen
interaction, however, they also pointed out the burden of
carrying a physical device.

CONCLUSION AND NEXT STEPS
In this abstract, we present the preliminary findings of our
efforts to design an online authentication system for novice
tech users with lower levels of digital literacy and security
awareness in a community that is under-connected to the
Internet. We contributed designs based on multiple rounds
of observation and interviews. Results from our initial evaluation show that our target users found emojis and the visual
intuitiveness of the interface preferable than existing PINbased passwords. However, a 3D tangible interface was
not strongly favored than an on-screen web interface due to
inefficiency.
The next step is to conduct additional user evaluations of
the device design compared to the screen-based variant,
and existing PIN-based passwords for assessing efficiency
and utility. We will refine the 3D and 2D web interface and
further explore the reasoning behind users’ preference and
the potential of applying tangible metaphors in security system design.
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