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Abstract

The continued susceptibility of end users to
cybersecurity attacks suggests an incomplete
understanding of why some people ignore security
advice and neglect to use best practices and tools to
prevent threats. A more detailed and nuanced approach
can help more accurately target security interventions
for end users according to their stage of intentional
security behavior change. In this paper, we adapt the
Transtheoretical Model of Behavior Change for use in a
cybersecurity design context. We provide a visual
diagram of our model as adapted from public health
and cybersecurity literature. We then contribute advice
for designers’ use of our model in the context of
human-computer interaction and the specific domain of
usable privacy and security, such as for encouraging
timely software updates, voluntary use of two-factor
authentication and attention to password hygiene.
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Figure 1: The Transtheoretical Model
of Behavior Change. A person might
enter the process of change at
Precontemplation; progress to
Contemplation and to Preparation
(also called Determination), before
arriving at Maintenance. Relapse can
lead to any stage. A person may enter
or exit at any point.
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Figure 2: The Unified Theory of Use
and Acceptance of Technology, which
shows Performance Expectancy, Effort
Expectancy, Social Influence and
Facilitating Conditions as direct
causes of Behavior Intention and Use
Behavior, with Gender, Age,
Experience, and Voluntariness of Use
as moderating factors.

Introduction

A 2017 Pew Research Center study [13] contained
sobering statistics on general attitudes and behaviors in
the U.S. around cybersecurity issues. The survey found
that 64% of Americans had personally experienced a
major data breach and that 49% felt that their personal
data was less secure than five years previously. Yet,
many failed to follow best practices recommended by
experts. For instance, 84% rely on memorization or pen
and paper to keep track of online passwords rather
than using an encrypted file, saving them in a browser
or using a password management program.

This data underline the significance and broader impact
that could result from use of a tool to design more
effective interventions for security behavior change in
end users. To this end, we have adapted Prochaska and
DiClemente’s Transtheoretical Model of Behavior
Change [14,20]. This model has already been
identified as useful for privacy and security research
[1,2,9,16]. It posits that “behavior change is a process
that unfolds over time through a sequence of stages”
and that individuals need planned interventions
matched to their stages of change in order to move
them toward and maintain desired actions [14].

Our contributions in this paper are the following:

e A visual diagram and chart of each stage’s
associated intervention strategy, as adapted
from medical and wellness and HCI literature.

e Advice for designers’ use of our model in the
context of human-computer interaction and the
usable privacy and security, such as for
encouraging timely software updates,
voluntary use of two-factor authentication and
attention to password hygiene.

Background and Related Work

Security sensitivity is defined by Das as “the awareness
of, motivation to use, and knowledge of how to use
security tools” [3]. Das and collaborators based this
construct on prior findings that many people believe
themselves in no danger of falling victim to a security
breach and are unaware of the existence of tools to
protect them against those threats; they perceive the
inconvenience and cost to their time and attention as
outweighing the harm of experiencing a security
breach, and they think they are too difficult to use or
lack the knowledge to use them effectively [3-5]. This
conception builds in turn on work from Davis et al.
[6,7] on user perceptions of usefulness and ease of
use, from Egelman et al. [10]’s adaptation of the
Communication-Human Information Processing
cognitive model to end-user security, and from Rogers’
Diffusion of Innovations theory [15] of how messages
spread in a social network about a “new ideal.”

Our search for a model that better encapsulates shifts
in end-user security decisions over time led us to
Prochaska and DiClemente’s Transtheoretical Model of
Behavior Change [8,14,21]. This model has been
identified in the literature as a useful framework for
privacy and security research [1,2,9,16]. It seems to
be a good candidate to further extend the Technology
Acceptance Model (TAM) and Unified Theory of Use and
Acceptance of Technology [7,18,19] for addressing
social-behavioral issues in human-computer interaction.

The TTM marks a shift from thinking of behavior change
as occurring in a single, decisive moment to that of a
longer-term, cyclical process in which people balance
pros and cons along with self-efficacy (belief in their
ability to achieve goals) and temptation (desire for



Evidence of End Users’
Stages of Change

What users will communicate
in words or behaviors that
marks their current stage of
security behavior change:

Precontemplation: "I dont
need to use / have time to
use security practices ... "

Contemplation: "I worry I
don’t use / I may want to use
security practices ... "

Preparation
(Determination): "I want to
change / I need to change
my security practices ...”

Action and Maintenance:

"I intend to use / I know why
to use / I am already using /
I value security practices ... "

short-term enjoyment at the expense of long-term
goals) in their decision making. A key assumption that
drives TTM theory, research and practice is that, unlike
with stages of physical and psychological development,
people do not possess any “inherent motivation to
progress through the stages of intentional change”; and
thus, individuals need planned interventions matched to
their stages of change in order to move them toward
desired actions and maintenance of their new behaviors
[37]. In medicine and public health, the TTM has been
used for interventions to encourage exercise [11],
smoking cessation [8,17] and sobriety [12].

Cyclical Model of Security Behavior Change
As shown in Figure 3, our model situates the TTM
Stages of Change with Goals or Tasks for interventions
that enable transition to the next stage. Creating
awareness and interest in security practices will move
end users from Precontemplation to Contemplation;
motivating users and changing their values will move
them further to Preparation (or Determination); and
giving users the specific knowledge of practices is key
to moving them into Action. Creating reinforcement
conditions for these actions will help users move into
the Maintenance stage. It is very likely that resistance
sometimes will arise in users, moving them into
Relapse. If this resistance solidifies into denial of the
need to use security tools and practices, however, the
end user falls back into the Precontemplation stage.

A person moves through the stages as they are
impacted by either a negative or positive balance of
pros and cons (the factors of Performance Expectancy,
Effort Expectancy, Social Influence and Facilitating
Conditions) along with Self-Efficacy and Temptation.
These situational and social factors are drawn from
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Figure 3: The Cyclical Model of Security Behavior Change
incorporates the TTM Stages of Change with Goals or Tasks for
interventions that enable transition to the next stage. A person
moves through the stages as they weigh pros and cons
comprised of situational and social factors (Performance
Expectancy, Effort Expectancy, Social Influence and Facilitating
Conditions), along with Self-Efficacy and Temptation. As in other
user acceptance models, these are moderated by individual
factors of Gender, Age, Experience and Voluntariness of Use.

theories of technology acceptance and use by Davis et
[7,18,19] and Venkatesh et al. [25,26] and from
TTM theory [9,28]. These also are moderated by four
individual factors as drawn from Venkatesh et al. [ibid]:
Gender, Age, Experience and Voluntariness of Use. The
change cycle is situated in a larger system of social,
cultural, political and environmental contexts of use.

How Designers Can Use the Model
Designers can and should make use of insights into
how change occurs from the TTM literature, as
summarized in in the following, when ideating,
prototyping and testing interventions for security
behavior change.



Examples of Successful
Results for Each Stage
What users will communicate
in words or behaviors that
documents a successful
intervention, by stage:

Precontemplation: "It may
be a good idea to use
security practices ... "

Contemplation: "I will
regret it if I do not start using
security practices ... "

Preparation

(Determination): "I feel
better for committing to my
chosen security practices ...”

Action and Maintenance:
"I ask for help with using / I
get help with using / I am
successful with / I keep
improving my security
practices ... "

Individuals in the Precontemplation stage are described
as resistant or unmotivated to change their high-risk
behaviors, which in our research and the work of Das et
al.[3,5] corresponds to statements from people such as
"I am too busy” or “It is a lost cause” to use
recommended security tools and advice, even “Itis a
sign of paranoia” to use recommended tools and “There
are good reasons” why to not use them. For these
individuals, the processes of change thought in the TTM
framework to be most effective are Consciousness-
raising, Dramatic relief and Environmental re-
evaluation, to increase their awareness, emotional
response and empathy for how their behaviors affect
themselves and others [14].

These processes of change can also be effective for
those in the Contemplation stage, who are beginning to
doubt their negative attitude toward change
(corresponding to a statement such as “I worry about
the impact of my lax security behaviors”), but the focus
shifts to Self re-evaluation, combining cognitive and
affective assessments of how unhealthy habits affect
their self-image and confidence; followed by Self
liberation and Social liberation for the
Preparation/Determination stage ("I want to change” or
"I need to change” statements from end users). In the
latter stage, a public commitment to behavior change
can be particularly effective [14], which echoes Das et
al.’s findings that social influence techniques such as
observable adoption of security behaviors can drive
secure behavior adoption by social ties [4].

Under the TTM framework, it is the individuals already
in the Action and Maintenance stage who are the ones
who benefit most from the interventions that are

probably the most common in end-user security today:

Contingency management, or the application of positive
sanctions and punishments to drive behavior; Helping
relationships, such as buddy systems and coaching
sessions; Counterconditioning, the learning of desired
behaviors to substitute for problem behaviors; and
Stimulus control, such as interface or systems re-
engineering to reduce cues that lead to problematic
behaviors and to add prompts for the desired
behaviors. The Action and Maintenance stages are
signified by statements from end users such as “I am
extremely knowledgeable” and "I diligently follow a
routine” about cybersecurity (keeping in mind that the
user’s self-perceived state of knowledge or actions may
not accurately reflect actual knowledge or actions).

Conclusion and Future Work

In this work, we adapted the Transtheoretical Model of
Behavior Change for use in a cybersecurity design
context. We provided a visual diagram of each stage’s
associated intervention strategy as adapted from
medical and wellness literature. We then contributed
advice for designers’ use of our model in the context of
human-computer interaction and the specific domain of
usable privacy and security, such as for encouraging
timely software updates, voluntary use of two-factor
authentication and attention to password hygiene.

Our next steps will be to validate this design model
through research into the model’s effectiveness for
guiding the design and implementation of interventions
for security behavior change among everyday
computing users. We hope these studies will create
lasting and usable knowledge of why some people
ignore security advice and neglect to use best practices
and tools to prevent threats.
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