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1 Introduction

For the multi-domain SDN, each domain connects with others
via their border switches. Reconfiguring those border switch-
es at the control plane is of extremely frequent and important
to numerous network services and management tasks. Especial-
ly those large-scale reconfiguration tasks demand large numbers
of involved services to reconfigure their forwarding rules of the
border switches, e.g. the inter-domain traffic load-balancing task
to mitigate congestion. As the reconfiguration brings many in-
flight packet losses and flow connection disruptions in the pro-
cess, whether it can be performed in a lossless way will directly
impact the availability of these involved services, the feasibility
of this type of task and even the performance of the SDN.

No existing work has exploited the advantage of SDN archi-
tecture to resolve the problem, i.e., the standard platform of con-
trolplane being capable of managing the states of all switches
in its domain. The state-of-the-art in SDN research, especial-
ly those on the current realizations of SDN controllers have not
equipped with the relevant components to deal with such multi-
domain problem[1][2]. Besides, the literature on the relevant
problem in Internet research has some proposals[3]. However,
these proposals fail to avoid the in-flight packet losses, many of
them are designed for a specific type of service rather than any
type, and some even have high time and communication costs,
which contribute to these proposals being unpractical and cannot
be adapted to the problem in SDN.

It is challenging to reconfigure the border switches without
packet loss, since asynchrony of controlling the switches at con-
trollers due to differential transmission delays and execution
times in the reconfiguration process. The transient-state-induced
availability problem of service is existed because of inconsis-
tence of the states of flow matching rules at the switches in the
reconfiguration process, causing packet losses and flow connec-
tion disruptions and impacting the availability of the services.
We explore this problem and propose our approach which com-
pletely resolves it. First, we design a reconfiguration protocol for
coordinating the controllers to reconfigure their border switch-
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es at a virtually synchronized time tick to overcome the prob-
lem. Second, we implement the protocol as a primitive which
is available for any type of service or management task. Third,
we design a new layer (named as supervision layer) added in the
controller and implement the primitive in this layer.

In general, the proposed approach has three remarkable ad-
vantages compared with the literature proposals:

(1) Any type of service or management task adapted: The
reconfiguration protocol is designed independently to any ser-
vice or management task and is designed as a primitive in the
supervision layer. Any service or management task can call this
primitive. The current literature proposals can only improve the
availability for a certain service rather than any, e.g. the seamless
migration[3], because they fail to find an architectural solution
to improve the availability of all kinds of services.

(2) No packet loss when reconfiguring: The reconfiguration
protocol is capable of avoiding packet losses (including in-flight
packet losses) by storing the in-flight packets at the switch side at
the beginning of the reconfiguration process and restoring them
at the end of the process. Those in-flight packets are temporarily
stored at the cheap extra memories at switches in a distributed
way, e.g. DRAMs and SSDs. Because these in-fight packets of
a service are distributed in the links of its original route and the
whole reconfiguration time is transient, we can also temporarily
store these packets in the buffer of the switches like the method
introduced in [4]. Besides, some of the current literature propos-
als optimize the order of reconfiguration steps of data plane to
minimize the adverse impacts of the problem. However, the in-
flight flows can also be lost, since the resources of border switch-
es are still randomly updated without control.

(3) Independent evolvability: The reconfiguration protocol
is encapsulated in the supervision layer and thus is independent
to the other components of the controller. As a result, it can be e-
volved independently from the switch and the other components
of the controller. Besides, it can also resolve the reconfiguration
collision problem, e.g. the possible collision between the re-
configurations of inter-domain routing and firewall, while both
the current SDN and Internet literature proposals fail to consider
isolating forwarding rules for multiple services.

Controllers equipped with the reconfiguration protocol primi-
tive and the supervision layer will bring the following benefits:

(1) Reconfiguration Flexibility: The reconfiguration pro-
tocol primitive offers interfaces for services and management
tasks. As a result, they do not need to separately devise related



mechanisms to avoid packet losses and connection disruptions
by themselves in the reconfiguration process. Consequently, ex-
cept the reason of no packet loss, performing management tasks
becomes more feasible, e.g. inter-domain load-balancing and
inter-domain routing changes, by demanding involved services
to call the protocol primitive in turn.

(2) Improved availability of services in reconfiguring: The
extra memories at switches make in-flight packets be restorable.
Those availability-sensitive services can be well protected from
the packet losses and connection disruptions in the reconfigura-
tion process, e.g. Voice-over-IP (VoIP), E-commerce and VPNs,
while the current SDN literature proposals fail to protect the in-
flight packets and also contribute to severe disorder of the fol-
lowing packets.

(3) Control efficiency of multi-domain SDN services: The
reconfiguration primitive is implemented and executed from the
controller to control the extra memories of switches in a dis-
tributed manner, to deal with frequent reconfiguration of data
plane required by multiple services. Each service can initial-
ize the reconfiguration protocol without any collision with other
services. The control efficiency is improved by that flexibility
of reconfiguration, so that much less packet losses and flow con-
nection disruptions is produced.

2 Mechanism

The supervision layer locates between the core and the local net-
work view layer at the controller (see Fig.1). This layer super-
vises the states of in-flight flows and the forwarding rules for all
the border switches in the current domain. The services that run
on the local view update their forwarding logics by writing its
new states to the supervision layer via the view. The new states
are detected for their collisions with other services according to
their matching priority. The design of this layer promotes the ef-
ficiency of the reconfiguration by aggregating the recent updates
and compressing them into one single reconfiguration operation.

The reconfiguration protocol is designed by extending the
OpenFlow protocol for conveying commands of storing and
restoring the in-flight flows. We also extend the switch archi-
tecture with a new extra memory for temporarily storing the in-
flight packets by utilizing DRAM. Besides, the current industrial
NEC PF5240 switch proves feasibility to store flow header states
in its buffer[4], thus it is also feasible to store these packets in
the buffer of the switch considering these packets being widely
distributed in the links of its original route and the time of recon-
figuration being transient. The protocol has three major phases
that are strictly separated with each other: (i) temporarily storing
the in-flight flows of all the border switches before reconfigur-
ing; (ii) updating the forwarding rules of the border switches to
the new states; and (iii) restoring the in-flight flows states of al-
l switches after updating. The time and message complexities
are in logarithm and quadratic scales with respect to the average
number of border switches for each domain.

3 Performance

Our current implementation of the protocol is in the NOX con-
troller to support services and management tasks as a standard-

Figure 1: Architecture of Supervision Layer

Figure 2: Emulation Topology of ICN

ized primitive. We implement a prototype of Information Cen-
tric Networking (ICN) based on CCNx realized as a SDN service
to the controller together with the reconfiguration protocol. The
forwarding information base (FIBs) of ICN is implemented as
the flow table at the switch side. All the rest of ICN functions
are implemented at the controller side, where the content routing
reconfigures the FIBs in the presence of link congestions.

The effectiveness of the protocol is evaluated on the PlanetLab
testbed with 9 nodes of high bandwidth (see Fig.2). Nodes are
connected with each other via MST-based overlays. Fig.2 shows
three blue consumers send Interest packets at 1000 per second
in Poisson. Fig.3(a) shows the availability ratio (equaling to the
number of Interest packets divides data packets) is averaged on
1 for our prototype, where the spur points have values larger or
less than 1 (the solid red line), while the raw prototype is less
than 1 that data packets are lost in updating. Fig.3(b) shows that
the mean and standard deviation are 40.5% and 21.56% less than
the raw implementation.
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