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Introduction 

Segmentation 

Fitness 

Medical record segmentation is a technique to 
provide privacy and protect against discrimination 
for certain medical conditions such as STDs, 
substance abuse and mental heal th , by 
sequestering or redacting certain medical codes 
from a patient’s record. 
 
We present an initial study that describes an 
approach for segmenting sensitive medical codes 
to protect patient privacy and to comply with 
privacy laws.  
 
Firstly, we describe segmentation strategies for 
sensitive codes, and explore the link between 
medical concepts using sources of medical 
knowledge. Secondly, we mine medical knowledge 
sources for correlations between medical concepts. 
Thirdly, we describe an approach that a privacy 
attacker may use to infer redacted codes based off 
second order knowledge. More specifically, the 
attacker could use the presence of multiple related 
concepts to strengthen the attack. Finally, we 
evaluate possible defensive approaches against 
techniques that an adversary may use to infer the 
segmented condition. 
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Deniability through relative 
strengths of hypotheses  

•  Hide non-sensitive EHR as well 

•  Enhance competing 
hypothesis, e.g. Citalopram can 
treat hot flashes or depression. 

•  Association rule hiding 

Algorithm 

Rhinovirus 
Mental health 
STDs 
Substance abuse 
X-ray 
[Free text] 

R
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A – Medical algorithm 
π – Policy determines sensitive code s 
M – Medical record 
Predicate P(M, π) – Determines if s   M 
Reducer R(M, π) – Removes s from M 

∈

Ideal reducer 

€ 

A(m) =  A(Rπ (m)) ∀m ∈  M

Medications 
M1.  Tylenol 
M2.  Sudafed 
M3.  AZT 
M4.  Bactrim 

Problem List 
P1.  Headache 
P2.  Sinus Infection 
P3.  HIV positive 
P4.  UTI 

Adapted from J. Halamka, 2012 

Letter 
I hope you and your partner had a 
great weekend in Provincetown and 
that the thrush has improved with the 
mouthwash sample I gave you. 

Medical Record 

Hypothesis 
{d1, d3} 

{d2, d3} 

{d1, d2, d3} 

{d1, d2} 
 

Reggia’s set cover model 
•  Plausibility – set cover 
•  Likelihood – Occam’s razor and fitness 
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Medical concepts 

Sensitive 
Concepts 

!  AIDS 

! Psychosis 

!  Alco
hol 
Abus
e 

!  Diseases 

"  Manifestations 
"  Kaposi’s Sarcoma 

"  Cervical Cancer 

"  Stroke 

"  Delusions 

"  Memory Loss 

"  Rotavirus 

! Schizophrenia 

Delusion Hallucination Alcoholism HIV+ Stroke Memory loss 

Manifestations 

Psychosis Alzheimer’s Disease 

Diseases 

Source: PubMed, NIH.gov 

Hypothesis Rank HFI Notes
{d1, d3} 1 0.91 This is the most supported hypothesis.
{d2, d3} 2 0.88 This could be a competing solution, which

can provide plausible deniability because the
HFI support is similar.

{d1, d2, d3} 3 0.35 This solution is not well supported, and not
“parsimonious”.

{d1, d2} 4 X m4 is not covered, so this is not a solution.

Table 2: Fitness example for m1,m2,m3,m4

4.4 Approaches to infer segmented data using
correlations

Given a patient’s potentially segmented EHR, Algorithm 1 attempts
to discover if some sensitive medical concepts may have been seg-
mented based on the remaining non-sensitive manifestations that
are observable to the algorithm.

To do so, the algorithm selects combinations of manifestations from
the health record as queries. For instance, queries corresponding
to the hypotheses in Figure 1 could include:“m1 AND m3”,“m2

AND m3”, “m1 AND m2 AND m3”, and so on. Each query
then searches for medical knowledge documents that contain these
manifestations, and the search results are then used to generate hy-
potheses. These can correspond to the “differential diagnosis” hy-
pothesis list (Section 3), and the hypotheses are evaluated using the
techniques from Section 4.3.

However, as Figure 3 illustrates, a näive approach to exploring the
potentially large query space could be slow or intractable. In prac-
tice, we have encountered cases where the query was longer than
six terms, and each term could be selected from a list of hundreds
of manifestations. To address this difficulty, we use probabilistic
sampling methods to help us comb the space effectively.

On the other hand, a strict interpretation of the AND operator in
the query may lead to a small result set that may be insufficient
to support the hypotheses. Figure 4 illustrates this idea more con-
cretely with an example where a hypothetical patient’s record con-
tains three terms: Toxoplasmosis (TX), weight loss (WL), and cer-
vical cancer (CC). The top query, “TX ^WL ^ CC00 identifies
documents that concern all three terms, however, this may be too
restrictive, as only 25 documents from PubMed Open Access are
retrieved, and that may not provide sufficient perspective and sup-
port for the hypothesis. To expand the search, we relax the condi-
tions slightly and perform subqueries that match all but one condi-
tion. E.g. “TX ^WL00, “TX ^ CC00, “WL ^ CC00. Each time
this process is performed, the set of documents considered is ex-
panded. In this example, expanding one level yields support from
over 2,000 documents, much more than the original 25. In practice,
we’ve seen that this greatly improves the ability of our algorithms
to infer sensitive hypotheses.

Inferring sensitive concepts from an EHR
Given an EHR, our algorithms can be applied as follows. First,
to generate the queries, we select query terms from the EHR with
respect to a certain probability distribution. One way to do so is to
use the frequency distribution of the underlying medical knowledge
base. Intuitively, this is done as a heuristic to maximize the number
of documents returned.

To calculate this distribution, we take a set of documents from

a given knowledge base, such as PubMed, and a set of medical
terms from medical term databases such as MESH, SnoMed, or
PubChem, and build a set containing the medical terms and their
probability distribution within the knowledge base.

Convergence is reached when the top k hypotheses in the cumu-
lated results remain the same in successive iterations. Some studies
show that human diagnosticians typically consider 4 ± 1 hypothe-
ses[11], and we choose to experiment with k in the range from 3 to
5. Experimentation with larger values of k is left as future work.

hypotheses ;;
repeat

query  ;;
for j = 1! numTerms do

/* select a concept from the EHR using
a probability distribution */

x select concept(concept probs, EHR)

query  query
S

x;
end
/* search for docs that contain the query

terms */
sr  search(query, knowledge base) ;
/* Identifies hypotheses from medical

concepts in documents */
hypotheses update hyp(hypotheses, sr);
/* Evaluates hypotheses according to

plausibility criteria */
results eval hypotheses(hypotheses)

S
results;

until convergence;
rank(results);

Algorithm 1: Inference algorithm

4.5 Results
Table 3 illustrates some of the results from our approach. The first
set of queries finds results for “Rett Syndrome,” a mental health/neu-
rological condition listed in DSM-IV as a mental disorder. The
queries themselves involved non-sensitive manifestations to sug-
gest a sensitive result.

The next set of results illustrates an example found by our algo-
rithm involving the inference of AIDS from four non-sensitive con-
cepts, and testing the result across different data sources including
PubMed, Google and Bing. We verified this result with medical
experts, and they told us that two of the concepts were nondescript.
Rotavirus is a common cause of diarrhea, and “weight loss” is non-
specific, so few inferences can be made based on those conditions
alone. Furthermore, the presence of toxoplasmosis, a parasitic dis-
ease that is estimated to affect one third of the world’s popula-
tion[19] does little to suggest the cause on its own. Considering the
final term, “cervical cancer” alone also does little to narrow down
the exact cause, as the symptom can have many possible causes.
Combining all of these nondescript concepts together narrows the
list of plausible hypotheses down to AIDS. Our medical experts
have independently verified this result before we told them that the
query would yield AIDS.

Another notable example is the query for HIV involving “Hepati-
tis” and “Hepatitis C”. One might expect that these two concepts
may be synonyms, but upon closer inspection, it turns out that the
more specific version, “Hepatits C” produced more specific results.
Hepatitis C is associated with intravenous drug use, unsafe blood

6

Condition Query Results Medical codes Notes 
Rett Syndrome  
 

“wringing” AND “female” AND 
“constipation” AND ”scoliosis”  

3 articles suggest Rett 
Syndrome.  

F84.2, R09.0, K59.0, 737.0  
 

Pubmed 

Rett Syndrome  
 

“wringing” AND “female” AND 
“constipation” AND ”scoliosis”  

1.73M results, 5 of top 10 
results suggest Rett Syndrome, 
including NIH Medline.  

F84.2, R09.0, K59.0, 737.0 
 

Google  

AIDS "Toxoplasmosis" AND "Hepatitis 
B" AND "Encephalopathy" AND 
"Progressive multifocal 
leukoencephalopathy" AND 
"Cryptococcosis” 

140,000 results. 5 of top 10 
suggest AIDS. 

130, 070.2, 348.30, 046.3, 
117.5 

Google 

AIDS ... 18,000 results. >8 of top 10 
suggest AIDS. 

130, 070.2, 348.30, 046.3, 
117.5 

Bing 

“Easy” guide to segmentation 
1.  Hide P3 – HIV positive status 
2.  Hide M3 – AZT is a treatment for HIV 
3.  Should Bactrim (M4) be hidden? It could treat AIDS-related infections.  
UTI can also be treated. 
4. Does “partner” imply homosexuality? 
5. Provincetown is a popular destination for gays 
6. Thrush or Candidiasis is a common mouth infection that AIDS patients 
may get 
7. Headaches (P1) and sinus infections (P2) are common in AIDS 
patients, and Tylenol (M1) and Sudafed (M2) can be used to treat these 
symptoms. 
8. Although AZT (M3) can be hidden, it’s side effects cannot. Symptoms 
such as Anemia, neutropenia, hepatotoxicity, and cardiomyopathy may 
be present. 

Concept Description Links Notes
Risperidone Treats schizophrenia, bipolar disorder, and

autism.
schizophrenia, bipolar disorder,
autism, weight gain, insomnia,
alopecia

Use of Risperidone usually implies treatment
of a mental health disorder.

Aspirin Pain reliever. pain relief, fever reducer, anti-
inflammatory, blood thinner

Aspirin has many uses, which makes it chal-
lenging to infer what condition the user in-
tended to treat, although pain relief is the
most common usage.

Carbamazepine Anti-convulsant and mood-stabilizing drug.
Treats epilepsy and bipolar disorder.

epilepsy, bipolar disorder,
headaches, drowsiness

Primarily used to treat mental health disor-
ders. Could be used off-label to treat Com-
plex regional pain syndrome(ICD9: 337.21)

Citalopram Primarily used as an SSRI to treat depression.
Can also be used to treat hot flashes.

depression, hot flashes, anorgas-
mia, nausea, diarrhea

Can treat both sensitive and non-sensitive
conditions.

Lamotrigine Primarily used as an anticonvulsant drug to
treat epilepsy and bipolar disorder. Can also
treat migraines.

epilepsy, bipolar disorder, mi-
graines

Can be used to treat mental health disorders
or migraines.

Olanzapine Atypical antipsychotic used to treat
schizophrenia and bipolar disorder.

schizophrenia, bipolar disorder,
insomnia, weight gain, dry mouth

Usually treats mental health conditions.

Topiramate Anticonvulsant drug for treatment of
epilepsy. Can be used to prevent migraines.

epilepsy, migraines, bipolar disor-
der, CBT

Can be used to treat non-sensitive migraines.
If cognitive behavioral therapy (CBT) added,
this drug could be used to treat Bulimia Ner-
vosa.

Table 1: Direct relationships

4.3 Hypothesis Fitness Index
The purpose of the hypothesis fitness index is to evaluate the plau-
sibility of a given hypothesis. Given segmented manifestations
R(M+

), the task is to compute the most plausible explanation
E ✓ causes(R(M+

)), and check if E
T

S = ;. More specif-
ically, a set of competing hypotheses would be generated and eval-
uated with respect to the hypothesis fitness index. The process of
hypothesis generation will be discussed in more detail in Section
4.4.

Let W = D
S

M
S

T be the set of medical concepts.

Concept Support Index
Let H ✓ W be a set of concepts representing a hypothesis that the
patient has had the medical manifestations, diseases, and treatments
in H . Let h 2 H be a particular concept in H , then the Concept
Support Index with respect to a medical knowledge document doc
is defined as:

CSI(h, doc) =
Count(h, doc)P

w2W Count(w, doc)
(1)

CSI(H, doc) =
X

h2H

CSI(h, doc) · wh (2)

, where wh 2 [0, 1],
P

h2H wh = 1, and Count(h, doc) counts
the number of occurrences of h in doc.

Intuitively, the co-occurrences of multiple medical concepts within
the same medical knowledge document indicates a possible corre-
lation between these concepts, and the CSI provides a heuristic
measure of the relevance of the document with respect to a partic-
ular concept, relative to other concepts.

Note that there are multiple possible definitions of CSI(H, doc).
The current definition at Equation 2 is chosen for its simplicity, and
we plan to experiment other formulations for future work.

Deniability Index
The Deniability Index with respect to a document doc measures
the support for hypotheses other than H , and is defined as 1 �

CSI(H, doc).

Hypothesis Fitness Index
While the Concept Support Index provides a vote with respect to
a single document, we need a way to calculate the support for a
hypothesis over a set of documents. The Hypothesis Fitness Index
provides a way to do so, and is defined as

HFI(H,Docs) =
X

doc2Docs

CSI(H, doc) · weight(doc,H)

(3)

where weight(doc,H) is a weighting function. The weighting
function takes into account factors such as the relevance of the doc-
ument with respect to the hypothesis H , and possibly scaled by a
function of the size of the result set |Docs| returned for the query.
One way to formulate the relevance factor could be BM25 [24, 38,
42], which is defined as

BM25(D,Q) =

X

qi2Q

IDF(qi)·
f(qi, D) · (k1 + 1)

f(qi, D) + k1 · (1� b+ b · |D|
avgdl )

,

(4)
where

IDF(qi) = log

N � n(qi) + 0.5

n(qi) + 0.5
, (5)

f(qi, D) is the term frequency of qi in D, k1 2 R+, b 2 [0, 1], and
avgdl is the average document length of Docs.

Once the HFI is calculated for each hypothesis, the hypotheses are
ranked in descending order by HFI value, and this comprises the
set of inferences. For instance, Table 2 illustrates a simple fitness
example based on Figure 1. The first two hypotheses have similar
support, and they can be considered competing hypotheses with
no clear leader. This provides plausible deniability for these two
solutions. The third solution, while plausible, is not well supported
and also not “parsimonious”. Note that d3 is always required to
achieve cover of m4, i.e. m4 ! d3, therefore the last solution is
not plausible.
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