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Introduction





• GitHub has over 100 million developers¹

• The projects in GitHub are written in more than 500 programming languages²

• The number of repositories hosted on the platform is more than 518 million³

1- https://github.blog/news-insights/company-news/100-million-developers-and-counting/
2- https://octoverse.github.com/2022/top-programming-languages
3- https://github.blog/news-insights/octoverse/octoverse-2024/
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• GitHub has no automated way to detect maliciousness

• No prior investigation of the issue

• No solutions yet!

https://github.blog/2021-06-04-updates-to-our-policies-regarding-exploits-malware-and-vulnerability-research/
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About The Process



Fig 1: Summary of the snapshots and the datasets Fig 2: Overview of top 10 used programming languages

Data Collection

Fig 3: State of all 92,602 collected PoC repositories (March 2025)



Data Collection

Fig 4: Overview of the collected data with respect to unique CVE IDs, number of repositories, and PoC exploits.



Results



About The Process



Results

Fig 5: workload reduction for the analysts, in terms of lines of code and in size 



Results

Fig 6: Summary of flagged IoCs across the 19,761 analyzed repositories



Results

Fig 7: Assessment of TPs and FPs on the representative sample

Fig 8: Labeling and assessment of the labels assigned by VT



Case Studies



1. Code Obfuscation: Transforms Python source code into an obfuscated 
form that's difficult to read and understand while maintaining the same 
functionality. 

2. Bytecode Protection: It encrypts Python bytecode (.pyc files) and wraps 
them with a runtime protection layer, making it much harder to decompile 
back to readable source code.

3. Anti-Debugging: It includes anti-debugging and anti-tampering 
mechanisms to detect and prevent runtime analysis tools from examining 
the protected code.

Case Study 1: PyArmor



Case Study 2: Cryptominer (MUT-1244)



Case Study 2: Cryptominer (MUT-1244)

1. Downloads malicious files (cryptominer xmrig, script Xsession.sh) 
2. Masquerades as legitimate software (Xsession, xsession.auth)
3. Persistence (using systemd service)
4. Operates stealthily (Suppressing output, hidden directories, …)



Case Study 3: Multi-stage dropper



Case Study 3: Multi-stage dropper



Case Study 3: Multi-stage dropper
http://finlitex.com/wp-errors/Shock.exe



Conclusion
• Our work represents the first comprehensive investigation that analyzes 

PoCs of CVEs hosted on public platforms such as GitHub

• SecurePoC is a tool to help analysts detect malicious content in 
open-source code

• Our approach is limited but allows analysts to implement more techniques

• Next steps: working with industry analysts to improve the 
tool



Questions?
s.el.yadmani@liacs.leidenuniv.nl

linkedin.com/in/soufianelyadmani/


