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Contributions:

-irst big push towards full end-2-ena
AEG

Considerably advanced static and
dynamic analyses

Modern opensource tools (e.g., angr,
S2E)
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Modern opensource tools (e.g., angr, Proof-of-vulnerability only (e.g., IP control)
S2E)

~10 years to move It to the next level

<|l|i

0 armasuisse



The ultimate target

g armasuisse

Container
Program

Local
Program

Sandboxed
Program

- Attacker

- Attack surface

Running Kernel

<|lli



The ultimate target
High Privilege

Container Local Sandboxed

Program | Program | Program Large attack surftace

Widely available and used

- Attacker
- Attack surface

g armastisse Running Kernel ==55E.




The ultimate target
High Privilege

Container Local Sandboxed

Program | Program | Program Large attack surftace

Widely available and used

40 Millions LoC

Several threat models

- Attacker Several attacks/mitigations
- Attack surface
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Threat models

| ocal
L ocal/User sandbox
L ocal/Container

Remote

Kernel sandbox (eBPF)
L ockdown

Physical




Vulnerability classes

PRECURSOR: might lead to a serious
consequence only through a base

vulnerability

HELPER: might only lead to an
attacker achieving its goal In
combination with another vulnerability

BASE: potentially, 1t allows attackers
to directly reach the goal
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| et’s now consider CVE-2021-4083

TREAD 1

init skb()

acquire_fd() 3

/4 window of 12 1nsts
between getting fd and
refcnt++ */

§

recvmsg( )
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https://project-zero.issues.chromium.org/issues/42451370

USD GC

1T ( == my_zrefcnt):

/4% I own sSkb */

delete(skb)

/4% without LockRing */
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First: paper from top tier venues from 2013 to 2023.
Second: collected cited work not included in first selection.

Filtered for new techniques or automation of some steps of kernel exploitation
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Open problems — Attacker Model and Goals

Most works are either threat model agnostic or Tocus
solely to the local attacker scenario.

Attacker goals considered are only to PE or IL. DoS IS
tackled by only one paper
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Open problems — Full Exploitability Assessment

static analysis

Impossible determine reachability!

<|l|i



Open problems — Full Exploitability Assessment




Open problems — Full Exploitability Assessment




Open problems — Full Exploitability Assessment




Open problems — Full Exploitability Assessment

<sysca1 1)

(sysial 1>




Open problems — Full Exploitability Assessment

<sysca1 1)

(sysTaI 1>




Open problems — Full Exploitability Assessment

_
l| <[>
dynamic ana lysis

Only GREBE & SyzScope
explore multiple/all
paths to the same bug.




Open problems — Portability

Let’s consider the widely used S2E as an example

S2E

libs2e.so
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+ /dev/kvm

f( KVM-compatible interface )\
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( Instrumentation Engine )

Path :
. Analysis
Selection Pluains
Plugins g

Image source: https://s2e.systems/

Depends on:

1.
. LLVM litter

o0 B~ W N

Oemu v3.0.0 (mainline is at v10)

. Klee

. Custom KVM implementation

. Instrumented kernel (version 4.9.3 until last year)
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Open problems — Reproducibility

Reproducing and comparing with previous work 1s hard and requires expert knowledge

—ach paper select their tavorite set of bugs and kernel version

The community could agree on one research Linux version and bug dataset

The known bugs could be ported to the supported kernel automatically (difficult!)

0 armasuisse




Open problems — Tool reuse

We tound that Syzkaller, LLVM, S2E and angr are overall highly used - kudos!

However, papers using these tools re-implemented within them similar teatures
which are never merged into the tool mainline

Often, no code Is provided

Methodologies Trom ditterent papers often cannot be combined due to
incompatible or brittle codebases

0 armasuisse
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Conclusions - Status Kernel AEG

No work has yet achieved tull AEG tor the kernel at scale.

-xploitation steps are otten tackled in isolation.

-0Cus IS given to only the most prominent threat model and attacker goals.

Very limited re-use ot state of the art beyond major analysis framework.
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