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Improves way of thinking about complex exploits
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Exploitation Steps

S1 - Find Vulnerability
(PRE-HELP-BASE)

S2 – Trigger Vulnerability
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S5 – Generate End-to-End 
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Most works are either threat model agnostic or focus 
solely to the local attacker scenario.

Attacker goals considered are only to PE or IL. DoS is 
tackled by only one paper
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Open problems – Full Exploitability Assessment

syscall syscall syscall

dynamic analysis

Only GREBE & SyzScope 
explore multiple/all 

paths to the same bug.
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Open problems – Reproducibility

Reproducing and comparing with previous work is hard and requires expert knowledge

Each paper select their favorite set of bugs and kernel version

The community could agree on one research Linux version and bug dataset

The known bugs could be ported to the supported kernel automatically (difficult!)



Open problems – Tool reuse

We found that Syzkaller, LLVM, S2E and angr are overall highly used - kudos! 

However, papers using these tools re-implemented within them similar features 
which are never merged into the tool mainline

Often, no code is provided 

Methodologies from different papers often cannot be combined due to 
incompatible or brittle codebases 



Conclusions - Status Kernel AEG

No work has yet achieved full AEG for the kernel at scale.

Exploitation steps are often tackled in isolation.

Focus is given to only the most prominent threat model and attacker goals.

Very limited re-use of state of the art beyond major analysis framework.
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