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Bitcoin

Proof-of-Work

 Solving a computational moderately hard problem

 Solution allows to append a block to chain

 Hash2(MerkleTreeHash||…||nonce) < 0x00000000||FE32…9AB

 Genesis block: 0000000019d6689c085ae165831e934ff763ae46a2a6c172b3f1b60a8ce26f

 Recent block: 00000000000000000217084a9362676393abd073f4123a67b0a54b9cc86c0a03

 Reward for new block

 Creates a race
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Bitcoin

Limitations

 Developer regulates block size

 Limiting the number of transactions per block

 What if you want to change bitcoin’s protocol

 Different hash algorithm

 Etc.

Source code is public, let‘s modify it!
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Altcoins

Overview

 Are modified versions of bitcoins source code

 All proof-of-work schemes waste energy

 There are alternatives like coin age or activity

 But can we make computations meaningful?

 First approaches:

 Burstcoin – Storage space

 DDosCoin – DoS = PoW (WOOT’16)

 Namecoin – distributed DNS

 Gridcoin – Utilize BOINC for meaningful 

computations
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Gridcoin

Overview

 Actively developed since 2013

 In the TOP 100 of valuable coins

 Market cap. > 12 million euros

 Combines different existing techniques

 Peercoin – Coin possession instead PoW

 BOINC – Meaningful computation

 Has computing power of 1.6 PetaFLOPS

 Ca. 80k lines of code (c++)

 No documentation 
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Open problem, how to efficient add meaningful 

computation to the block chain.
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 Correct solution 

 Reward  = credits (imaginary)

 Increases competition

 Every volunteer has a unique ID

 CPID (cross project id)

 Statistical websites list #credit for every CPIDStatistical 

websites list #credit for every CPID

volunteer gets reward

Why not transform credits to coins?
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Implications

• No security at all:

1. Now we can steal email addresses

2. We can steal BOINC work from others

 Get higher reward for free
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The security flaw

Proof of Concept

 Verified our assumptions

 Created a victim

 Participate in BOINC (SETI@home)

 We implemented an attacker

 Stole 72.4 Gridcoins from our victim

 Block Numbers:

 614249

 615189

 …

 622658
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Responsible disclosure

 1. responsible disclosure (design vuln)

 Informed developer on 09/14/2016

 Supplied our attacks and fixes (see the paper)

 Quickly got a responded (1 day)

 First, they did not understand the fix

 In the end they fixed it in version 3.5.8.7 

 released on 03/26/2017
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Responsible disclosure

 Gridcoin developer != secure coder or protocol security experts

 They included new implementation vulnerabilities with their new version

 We tried to fix the new vulnerabilities

 Developer never answered to our 2. responsible disclosure

 See gridcoin-attacks.org for these 0-days

 Result: do not use Gridoin anymore, it is insecure!
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Conclusion



Conclusion

1. We still can steal reward and get the email addresses of many Gridcoin BOINC user

2. Security researcher look @ Altcoins, there are plenty of them

• Altcoins TOP 11 to 847 are worth > $16 billion

3. Still hard challenge:

• Create cryptocurrency with generic meaningful computations as PoW

4. Gridcoin is totally vulnerable and probably will never achieve better security

• See gridcoin-attacks.org
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Contact

Martin Grothe | Twitter: @ashitaka007 | gridcoin-attacks.org

Chair for Network and Data Security

Horst-Görtz Institut

Ruhr-Universität Bochum

www.nds.rub.de/mgrothe

www.nds.rub.de/jsomorovsky

www.nds.rub.de/joerg-schwenk
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Bitcoin

History

 2008 paper published on cryptography mailinglist

 By Satoshi Nakamoto (?)

 Jan. 2009 source code released

 Soon used for trading

10,000 bitcoin = 11,35 million € (27.04.2017)

10,000 bitcoin = 41$ (22.10.2010)
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 Transactions are confirmed

 If they were included 5 blocks before the current one
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Bitcoin

Double Spending

 Security of bitcoin PoW

 total computational power of the honest user

 Double spending still possible

 Attack has 15% success rate with 30% hash rate of network

 Attack has 100% success rate with 51% hash rate of network
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Bitcoin

Limitations

 Developer regulates block size

 Limiting the number of transactions per block

 What if you want to change bitcoin’s protocol

 Different hash algorithm

 Etc.

Source code is public, let‘s modify it!
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