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Number of Disclosed Android Kernel Vulnerabilities
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Problem: Old Exploits Remain Effective

CVEID Release Date Months % Vulnerable Devices
CVE-2015-3636 Sep. 2015 14 30%
CVE-2015-1805 Mar. 2016 8 47 %

Number of devices vulnerable to two root exploits as of Nov. 2016

* Android 5.0 released in November 2014
* 46.3% of devices run an older version in September 2016



Challenges

* Officially patching an Android device is a long process > Third-party

Researchers found the vulnerability

Hardware vendors/Google finalized the patch

Phone vendors tested and took the patch

Carriers tested and approved the patch

Customer delays or unwilling to take the OTA

* Delayed/non-existing kernel source code > Binary-based



Challenges

e Severely fragmented Android ecosystem > Adaptive
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Solution

Third-party Binary-based Adaptive Kernel Live Patching

Key requirements:
* Adaptiveness

— It should be adaptive to various device kernels
e Safety
— Patches should be easy to audit
— Their behaviors must be technically confined
* Timeliness
— Response time should be short, after disclosed vulnerability or exploit

* Performance
— The solution should not incur non-trivial performance overhead




Feasibility Study: Dataset

e Studied 1139 Android kernels

Vendor #Models #Images Category Statistics
Samsung 192 419 Countries 67
Huawei 132 217 Carriers 37
LG 120 239 Android Versions 42x,43x,44.x,5.0x,5.1x,6.0.x, 7.0.x
Oppo 74 249 Kernel Versions 2.6.x,3.0x,3.4x,3.10.x,3.18.x
Google Nexus 2 15 Kernel Architectures ARM (77%), AArch64 (23%)

Total 520 1139 Kernel Build Years 2012, 2013, 2014, 2015, 2016




Feasibility Study: Observations

Most kernel functions are stable across devices and Android
releases

Most vulnerabilities triggered by|malicious inputs

Many functions return|error codes
— Return a pointer > ERR_PTR
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Overall Approach: Input Validation
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KARMA

KARMA: Kernel Adaptive Repair for Many Androids

v' Adaptive — Automatically adapt to various device kernels
v' Memory-safe — Protect kernel from malicious (misused) patches
v' Multi-level — Flexible for different vulnerabilities
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KARMA Design: Safety

Patches are written in Lua, confined by Lua VM at runtime
A patch can only be placed at designated locations

Patched functions must return error codes or void
— Use existing error handling to recover from attacks

A patch can read but not write the kernel memory
— Confined by KARMA APIs
— Prevent malicious (misused) patches from changing the kernel
— Prevent information leakage
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KARMA Design: Multi-level Patching

* A patch can only be placed at designated locations
Level 1: Entry or return point of a (vulnerable) function

Level 2: Before or after the call site to a callee
e.g., copy_from_user
Level 3: Binary-based patch

e 76 critical Android kernel vulnerabilities
Level 1: 49/76 (64.5%)
Level 2: 22/76 (28.9%)
Level 3: 5/76 (6.6%)
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KARMA Patch Example

if (requeue_pi) {
/*
* Requeue PI only works on two distinct uaddrs. This
* check is only valid for private futexes. See below.
*/
if (uaddrl == uaddr2)
return -EINVAL;

/*

* requeue_pi requires a pi_state, try to allocate it now

* without any locks in case it fails.

*/

Part of the official patch of CVE-2014-3153 (Towelroot)
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KARMA Patch Example

[S—
O OO 1NN kW

11
12

function kpatcher (patchID, sp, cpsr, r0, ril,

r2, r3, r4, r5, r6, r7, r8, r9, r10, ril1i,

rl2, rl4)
if patchID == 0xca5269db50f4 then
uaddrl = ro0
uaddr2 = r2

if uvaddrl == uaddr2 then
return -22

else 6\\\\\\\\\\\\\\\\\\\\5
return 0

end

-EINVAL

end
end
kpatch.hook (0xca5269db50f4,"futex_requeue")

More complex examples in the paper
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KARMA API

API Functionality
hook Hook a function for live patching
subhook Hook the calls to sub-functions for live patching
alloc_mem Allocate memory for live patching
free_mem Free the allocated memory for live patching

_get_callee

Locate a callee that can be hooked

search_symbol
current_thread
read_buf
read_int_8
read_int_16
read_int_32
read_int_64

Get the kernel symbol address

Get the current thread context

Read raw bytes from memory with the given size
Read 8 bits from memory as an integer

Read 16 bits from memory as an integer

Read 32 bits from memory as an integer

Read 64 bits from memory as an integer

Available to patches
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KARMA Architecture

TN

Vulnerable
Function

~
.

Reference
Patch

N—

Target
Kernels

Offline Patch Generation and Verification

Vulnerable
Function
Identification

» Semantic

Matching

Signed
Patches For
Target Kernels

Apply
Patch

Download &

) Verify Patch

Online Live Patching by KARMA Client

17



Offline Patch Adaptation

<€ Patch A >
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Offline Patch Adaptation

Three steps:

1. Identify the vulnerable functions in the target kernel
— Same function but different names
— Inlined

2. Check if the reference patch works for the target kernel
— Same function but different semantics

3. Adapt the reference patch for the target kernel



Vulnerable Function Identification Example
CVE-2015-3636 (PingPong Root)

Device A: ping_unhash Device B: ping_v4 _unhash
Func_A Func_B Func _C Func_A Func_B Func_C
ping_unhash ping_v4 unhash
Func_D Func_E Func_D Func_E

Call graph based similarity comparison
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Semantic Matching

* Check if two functions are semantically equivalent
* If so, adapt the reference patch to the target kernel

e Syntactic matching is too strict

— Different compilers can generate different code with same semantics
* Instruction order, register allocation, instruction selection, code layout
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Semantic Matching

BB 1

sock_diag rcv_msg:

MOV  R12, s
STMFD sp!

P
. {R4-R6,R11,R12,LR, PC}

SUB R11, R12, #4
SUB  SP, SP, HOXC
LDRH R3, [R1,#4]
MOV R4, RL

MOV R6, RO

cMP  R3, #0x12

BCS  loc_COD4C488

X
loc_cOD4c488: BB 2

BB 7

cMP R3, #0x13
BHI loc_cOD4c4D4

loc_cOD4C4D4:
CMP  R3, #0x14
BNE loc_c0D4c478 BB 3

L]

loc_COD4C4DC:
LDR R3, [R1]
SUB R3, R3, #0x10
CcMP  R3, #1
BLS loc_cOD4C478

BB 5 &

BB 4

loc_COD4C4EC:

PR3, #0x28
BHI  loc_CO0D4C478

LDRB R3, [RL,#0x10]

BEQ loc_c0D4c52C

BB 6
loc_COD4C480:
LDR R5, =0xCla33F44
LDR R3, [R5, H#0xA4]
CMP  R3, #0

loc_C0D4C478:

MoV R4

, HOXFPFFFFEA

v

loc_COD4C52C:

MOV R3, #2

MOV R2, #0x10

STR R3, [SP,#0x24+var 24]

Mov RO, #1

LDR R1, =dword C11D9904

Mov R3, #4

BL __request_module

B loc_COD4c4a0

BB 8

BB 1'
sock diag rcv_msg:
STMFD SP!, {RO,R1,R4-R6,LR}
MOV R5, RO
LDRH R3, [R1,#4]
MOV R4, R1
CMP R3, #0x12
BCC loc_C0AO6CTC
'}
Loc_COAOEBBC: BB 2'
CMP R3, #0x13
BLS loc_COAO6BAQ
[]
loc_COA06B94:
CcMP R3, #0x14
BEQ loc_COAOGBEC |gp 4
'Y

BB 7'

BB 9'

loc_COA06B9
B loc_c0a06Cc7C

loc_COAO6BEC:
LDR R3, [R1]
SUB R3, R3, #0x10
CMP R3, #1
BLS  loc_COA06CTC

BB 4'

BB 6'
BB 5 loc_COAO6BAOD:
loc_COAO6BFC: LDR R3, =0xC222E584
LDRE R3, [R1,#0x10] LDR R2, [R3]
CMP  R3, #0x28 MOV  R6, R3
BHI  loc_COAO6CTC CMP R2, #0

loc_COAO6CTC:
MOV RO, #OXFFFFFFEA

BNE loc_COAO6BDO

[2

loc_COAO6BB4:
MOV  R3, #2
MOV RO, #1
LDR R1, =aNetPfDProtoDTy
MOV  R2, #0x10
STR R3, [SP,#0x18+var_ 18]
MOV  R3, #4
BL __request_module

& BE &

Same semantics with different syntax
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Semantic Matching

Check if two functions are semantically equivalent
If so, adapt the reference patch to the target kernel
Syntactic matching is too strict

— Different compilers can generate different code with same semantics

* Instruction order, register allocation, instruction selection, code layout

Use symbolic execution to abstract these differences and
adapt patches

— Use approximation to improve scalability (details in the paper)
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Online Patch Application
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Prototype Implementation

* Lua engine in kernel (11K SLOC)
— Simple
— Memory-safe
— Easy to embed and extend
— 24 years of development

* Semantic matching

— angr
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Evaluation: Applicability

Evaluated 76 critical vulnerabilities in the last three years

Patch levels:

— Level-1: 49
— Level-2: 22
— Level-3:5

Vulnerability

Hotpatching Using KARMA

CVE-2016-7117

CVE-2015-0570

Hook __iw_softap_setwpsie and check if ioctl arguments have improper
length, same as the official patch. The check list is long so omitted here.

CVE-2014-9902

Hook dot11fUnpackIeCountry and dot11fUnpackIeSuppChannels (o vali-
date the value of the input ielen.

CVE-2014-9891

Hook __gseecom_process_rpmb_svc_cmd and validate if the input req_ptr

Hook __sys_recvmmsg and its invocation of fput. On returning of fput, check
if __sys_recvmmsg's err is not equal to 0 and not equal to -EAGAIN. If s

err and skip the rest execution.

fields passed in from user space are out of range.

, return
CVE-2014-9890

Hook msm_cci_validate_queue and validate if cmd_size extracted from the
inputs is larger than 10.

CVE-2016-5340

Hook is_ashmem_file and check the full path of the input file. Only return
True if the full path is /dev/ashmem. Otherwise return False.

CVE-2014-9887

Hook gseecom_send_modfd_cmd and its invocation of __copy_from_user.
Validate req.cmd_req_len obtained from user space.

CVE-2016-4470

Hook key_reject_and_link
if link_ret is 0 before callin |
key_reject_and_link is voi

CVE-2016-3951

T requires writing (o kernel mei

CVE-2016-3841

Hook do_ipv6_setsockopt
the same socket fd.

CVE-2016-3775

Hook aio_setup_single_ve:
exceeds MAX_RW_COUNT. If so, |

CVE-2016-3768

It requires to skip some instruct
not an allowed operation by KA

CVE-2016-3767

[=R-RC B R S S

Hook mtk_p2p_wext_discov
are deleted by the official patch

=

CVE-2016-3134

Android does not enable CONF:
1o Android devices. But KAR! 11
e->next_offset to check if tt 12

CVE-2016-2503

It requires to reorder the instru 13
not an allowed operation by KA 14

CVE-2016-2474

Hook hdd_parse_ese_beaco!
gument pValue. If it exceeds S 15

CVE-2016-2468

Hook _kgs1_sharedmem_pag:

CVE-2016-2467

Hook msm_compr_ioctl a l6
Check if the params_leng 17
MAX_AC3_PARAM_SIZE. If so,

without executing into it. 18

CVE-2016-2466

Hook adm_get_params and 19
ADM_GET_PARAMETER_LENGTH 2()
return -EINVAL. 21

CVE-2016-2465

Hook the concerned functions 22
patched in the original patch, an 23
len and count, and return -EF. 24

m AF Vaw 1inb and  Chanl

Hook nseecom_register_listener etc. handlers to validate pointers passed

void dhd_rx_frame(...)

}

static

{

dhd_wl_host_event (dhd, &ifidx,
skb_mac_header (skb),
skb->mac.raw,
len - 2,
&event , &data);

int dhd_wl_host_event(...)

if (dngl_host_event (dhd_pub, pktdata) ==
BCME_OK) {

if (dngl_host_event (dhd_pub, pktdata,
pktlen) == BCME_OK) {

dngl_host_event(...)

if (datalen > pktlen)
return (BCME_ERROR);

ser space, same as the official patch.
act_dci_log and check for the integer overflow condition of the

dioc_s_ctrl. If the input ctrl->id is
ATE_IRIS_RIVA_ACCS_LEN/_POKE, validate if the copied
s MAX_RIVA_PEEK_RSP_SIZE.

vidioc_s_ext_ctrls and perform range/overflow check on the in-

ioctl and its invocation of __copy_from_ user. Validate
fetched from user spac
stogram_start and validate its input req; hook mdp3_pp_ioct]
_pp obtained from user sj

ite_packing_test_read and validate its input buffer and

_ functions as specified in the official patch, and validate if

validate  the value of

csiphy_release and
ams->csi_lane_mask.
requires to change the instruction order (delay the reference put).
ure operation permitted by KARMA.,

input

26



Evaluation: Adaptability
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Kernel Function CVEID %% T A T T
sock_diag_rcv_msg 2013-1763 | 35 25.0% 7 73.5% 3 75.5% 10.5s 72 16
perf_swevent_init 2013-2094 | 9 55.9% 5 55.9% 2 96.3% 24.6s 81 22
fb_mmap 2013-2596 | 26 202% |7 444% |5 669% | 12.2s | 102 15
__get_user_1 2013-6282 | 3 924% |2 924% |2 98.0% 3.2s 6 2
futex_requeue 2014-3153 | 54 148% |9 T710% |3 993% | 358s | 459 107
msm_isp_proc_cmd 2014-4321 | 42 220% |5 665% |3 42.8% 8.8s 385 68
send_write_packing_test_read | 2014-9878 | 12 57.6% |4 61.2% | 100% 4.9s 25 4
msm_cci_validate_queue 2014-9890 | 6 595% | 4 849% |2 72.4% 6.7s 77 8
ping_unhash 2015-3636 | 36 125% |5 757% |3 50.5% 4.6s 54 8
q6lsm_snd_model_buf_alloc 2015-8940 | 29 34.0% 9 36.6% 5 44.2% 9.9s 104 20
sys_perf_event_open 2016-0819 | 22 36.3% 6 46.9% 6 84.2% 34.6s | 569 118
kgsl_ioctl_gpumem_alloc 2016-3842 | 16 354% |3 888% |4 46.0% 4.7s 79 11
is_ashmem_file 2016-5340 | 6 89.6% 2 93.9% 2 98.1% 0.8s 23 3
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Evaluation: Adaptability
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Kernel Function CVE ID o O o b0 T EOEE e L
sock_diag_rcv_msg 2013-1763 35 25.0% 7 73.5% 3 75.5% 10.5s 72 16
perf_swevent_init 2013-2094 | 9 55.9% 5 55.9% 2 96.3% 24.6s 81 22
fb_mmap 2013-2596 | 26 202% |7 444% |5 669% | 12.2s | 102 15
__get_user_1 2013-6282 | 3 924% |2 924% |2 98.0% 3.2s 6 2
futex_requeue 2014-3153 | 54 148% |9 71.0% |3 993% | 358s | 459 107
msm_isp_proc_cmd 2014-4321 | 42 220% |5 66.5% |3 42.8% 8.8s 385 68
send_write_packing_test_read | 2014-9878 | 12 57.6% |4 61.2% | 100% 4.9s 25 4
msm_cci_validate_queue 2014-9890 | 6 595% | 4 849% |2 T72.4% 6.7s 77 8
ping_unhash 2015-3636 | 36  125% |5 757% |3 505% 4.6s 54 8
q6lsm_snd_model_buf_alloc 2015-8940 | 29 34.0% 9 36.6% 5 44.2% 9.9s 104 20
sys_perf_event_open 2016-0819 | 22 36.3% 6 469% 6 84.2% 34.6s | 569 118
kgsl_ioctl_gpumem_alloc 2016-3842 | 16 354% |3 888% |4 46.0% 4.7s 79 11
is_ashmem_file 2016-5340 | 6 89.6% |2 939% |2 98.1% 0.8s 23 3

Types and frequencies of instruction opcodes
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Evaluation: Adaptability
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sock_diag_rcv_msg 2013-1763 35 25.0% 7 73.5% 3 75.5% 10.5s 72 16
perf_swevent_init 2013-2094 | 9 55.9% 5 55.9% 2 96.3% 24.6s 81 22
fb_mmap 2013-2596 | 26 202% |7 444% |5 669% | 12.2s | 102 15
__get_user_1 2013-6282 | 3 924% |2 924% |2 98.0% 3.2s 6 2

futex_requeue 2014-3153 | 54 148% |9 710% | 3 993% | 35.8s | 459 107
msm_isp_proc_cmd 2014-4321 | 42 220% |5 66.5% |3 42.8% 8.8s | 385 68
send_write_packing_test_read | 2014-9878 | 12 57.6% |4 61.2% | 100% 4.9s 25 4

msm_cci_validate_queue 2014-9890 | 6 595% |4 849% |2 T72.4% 6.7s 77 8

ping_unhash 2015-3636 | 36  125% |5 75.7% |3 50.5% 4.6s 54 8

q6lsm_snd_model_buf_alloc 2015-8940 | 29 34.0% 9 36.6% 5 44.2% 9.9s 104 20
sys_perf_event_open 2016-0819 | 22 36.3% 6 469% 6 84.2% 34.6s | 569 118
kgsl_ioctl_gpumem_alloc 2016-3842 | 16  354% |3 888% |4 46.0% 4.7s 79 11
is_ashmem_file 2016-5340 | 6 89.6% 2 93.9% 2 98.1% 0.8s 23 3

Number of function calls and conditional branches (to abstract CFG)
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Evaluation: Adaptability
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sock_diag_rcv_msg 2013-1763 35 25.0% 7 73.5% 3 75.5% 10.5s 72 16
perf_swevent_init 2013-2094 | 9 55.9% 5 55.9% 2 96.3% 24.6s 81 22
fb_mmap 2013-2596 | 26 202% |7 444% |5 669% | 12.2s | 102 15
__get_user_1 2013-6282 | 3 924% |2 924% |2 98.0% 3.2s 6 2
futex_requeue 2014-3153 | 54 148% |9 T710% |3 993% | 358s | 459 107
msm_isp_proc_cmd 2014-4321 | 42 220% |5 665% |3 42.8% 8.8s 385 68
send_write_packing_test_read | 2014-9878 | 12 57.6% |4 61.2% 1 100% 4.9s 25 4
msm_cci_validate_queue 2014-9890 | 6 595% | 4 849% |2 72.4% 6.7s 77 8
ping_unhash 2015-3636 | 36  125% |5 75.7% |3  50.5% 4.6s 54 8
q6lsm_snd_model_buf_alloc 2015-8940 | 29 34.0% 9 36.6% 5 44.2% 9.9s 104 20
sys_perf_event_open 2016-0819 | 22 36.3% 6 46.9% 6 84.2% 34.6s | 569 118
kgsl_ioctl_gpumem_alloc 2016-3842 | 16 354% |3 888% |4 46.0% 4.7s 79 11
is_ashmem_file 2016-5340 | 6 89.6% |2 939% |2 98.1% 0.8s 23 3

KARMA'’s semantic matching
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Evaluation: Performance
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Evaluation: Performance

Execution Time (microseconds)
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Future Work

User-space vulnerability protection
— Project Treble = only partially solve the problem

Lua engine in the kernel (11K SLOC)
— Alternative execution engines, like BPF or sandboxed binary patches

Error handling code could be vulnerable
— Error injection to detect vulnerable error-handling code

Improve semantic matching
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X OASES  Open Adaptive Security ExtensionS

An initiative founded by Baidu to enable security hardening
and fast/scalable live patching for mobile and loT devices

An open collaborative alliance of security vendors, device
vendors, academia, and community researchers

https://oases.io (more to be announced in Oct. 2017)
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https://oases.io/

Q&A

Adaptive Android Kernel Live Patching
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