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Principles of cognition, coordination, and teaming 
to support high performance and resilient site 

reliability engineering.
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Part 1. Principles of cognition, coordination 
and teaming.

Part 2. A tale of two incidents.

Part 3. Collaborative learning. 
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Part 1 - Principles of 
cognition, coordination, 

and teaming.
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Principles of Cognition, Coordination & Teaming 

1. Cognitive work is more than applying technical knowledge, and is often 
hidden. 

Cognitive Work is the ways in 
which people interact with 
information in their jobs. 

Pssst: It’s the “thinking” part of 
your work!



jeli.io Getty



jeli.io Getty

“What the heck is 
water?”
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Wood’s ‘law of fluency’ 
(paraphrased by Richard 
Cook):

“expertise hides the 
effort in work”

Paraphrased by Maguire:
“When you are 
good, you make it 
look easy.”
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Principles of Cognition, Coordination & Teaming 

1. Cognitive work is more than applying technical knowledge, and is often 
hidden. 

2. Site Reliability Engineering requires fine tuned skills in detection, diagnosis 
work, and flexibility in applying deep technical expertise.
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What fine tuned skills looks like in practice.
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Cognitive work

Planning
Prioritizing 

Troubleshooting

Recognizing change 

Observing
Inferring

Anticipating

Diagnosing
Correcting

Modifying
Reacting

Reasoning
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Cognitive work

Planning
Prioritizing 

Troubleshooting

Recognizing change 

Observing
Inferring

Anticipating

Diagnosing
Correcting

Modifying
Reacting

Reasoning

Coordinative work

Synchronizing
Grounding

Updating
Signaling

Taking Initiative

Taking Direction

Delegating

Recruiting
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Woods' Theorem: 

“As the complexity of a system increases, 
the accuracy of any single agent's own 
model of that system decreases rapidly.”

           -SNAFU Catchers Cycle 1 report
             (stella.report)
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Multiple, diverse perspectives 
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Parties engaged in 
joint activity have 

different goals and 
priorities.
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There can be 
So. 

Much. 
Awkward. 
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Principles of Cognition, Coordination & Teaming 

1. Cognitive work is more than applying technical knowledge, and is often 
hidden. 

2. Site Reliability engineering requires fine tuned skills in detection, diagnosis 
work, and flexibility in applying deep technical expertise.

3. Working in teams is necessary and adds cognitive work.
4. SRE requires fine tuned skills in anticipating, adjusting, signalling, 

grounding, delegating, and taking initiative. 
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Principles of Cognition, Coordination & Teaming 

1. Cognitive work is more than applying technical knowledge, and is often 
hidden. 

2. Site Reliability engineering requires fine tuned skills in detection, diagnosis 
work, and flexibility in applying deep technical expertise.

3. Working in teams is necessary and adds cognitive work.
4. SRE requires fine tuned skills in anticipating, adjusting, signalling, 

grounding, delegating, and taking initiative. 
5. Resilient organizations are networks that share capacities and adapt 

according to the demands.
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Teaming: Coordination, shared capacities, and 
resilience.

● Sharing available resources to help others 
meet goals 

● Relaxing goals that may conflict with 
others

● Removing constraints that can impede 
work.

● Reciprocating when opportunities arise.
Getty
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improve the reliability of your 
systems without looking at 
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You can’t meaningfully 
improve the reliability of your 
systems without looking at 

the cognitive work…

Which is, itself, work.



Part 2 - A tale of two 
incidents.
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Investigation #1
A seemingly innocuous incident, 
that didn’t have much customer 
impact, and didn’t “deserve” or 

have time for a thorough 
postmortem.
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Investigation #1
A seemingly innocuous incident, 
that didn’t have much customer 
impact, and didn’t “deserve” a 

thorough postmortem

● Templated approach
● Completed by members of the 

team most involved in the 
incident

● Purpose was to file and report
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Post Mortem Template

Summary

Impact

Detection

Resolution

Detailed Summary

Contributing Factors

Timeline

What went well

What went wrong

How we got lucky

Action Items
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What don’t we know:

● How much time was spent on this 
document

● Who read it
● Who attended the meeting
● What the purpose of it was
● What was difficult or easy about 

handling the incident?

Post Mortem Template

Summary

Impact

Detection

Resolution

Detailed Summary

Contributing Factors

Timeline

What went well

What went wrong

How we got lucky

Action Items
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Investigation #1: Summary

A change was made to some of the search infrastructure tooling that updates which search 
index to look at each day. 

We were able to recreate the issue and soon after it had been reported, engineering was able 
to track down the problem and fix the bad configuration. 

Due to the nature of the bug, no pre-processing work had to be done for search to be 
functional again.
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Investigation #1: Detailed Summary

The search index is split into collections, one large collection for older [SKUs] and 2-3 collections for recent 
[SKUs], one per day, for newly created [SKUs]. 

Each collection can be individually submitted for reading or writing. Since search queries typically read 
from all collections from a given vendor. 

We employ a feature called collection read alias which lets us query from many collections using one name. 
As new daily collections are created (typically done 2 days in advance), they are added to the read alias.

Due to a bug in our tooling introduced a week before, newly created daily collections were not being added to 
the read alias. Since collections are created and added to the alias 2 days in advance, the first collection to 
be affected by the bug was 3 days ago.
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Incident #1 
Timeline

December 4, 2022 Bug is introduced in python tooling

December 4, 2022 The 6 December collection is created and not added to the alias

December 5, 2022 Newly created SKUs start going into the 6 December alias

December 6, 2022, 2:30 PM Incident channel starts based on customer reports 
Search team is paged and begins work

2:31 PM Issue with elevated error rates is red herring

2:31 PM Borked broker potential cause

2:33 PM Borked broker ruled out

2:34 PM Misconfiguration in read alias identified as the cause

2:36 PM Configuration is fixed

2:36 PM Fix is confirmed

2:37 PM Fix is applied to index file
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Incident #1: Impact

All [e-commerce] users had a degraded search experience for the 20 minutes over which the incident 
took place.
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Incident #1: Contributing Factors

● Lack of type system or static analysis in code
● Alert that would have detected this is also broken



jeli.io

Incident #1: Contributing Factors

● Lack of type system or static analysis in code
● Alert that would have detected this is also broken



jeli.io

Incident #1: What went well

● Fairly quick fix one the search team staged
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Incident #1: What went wrong

● Alert that should have caught the misconfiguration was also broken
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● Alert that should have caught the misconfiguration was also broken
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Incident #1: How we got lucky

● Happened during a low traffic time, and not many users were impacted
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Incident #1: Action Items

● Fix the bug preventing the read alias from being updated
● Fix the alert that should have fired
● Check all our alerts to make sure that they fire
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Incident #1: Action Items

● Fix the bug preventing the read alias from being updated
● Fix the alert that should have fired
● Check all our alerts to make sure that they fire
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What questions do you have about incident 
#1?
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complex than it appears

● Conducted by an engineer 
outside of the main team, fresh 
perspective
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Investigation #2
It’s always a little more 
complex than it appears

● Conducted by an engineer 
outside of the main team, fresh 
perspective

● Included evidence from 
previous deploys (some well 
before the event)

● Included teams impacted, but 
not previously involved in the 
timeline

● Informed new team members 
about system dynamics

● Purpose was to engage the 
audience and to be read
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Background of the document
Who responded
Who investigated
Executive Summary
Customer+Employee Impact

Key Takeaways
Triggering Event
Contributors/Enablers
Mitigators 
Difficulties during handling
Follow-up items

How We Got Here “HOWIE” Guide
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Incident #2: Timeline

● INSERT VIDEO
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Incident #2: Follow-up items 

● Evangelization of definition on what is considered critical for search to be working
● Creating an explicit on-call for the human-driven pages rotation
● Segmenting multiple changes into separate PRs, “clean-up” work deserves its own PRs
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Incident #2: Key Takeaways

● There are multiple notions of what it means for search to be “working”
● Incident handling excellence is influenced by team cohesiveness and collaboration
● Changing code with alerts has risk 
● Ease of coordination due to familiarity of team
● Quick awareness of issue at hand
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Incident 1 Incident 2

Time to investigate 45 minutes 1 week

Time of incident 20 minutes Dates back to 3 weeks 
before the event

Contributing Factors 2 8

Action Items that got completed 2 6

People involved 2 8

Difficulties During Handling No section Dedicated section

Impact Customer Customer + Employee

Readers of the document 10 140
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Why does a focus on cognition, 
coordination, and teaming matter to 
your organization?



jeli.io

Investigation reports can:

● Give the writer of the document more expertise
● Become training documents, 
● Inform chaos experiments, 
● Serve as professional development and refresher 

training, and 
● Help enable meta-analysis across incidents.
● Highlight how goal conflicts and changing 

organizational priorities influence SRE work
● Identify where additional headcount is or is not needed
● Inform build vs buy decisions
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Quick tips for  a focus on cognition, 
coordination, and teaming through 
incidents:

● Don’t only use customer impact to warrant a review
● Get an outside, technical “investigator”
● Make it engaging



Part 3 - Collaborative 
learning
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Learning Break.

What have you learned?
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1. Cognitive work is more than applying technical knowledge, and is often 
hidden. 

2. Site Reliability engineering requires fine tuned skills in detection, diagnosis 
work, and flexibility in applying deep technical expertise.

3. Working in teams is necessary and adds cognitive work.
4. SRE requires fine tuned skills in anticipating, adjusting, signalling, 

grounding, delegating, and taking initiative. 
5. Resilient organizations are networks that share capacities and adapt 

according to the demands.
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 Keep the conversation going
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Come visit us at our 
booth!


