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GOAL 1: INCREASE
ENJOYMENT

Identify strategies that make S&P
more engaging

Social and Emotional Dimensions

of Security and Pivacy User Engagement

SOCIAL DYNAMICS ARE
CLOSELY TIED TO
EMOTIONS

Social cues can raise awareness and
prompt actions

Yet S&P topics are rarely discussed

NEGATIVE EMOTIONS CAUSE
AVOIDANCE

S&P is associated with fear, frustration,
uncertainty

S&P measures are overwhelming

GOAL 2: FACILITATE SOCIAL
INTERACTION

Understand and identify
opportunities for S&P discussions




How can S&P be made more

enjoyable, and what
positive attributes do users associate

with S&P?

What facilitates social interactions
on S&P?

SOCIAL DYNAMICS




Method

Qualitative and quantitative survey with representative
U.S. Prolific sample (N=496)

CONVERSATIONS

How often do you talk about S&P?
Why?
| would talk about security/privacy much
more often with others if....

PRIVACY

Privacy is a topic that...
It would be so much more fun to protect my
privacy if...
Privacy character traits
Perceived level of privacy protection

SECURITY

Security is a topic that...
It would be so much more fun to protect my |
security if...
Security character traits
Perceived level of security protection

DEMOGRAPHICS STEREOTYPES

S&P skills Paranoia and S&P protection measures
ATl scale Nerd-Genius Scale

SA-6
IUIPC-8

OPLIS




S&P ASSOCIATIONS

What positive and negative attributes are associated to S&P?

[Security] [Privacy]
Complex and Unfamiliar Controversial Deserves more

attention

overwhelming and sensitive

“Security is really “invokes fear and “I know very little “Can be polarizing
important.” (P417) “is relatively ASEUES Gpm
(P305) foreign to me” (P143)

“sounds scary”
(P159)

(P260)




S&P CHARACTER TRAITS

What positive and negative attributes are associated to S&P?

Imagine security/privacy was a person, or more
precisely, a colleague of yours. Which three

character traits would you use to

describe them?

intimidating

approachable  djscrete
tech-savvy mysterious needed Iimportant _
helpful meticulous attentive paranoie

~rous hardworking cCOMplicated

knowledable sma r-t serious ., nerdy ambigious
dominant g,g¢ professional rel Ia b I e devious

understand boring strict good quiet
efficient Suspicious trustworthy aenansoz/ing

persistent SECUIe changing caring” taikative
i arrogant untrustworthy
unreliable honest St[;'on private
ough

interesting

interesting
Strong extraverted  working |
strict vulnerable respectiul paranoid
AN T _ secure " attentive
I‘e| la b I € elusive serious

important protective good

moral honeSt loyal private introve rted

intimidating hard approachable CUrious

complicated hypocritical socretive

confident

boring efficient
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smart  TrUSTWOItNY e
mys’teriousannoymg caring discrete needed

authorative  ambigious suspicious

helpful



“If it was not so
complicated” (P98)

HOW TO MAKE S&P FUN

What are strategies to make S&P more engaging?

Increase
knowledge

“It would be more
fun to protect my
IT security if |
learned more
about it.” (P5)

Enhance
accessibility

“If it was free or
inexpensive.” (P71)

Increase self-
efficacy

“If there was
tangible proof that
my efforts kept my

data secure.”

(P467)

Relinquish
responsibility




“If it was not talked
about in such a

doomsday way.”
(P185)

HOW TO MAKE S&P FUN

What are strategies to make S&P more engaging?

Should not be
fun

Can never be fun

“If we got cake
every month there
were no breaches.”

(P317)

“I think when it
comes to protecting
my privacy that it
shouldn't be a matter
of "fun“” (P164)

“l can't imagine a
way it would be
fun.” (P171)
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How are protection levels perceived in comparison with

Children

How well do you protect your IT security compared to your...
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S&P CONVERSATIONS

How frequently do people talk about S&P
topics?

How often do you talk to other people about IT secunty and privacy issues?

| talk to other people about privacy issues... ]

| talk to other people about IT secunty 1ssues..

Very frequently




S&P CONVERSATIONS

What are barriers to S&P conversations?

Why don't you talk to other people so often about IT security?

Too complicated

Mo conversation starter

No one else cares

Too much effort

| don't want to be intrusive

| don't want to annoy others

| don't want to come across as know-it-all
| don't always behave as | would like

| do not care

| fear negative reactions

Strongly
agree

Why don't you talk to other people so often about privacy?

Mo conversation starter

Too complicated

No one else cares

| don't want to be intrusive

| don't want to annoy others

Too much effort

| don't want to come across as know-it-all
| don't always behave as | would like

| do not care

| fear negative reactions
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“If they could relate.
Sometimes they don’t
understand
what I’'m talking about.”
(P123)

“If | knew more about
the topic” (P114)

S&P CONVERSATIONS

How can we foster S&P conversations?

Challenge social
norms

Interest others

Enable agency

“If others were as “l would talk about “Just talking about
interested in the privacy more often it without being
et 5 e if it wasn’t alf)le. to do anythi’r’1g
(P39) taboo.” (P66) is just stressful.
(P284)

Create
conversation
triggers




S&P STEREOTYPES

How may S&P stereotypes influence social
interactions?

| think that someaone is paranoid who, in order to protect their own privacy....

..covers the camera on their (mobile) devices

~.does not use social media

~reads privacy policies

~encrypts their devices

~uses the tor browser for surfing

uses tracing blocker

~avoids using devices & services of certain providers
«limits the number of services used

-.does not accept optional cookies

Only Uses secure messengers

«uses VPN

.avoids servers not subject to stnct privacy regulation
.uses private mode in browsers

regularly clears their cache

~gives as little information as possible on accounts
..manages permissions on the phone or computer
..checks links before clicking on them

uses 2 factor authentication

.locks their devices

-.uses complex passwords

~checks attachments before opening them

.regularly updates their devices

~Uses antivirus programs

Strongly
agree




S&P STEREOTYPES

How may S&P stereotypes influence social
interactions?

People who protect their IT security...

Are naturally very intelligent

Are obsessed with computers

Are geniuses

Are gifted in math

Are introverted

Lock “geeky”

Are socially awkward

Are maore likely to be single than others
Have a hard time finding romantic partners
Find dating difficult

Den't spend a lot of time on their appearance
Don't have many friends

Are unattractive

Strongly
agree

People who protect their privacy...

Are naturally very intelligent

Are geniuses

Are obsessed with computers

Are introverted

Are gifted in math

Are socially awkward

Lock “geeky”

Find dating difficult

Are more likely to be single than other people
Don't have many friends

Have a hard time finding romantic partners
Don't spend a lot of time on their appearance

Are unattractive
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Foster positive engagement through storytelling, social
prompts, and incentivization.
Enhance self-efficacy by highlighting relevance and

reframing security actions.

S&P ARE NOT ARTICULATED

Overcome perceived disinterest and social taboos
through conversation triggers embedded in work
routines or social contexts.

Address knowledge gaps through security curricula.

Shift cultural norms by increasing privacy visibility in
software, media, legal framings.
Shift organizational norms through management

support and strong error culture.

PERCEIVED S&P PROTECTION IS
OVERLY OPTIMISTIC

Recalibrate perceived protection levels with social
cues such as social password meters or showing

peers’ security practices.




Importance is acknowledged, self-
efficacy and positive engagement
should be addressed.

Conversations should be facilitated

in professional and private settings.

Privacy protection should be less

paranoid.

DOWNLOAD THE
PAPER

REACH OUT

nina.gerber@tu-darmstadt.de
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